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CHAPTER 1 IntrOdUCing AltaVault cloud-based
appliances

Use this solution guide to deploy and configure an AltaVault cloud-based appliance using Amazon Web Services™
Marketplace.
This chapter includes the following sections:

m “Overview of Amazon EC2” on page 5

Overview of Amazon EC2

Amazon’s computing infrastructure is provided in the form of the EC2 offering that is a fully scalable, elastic cloud
compute environment where virtual machines (VMs) can run. Amazon EC2 provides reliable and re-sizable compute
capacity in the cloud that can be accessed and managed using a simple Web service interface. It provides you with
complete control of your computing resources and lets you run on Amazon’s proven computing environment. Amazon
EC2 reduces the time required to obtain and boot new server instances to minutes, allowing you to quickly scale
capacity, both up and down, as your computing requirements change. Amazon EC2 changes the economics of
computing by allowing you to pay only for capacity that you actually use. Deploying an Amazon AMI into the EC2
infrastructure is as simple as selecting the AMI template and deploying it, configuring the security and network
capabilities of the VM, and linking it to storage and other infrastructure as needed.

Cloud backup and disaster recovery

AltaVault cloud-based appliances deliver complete cloud backup and disaster recovery. NetApp and Amazon are
tackling the next generation of backup and resiliency challenges by introducing the industry’s first enterprise-class
cloud-based backup appliances. An AltaVault cloud-integrated appliance, also known as an AltaVault AMI instance,
launched in the Amazon Web Services (AWS) Marketplace gives users flexibility in protecting their critical business
data. Not only can cloud workloads be protected and archived for long term retention on cheaper storage, but both
virtual and physical workloads can also be recovered. AltaVault cloud-based appliances allow you to select whether
you want to recover at traditional secondary sites, or in the EC2 compute environment that is managed and secured by
Amazon. Utilizing EC2 gives smaller companies the ability to have a DR solution, at a much smaller cost than
maintaining the infrastructure, security, and management of a physical DR site.

NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances 5



Introducing AltaVault cloud-based appliances Overview of Amazon EC2

Cloud-based workload protection

AltaVault cloud-based appliance AMI instances offer an efficient and secure approach to backing up cloud-based
workloads. Using your existing backup software, AltaVault cloud-based appliance AMI deduplicates, encrypts, and
rapidly migrates data to Amazon S3 or Glacier, which reduces the long term costs of protecting the data. Since Amazon
Glacier, for example, offers storage costs of $.01/GB/month, this represents a 10 fold reduction in costs vs. performing
and maintaining Amazon Elastic Block Store (EBS) snapshots. Users can effectively tier their data protection
requirements adaptively by having an AltaVault cloud-based appliance AMI instance to offload data based on data
usage and retention requirements. As an example, long term email data can be directed to Amazon Glacier for audit/
compliance/regulatory reasons, higher priority user data can be stored on Amazon S3 for quicker recovery, and critical
database or application data be maintained in Amazon EBS snapshots that are retained for shorter periods of time for
quick point in time recovery.

Cloud disaster recovery

For organizations without a secondary disaster recovery location, or for companies looking for extra protection with a
low-cost tertiary site, AltaVault cloud-based appliance AMI instances are the key to enabling cloud disaster recovery.
Using on-premise AltaVault physical or virtual appliances, data is seamlessly and securely protected in the cloud. If
the primary site is unavailable, customers can quickly spin-up an AltaVault cloud-based appliance AMI and recover
data to Amazon EC2.

Businesses that want to have a complete DR solution traditionally have been forced into spending large sums of money,
time and resources to build out, maintain, and secure a secondary site location. Whether this is at an existing site owned
by a company or at a collocation facility where space is rented, the cost is significant because the computing and
storage resources are always on premise and must be available 24x7x365. The benefits of cloud compute and storage
have significantly altered the perceptions and reality of DR because of the scale, elasticity, and pay as you go model
that cloud infrastructure provides. Instead of paying for resources that are in standby mode 99% of the time, you pay
for resources that are powered on for the 1% of the time that you have to perform Disaster Recovery. The elastic model
that Amazon services provide make it possible such that you no longer have to pay excessive amounts of money for
resources that are on stand by a majority of the time. Because an AltaVault cloud-based appliance AMI instance is like
any other AltaVault appliance, you can effectively make the cloud computing infrastructure your DR site to your
physical site, as well as any virtualized site (either on premise or within a compute cloud).

6 NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances



cmaerer2  DepPloying an Amazon Machine
Image

Use this solution guide to deploy and configure an AltaVault cloud-based appliance using the Amazon Web Services
Marketplace. The AltaVault Amazon Machine Image (AMI) is an AltaVault cloud-based appliance built specifically
for deployment within the Amazon EC2 compute environment. Leveraging the capabilities of Amazon’s scalable,
elastic compute cloud, AltaVault cloud-based appliance can now be deployed within the EC2 environment to deliver
cloud protection and Disaster Recovery (DR) capabilities of virtual and physical environments.

This chapter includes the following sections:

“AltaVault AMI user scenarios” on page 7

m “Supported AltaVault cloud-based appliance AMI models” on page 8

m  “Deploying AltaVault cloud-based appliances” on page 8

m “How to achieve optimal performance using best practices” on page 19

m  “Troubleshooting AltaVault AMI instance problems” on page 19

AltaVault AMI user scenarios

You can use the AltaVault AMI in the following scenarios:

m  Media server in the cloud: If your backup media server in AWS is an EC2 instance, the AltaVault cloud-based
appliance AMI runs in the same AWS account. The backup media server backs up data to the AltaVault in EC2.

m  Media server on site: AltaVault runs in EC2, but the backup media server and software are on site. The
uncompressed data goes to the EC2 AltaVault that deduplicates the data and stores it in the cloud.

m  Disaster recovery: You have a physical AltaVault with the backup software on site that stores the backup data in
the Amazon cloud, and you want the capability to create an EC2-based AltaVault cloud-based appliance with the
backup images in EC2 in the event of a disaster at the primary site. This setup enables you to recover your data if
your entire primary site network is down.

m  NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances
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Deploying an Amazon Machine Image Supported AltaVault cloud-based appliance AMI models

Supported AltaVault cloud-based appliance AMI models

There are three supported versions of AMI:
m  AVA-c4: 4 TB of local disk cache

Note: The AVA-c4 has been designed and optimized for deployment on the DS3 instance. NetApp strongly recommends deploying
the AVA-c4 with the DS3 instance only.

m  AVA-c8: 8 TB of local disk cache
m  AVA-cl6: 16 TB of local disk cache
For the AVA-c16 model, there are two methods of deployment:
— 1-Click Launch: Provides a 1 GbE infrastructure for communication with other EC2 instances.

— Manual Launch: Use the manual launch method if you are deploying an AVA-c16 AMI instance that will be
used as a target by the backup application server instance. This method provides a 10 GbE infrastructure for
communication with other EC2 instances. Both the AVA-c16 and the back-up application instance should be
in the same placement group.

Deploying AltaVault cloud-based appliances

Deploying an AltaVault cloud-based appliance AMI instance into an Amazon EC2 infrastructure involves the
following steps:

m  “Accessing the AltaVault AMI and choosing a launch method” on page 8

m  “Storage configuration” on page 14

m  “Configuring the SSH console for AltaVault cloud-based appliance access” on page 14
m  “Configuring AltaVault account access” on page 17

m  “Configuring networking” on page 17

Accessing the AltaVault AMI and choosing a launch method

Log in to the Amazon Web portal and choose an AMI model to launch.
To access the AltaVault AMI

1. Login to the Amazon Web Services portal and browse to the Amazon Marketplace at https://aws.amazon.com/
marketplace.

2. Search AWS Marketplace for AltaVault.

8 NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances



Deploying AltaVault cloud-based appliances

3. Select the NetApp AltaVault cloud-based appliance version that you want to use from the following:

= AVA-c4
= AVA-c8
= AVA-cl6

The AVA-c16 for AWS is selected in the example below.

\efawsmarketplace

Shop All Categories ~

NetApp

Customer Rating

Latest Version

Base Operating System
Delivery Method
Support

AWS Services Required

Highlights

4. Click Continue.

5. Enter your AWS credentials to sign in to your account.

amazon

webservices

|‘5ear-:h AWS Marketplace

Sign in or Create a new account

Deploying an Amazon Machine Image

Amazon W ervices Home

Your Account | Help | Sell on AWS Marketplace

m »| Your Software

AltaVault (formerly SteelStore) AVA-c16 for AWS

Sold by: NetApp, Inc.

The NetApp AltaVault cloud-based appliances for AWS can be used for two primary purposes: to recover on-premises workloads in
the cloud or to efficiently protect cloud-based workloads. For organizations without a secondary disaster recovery location, or for
companies looking for extra protection with a low-cost tertiary site, AltaVault cloud-based appliances are the key to enabling
cloud-based disaster recovery. Using on-premises AltaVault physical or virtual appliances, data is seamlessly and securely
protected in the cloud. If the primary site is unavailable, customers can quickly spin-up a ... Read more

Be the first to review this product

41 [Other available versions)

Linux/Unix, Other 4.1

64-bit Amazon Machine Image (AMI) (Learm more)
See details below

Amazon EC2, Amazon EBS, Amazon 53

Open & Efficient: Integrates with ease into your existing
backup architecture and uses inline deduplication and
compression for up to 30:1 data-reduction ratios

Secure: Offers end-to-end security for data at rest and in
flight using FIPS 140-2 level 1-compliant encryption

Simple: Takes you from zero to protected in less than 30
minutes

Sign In or Create an AWS Account

What is your e-mail or mobile number?

E-mail or mobile number:

; Iam a new user.

@ Iama returning user
and my password is:

Sign in using our secure server Q

Eorgot your password?

“You will have an opportunity to
review your order before
launching or being charged

Continue

Pricing Details

For region
| US East (N. Virginia) =]

Hourly Fees
Total hourly fees will vary by instance type and EC2 region_

EC2 Instance Type
c3.8xlarge

EC2 Usage Software
$1.68/hr §1.54thr

Total
$3.22/hr

EBS Magnetic volumes 7]
$0.05 per GB-month of provisioned storage

$0.05 per 1 million /0 requests

Assumes On-Demand EC2 pricing

Announced at

AWS re:Invent 2015

Explore the next generation
of AWS cloud capabilities

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.
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Deploying an Amazon Machine Image

6. Choose one of the following launch methods:

m  1-Click Launch: Preferred method

Deploying AltaVault cloud-based appliances

m  Manual Launch: Select this launch method if the target instance will be used in conjunction with the backup
application server instance. This method provides a 10 GbE infrastructure for communication with other EC2
instances. Both the AVA-c16 and the back-up application instance should be in the same placement group.

Launch on EC2;

AltaVault (formerly SteelStore) AVA-c16 for AWS

1-Click Launch

Review, modify, and launch

Manual Launch
With EC2 Consale, APIs or CLI

Click "Launch with 1-Click" to launch this software with the settings

below

The default settings are provided by the software seller and AWS Marketplace.

b Version
41, released 11/05/2015

} Region
US East (N. Virginia)

w EC2 Instance Type

c3.8xlarge - Memory
CpPu
Storage
Platform
Hetwork
performance

i API Name
b VPC Settings

Will launch into: subnet-e3238994

80 GiB

108 EC2 Compute Units (32 virtual
cores with 3.375 Compute Units
each)

2x320GB SsD

&4-bit

Wery High (10 Gigabit Ethernet)

c3.8xlarge

Price for your selections:

$3.22 / hour
$1.68 c3.8xlarge EC2 Instance usage fees +
$1.54 hourly software fee

$0.05 / GB / month
EBS Magnetic Storage

$0.05 / 1 million IFO requests
EBS Magnetic Storage

Launch with 1-Click

w Cost Estimator

$2,318.40 / month
c3.8xlarge EC2 Instance usage fees
Assumes 24 hour use over 30 days

Software Charges
$1,108.80 / month
$1,108 .80 hourly software fees for c3.8xlarge

AWS Infrastructure Charges

@4 N0 AN T et

To deploy an AltaVault AMI instance using the 1-Click Launch method

1. From the launch page, select 1-Click Launch.

2. Chose a Region in which to create the AltaVault cloud based appliance AMI instance.

Region - Determines the geographical region to create and place the AltaVault cloud-based appliance AMI
instance. The default selection is US East (Virginia).

Note: EC2 Instance Type: This selection determines an EC2 instance type and is not adjustable.

10 NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances



Deploying AltaVault cloud-based appliances

Deploying an Amazon Machine Image

3. Chose a Security Group for the AltaVault cloud based appliance AMI instance.

Security Group - Determines a Security Group for the AltaVault cloud-based appliance AMI instance. By default,
a preselected security group displays as seen in the figure below. If one is not present, it automatically creates the
group during the deployment process. The security group describes which ports and IPs the AltaVault cloud-

based appliance AMI instance uses to communicate with other VMs.

« Security Group

A zecurity group acts as a firewall that controls the traffic allowed to reach one or more instances.

Learn more about Security Groups.

“fou can create a new security group based on seller-recommended settings or choose one of your

existing groups.

Create new based on seller settings

Description:

A new security group will be generated by AWS Marketplace. It is based on recommended settings for
AltaVault (formerly SteelStore) AVA-c4 Cloud-Based Appliance for AWS version 4.0.0 provided by

Net&pp Inc..

Connection Method Protocol Port Range Source (IP or Group)
SSH tcp 22-22 Anywhere -
HTTP tcp 80 - 280 Anywhere -

tcp 111 - 111 Anywhere -
HTTPS tcp 443 - 443 Anywhere -

tcp 445 - 445 Anywhere -

tcp 2049 - 2045 Anywhere -

tcp 4001 - 4001 Anywhere -

tcp 4002 - 4002 Anywhere -

udp 111 - 111 Anywhere -

udp 2049 - 2045 Anywhere -

udp 4002 - 4002 Anywhere -
RDP tcp 3389 - 3389 Anywhere -
Warning Rules with source of 0.0.0.0/0 allows all IP addresses to access your

instance. We recommend limiting access to only known IP addresses.

4. Chose a Key Pair.

Key Pair - Determines a Key Pair to authenticate to the AltaVault cloud-based appliance AMI instance for
performing operations, using either the AltaVault CLI or the GUI interface. Creating a key pair is a prerequisite

requirement.

For instructions on creating a key pair, see http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-

pairs.html#having-ec2-create-your-key-pair.
5. Click Accept Terms & Launch with 1-Click.

6. Continue to the next step, “Storage configuration” on page 14.

Note: To connect to the AltaVault cloud-based appliance AMI instance using the external SSH tool, PuTTY, you must configure
the key pair file in a format that is accepted by PuTTY. Refer to the following Amazon document for converting the key pair file
into a PuTTY friendly form: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html.

NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances 11



Deploying an Amazon Machine Image

Deploying AltaVault cloud-based appliances

Note: For Unix SSH, you must ensure the permissions on the key pair file is set at 400. You can change permissions using the
command, chmod 400 <key-pair.pems.

To deploy an AltaVault AMI instance in Amazon EC2 using the Manual Launch method

1.

Launch on EC2:
AltaVault (formerly SteelStore) AVA-c16 for AWS

1-Click Launch

Review, modify, and launch

Manual Launch
With EC2 Console, APls or CLI

Launching Options

You can click the "Launch with EC2 Consaole” buttons below and following the
instructions to launch an instance of this software

You can also find and launch these AMIs by searching for the AMI IDs (shown below)
in the "Community AMIs” tab of the EC2 Console ™ Launch Wizard

You can view this information at a later time by visiting the Your Software page. For
help, see step-by-step instructions ™ for launching Marketplace AMIs fram the AWS
Console.

Usage Instructions

Select a Version
4.1, released11/05/2015 =~

Region ]
US East (M. Virginia)
US West (Oregon)

US West (M. Califarnia)
EU (Ireland)

Asia Pacific (Singapore) ami-aeededfc
Asia Pacific (Sydney)

Asia Pacific (Tokyo)

South America (Sao Paulo)

ami-ebbc36G

ami-558ded30
ami-0b988b3b
ami-23699267
ami-95c3ede?
ami-73703¢49
ami-8a87098a

From the AltaVault Launch page, select Manual Launch for the AVA-c16 model.

Pricing Details

For region
| us East (W. virginia) =]

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.

EC2 Instance Type Software EC2 Total
c3.8xlarge $1.54/hr $1.68Mhr §3.22ihr

EBS Magnetic volumes @
$0.05 per GB-month of provisioned storage

$0.05 per 1 million I/O requests
Assumes On-Demand EC2 pricing; prices for Reserved and Spot Instances

will be lower. See pricing details M7

Data transfer faes not included. T2

Learn about instance types el

2. Select Launch with EC2 Console for the corresponding Region where you intend to deploy the AMI instance.

12

The selection, Launch with EC2 Console, automatically provides a 10 GbE interface. Ensure that you choose a
placement group while launching the AMI. The 10 GbE capabilities are only realized when the AMI and the
backup server in the same placement group.

NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances



Deploying AltaVault cloud-based appliances Deploying an Amazon Machine Image

3. Scroll down to the Compute optimized section and select the instance type, c3.8xlarge.

1.ChooseAMI 2. Choose Instance Type 3. Configure Instance ~ 4.Add Storage 5. TagInstance 6. Configure Security Group 7. Review

Step 2: Choose an Instance TYPe
b Bl Y ixarge

10 ou £o> ony ves rugn
("] c4.8xlarge 36 60 EBS only Yes 10 Gigabit
c3.large 2 375 2x 16 (SSD) - Moderate
c3.xlarge 4 7.5 2 x40 (SSD) Yes Moderate

c3.2xlarge 8 15 2 x 80 (SSD) Yes High

c3.4xlarge 16 30 2 x 160 (SSD) Yes High
(] c3.8xlarge 32 60 2x320 (SSD) = 10 Gigabit
cl.medium 2 17 1x 350 - Moderate

c1.xlarge 8 7 4 x 420 Yes High
(] Compute optimized cc2.8xlarge 32 60.5 4x840 2 10 Gigabit
] Compute optimized ccl.4xlarge 18 23 2x840 - 10 Gigabit

2 GPU instances g2.2xlarge 8 15 1x60 (SSD) Yes High
()] GPU instances g2.8xlarge 32 60 2 x120 (SSD) = 10 Gigabit

Cancel Previous ELENEVELLIETT M Next: Configure Instance Details

4. Click Next: Configure Instance Details.

5. From the Placement group drop-down menu, select the placement group to which the backup application server
instance belongs.
1.Choose AMI 2. Choose Instance Type 3. Configure Instance  4.Add Storage 5. Taglnstance 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take advantage of the lower pricing, assign an access management role to the instance, and

more.
Number of instances  (j 1
Purchasing option (j Request Spot Instances
Network (i vpc-c39c16a6 (172.31.0.0/16) (default) :] C Create new VPC
Subnet (j No preference (default subnet in any Availability Zone) ™ Create new subnet
Auto-assign Public IP (j Use subnet setting (Enable) n
Placement group (i ¥ No placement group b
New placement group
perf_test
1AM role (i ["None :] C Create new IAM role
Shutdown behavior (j Stop. s
Enable termination protection (j Protect against accidental termination
Monitoring  (j Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (i Shared tenancy (multi-tenant hardware) s
Additional charges will apply for dedicated tenancy.

Cancel  Previous Review and Launch Next: Add Storage

6. Click Review and Launch.

NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances 13



Deploying an Amazon Machine Image Deploying AltaVault cloud-based appliances

7. From the Boot from General Purpose (SSD) page, select Continue with Magnetic as the boot volume for this
instance.

Boot from General Purpose (SSD) X

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 IOPS/GiB.

Make General Purpose (SSD) the default boot volume for all instance launches from the
console going forward (recommended).

Make General Purpose (SSD) the boot volume for this instance.

(#) Continue with Magnetic as the boot volume for this instance.

Free tier eligible customers can get up to 30GB of General Purpose (SSD)
storage.

_/Don't show again m

8. Click Next.

9. Review the launch instance details and click Launch.

Storage configuration

An AltaVault cloud-based appliance AMI instance deploys with an automatically provisioned 100GB disk that
contains the AltaVault OS install image and a preconfigured second set of disks used for storing the data AltaVault
cloud-based appliance received from your backup application. The size and number of disks are based on the model
of appliance that you previously selected to launch and cannot be configured.

Note: In Amazon EC2, volumes can be attached as either disk or as instance store volumes. An AltaVault cloud-based appliance
AMI only supports EBS volumes, and as such, EBS volumes are created and associated with the AltaVault AMI appliance.

Configuring the SSH console for AltaVault cloud-based appliance
access

You can access the AltaVault cloud-based appliance in one of two ways:
m  Use the Amazon provided Web browser SSH interface

m  Use a native SSH client of your own

14 NetApp AltaVault Cloud Integrated Storage Installation and Service Guide for Cloud Appliances
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To access your AltaVault cloud-based appliance instance using the Amazon Web browser
1. Select the instance name of the AltaVault cloud-based appliance AMI instance.

2. From the top menu, select Connect.

B  Services -~

EC2 Dashboard & Launch Instance Connect Actions v
4

Events

Tags Filter: All instances ¥  Allinstance types ~ Q)
- Name ¥ - Instance D =~ Instance Type ~

Instances newaptimizer i-1b2c1TEb m1.small

Spot Requests TMSP Server  -23a2c946 m1_large

Reserved Instances Stingray TM i-30562449 m1 large

Magento i-4cfT5936 m1.small
AMIS @ Ec2 i-9dfd79e8 m1.xlarge

3. Select the radio button, A Java SSH client directly from my browser (Java required).

Connect To Your Instance b4

1 would like to connect with A siandalone

& A Java 55H C

lient

it directly from my browser (Java requined)

the location and name of the .pem file containing your private key

Elastic IP 10721 231107
User name
Key name  keypem
Private key path

Save key location Store in browser cache

4. Enter the User name, admin.

5. To begin the session, click Launch SSH Client.

Configuring your native SSH client

To configure console access using your own SSH client, you must have the following items:

m  SSH Client - Available (Linux includes a native SSH client, and Windows users can use PuTTY).
m  AMI Instance name of the AltaVault cloud-based appliance

Public DNS name of the instance

Private key (.pem) file associated with this AMI from your Amazon account
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Configuring Linux

The SSH command needed is provided from the Amazon Web browser.
To access your AltaVault cloud-based appliance instance using Linux
1. Select the AMI instance name of the AltaVault cloud-based appliance.

2. From the top menu, select Connect.

B Services v Ed

4

Events

Tags Filter: All instances ¥  All instance types Q
= Name % - |InstancelD =~ Instance Type ~

Instances newaptimizer i-1b2e1T6b m1.small

Spot Requests TM SP Sever  i-23a2c946 m1 large

Reserved Instances Stingray TM i-30562149 m1.large

Magento i-4cfT5936 m1.small
AMIs @ Ec2 i-9dfd79e5 m1.xdarge

3. Select the radio button, A standalone SSH client.

Connect To Your Instance ®

I would like to connect with & & ciandaione SSH client
A Java SSH Client directly from my Drowser (Java requaned)

To access your instance:

Cpen an 354 chent. (find out how io ¢;

1 using PuTTY)

Locale your private key fle (key pem) wizard automatcally detects the key you used to
launch the instance
3. Your key must not be publcly viewable for 35H fo work. Use this command if needed

chmod 400 key.pem

-

Connect to your instance using ifs Public D3
ec?-54-221-145-81. compute-1. amazonaws . com
Exampli:
ash -1 key.pem rootBec?-54-221-145-81.compute-1. amazonaws . com

Pleasa note that in most cases the usemame above will be correct, however please ensure
that you read your AMI usage instructions. 10 ensure that the AMI owner has. not changed the
default AMI username

i you need any assistance connecting 10 your instance, pkease see our connechon dogums

4. Use the admin account to connect to the AltaVault cloud-based appliance AMI instance. You cannot use the root
account.
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Configuring Windows using PuTTY

If you use PuTTY, you must start by converting the private key from the .pem file format provided by Amazon to the
.ppk file format used by PuTTY.

gj’uﬂ'\" Configuraticn T |- -

Category:
[=- Terminal - Options controling S5H authentication
- Keyboard =
- Bell [] Bypass authertication entirsly (SSH-2 only)
.. Features | [¥] Display pre-authentication banner (55H-2 only)
= Wi ;
i Ml Authentication methods
- Appearance ¥
... Behaviour [] Attempt authentication using Pageant
.- Translation [] Attempt TIS or CryptoCard auth (S5H-1)
- Selection [7] Attempt "keyboard-nteractive” auth (S5H-2)
- Colours 3
£ Connection Authentication parameters
. Data =||  [C] Allow agent forwarding
[] Mllow attempted changes of usemame in S5H-2
Private key file for authentication:
C:vkey ppk] Browse...

Help J [ COpen l I Cancel ‘ !

PuTTY does not accept .pem files directly as a private key file. Refer to the following Amazon document to set up an

SSH connection using PuTTY: http://docs.aws.amazon.com/AW SEC2/latest/UserGuide/putty.html.

Configuring AltaVault account access

The AltaVault cloud-based appliance AMI instance does not initially come configured with a password configured for
the default admin account. When you first connect to the AltaVault cloud-based appliance using an SSH session you
are automatically logged in as admin. To set the initial account password for admin, issue the following commands:

amnesiac > enable

amnesiac # configure terminal

amnesiac (config)# username admin password 0 <your-new-passwords>
amnesiac (config)# write memory

Configuring networking

An AltaVault cloud-based appliance AMI instance comes with a single network adapter. The network adapter is used
to receive and send all traffic from the device. By default, the AltaVault cloud-based appliance AMI instance provides
an OpenDNS address that changes each time you restart the AltaVault cloud-based appliance. However, you can
manually configure this as an Elastic [P address after initially deploying the appliance.
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To manually configure an Elastic IP address

1. From the left menu of the EC2 Dashboard page, under NETWORK & SECURITY, select Elastic IPs.

=] NETWORK & SECURITY
Security Groups
Placement Groups
Load Balancers
Key Pairs

Network Interfaces

If an Elastic IP address is available, select it from the list, and select Associate Address.
If none is available, allocate a new Elastic IP address by selecting Allocate New Address.

Allocate New Address Release Address Associate Address

2.

Filter: All addresses ¥ (Q Search Addresses X
Address + Instance ID +~ Private
23.23.2035 I-1b2¢c176b (newaptimizersite)

50.17.225.239 i-23a2c946 (TM SP Server)

@ 5019.250.74

3. Select the AltaVault cloud-based appliance AMI instance from the drop down list and click Associate.

Associate Address X

Select the instance to which you wish to associate this IP address (50.19.250.74)

Instance  Select an instance v
Select an instance
| -23a2¢946 - TM SP Server
-9dfd79e5 - EC2
| 1-30562{49 - Stingray TM
| -4¢f75936 - Magento

ee—— - 1b2¢176b - newaptimizersite

|

18
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How to achieve optimal performance using best practices

The following recommendations and best practices are intended to guide you to achieving optimal performance while
reducing configuration and maintenance requirements.

Using best practices for deploying AMI instances

The following table displays best practices recommendations for deploying the AltaVault cloud-based appliance AMI
Instance.

Best Practice  Description

Region For general DR purposes, it is recommended to deploy the AltaVault cloud-based appliance in a
geographically different region within Amazon than where your physical production environment resides.
This provides you the best chance of recovering your production environment in to the Amazon EC2
environment should an entire region go down, say due to an electrical grid failure or natural event such as a
hurricane. However, if your production environment is cloud based in Amazon EC2, then your AltaVault
cloud-based appliance could be located in the same region.

Security Group It is recommended to place the AltaVault cloud-based appliance AMI instance in the same media group as
the backup or media server VMs so the VMs can communicate with the AltaVault cloud-based appliance
AMI instance. Refer to AWS documentation for further details on how to configure security group settings.

Key Pair The key pair is used to authenticate to the AltaVault cloud-based appliance AMI instance for performing
operations, either using the AltaVault CLI or the GUI interface. Creating a key pair is a prerequisite
requirement before deploying an AltaVault cloud-based appliance AMI instance.

Best practices for connecting an AMI instance to the network

To reliably connect to the AltaVault cloud-based appliance AMI instance without having to first refer to the AWS EC2
instance dashboard interface, associate the AltaVault cloud-based appliance AMI instance with an Elastic IP address.
This guarantees that the AltaVault cloud-based appliance AMI instance is always reachable from the SSH or Web
browser at the same URL address, regardless of whether the instance has been rebooted.

Do not attempt to set a static IP address using the AltaVault UI. This could cause the AltaVault cloud-based appliance
to become unreachable by EC2, forcing you to redeploy and recover the AltaVault cloud-based appliance AMI
instance.

Troubleshooting AltaVault AMI instance problems

AltaVault cloud-based appliance AMI instance does not start - If an AltaVault cloud-based appliance AMI instance
does not start, confirm that you have properly deployed two EBS volumes and assigned them to the AltaVault cloud-
based appliance AMI instance as described in the section, “Storage configuration” on page 14.
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AltaVault cloud-based appliance AMI instance is critical - Verify that the EBS volumes have been attached to the
AltaVault cloud-based appliance AMI instance after it boots.

Issue the following commands to attach the /data partition using those EBS volumes previously created as shown in
the figure below.

These commands take a few minutes to complete because they format all EBS volumes and create a RAIDO /data
partition.

amnesiac > enable

amnesiac # configure terminal

amnesiac (config)# no service enable
amnesiac (config)# aws setup data partition

Cannot login to the AltaVault Web GUI - If this is an initial deployment, confirm that the admin account was
assigned a password. Refer to the section “Configuring AltaVault account access” on page 17. If this is a subsequent
login access, confirm the user name and password being provided. For details regarding set up of user accounts, refer
to the NetApp AltaVault Cloud Integrated Storage User's Guide.

Next steps

After you log in to AltaVault virtual appliance, the configuration wizard displays and allows you to do the following:
m  Specify system settings, including time zone and DNS.

m  Configure cloud settings, including cloud credentials, licenses, and data encryption.

m  Configure data interfaces that are used to receive data from the backup application.

m  Configure CIFS shares or NFS exports that the backup application can access.

m  Optionally, configure peer monitoring, email alerts, SNMP, and additional login security.

m  Export the Virtual AltaVault configuration for safe keeping in the event of a disaster.

m  To manage Virtual AltaVault using the command-line interface, see the NetApp AltaVault Cloud Integrated
Storage Command-Line Interface Reference Guide.

m  To complete configurations, go to the NetApp AltaVault Cloud Integrated Storage Deployment Guide.
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This chapter describes how to perform AMI upgrades. It includes the following sections:
m “Overview of AltaVault AMI upgrades” on page 21

m  “Plan an AltaVault AMI upgrade” on page 22

m “AltaVault AMI upgrades” on page 22

m  “Cleaning up after the upgrade” on page 36

m  “Accessing community support” on page 36

Overview of AltaVault AMI upgrades

Data protection is an ever-increasing burden on the enterprise. Storage growth, security and compliance requirements,
performance, and ultimately costs are all increasing. This causes organizations to potentially incur significantly
increased risk. Cloud storage has quickly evolved and helps to mitigate some of these concerns, specifically around
data growth, security, and costs. By leveraging highly elastic and scalable cloud storage at pennies per gigabyte per
month, businesses can reduce the risks and costs associated with data protection.

NetApp AltaVault storage enables customers to securely back up data to any cloud at up to 90% less cost compared to
on-premises solutions. AltaVault gives customers the power to tap into cloud economics while preserving investments
in existing backup infrastructure and meeting backup and recovery Service Level Agreements (SLAs). AltaVault
appliances simply act as a network attached storage target within a backup infrastructure, enabling organizations to
eliminate their reliance on tape infrastructure and all of its associated capital and operational costs, while improving
backup windows and disaster recovery capabilities.

It is simple to set up AltaVault appliance and start moving data to the cloud in as quickly as 30 minutes, compared to
setting up tape or other disk replication infrastructures which can take days. Leveraging industry leading deduplication,
compression and WAN optimization technologies, AltaVault appliances shrink data set sizes by 10 to 30x substantially
reducing cloud storage costs, accelerating data transfers and storing more data within the local cache, speeding
recovery.

Security is provided by encrypting data on-site, in-flight, as well as in the cloud using 256-bit AES encryption and SSL
v3/TLS v1. AltaVault appliances provide a dual layer of encryption that ensures that any data moved into the cloud is
not compromised, and it creates a complete end-to-end security solution for cloud storage.
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Since an AltaVault appliance is an asymmetric solution, you can recover the last known good state of a broken or
destroyed AltaVault appliance to a new AltaVault appliance. AltaVault appliances provide flexibility to scale cloud
storage as the business requirements change. All capital expenditure planning required with tape and disk replication
based solutions is avoided, saving organizations up to 90%.

With AltaVault now supported in Amazon's AWS Marketplace as an Amazon machine image (AMI), organizations are
further enabled by being able to recover on-premises workloads in the cloud and efficiently protect cloud-based
workloads. Customers can quickly spin up an AltaVault AMI to recover data to Amazon EC2 and restore business-
critical operations.

Plan an AltaVault AMI upgrade

AltaVault AMI upgrades are a disruptive process, and no operations to or from an AltaVault AMI may be performed
while an upgrade is in progress. Upgrades can take upward of an hour to perform, depending on the version of
AltaVault AMI appliance deployed. Upgrades can only be to the same model as currently deployed. For example, an
AVA-c8 AMI can only be upgraded to a newer AVA-c8 AMI version and cannot be upgraded to a AVA-c16 AMI.

Make sure that all operations to and from AltaVault are complete or suspended. This includes operations such as
backup, recovery, or replication. Review the AltaVault reports for information regarding ongoing activity and work
with the backup administrator to schedule downtime.

Administrative login credentials for the Amazon Web Services (AWS) console are required to perform the upgrade
actions, which include working with EBS volumes, altering the existing AltaVault AMI, and creating a new AltaVault
AMI instance.

AltaVault AMI upgrades

To perform the upgrade, follow the steps exactly as described in the following sections. Carefully note the information
that is required in each step because this information is carried forward to subsequent steps.

An AltaVault AMI upgrade takes place in the following distinct phases:

m “Saving and exporting the original AltaVault AMI configuration” on page 23

m “Stopping the original AltaVault AMI and detaching the data volumes” on page 24
m  “Launching and configuring the new AltaVault AMI instance upgrade” on page 26
m “Importing the Configuration File” on page 33

m “Attaching data volumes to the new upgrade instance” on page 34

m “Rebooting the new AltaVault AMI upgrade” on page 35
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Saving and exporting the original AltaVault AMI configuration

You must export your current configuration file from your older version of AltaVault,
altavault_config (HOSTNAME) (DATETIME).tgz, and store it in a safe place, such as with your business continuity
plans.

To export your configuration file

1.

2.

Choose Settings > Setup Wizard.

From the AltaVault wizard dashboard, click Export Configuration.
Export Configuration Wizard @®©

Export Configuration

Export Configuration

The Export Configuration consists of the following:

Export Configuration

* Encryption Key
¢ Cloud configuration

+ Appliance configuration

Type the password for the encryption key in the password field.

The password field appears only if you specified a password for your encryption key when you generated it in the
cloud settings wizard page.

Click Export Configuration to download the current AltaVault configuration file,
AltaVault config (HOSTNAME) (DATETIME).tgz.

Click Exit to close the Export Configuration Wizard page and go back to the dashboard.

Click Exit to close the dashboard.
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Stopping the original AltaVault AMI and detaching the data volumes

You must stop the original AltaVault AMI and record the instance information before detaching the original AltaVault
AMI data volumes.

To stop the original AltaVault AMI and detach the data volumes
1. Login to the AWS console.

2. Locate your AltaVault AMI launch instance.

onnact ) (dstizns v e s oo s 6
Q Filter bytags and atributes or search by keyword [~} 1to3of3 Jof3
Name: ~ | Instance ID - Instance Type - | Availability Zone - Instance State - Status Checks - Alarm Status | KeyName - | Monitoring - | Launch Time - Security Group | Security Grouf
e 2 177598435 m3.xdarge us-east-1d @ wnning @ 202 checks ... None % sh W disabled August 5, 2015 at 15114 P, open open
1 i-06a7b3d5 m3.xdarge us-east-1d @ wnning @ 22 checks ... None W disabled July 27, 2015 at 1:05:29 PM open apen
store 1-9308d641 m3 xlarge us-east-1d @ running @ 202 checks ...  None %% sha disabled August 5, 2015 at 9:00:15 P open open

3. Record the Instance ID, Region, and Availability zone where the AltaVault AMI instance is located.

Instance items Record instance values

Instance ID

Region

Availability zone

4. Stop the original AltaVault AMI instance by selecting Actions > Instance State > Stop.

Launch Instance Connect Actions

Connect

Q Filter by tags and attributes or

Launch More Like This

Name - | Instance 1D Instance State ~ Status Checks ~ Alarm Status
| : i-T75984a5 :::z:ta - : & running @ 2/2checks ... None *
1 i-06a7b9d5 Image » 5 @ running &@ 2/2checks ... None *
store i-9308d641 Networking » Terminate @ running & 2/2checks .. None \,4,
CloudWatch Monitoring »

wn

. Identify the volumes that are associated with the original AltaVault AMI instance:

a. Go to the Volumes selection and identify the volumes that are associated with the original AltaVault AMI
instance that was stopped in the preceding step.
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b. From the Attachment information field, locate the 100 GiB volume that has the value /dev/sda and /dev/sdk as

shown below.

] vol-Tébblc3c 100 Gi standard snap-foidbidd MNovember 19, 2014 .. us-east-1a & in-use None %  i-b1408d5d (OldSteel. ..
vol-19bblc5d 1024 GiB standard snap-8c3¥433 Movember 19, 2014 us-east-1a @ inuse None %%  i-b1408d5d (OldSteel
vol-1abblc5e 1024 GiB standard snap-bc2af3 MNovember 19, 2014 us-east-1a @ in-use None Y%  i-b1408d5d (DHdStesl
vol-1bbblc5f 100 GiB standard snap-cal¥MdTs MNovember 19, 2014 us-aast-1a @ in-use None % i-b1408d5d (OidSteal

Size 100 GiB Snapshot  snap-foidbi44
Created Movember 19, 2014 4:33:14 PMUTC-S Availability Zone  us-east-a
State  in-use Encrypted Mot Encrypled
Attachment information  -b1408d45d | Store ed] KMS Key ID
Volume type  standard KMS5 Key Aliases
Product codes e: Gejloceaj 1 fqmi&2e KMS Key ARN
10PS

These volumes will NOT be part of the upgrade, however, all other volumes will be part of the upgrade.

6. Select all the volumes attached to the original AltaVault AMI instance ID except the two volumes identified in
Step 5.

7. Select the operation, Actions > Detach Volumes.

e v Y -

Q, Filer byt @ 110 20 of 20
Mama Wodume Type - Snapshot = Crested = Avallability Tone - Saste dilgrmm Saatun Amschmant informat = Monitoding
[ ] standand ANAp-B0TFMY MNowmbed 19, 2004 udeiitl-1a & Sraie Fie ] .
(-] standad Snap-ShFFA Mowmber 15 2004 U -deid-1a & Bute Mo ‘.. .
[] standand snap-3 1100008 Movernber 15 2004 useusl-a & mue P ] B
[ ] wol bl B2 Gl standand snap el 1ab0t) Movember 15, M4 us-aes-1a & muse Pecrw » .
[ ] ol bt Gtk w24 B standan snap N Meovember 19, 2004 U ac-1a & mse Peowa k) .
1] wol ST hbidc 13 WM B standard snap-M 146047 Movember 19, X004 us-gaed-1a & muse Fone k") .
vol: T8bsbilc A Wl G slandand snap-frldbddd Movember 15 2004 us-easi-la @ e None =
[ ] wol- 19bbicSd 4 B slandard enap-Sc i) Mormmber 19, 20bd ui-tait-a & Pme Fiorg k) .
[ ] wol- 1 abbie: 24 B sandard wnapteiZaf] Fiervembar 19, 200 u-ant-1a @ mne Peorap " .
1=l wil- 1o S e slandand hapcaTFUTE Merapmbad 19 200 ui-pail-1a & Puie Neva “» [ =]
Volumas: | vel-fiocobaT. | vol-Sébctodd. | woi-b8octbil, | voi-oéocdbfl. | vei-babcdbte, | vol-8To00c13, | vol-190b0c8a, | vol-1abbbche, | vol-1bbbocs? _)_J=]
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Launching and configuring the new AltaVault AMI instance upgrade

Upgrade the AltaVault AMI to a custom installation of a new AltaVault AMI.

To launch and configure the new AltaVault AMI instance

1. Find the newer version of your AltaVault AMI model in the AWS Marketplace and click Continue.

NetApp

Customer Rating

Latest Version

Base Operating System
Delivery Method
Support

AWS Services Required

Highlights

26

AltaVault (formerly SteelStore) AVA-c4 for AWS

Sold by: NetApp Inc.

The NetApp AltaVault cloud-based appliances for AWS can be used for two primary purposes: to recover on-premises workloads in
the cloud or to efficiently protect cloud-based workloads. For organizations without a secondary disaster recovery location, or for
companies looking for extra protection with a low-cost tertiary site, AltaVault cloud-based appliances are the key to enabling
cloud-based disaster recovery. Using on-premises AltaVault physical or virtual appliances, data is seamlessly and securely
protected in the cloud. If the primary site is unavailable, customers can quickly spin-up a ... Read more

Be the first to review this product

4.1 (Other available versions)

Linuwx/Unix, Other 4.1

64-bit Amazon Machine Image (AMI) (Learn mare)
See details below

Amazon EC2, Amazon EBS, Amazon 53

Open & Efficient: Integrates with ease into your existing
backup architecture and uses inline deduplication and
compression for up to 30:1 data-reduction ratios

Secure: Offers end-to-end security for data at rest and in
flight using FIPS 140-2 level 1-compliant encryption

Simple: Takes you from zero to protected in less than 30
minutes

*fou will have an oppertunity to

Continue review your order before
launching or being charged.
Pricing Details
For region
| US East (N. Virginia) =
Hourly Fees

Total hourly fees will vary by instance type and EC2 region.

EC2 Instance Type
m3.xlarge

EC2 Usage Software Total
50.266/hr S0.67/hr $0.936/hr

EBS Magnetic volumes 12}
$0.05 per GB-month of provisioned storage
$0.05 per 1 million /O requests

Assumes On-Demand EC2 pricing
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2. Select the Manual Launch tab, and click the Launch with EC2 Console button that corresponds to the same region

as the original AltaVault AMI.
Launch on EC2:

AltaVault (formerly SteelStore) AVA-c4 for AWS

1-Click Launch Manual Launch
Review, modify, and launch With EC2 Console, APls or CLI

Launching Options

You can click the "Launch with EC2 Console” buttons below and following the
instructions to launch an instance of this software

You can also find and launch these AMIs by searching for the AMI IDs (shown below)
in the "Community AMIs" tab of the EC2 Console ™ Launch Wizard

You can view this information at a later time by visiting the Your Software page. For
help, see step-by-step instructions ™ for launching Marketplace AMIs from the AWS
Console.

Usage Instructions

Select a Version

4.1 -

Region ID

US East (N. Virginia) ami-43f52028
US West (Oregon) ami-ffe9eac?
US West (N. California) ami-9ftfecdb
EU (Ireland) ami-064a0571
Asia Pacific (Singapore) ami-aB686bfa
Asia Pacific (Sydney) ami-55a%ee6f
Asia Pacific (Tokyo) ami-c0fd56e0
South America (Sao Paulo) ami-972da18a

Security Group

The vendor recommends using the following security group policies. You will be able to
select these settings or configure your own when launching this software.

Connection Method Protocol Port Range Source (IP or Group)
S5H tcp 22-22 0.0.0.0/0
HTTP tcp 80-80 0.0.0.0/0
tep 1-11 0.0.0.0/0
HTTPS tcp 443 - 443 0.0.0.0/0
tcp 445 - 445 0.0.0.0/0

Pricing Details

For region
| US East (N. Virginia) [=]

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.

EC2 Instance Type Software EC2 Total
m3.xlarge 50.67/hr 50.266/hr $0.936/hr

EBS Magnetic volumes (2]
$0.05 per GB-month of provisioned storage
$0.05 per 1 million /O requests

Assumes On-Demand EC2 pricing; prices for Reserved and Spot Instances
will be lower. See pricing details. T

Data transfer fees not included. T2

Learn about instance types =

3. Select the appropriate instance type.

The instance type must match the original AltaVault AMI instance type, for example:

m  AVA-c4 is m3.xlarge
m  AVA-c8 is m3.2xlarge
m  AVA-cl6 is c3.8xlarge
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4. After you select the appropriate instance type, click Next: Configure Instance Details.

. Choose Islance Tipe

Step 2: Choose an Instance Type

Family Tree wiFll (i ey 1) tnsiance Sioiage (G | L5 Optieized Available i Habwrork Pedomance |§

M D RN 0813 EBS only Very Low
"
—

=L T @ i e

- e
General purpase S Mo AT 14 (350) [T
ChTvil AT ma3 Large s 1532 (8309 Moderate
General pupose ol ange 1% 040 (3300 s High
Genemi puposs m e a0 22 B0 (550 Yes gh
General purpose m1 sman 17 12160 Low
Cenerl purmase 1Y, e ar 15810 Wi

cancel  Pravious [ bl i ReRt Confgurs instants Dataits

5. Configure the subnet to the same availability zone as the original AltaVault AMI and click Next: Add Storage.

Step 3: Configure Instance Details

Configure the instance 1o suit your requirements. You can launch multipie instances from the same AMI, request Spot Instances to ake advaniage of the lower pricing, assign an access management role to the instance, and more o

Number of instances (i 1

Purchasing cption  (j [ Request Spot instances

Network  (j

vpe-c39c16a6 (172.31.0.0116) (defaul) - [C create new VPC

Subnet (j Mo

(default subnet n any Zoilx] Create new subnet
Mo (delouilt subnet in any Zone)

32 0V20) | Default in us-oot
0.0v20) | Dedailt in us-east-1e
6.0/20} | Dofaull in us-cast-1a

Auto-assign Public IP [

e3238994(172.31
17231

Oc .
IAM role subnat-cA02dEBd(172.31.1

Shutdown behavior

Enable termination protection (i

Protect against accidental lermination

Menitering (i Enabie CloudWalch detailed monfonng
Additional charges apply.
EBS-optimized instance [ Launch as EBS-optimized instance
Agditional charges apply
Tenancy (i Shared lenancy (mult-tenant hardware) b
Additional charges will apply for dedicaled tenancy o]

cancel | Previous m Next: Add Storage
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6. Delete all the default EBS volumes in the list by selecting the X icon next to each volume, as shown below.
= Note that you should not delete the volume /dev/sdk, which will be 100GB in size.

= Also, you cannot delete the volume, /dev/sdal.

1.Choose Al 2 Chocseinstance Type 3 Configure Instance  4,Add Storage 5. Taginstance 6. Configure Securty Group 7. Review

Step 4: Add Storage

Your instance will be launched with the foliowng storage device settings. You can atfach acddibonal EBS volumes and instance store volumes 1o your instance, or
edil the settings of the root volume. You can aiso attach adational EBS volumes afler launching an instance, but not instance store volumes. Learm more about
siorage options in Amazon EC2

Type (i Device | Snapshot (| Size (GIB) i Volume Type i 10PS [ Delete on Termination || Encrypted (|

Root idevisaal snap-H1an04d 100 Magnatic - NA v Hat Encrypled

EBS A idevisdl - snap-Sb3IFMH24 024 Magnetc * NA Nat Encrypted [}
EBS = Idevisth =  smap-&11dblGe 1024 Magrutic - NA NotEncrypled €@
EBS = Mevisde -  snap-B03954M 024 Magnetic - NA Mot Encrypled B
EBS - idevisdd - snap-8c39M33 024 Magnetic * NA Not Encrypted [}
EBS «  idevisdg =  smap-bclZafld 1024 Magrtic - NA NotEncrypled €
EBS - ldevisth - snap-S09M30 1024 Magnetic - WA NotEncrypled €3
EBS v idevisdk v  snap-calS4TE 100 Magrietic - NA NotEncrypted €@
EBS =  idevisdb =  snap-efidb0S0 0 Magnatic - NA Mot Encrypted [<]
EBS = Mevisdc »  snap-Rldb047 4 Magrietic - NA Mot Encrypted []

- —

7. After the EBS volumes are deleted, click Next: Tag Instance.

Group T Reiew

1.Choose Al 2 Chooselnstince Type 3 Congure Instince  4.ASd Storage  5.Taginstince 8 Configure S4o

Step 4: Add Storage

Your instance will be launched with the foliowng storage device settings. You can atfach acddibonal EBS volumes and instance store volumes 1o your instance, or o
edil the settings of the root volume. You can aiso attach adational EBS volumes afler launching an instance, but not instance store volumes. Learm more about

siorage options in Amazon EC2

Type (i Device | Snapshot (| Size (GIB) i Volume Type i 10PS [ Delete on Termination || Encrypted (|

Root idevisaal snap-H1an04d 100 Magnatic - NA v Hat Encrypled

EBS A idevisdl - snap-Sb3IFMH24 024 Magnetc * NA Nat Encrypted [} L
EBS = Idevisth =  smap-&11dblGe 1024 Magrutic - NA NotEncrypled €@ )
EBS = Mevisde -  snap-B03954M 024 Magnetic - NA Mot Encrypled B

EBS - idevisdd - snap-8c39M33 024 Magnetic * NA Not Encrypted [}

EBS «  idevisdg =  smap-bclZafld 1024 Magrtic - NA NotEncrypled €

EBS - ldevisth - snap-S09M30 1024 Magnetic - WA NotEncrypled €3

EBS v idevisdk v  snap-calS4TE 100 Magrietic - NA NotEncrypted €@

EBS =  idevisdb =  snap-efidb0S0 0 Magnatic - NA Mot Encrypted [<]

EBS = Mevisdc »  snap-Rldb047 4 Magrietic - NA Mot Encrypted []

et (B0 -
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8. Give the newly upgraded AltaVault AMI a name value in the Value field, and click Next: Configure Security
Group.

1. Choose Al 2 Choose instance Type 3 Configuré instance 4 ASdSiorape S Tagimstance 6 Canfigure SecurtyGioup 7 Review

Step 5: Tag Instance

[~ tag consists of a case-sensitve key-value pair. For example, you could define 2 1ag with key = Name and value = Webserver. Learn mare about tagging your Amazon EC2 resources

KAy (127 characters mamum ValuS. (255 characiers maximum!
Mame NewSteelStoreAM| [}
Create Tag

Cancel  Previous [ECCNEVELETEWLE  Next Configure Security Group

9. Configure the security group:
m  Select an existing security group radio button

m  Match the Security Group ID with the original AltaVault AMI.

1.Chocse AMI 2 CPoose Instance Trps 3 Configureanstance 4. AGD SH0rage & Taginstance  6.Configure SecurityGroup 7. Review

Step 6: Configure Security Group

A security group Is a set of firewal rules that control the traffic for your instance. On this page, you can add rules 1o aliow specific trafic o reach your instance. For example, if youwant 1o set up a web server and aliow intemet traff to reach your
nstance, add rules that aliow unrestricted access to the HTTP and HTTPS ports. You ¢an creale a new securify group or select from an existing one below. Leam more about Amazon EC2 security groups
Assign a security group:  © Create a new security group

& Select an existing secunty group

Security Group ID Hame Description Actions
$0-bio38eda default defaull VPC security group Copy to new
R open open
50-669¢7982 AltaVauh formerly SteeiStore- AVA-cA for AWS-4-0-1.AutogenBy AWSMP-  This security group was generaled by AWS Markelplace and isbase..  Copy 1o new
Inbound rules for sg-e69c7962 (Selected security groups: sg-e65cT982) mEEBQ -
Type i Protocol (i Port Range (i Source (i
Custom TCP Rule TcP a5 00000
Custom UDP Rule uoP M 00.0.00
Custom TCP Rule TCP 1 00.0.00 £

Cancel | Previous [EECHENELTEETTED]

10. Click Review and Launch.
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11. Select the option, Continue with magnetic as the boot volume for this instance.

Boot from General Purpose (SSD) X

General Purpose (SSD) volumes provide the ability to burst to 3,000 IOPS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 IOPS/GIB

Make General Purpose (SSD) the default boot volume for all instance launches from
the console going forward (recommended).

) Make General Purpose (SSD) the boot volume for this instance.

@ Continue with Magnetic as the boot volume for this instance.

Free tier eligible customers can get up to 30GB of General Purpose (SSD)
storage.

[Z] Don't show again m

12. Click Next.

13. Review your selections to make sure all the fields are correct.

2 Chooselnstance Type 3. Configure Instance 4. AddStorage 5. Taginstance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch detalls. You can o back to edit changes for each section. Chick Launeh to assign a key pair to your instance and compilete the launch process.
A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible: for the free usage tier, check your AMI selection, instance type, configuration options. or storage devices. Learn more about free usage tier eligibllity and usage restrictions.

Dont show me this again

Your instance may be accessible from any IP adaress. We recommend that you Update your SEcurity group rules 10 aliow access from known IP adaresses only.
You can also open additional ports in your security group to facilitate access to the appiication or service you're running, e.g., HTTP (80} for web servers. Edit security

aroups

)
x|
A Improve your instance’s security. Your security group, AltaVault (formerly SteelStore) AVA-c8 Cloud-Based Appliance for AWS ‘

* AMI Details AVA-c8-m18-GA Edit AMI

A AVA-c8-m18-GA-6c2bd4fa-5216-4b%e-bB846-19e14e6b34f6-ami-3c0edasd
O apollo 112

Root Devies Type: sbs  Virtuaization typs: paravirtusl

- Instance Type Edit instance type

Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance

m3 2darge 2 8 30 2x80 Yes High

¥ Securitv Groins Edit security groups  ~

Cancel  Previous m

14. Click Launch.
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15. Select the existing key pair that the original AltaVault AMI was using and click Launch Instances.

Select an existing key pair or create a new key pair ¢

A Key pair consists of a public Key that AWS stores, and a private Key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMis, the private key file allows you 1o
securely SSH into your instance

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI

Choose an existing key pair -

si |iit a key pair

¥ 1 acknowledge that | have access to the selected private key file (vinayh pem), and that
without this file, | won't be able to log into my instance

Cancel Launch Instances

16. When the new AltaVault AMI upgrade instance launches, note the new instance ID.

Launch Status

" Your instance is now launching
The following instance launch has been initiated’ i-b22be15e  View launch log

Create billing alerts lo get an email ntification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier)

Q Get notified of estimated charges ‘

How to connect to your instance

Your instance is launching, and it may take a few minutes until it s in the running state, when it will be ready for you to use. Usage hours on your new instance will start immediately and continue to accrue until you stop or terminate your instance

Click View Instances to monitor your instance's stalus. Once your instance is in the running siate, you can connect to it from the Instances screen. Find out how to connect to your instance.

~ Here are some helpful resources to get you started

« How to connect 1o your Linux instance * Amazon EC2. User Guide
« Leamn about AWS Free Usage Tier s Amazon EC2. Discussion Forum

While your instances are launching you can also

= Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
« Create and attach additional EBS volumes (Additional charges may apply)
+ Manage security groups

17. Click View Instances

Login to AMI and set the admin account password

Login to the new AMI instance as admin using ssh with the key-pair that was used to launch the AMI. You must set a
password for the AMI admin account. You can set the same password that was used in the older AMI.

To set the password for the AMI admin account

1. Run the following commands:

enable
configure terminal

2. Enter the following commands:

amnesiac (config)# username admin password 0 <passwords
amnesiac (config)# write memory
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Importing the Configuration File

This process imports the older AMI configuration into the new AMI instance.
To import the older AMI Configuration into the new AMI instance

1. Click Import Configuration in the wizard dashboard.

Import Configuration Wizard @

Import Configuration I O]

Import Configuration

This will allow you to import a previously saved Altavault configuration

@ Local File |[ Browse.. | No file selected.

D URL

Import Shared Data Only

Key Passphrase: LXTYY YT

2. Import the configuration exported from the older AMI to the newer AltaVault.
3. Select Local File and click Choose a File to select a local configuration file from your computer.
4. Select the check box, Import Shared Data Only, to ensure that only shared data gets imported.

5. Select the Password protect the Encryption Key check box to specify a password for the encryption key.
If you select this option, you must enter the same password when you import or export the encryption key.

6. Click Import Configuration.

Caution: After this process completes, the system displays a prompt to restart the storage optimization service. Do not click the
restart service button to restart the storage optimization service.
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Attaching data volumes to the new upgrade instance

You must attach all the original AltaVault AMI data volumes (EBS volumes) to the newly created AltaVault AMI
instance.

Caution: Failure to correctly attach all of the volumes results in the loss of the entire AltaVault AMI. Ensure that you attach all data
volumes to the AltaVault AMI to prevent data loss.

To attach the original AltavVault AMI data volumes

34

Go to AWS EC2 web console.
Navigate to Volumes in the left navigation tree.

Attach the EBS volumes from the original AltaVault AMI to the new upgraded AltaVault AMI.
(o voune [ o

QF (2] 1to 21 0f 21
Name Volume Type - Snapshot - Created - Availability Tone ~  State - Alarm Status Attachment Informat = Monitoring
a standard snap-80399431 MNovember 19, 2014 . us-east-1a @ awailable None Y% . -
Enable 10 Setting standard snap-9b399424  November 19, 2014 us-east-1a @ awilable None -
Add/Edit Tags standard snap-811db03e November 19, 2014 us-east-1a @ avilable None )
vol-bGbcObf2 1024 GiB standard snap-ef1db050 Movember 19, 2014 us-east-a @ aailable None Y&
vol-babclbfe 1024 GiB standard snap-8f393430 November 19, 2014 us-east-1a @ awilable None =
wol-57bb0c13 1024 GiB standard snap-f31db047 Mevember 19, 2014 us-east-1a @ aailable None 1 Y
wol-19bblcSd 1024 GiB standard snap-8c393433 November 19, 2014 us-east-1a @ awilable None =
wol-1abblcSe 1024 GiB standard snap-be02af3 November 19, 2014 us-gast-1a @ aailable None = |

There should be a total of 8 volumes for the AltaVault AMI AVA-c4/AVA-c8 and a total of 16 volumes for the
AltaVault AMI AVA-c16.

For each EBS volume added, check to ensure that the correct AltaVault AMI instance name is selected.

The device value can acquire any default value Amazon selects as shown in the figure below.

Attach Volume X
Volume (i vol-f3bc0bbT in us-east-1a
Instance (j irb22be15e n us-east-1a
Device (i [devfsdf

Linux Devices: /dew/sdf through /dev/sdp

Note: Newer Linux kemels may rename your devices to /devixwdf through /devixvdp internally, even when the device name entered here (and shown in the
details) is /dev/sdf through /dev/sdp.
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5. Confirm that all the volumes are attached.

Nl Services -

Actions ¥
=
Events 1 o & e
Tags Q, Filtec & d at i 56 (=] 11021 of 21
Reports
Lims Nama - Voluma D - Size - Volume Type - Snapshot - Croated - Avallability Zome - State - Alamm Stats  Anachment Informat «  Monitoring
1024 GiB standand November 19, 2014 us-east-1a & inuse Nors ™
Instances 1024 GiB standard us-gast-1a & inuse e -
Spot Requests 1024 GiB standard us-gast-1a @ inuse Norw -
Reserved Instances o 1024 GiB standard us-sast-1a Nore (™
& standard us-sast-Ta o -
AMlis G standard us-east-1a - -
Bundie Tasks o~ standard — — jor -
o standard smapbe02afi3  Moveenber 19, 2014 us-sast-Ta Nors - ]
standard b t us-east-1a N =
Volumes o
standard us-sast-1a ore -
Snapshots
Volume: | vel-1abbocse [_J -} =
Description | SiatusChecks = Mondoring | Tags
Unluima I sl {shhlleGa Alarm statie Ko

Rebooting the new AltaVault AMI upgrade

You must reboot the new AltaVault AMI upgrade instance and associate it with the original cloud storage bucket.
To reboot the newly upgraded AltaVault AMI instance

1. From the Instances page, select Actions > Instance State > Reboot.

Launch Instance Connect Actions

Connect

Q Filter by tags and attributes or sea

Name -~ Instance ID Instance State ~ Status Checks ~

2 i-775984a5 : @ running & 2/2 checks ...
stance Settings

1 i-06a7b9d4 e Reboot @ running & 2/2 checks ..

B store i-9308d641 Networking Terminate & running & 2/2 checks ...

CloudWatch Monitoring

2. To confirm the reboot, click Yes, Reboot.

Reboot Instances X

Are you sure you want to reboot these instances?
-0308d641 (store)

cancel ERGEAELEH

After the reboot completes, use a Web browser to connect to the new AltaVault AMI public IP.

The new AltaVault AMI upgrade detects a serial mismatch when it attempts to acquire cloud storage bucket
ownership. When this occurs, the AltaVault AMI state becomes critical.
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To correct a serial mismatch, SSH to the AltaVault command-line interface (CLI) and issue the following
commands:

enable

configure terminal
no service enable
megastore guid reset
service enable

The AltaVault AMI indicates a healthy state with a green check mark.

@ amnesiac

STORAGE REPORTS SETTINGS HELP

Save the configuration of the new AMI.

Cleaning up after the upgrade

When the upgrade process is complete and operations have resumed using the new AltaVault AMI upgrade, you can
terminate the original AltaVault AMI to stop incurring operating charges for its use.

To terminate the original AltaVault AMI, select it from the Instances page of the AWS console and select Actions >
Terminate.

Note: After you terminate the original AltaVault AMI, it cannot be recovered.

Accessing community support

AltaVault AMI is supported through the NetApp Community portal. Access the portal by selecting: http:/
community.netapp.com/t5/forums/filteredbylabelpage/board-id/hybrid-cloud-discussions/label-name/Alta Vault.
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cmerera  Deploying a Microsoft Azure virtual
machine

This chapter describes how to deploy the AltaVault cloud-based appliance within the Microsoft® Azure environment.
It includes the following sections:

m “Overview of Microsoft Azure” on page 37
m  “Creating an AltaVault virtual machine” on page 37

m “Next steps” on page 46

Overview of Microsoft Azure

Microsoft Azure is an open and flexible cloud platform that enables you to quickly build, deploy and manage
applications across a global network of Microsoft-managed data centers. You can build applications using any
language, tool or framework. And you can integrate your public cloud applications with your existing IT environment.

Microsoft Azure enables you to easily scale your applications to any size. It is a fully automated self-service platform
that allows you to provision resources within minutes. Elastically grow or shrink your resource usage based on your
needs. You only pay for the resources your application uses. Microsoft Azure is available in multiple data centers
around the world, enabling you to deploy your applications close to your customers.

It allows for virtual machines to provision on-demand, scalable computer infrastructure when flexible resources are
needed You can create VMs that run Windows, Linux, or enterprise applications.

Creating an AltaVault virtual machine

Before you create a virtual machine on Microsoft Azure, ensure that you have a login account for Windows Azure. For
more details, see https://portal.azure.com.

To create a virtual machine

1. Log in to the Microsoft Azure portal at https://portal.azure.com.
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2. Select New (+) in the upper-left corner of the screen.

=+

NEW

>

Access all your resources, all in one place

¥el

What's new Portal settings
BROWSE ALL

How it works

sharad-ava-stag2 Service health sharadpstorage
MY RESOURCES STORAGE

?
ACTIVE Help + support

@ Online E
o}

BILLING Billing
= PAY-AS-YOU-GO(CONVERTED TO EA)

Azure Portal
CURRENT CHARGES

v |
Gl s JEA

' Feedback SUBSCRIPTIONS
Marketplace

3. Select Compute, then, select the Marketplace icon to the right.

v New Compute

New Compute

Browse | Marketplace ©)
Resource groups

Compute > Windows Server 2012 R2
All resources pu @ e m—
Web + Mobile 2
Recent
Data + Storage

DR Data + Analytics @
SQL databases Internet of Things

Networking
Virtual machines (classic) _ Ubuntu Server 14.04 LTS
Media + CDN Ubuntu Serv ers the best

. " . ralue s¢ perrormance
Virtual machines Hybrid Integration available

. Security + Identi
Cloud services ty y SQL Server 2014 Enterprise

Developer Services on Windows Server 2012
Subscriptions
Management
Storage accounts Container Apps .
SharePoint Server Farm
Storage accounts (classic) Marketplace ] r".a‘"";__'l?a:“:}'j;:;g?fte

Public IP addresses Recent

Browse > AltaVault AVA-c4, version 4.1 (..
NetApp

Oracle Database 12c
Enterprise Edition
Next-generation, enterprise

C database c ned for the
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4. Perform a search on AltaVault to find the NetApp AltaVault cloud-based appliance.

Resource groups

All resources

Recent

Web Apps

SQL databases

Virtual machines (classic)
Virtual machines

Cloud services

Subscriptions

Storage accounts

Storage accounts (classic)
Public IP addresses

Browse >

5. Select the appliance from the search results.

Compute Marketplace

Marketplace

Everything
Compute
Web + Mobile
Data + Storage
Data Analytics
Internet of Things
Networking

Media + CDN
Hybrid Integration
Security + Identity
Developer Services
Management

Container Apps

Compute

Compute

NetApp

AltaVault AVA-c4,
version 4.1

NetApp

Database servers

SQL Server Oracle Database

Microsoft Oracle + Microsoft
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6. Scroll down and click Create.

NetApp

“ AltaVault AVA-c4, version 4.1

Key Benefits

Efficient. Uses inline deduplication and compression for up to 30:1 data-reduction ratios

Open.Integrates with ease into your existing backup architecture and favorite cloud provider

s Secure.Offers end-to-end security for data at rest and in flight using FIPS 140-2 level 1-
compliant encryption

* Simple. Takes you from zero to cloud protected in less than 30 minutes via intuitive

management console

The Solution

For organizations without a secondary disaster recovery location and for companies looking for extra
protection with a low-cost tertiary site, AltaVault cloud-based appliances are the key to enabling
cloud-based disaster recovery. Using an on-premises AltaVault appliances, data is seamlessly and
securely protected in the cloud. If the primary site is unavailable, quickly spin up a cloud-based
AltaVault appliance and recover to Azure. If you already have production workloads running in Azure,
you know that it's critical to protect those workloads. NetApp AltaVault cloud-based appliances for
Azure offer an efficient and a secure approach to backing up cloud-based workloads. Using your
existing backup software, AltaVault deduplicates, encrypts, and rapidly migrates data to Azure
storage.

The NetApp AVA-c4 offers ingest rates of up to 300GB/hr in backup mode and 175GB/hr in cold
storage mode. It can support up to 20TB of cloud capacity, which can represent up to 600TB of data
after deduplication. Note: The AVA-c4 has been designed and optimized for deployment on the DS3
instance. Therefore, we strongly recommend that the AVA-c4 is deployed only with the DS3 instance.

OOooEEAE

Select a deployment model

| Resource Manager v

Want to deploy programmatically? Get started =
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7. Step 1, configure basic settings for the virtual machine:

‘Open dashboard (D)

Create virtual machine Basics

Resource groups

All resources

Basics
Recent Configure basic settings

* User name

* Authentication type

Virtual machines (classic) SSH public key

Virtual machines

Web Apps

SQL databases

* 55H public key

Cloud services

Subscriptions
Storage accounts * Subscription N
Pay-As-You-Go(Converted to EA)
Storage accounts (classic)
* Resource group
B Public IP addresses |
Browse > Select existing
* Location
East US 2 >
a. Configure basic settings as described in the following table:
Basic settings Description
Name Specify the virtual machine name that is easy to remember and describes what it is used for.
User name Specify a user name. This user name is used as a placeholder and is not used upon a login;

you log in to the virtual machine with the user name, admin.

Authentication type Specify SSH Public key, the supported authentication type.

Note: Only SSH public key is supported; password is not a supported authentication type.

SSH public key Specify an open SSH public key that can be generated with tools like ssh-keygen, etc.
Resource group Specify a resource group for AltaVault.
Location Specity a location for the AltaVault virtual machine.

b. Click OK.
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8. Step 2, choose the virtual machine size:

42

New

Resource groups

i All resources

Recent

Web Apps

S SQL databases

Virtual machines (classic)
Virtual machines

Cloud services
Subscriptions

Storage accounts

Storage accounts (classic)

I Public IP addresses

Browse >

Create virtual machine

WA

(

Basics
Done

Size
Choose virtual machine size

b. From the bottom of the screen, click Select.

Choose a size

Browse the available sizes and their features

12800
2868

Load balancing

Auto scale

Premium disk supp...

oS e

Creating an AltaVault virtual machine

Cores
GB

e &
25600
=

Load balancing

Auto scale

Premium disk supp...

a. For the virtual machine size, select DS3 Standard, the only supported selection.

* Recommended | View a

o5t s

4

Cores

GB

8

12800
secs

Load balancing

Auto scale

Premium disk supp...
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9. Step 3, configure optional features:

Create virtual machine Settings

Resource groups

All resources Storage

Basics v s
Recent 1 Done Disk ype
Premium (S50}
Web Apps
Size v * Storage account
SQL databases 2 Done b
avaeastus2
Virtual machines (classic)
3 Gt 5 Network
Virtual machines Configure opticnal features .
Virtual network 5
Cloud Seim avaresource
* Subnet
Subscriptions . aV! AVA version 4 >
default (10.10.0.0/24)
SIEEEOCEENE - * Public IP address 5
Storage accounts (classic) > (new) ava
Public IP addresses * Metwork security group 5
(new) ava
Browse >
Moenitoring
Diagnostics
Diaed
a. Configure optional settings as described in the following table:
Optional features Description
Disk type Specify Premium SSD disk type
Storage account for Create a new storage account or specify an existing one.
(new) AVA storage
Network Virtual network: Create a new virtual network or specify an existing one.

Subnet: Create a new subnet or specify the default.
Public IP address: Create a public IP address or specify an existing one.

Network security group: Use the default settings.

Monitoring Disable or enable monitoring.

b. Click OK.
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10. Step 4, confirm the summary settings by clicking OK.

Resource groups

All resources

Recent

Web Apps

SQL databases

Virtual machines (classic)

Virtual machines

Cloud services

Subscriptions

Storage accounts

Storage accounts (classic)
B Public IP addresses

Browse >

Create virtual machine

Basics v

Done

Size
Choose virtual machine size

Summary
AltaVault AVA-c4, version 4.1 (..

Subscription
Resource group
Location

Computer name
User name

Size

Disk type
Storage account
Virtual network
Subnet

Public IP address
Network security group
Availability set
Diagnostics

11. Step 5, accept the terms of the agreement and click Create.
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New

Resource groups

All resources

Recent

Web Apps

SQL databases

Virtual machines (classic)
Virtual machines

Cloud services

Subscriptions

= Storage accounts

Storage accounts (classic)
I Public IP addresses

Browse >

Create virtual machine

N

w

Basics v
Done

Size
Choose virtual machine size

Summary v
AltaVault AVA-c4, version 4.1 (..

Buy >

Create

Offer details

Creating an AltaVault virtual machine

Pay-As-You-Go(Converted to EA)
avaresource
EastUS 2

avademo
avademo
Standard DS3
Premium (SSD)
avaeastus2
avaresource
default (10.10.0.0/24)
(new) ava
(new) ava
None

Disabled

AltaVault AVA-c4, version 4.1

by NetApp
Standard DS3

Legal terms and privacy policy

For pricing information, please contact your reseller. Please note that your reseller may not permit
monetary commitment funds or other subscription credits to be used to purchase the above
offering(s). If any Microsoft products are included in the above offering(s) (e.g. Windows Server or
SQL Server), such products are licensed by Microsoft and not by any third party.

Legal terms

By clicking "Create," | (a) agree to the legal terms and privacy statement(s) associated with each
offering above, and (b) agree that Microsoft may share my contact information and these transaction
details with any third-party vendors, if listed above. Microsoft does not provide rights for non-
Microsoft products or services. See the Azure Marketplace Terms for additional details.
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The newly provisioned virtual machine displays in the Microsoft Azure preview page.

+

D

Browse everything o Q

pe Access all your resources, all in one place
What's new Portal settings
BROWSE ALL

How it works

1%

NOTIFICATIONS ava-stag2 Service health sharadpstorage

MY RESOURCES STORAGE

o)
4

ACTIVE Help + support

Stopped @
e

BILLING o Billing
& PAY-AS-YOU-GO(CONVERTED TO EA)

Azure Portal

. CURRENT CHARGES
? -
- BE= | |
Provisioning NetApp AVA-

’ Feedback SUBSCRIETIONS 4, version 4.0.0.1 for Azu...
Marketplace 1

Log in to AltaVault VM

Log in to the AltaVault virtual machine (VM) using the public IP and private SSH key.
To log in to AltaVault
1. Get the Public IP from the Virtual Machine settings.

2. Use the private SSH key to login to the CLI.
ssh -1 <path to SSH private key> admin@<Public IP>

Initialize the datastore

Use the following commands to format all data disks required to create a datastore. It may take some time for the
commands to complete.

To create the datastore

Run the following commands in the command line interface (CLI):

amnesiac> enable
amnesiac# configure terminal
amnesiac (config)# no service enable

amnesiac (config)# azure setup data partition
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Next steps

After you log in to AltaVault virtual appliance, the configuration wizard displays and allows you to do the following:
m  Specify system settings, including time zone and DNS.

m  Configure cloud settings, including cloud credentials, licenses, and data encryption.

m  Configure data interfaces that are used to receive data from the backup application.

m  Configure CIFS shares or NFS exports that the backup application can access.

= Optionally, configure peer monitoring, email alerts, SNMP, and additional login security.

m  Export the Virtual AltaVault configuration for safe keeping in the event of a disaster.

m  To manage Virtual AltaVault using the command-line interface, see the NetApp AltaVault Cloud Integrated
Storage Command-Line Interface Reference Guide.

m  To complete configurations, go to the NetApp AltaVault Cloud Integrated Storage Deployment Guide.
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How to send your comments

You can help us to improve the quality of our documentation by sending us your feedback.

Your feedback is important in helping us to provide the most accurate and high-quality information. If you have
suggestions for improving this document, send us your comments by email to doccomments@netapp.com. To help us
direct your comments to the correct division, include in the subject line the product name, version, and operating
system.

You can also contact us in the following ways:

m  NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
m  Telephone: +1 (408) 822-6000

= Fax: +1 (408) 822-4501

m  Support telephone: +1 (888) 463-8277
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