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SAP HANA backup and restore solution overview

Corporations today require their SAP applications to be available 24 hours a day, seven days a week.
Consistent levels of performance are expected regardless of increasing data volumes and routine
maintenance tasks such as system backups.

Running SAP database backups can have a significant performance effect on a production SAP
system. Because backup windows are shrinking and the amount of data that needs to be backed up is
increasing, it is difficult to define a point in time when backups can be performed with minimal effect
on business processes. The time needed to restore and recover SAP systems is of particular concern
because the downtime must be minimized.

Considerations for backing up SAP HANA systems

SAP HANA administrators must deliver a reliable level of service, minimizing downtime or
performance degradation due to backups.

To deliver this level of service, SAP HANA administrators contend with challenges in the following
areas:

» Performance effect on production SAP systems
Backups typically have a significant performance impact on the production SAP system because
there is a heavy load on the database server, the storage system, and the storage network during
backups.

 Shrinking backup windows

Backups can be created only during times with low 1/O or batch activities occurring on the SAP
system. It is very difficult to define a backup window when the SAP system is active all the time.

* Rapid data growth
Rapid data growth together with shrinking backup windows result in ongoing investments in the
backup infrastructure: more tape drives, new tape drive technology, faster storage networks.
Growing databases also result in more tape media or disk space for backups. Incremental backups
can address these issues, but result in a very slow restore process, which is usually not acceptable.

* Increasing cost of downtime
Unplanned downtime of an SAP system always has a financial effect on the business. A
significant part of the unplanned downtime is the time that is required to restore and recover the
SAP system in case of a failure. The backup and recovery architecture must be designed based on
an acceptable recovery time objective (RTO).

» Backup and recovery time
Backup and recovery time are included in SAP upgrade projects. The project plan for a SAP
upgrade always includes at least three backups of the SAP database. The time required to perform
these backups reduces the total available time for the upgrade process. The decision whether to
backup and recover is generally based on the amount of time required to restore and recover the
database from the backup that was created previously. The option to restore very quickly provides
more time to solve problems that might occur during the upgrade rather than just restore the
system back to its previous state.
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The NetApp solution

A database backup can be created in minutes by using NetApp Snapshot™ technology. The time
needed to create a Snapshot copy is independent of the size of the database because a Snapshot copy
does not move any data blocks.

The use of Snapshot technology also has no performance effect on the production SAP system.
Therefore, the creation of Snapshot copies can be scheduled without having to consider peak activity
periods. SAP and NetApp customers typically schedule several online Snapshot backups during the
day. For example, backups might occur every four hours. These Snapshot backups are typically kept
for three to five days on the primary storage system.

Snapshot copies also provide key advantages for the restore and recovery operation. NetApp
SnapRestore® functionality allows restoring the entire database or parts of the database to the point
in time when any available Snapshot copy was created. This restore process is done in a few minutes,
independently of the size of the database. The time needed for the recovery process is also
dramatically reduced, because several Snapshot copies have been created during the day, and fewer
logs need to be applied.

Snapshot backups are stored on the same disk system as the active online data. Therefore NetApp
recommends using Snapshot backups as a supplement, not a replacement for backups to a secondary
location such as disk or tape. Although backups to a secondary location are still necessary, there is
only a slight probability that these backups will be needed for restore and recovery. Most restore and
recovery actions are handled by using SnapRestore on the primary storage system. Restores from a
secondary location are only necessary if the primary storage system holding the Snapshot copies is
damaged or if it is necessary to restore a backup that is no longer available from a Snapshot copy. For
example, you might need to restore a backup from two weeks ago.

A backup to a secondary location is always based on Snapshot copies created on the primary storage.
Therefore the data is read directly from the primary storage system without generating load on the
SAP database server. The primary storage communicates directly with the secondary storage and
sends the backup data to the destination using the SnapVault® disk-to-disk backup. The NetApp
SnapVault functionality offers significant advantages compared to traditional backups. After an initial
data transfer, in which all the data has to be transferred from the source to the destination, all
subsequent backups copy only the changed blocks to the secondary storage. This significantly
reduces the load on the primary storage system and the time needed for a full backup. Because
SnapVault stores only the changed blocks at the destination, a full database backup requires less disk
space.

Backing up data to tape as a long-term backup might still be required. This could be, for example, a
weekly backup that is kept for a year. In this case, the tape infrastructure can be directly connected to
the secondary storage, and the data could be written to tape by using the Network Data Management
Protocol (NDMP).
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Backup solution components

The Snap Creator backup solution for SAP HANA consists of SAP HANA data file backup using
storage-based Snapshot copies, replication of data file backups to a secondary offsite backup
location, SAP HANA log file backup using the HANA database log backup functionality, database
block integrity check using a file-based backup, and housekeeping of data file, log file backups, and
the SAP HANA backup catalog.

Database backups are executed by Snap Creator in conjunction with a plug-in for SAP HANA. The
plug-in ensures database consistency so that the Snapshot copies that are created on the primary
storage system are based on a consistent image of the SAP HANA database.

Snap Creator allows you to replicate the consistent database images to a secondary storage using
SnapVault. Typically, there will be different retention policies defined for the backups at the primary
storage and the backups at the secondary storage. Snap Creator handles the retention at the primary
storage as well as the secondary storage.

The log backup is executed automatically by the SAP HANA database tools. The log backup
destination should not be on the same storage system where the log volume of the database is located.
Configuring the log backup destination on the same secondary storage where the database backups
get replicated with SnapVault is recommended. With this configuration, the secondary storage has
similar availability requirements as the primary storage so that it is certain that the log backups can
always be written to the secondary storage.
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The backup schedules and retention policies must be defined based on customer requirements. The
following table shows an example configuration of the different schedules and retention policies.

Executed by Snap Primary storage Secondary storage
Creator
Database Schedule 1: every 4 hours | Retention: 6 (=> 6 hourly | Retention: 6 (=> 6 hourly
backups Snapshot copies) Snapshot copies)
Schedule 2: once per day | Retention: 3 (=> 3 daily Retention: 28 (4 weeks)
Snapshot copies) (=> 28 daily Snapshot
copies)
Log SAP HANA database NA Retention: 28 days (4
backups tools schedule: every 15 weeks)
minutes
Block Scheduled by Snap Retention: 1 NA
integrity Creator, executed by SAP | The backup is overwritten
Schedule: once per week | integrity check is
executed.

With this example, six hourly and three daily backups are kept at the primary storage. At the
secondary storage, the database backups are kept for four weeks. To be able to recover any of the data
backups, you must set the same retention for the log backups.

SAP HANA plug-in overview

The SAP HANA plug-in works in conjunction with the Snap Creator Framework to provide a backup
solution for SAP HANA databases that rely on a NetApp storage back end. The Snapshot backups
created by Snap Creator are registered in the HANA Catalog and are visible in HANA Studio.

Snap Creator and the SAP HANA plug-in are supported with Data ONTAP operating in 7-Mode and
clustered Data ONTAP with the SAP HANA database nodes attached to the storage controllers using
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either NFS or Fibre Channel. The required interfaces to the SAP HANA database are available for
Service Pack Stack (SPS) 7 and later.

The Snap Creator Framework communicates with the storage systems to create Snapshot copies and
to replicate the data to a secondary storage using SnapVault. Snap Creator is also used to restore the
data either with SnapRestore at the primary storage or with SnapVault restore from the secondary
storage.

The Snap Creator plug-in for SAP HANA uses the SAP HANA hdbsgl client to execute SQL
commands in order to provide database consistency and to manage the SAP HANA backup catalog.
The SAP HANA plug-in is supported for both SAP Certified Hardware Appliances and Tailored
Datacenter Integration (TDI) programs.

The Snap Creator plug-in for SAP HANA uses the SAP HANA hdbsgl client to execute SQL
commands for the following tasks:

» Provide database consistency to prepare a storage-based Snapshot backup
» Manage log file backup retention on file system level
» Manage the SAP HANA backup catalog for data file and log file backups
» Execute a file-based backup for block integrity check

The following illustration shows an overview of the communication paths of Snap Creator with the
storage and the SAP HANA database.

Snap Creator Framework
with SAP HANA Plug-in )
SAP HANA database opedabions

. SAP HANA database Database consstency for Snapshod backip
. Backup calalog managemaent

Lo il backup nebinton

Block integnty check and s basaed-backup

Slorage operations
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Storage rephcation
Storage-based resione
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Snap Creator performs the following steps to back up the database:

1. Creates an SAP HANA database Snapshot copy to obtain a consistent image on the persistence
layer.

Creates a storage Snapshot copy of the data volume(s).
Registers the storage Snapshot backup within the SAP HANA backup catalog.
Deletes the SAP HANA Snapshot copy.

Executes a SnapVault update for the data volume.

o 0 A~ WD

Deletes the storage Snapshot copies at the primary and/or secondary storage, based on the defined
retention policies for backups at the primary and secondary storage.

7. Deletes the SAP HANA backup catalog entries if the backups do not exist anymore at the primary
and the secondary storage.
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8. Deletes all log backups that are older than the oldest data backup on the file system and within the
SAP HANA backup catalog.

Requirements

The SAP HANA plug-in enables you to create backups and perform point-in-time recovery of HANA
databases.

Support for the SAP HANA plug-in is as follows:

» Host operating system: SUSE Linux Enterprise Server (SLES), 32-bit and 64-bit
e Clustered Data ONTAP or Data ONTAP operating in 7-Mode

* At least one SAP HANA database node attached via NFS

» SAP HANA running Service Pack Stack (SPS) 7 or later

Note: For the latest information about support or to view compatibility matrices, see the NetApp
Interoperability Matrix Tool.

Required licenses

The primary storage controllers must have a SnapRestore and SnapVault license installed. The
secondary storage must have a SnapVault license installed.

No license is required for Snap Creator and the Snap Creator SAP HANA plug-in.
Capacity requirementsfor Snapshot backups

A higher block change rate on the storage layer has to be considered compared to the change rate
with traditional databases. Due to the table merge process of the column store, much more data than
just the block changes is written to disk. Until more customer data is available, the current estimation
for the change rate is 20% to 50% per day.


http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
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Installing and configuring required software
components

For the SAP HANA backup and restore solution using the Snap Creator Framework and the SAP
HANA plug-in, you need to install Snap Creator software components and the SAP HANA hdbsq|
client software.

About this task

You do not need to install the plug-in separately. It is installed with the Agent.

Steps

1. Install the Snap Creator Server on a host that shares network connectivity with the host where you
install the Agent.

2. Install the Snap Creator Agent on a host that shares network connectivity with the Snap Creator
Server host.

* Inasingle SAP HANA node environment, install the Agent on the database host. Alternately,
install the Agent on another host that has network connectivity to the database host and the
Snap Creator Server host.

* Inamultinode SAP HANA environment, you should not install the Agent on the database
host; the Agent needs to be installed on a separate host that has network connectivity to the
database host and the Snap Creator Server host.

3. Install the SAP HANA hdbsql client software on the host where you installed the Snap Creator
Agent.

Example

mgmtsrvO0l:/sapcd/HANA_SP5/DATA_UNITS/HDB_CLIENT_LINUXINTEL # ./hdbinst
SAP HANA Database Client installation kit detected.

SAP HANA Database Installation Manager - Client Installation 1.00.46.371989

Enter Installation Path [/usr/sap/hdbclient32]:

Checking installation...
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Preparing package "Product Manifest'...

Preparing package "SQLDBC"...

Preparing package "ODBC"...

Preparing package "JDBC"...

Preparing package "Client Installer™...

Installing SAP HANA Database Client to /usr/sap/hdbclient32...
Installing package "Product Manifest® ...

Installing package "SQLDBC*® ...

Installing package "ODBC" ...

Installing package "JDBC® ...

Installing package "Client Installer® ...

Installation done

Log file written to "/var/tmp/hdb_client _2013-07-05_11.38.17/
hdbinst_client.log*
mgmtsrv01l:/sapcd/HANA_SP5/DATA_UNITS/HDB_CLIENT_LINUXINTEL #

Related information

Snap Creator Framework Installation Guide


https://library.netapp.com/ecm/ecm_download_file/ECMP12395424
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Setup assumptions in this guide

Though a typical Snap Creator installation assumes that the Server is installed on one host and the
Agent is installed on a different host, the setup used in this guide is based on an SAP HANA
multinode appliance.

In this configuration, the SAP HANA database runs on a 3+1 database node configuration and all
Snap Creator software components—Server, Agent, and plug-in—are installed on the same host.

The NetApp storage systems used in this setup are running Data ONTAP operating in 7-Mode. One
high-availability (HA) controller pair is used on the storage layer. The data and log volumes of the
three SAP HANA database nodes are distributed to both storage controllers. With the example setup,
one storage controller of another HA controller pair is used as the secondary storage. Each data
volume is replicated to a dedicated backup volume on the secondary storage. The size of the backup
volumes depend on the number of backups that will be kept at the secondary storage.

All Snap Creator and SAP HANA Studio operations described here are the same with storage
systems running clustered Data ONTAP. However, the initial SnapVault configuration on the storage
systems and all SnapVault commands that need to be executed directly on the storage are different
with clustered Data ONTAP. The differences are highlighted and described in this guide.

The following figure shows the data volumes on the primary storage and the replication path to the
secondary storage:

SAP HANA 3+1 multi node setup Management host
running

— Snap Creator server
Pt —il =
= == =
=l ==l =
i

hanaila hana1b hana2b

N <
— <
. 1] - 7] backup_data_00001
data_00002 - I

3
[’8]] - ﬂD backup_data_00002
data_00003 - Il [}E[I;

- 7] backup_data_00003

Snapshot SnapVault Snapshot
Copies Copies

data_00001

Note: All volumes that need to be backed up must be created on the secondary storage controller.
In this example, the volumes backup_data_00001, backup_data_00002, and backup_data_00003
are created on the secondary storage controller.

Setup used with clustered Data ONTAP

The following figure shows the setup that has been used with clustered Data ONTAP. The setup is
based on a single-node SAP HANA configuration with the Storage Virtual Machines (SVMs) and
volume names shown in the following illustration.
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SAP HANA Management host
running

single node
] Snap Creator server

Primary Storage Secondary Storage
SVM: hana2b

BEE E=ES

hana_data ' I]D DB]] - [[D backup_hana_data

Snapshot SnapVault Snapshot
Copies Copies

The way you prepare, start, resume, and restore SnapVault operations is different in clustered Data
ONTAP and Data ONTAP operating in 7-Mode. These differences are called out in the corresponding

sections of this guide.
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Configuring data backups

After you install the required software components, follow these steps to complete the configuration:
1. Configure a dedicated database user and the SAP HANA userstore.

2. Prepare SnapVault replication on all storage controllers.

3. Create volumes at secondary storage controller.

4. Initialize the SnapVault relationships for database volumes.

5

Configure Snap Creator.

Configuring the backup user and hdbuserstore

You should configure a dedicated database user within the HANA database to run the backup
operations with Snap Creator. In a second step, you should configure an SAP HANA userstore key
for this backup user. This userstore key is used within the configuration of the Snap Creator SAP
HANA plug-in.

About this task

The backup user must have the following privileges:
* BACKUP ADMIN
e CATALOG READ

SAP HANA Administration Cansole - New User

Flle Edt Navigate Project Window Help

& @& v 0 E§  |% SAP HANA Administration Console | <3 Lifecycle Management
fo Systems Iz = @& %, Backup ANA (SYSTEM) ANA il *ANA - New User 2 =0 o
2§ - s ANA (SYSTEM) cisnanaros 42 4] =]
- _ 9]

. i New user <
= AN (SYSTEM)

& Backup User Name® SCADMIN

b = Catalog

I Authentication

(= Conte

W Password O] sAmML ] SAP Logon Ticket
b = Provisioning o
Password® | eesssss Confim* |esessss| |
= & Security
Asecurty [ Kerberos ] 5509 1 SAP Assertion Ticket
i svs
Valid From alid Unil:
it sYsTEmM
o
§ _Svs_ARL Session Client | |
I _Svs_DATAF
s Granted Roles | System Piivleges | Object Privileges Analytic Priileges Package Privileges Application Privileges Privileges on Users
it _svs_EPMm y: g ) 9 g g g5 App! 9 9
i _sys_rero + X i - Defails for BACKUP ADMIN'
i _sys_stans System Privilege Grantor
b FPRoles p— pp— () Grantable to other users and roles
“ CATALOG READ SYSTEM

ANA cishanarog. . SYSTEM) SYSTEM
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Steps

1. Atthe administration host, the host where Snap Creator got installed, a userstore key is
configured for all database hosts that belong to the SAP HANA database. The userstore key is
configured with the OS root user:

hdbuserstore set key host 3[instance]l5 user password

2. Configure a key for all four database nodes.

Example

mgmtsrvO0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMINO8 cishanar08:34215
SCADMIN Password

mgmtsrv0l:/usr/sap/hdbclient32 # _/hdbuserstore set SCADMINO9 cishanar09:34215
SCADMIN Password

mgmtsrv0l:/usr/sap/hdbclient32 # _/hdbuserstore set SCADMIN10O cishanarl0:34215
SCADMIN password

mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMIN11 cishanarll:34215
SCADMIN Password

mgmtsrv0l1:/usr/sap/hdbclient32 # _/hdbuserstore LIST

DATA FILE : /root/_hdb/mgmtsrv01/SSFS_HDB.DAT

KEY SCADMINO8
ENV : cishanar08:34215
USER: SCADMIN
KEY SCADMINO9
ENV : cishanar09:34215
USER: SCADMIN
KEY SCADMIN1O
ENV : cishanarl0:34215
USER: SCADMIN
KEY SCADMIN11
ENV : cishanarll:34215
USER: SCADMIN
mgmtsrv0l1:/usr/sap/hdbclient32

Configuring SnapVault relationships

When you configure SnapVault relationships, the primary storage controllers must have a valid
SnapRestore and SnapVault license installed. The secondary storage must have a valid SnapVault
license installed.

Steps

1. Enable SnapVault and NDMP on the primary and the secondary storage controllers.

Example

hanala> options snapvault.enable on
hanala> ndmp on

hanala>

hanalb> options snapvault.enable on
hanalb> ndmpd on

hanalb

hana2b> options snapvault.enable on
hana2b> ndmpd on

hana2b>

2. Onall primary storage controllers, configure the access to the secondary storage controller.
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Example

hanala> options snapvault.access host=hana2b
hanala>
hanalb> options snapvault.access host=hana2b
hanalb>

Note: Using a dedicated network for replication traffic is recommended. In such cases, the host
name of this interface at the secondary storage controller needs to be configured. Instead of
hana2b, the host name could be hana2b-rep.

3. On the secondary storage controller, configure the access for all primary storage controllers.

Example

hana2b> options snapvault.access host=hanala,hanalb
hana2b>

Note: Using a dedicated network for replication traffic is recommended. In such cases, the host
name of this interface at the primary storage controllers needs to be configured. Instead of
hanalb and hanala the host name could be hanala-rep and hanalb-rep.

Starting the SnapVault relationships

You need to start the SnapVault relationship with Data ONTAP operating in 7-Mode and clustered
Data ONTAP.

Starting the SnapVault relationships with Data ONTAP operating in 7-Mode

You can start a SnapVault relationship with commands executed on the secondary storage system.

Step

1. For storage systems running Data ONTAP operating in 7-Maode, you start the SnapVault
relationships by running the following command:

Example

hana2b> snapvault start -S hanala:/vol/data_00001/mnt00001 /vol/
backup_data_00001/mnt00001

Snapvault configuration for the qtree has been set.

Transfer started.

Monitor progress with "snapvault status® or the snapmirror log.
hana2b>

hana2b> snapvault start -S hanala:/vol/data_00003/mnt00003 /vol/
backup_data_00003/mnt00003

Snapvault configuration for the qtree has been set.

Transfer started.

Monitor progress with "snapvault status® or the snapmirror log.
hana2b>

hana2b> snapvault start -S hanalb:/vol/data_00002/mnt00002 /vol/
backup_data_00002/mnt00002

Snapvault configuration for the qtree has been set.

Transfer started.

Monitor progress with “snapvault status® or the snapmirror log.
hana2b>

Note: It is recommended that you use a dedicated network for replication traffic. In that case,
configure the host name of this interface at the primary storage controllers. Instead of hanalb
and hanala, the host name could be hanala-rep and hanalb-rep.
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Starting the SnapVault relationships with clustered Data ONTAP

You need to define a SnapMirror policy before you start a SnapVault relationship.

Steps

1. For storage systems running clustered Data ONTAP, you start the SnapVault relationships by

running the following command.

Example

hana: :> snapmirror policy create -vserver hana2b -policy SV_HANA
hana: :> snapmirror policy add-rule -vserver hana2b -policy SV_HANA -snapmirror-

label daily -keep 20

hana: :> snapmirror policy add-rule -vserver hana2b -policy SV_HANA -snapmirror-

label hourly -keep 10

hana: :> snapmirror policy show -vserver hana2b -policy SV_HANA

Vserver:

SnapMirror Policy Name:
Policy Owner:

Tries Limit:

Transfer Priority:

hana2b
SV_HANA
vserver-admin
8

normal

false

Ignore accesstime Enabled:
Transfer Restartability: always
Comment: -
Number of Rules: 2
Total Keep: 8

Total

Rules: Snapmirror-label Keep Preserve Warn
daily 20 false 0
hourly 10 false 0

The policy must contain rules for all retention classes (labels) that are used in the Snap Creator
configuration. The above commands show how to create a dedicated SnapMirror policy
SV_HANA

2. To create and start the SnapVault relationship on the cluster console of the backup cluster, run the
following commands.

Example

hana: :> snapmirror create -source-path hanala:hana_data -destination-path
hana2b:backup_hana_data -type XDP —policy SV_HANA

Operation succeeded: snapmirror create the relationship with destination
hana2b:backup_hana_data.

hana: :> snapmirror initialize -destination-path hana2b:backup_hana_data -type
XDP

Configuring the Snap Creator Framework and SAP HANA
database backup
You must configure the Snap Creator Framework and the SAP HANA database backup.

Steps
1. Connect to the Snap Creator graphical user interface (GUI): https://host :8443/ui/.

2. Log in using the user name and password that were configured during the installation. Click Sign
in.
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B riranet settings are now turned off by def k. Intranet settings are less secure than Internet: settings. Cick for options... x

NetApp Snap Creator Framework
Server
" B
User Name = scadmin
NetApp'

Password eesssse

Signln
¥ oo [T (G nternet | Protected Mode: on ac [Rio% -
3. Enter a profile name, and click OK.
(&) New Profile X
Enter new profile name: HANA, profile_ANA
OK || Cancel

For example, “ANA” is the SID of the database.

4. Enter the configuration name, and click Next.

# Configuration X

Configuration
Enter Configuration name and select required options.

Config. Name: ANA_database_backup)|

¥ Password Encryption

5. Select Application plug-in as the plug-in type, and click Next.
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# Configuration

Plug-in Type

Please select plug-in type.

@ Application plug-in
© Virtualization plug-in
© Community plug-in

© None

6. Select SAP HANA as the application plug-in, and click Next.

# Configuration

Application Plug-ins

Please select the Application plug-in to be configured.

Q@ SAP HANA

*) Sybase ASE

) SnapManager for Microsoft SQL

D DB2

) MaxDB

O SnapManager for Microsoft Exchange
© IBM Domino

D MySQL

© Oracle

7. Enter the following configuration details:
a. Database SID.
b. hdbuserstore keys for each SAP HANA node.
¢. The path to the hdbsql executable file.
d. OSDB user.
e. Select “Yes” from the drop-down list of the Enable L OG Cleanup option.
f. Click Next.
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[@ Actions v | & Reload | g Save
General | Connection | Volumes | Snapshot setlings | SnapMirror settings'

Archive Log Management TN HANA File-Based Backup Settings |

SID: SCN

hdbuserstore Keys:
Nodes:

Username:
Password:

Instance number:

Path to hdbsql: /usr/sap/SCN/HDB14/exe/hdbsq|
OSDB User: root
Enable LOG Cleanup: Yes v

8. Enable the File-Based Backup operation:
a. Setthe File-Backup Location.
b. Specify the file-backup prefix.
c. Select the Enable File-Backup checkbox.
d. Click Next.
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F Confiquration

File-Based Backup Configuration Detwils
Prowide File-Dased Backup Details

File-Bac kup Loc ation
File.Bac bup prefic

Enable Fie-Baz kup

Back MHext Cantel

9. Enable the Database Integrity Check operation:
a. Setthe temporary File-Backup location.

b. Select the Enable DB Integrity Check checkbox.
¢. Click Next.
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| # Configuration

Integrity Check Configuration Details

Provide Integrity Check Details

Temporary File-Bac kup Loc ation;

Enable DB Integrity Check:

10. Enter the details for the agent configuration parameter, and click Next.

Agent Configuration
Enter agent configuration details

IPDNS: localhost]
Port 9090
Timeout (secs): 300

Test agent connection

11. Enter the storage connection settings, and click Next.

Storage Connection Settings
Please Provide Storage Connection Settings

Use OnCommand Proxy: [~
Transport: HTTPS] =
Controller/Vserver Port: 443

12. Enter the storage login credentials, and click Next.



Controller¥server Credentials

Add one or more Controller Wserver credentials to the configuration.
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(@ Controller/¥server Login Credentials
©add | [ Fedr

Controller/\V'server IP or Name User name/Password Volumes

@ Delete

Controller/vVserver IP or hanala
Name:
ControllerfVserver User: root
Controllerfvserver [ ——
Password: .

@ Next

13. Select the data volumes that are stored on this storage controller, and click Save.

1OcBonteoBlerVeenper Nolumes s hoh oo T e X
|

SLES
SLES4SAP

data_00001
data_00003

SLES4SAP_K3074
cishanar08_3080
cishanar08_30807
cishanar08_PTF
cishanar08_SLES4SAP

cishanar09

cishanar09_3080
cishanar0S_PTF
cishanar09_SLES4SAP

cishanar10

cishanar10_3080
cishanar10_PTF =
cishanar10_SLES4SAP =

cishanar11

cishanar11_3080
cshanarll_PTF
cishanar11l_SLES4SAP

log_00002
log_00004
osmaster

osmaster_30807
osmaster_PTF_S745
osmaster_PTF_S819

sapcd
tftpboot
vol0

14. Click Add to add another storage controller.

Controllerfserver Credentials

Add one or more Controller/Vserver credentials to the configuration.

Controller/¥server Login Credentials
@ add | [Heat
Controller/vserver IP or Name User namePassword  Volumes

data_00001

oaia o data_00003

@ Delete
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15. Enter the storage login credentials, and click Next.

ControllerVserver Credentials

Add one or more Controller/¥server credentials to the configuration.

[ Controller/¥server Login Credentials
Qadd | [ et S 0eiete
Controllerfvserver IP or Name User name/Password Volumes

hanata

Controller/Vserver IP or hanalb
Name:

Controller/Vserver User: root

Controller/Vserver [censeeccee
Password:

16. Select the data volumes that are stored on the second storage controller that you created, and click
Save,

0 Controler/Vseryer VOMMER i ttstooeoion byttt sttt X
| data_00004 data_00002
_00001

| /log_o0003
| sapexe

i save

17. The Controller/Vserver Credentials window displays the storage controllers and volumes that
you added. Click Next.
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Controller/¥server Credentials
Add one or more Controller/¥server credentials to the configuration.

() Controller/Y¥server Login Credentials

@add | [FEdr ©peiete
Controllersvserver IP or Name User name/Password Yolumes
data_00001
hanata root? data00003
hanatk rootP* data_00002

18. Enter the Snapshot policy and retention configuration.

The retention of three daily and eight hourly Snapshot copies is just an example and could be
configured differently depending on the customer requirements.

Note: Select Timestamp as the naming convention. The use of the naming convention Recent
is not supported with the SAP HANA plug-in, because the timestamp of the Snapshot copy is
also used for the SAP HANA backup catalog entries.

# Configuration X
Snapshot Details
Provide Snapshot copy related information.
Snapshot copy Name: Backup-ANA
Snapshot copy Label
Policy Type: @ Use Policy ¢ Use Policy Object
Snapshot copy Policies -
Enable Policy Policy Name Retention
r
v hourly 12
r
v daily 3
O weekly 0
r monthly 0
Prevent Snapshot copy Deletion: No v
Policy Retention Age:
Naming Convention: C Recent & Timestamp

19. No changes required. Click Next.
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Snapshot Details Continued
Provide Snapshot copy related information.

Consistency Group: O
Consistency Timeout: MEDIUM
SnapDrive Discovery:

Consistency Group WAFL Sync:

Snapshot copy Delete by age only:

Restore Auto Detect

No
No
N
Snapshot copy Dependency Ignore: No
No
Ignore Application Errors: No

No

Snapshot Copy Disable

20. Select SnapVault, and configure the SnapVault retention policies and the SnapVault wait time.

. Configuration

X
Configure SnapMirror, SnapVault or both
Data Transfer. ™ SnapMirror ¥ SnapVauilt
SnapYault Policies -
Enable Policy Policy Name Retention
12 hourly "0
~ daily )
r weekly 0
O morthly 0
SnapVault Retention Age:
SnapVaul wat time: 10

21. Click Add.

Data Protection Yolumes
Add SnapMirror and SnapVault Volumes.

0 pata Protection Yolumes
Oadd | [t B0ekete

C ver IP or Nam
e

! Volumes SnapVault Volumes

22. Select a source storage controller from the list, and click Next.
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Data Protection Volumes
Add SnapMirror and SnapYault Yolumes.

[ Data Protection Yolumes

©Qadd | [Fedt @oeiete
Controller/Vserver IP or Nam = SnapMirror Yolumes SnapYault Yolumes
e
@ Select a Controll -
ControllerVserver | hanalal v
IP or Name:
@ Next

23. Select all the volumes that are stored on the source storage controller, and click Save.

[ pata Protection Yolume Selection b3
Volumes SnapMirror
data_00001
data_00003
-
=
SnapVault
data_00001
data_00003
=

24. Click Add, and select the second source storage controller from the list, and then click Next.

Ve Configuration X

Data Protection Volumes
Add SnapMirror and SnapVault Volumes.

[ pata Protection Yolumes

Qadd | [ FEat @ Delete
Controller/Vserver IP or Nam = SnapMirror Volumes SnapVault Volumes
e
data_00001
hanata data ONONR
(@ Select a Controller/Yserver X
CortrollersV'server | hanalb] v
IP or Name:
& Next

25. Select all the volumes that are stored on the second source storage controller, and click Save.
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[ Data Protection Yolume Selection

Volumes SnapMirror
data_00002
-
=
SnapVault
data_00002
-
-

26. The Data Protection Volumes window displays all the volumes that should be protected in the
configuration that you created. Click Next.

Ve Configuration X

Data Protection Yolumes
Add SnapMirror and SnapVault Volumes.

[J pata Protection Yolumes

Qadd | [Jeat @Delete
[& rver IP or Nam ol Volumes SnapVault Volumes
e
data_00001
heneda data_00003
hanalb data_00002

27. Enter the credentials for the target storage controllers, and click Next. In this example, the “root”

user credentials are used to access the storage system. Typically, a dedicated backup user is
configured on the storage system and is then used with Snap Creator.

7 Configuration X

Data protection relationships
SnapMirror and SnapVault relationships

Verified all SnapMirror relationships
Verified all SnapVaul relationships
~ hana2b

Controller/Vserver User.  root

[ r |
Password

28. Click Next.
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DFM/OnCommand Settings

Enter OnCommand credentials and other details and settings.

™ Operations Manager console Alert
¥ Net

ement Console data protection ¢

Host:

User:

Password:

Transport: v
Port:

29. Click Finish to complete the configuration.

# Configuration X

Summary

Configuration Name: ANA_database_backup
Number of Controllers/Vservers added:2
Controller/Vserver Name: hanala

Controller/Vserver User: root

Controller/vserver Password: ****

Controller/Vserver Name: hanalb

Controller/\Vserver User: root

Controller/Vserver Password: ****

Data protection Destination Controllers/Vservers added:
Controller/Vserver Name: hana2b

Controller/Vserver User: root

Controller/Vserver Password: ***

Global Controller/Vserver credentials: No

Password Protection: Yes

|»

Volumes:
hanaladata_00001 data_00003;
hanathb:data_00002,

Snapshot Copy Name: Backup-ANA
Snapshot Copy Policy Name Convention: Timestamp

lgnore Application Error: No
SnapYault Update: Yes
SnapVault Wait Time: 10
SnapYault Yolumes:
Controller/Vserver. hanala
Volumes:

data_00001

data_00003
Controller/Vserver: hanalb

= of

30. Click the SnapVault settingstab.
31. Select Yesfrom the drop-down list of the SnapVault Restore Wait option, and click Save.
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# Management v g3 UsersandRoles » (' Data v @@ Policy ~ =/ Reports v @ Help ~

Configurations * Backups Job Monitor Logs

__| Profiles and Configurations « ] Configuration Content : HANA_profile_ANA > ANA_database_backup

© Add Profile & Refresh

[@ Actions v | & Reload | (g Save
4 [ | HANA profile_ANA,
General | Connection | Volumes | Snapshot settings | SnapMirror settings EEUETRIETTLETZLVEN Clone se
2 ANA_database_DR
; ANA_database_backup
2 ANA_non_database_files_DR SnapYault Policies
Enable Policy Policy Name Retention
< hourly 10
v daily $
weekly 0
monthly 0
Prevent Snapshot copy Deletion: No v

SnapVault Retention Age:

SnapVYault wat time: 10

Max Transfer

SnapVault Snapshot copy: No v
SnapVault Restore Watt Yes v

It is recommended that you use a dedicated network for replication traffic. If you decide to do so,
you should include this interface in the Snap Creator configuration file as a secondary interface.

You can also configure dedicated management interfaces so that Snap Creator can access the
source or the target storage system by using a network interface that is not bound to the storage
controller’s host name.

Example

mgmtsrv0l:/opt/NetApp/Snap_Creator_Framework_411/scServer4.1.1c/engine/configs/
HANA_profile_ANA
# vi ANA_database_backup.conf

HAHH R R R R R R R R R R R R R
HEHHH AR AR

# Connection Options #
HAEHH R R R R R R R R R R R R R
HEHHH AR AR

PORT=443
SECONDARY_INTERFACES=hanala:hanala-rep/hana2b;hanalb:hanalb-rep/hana2b
MANAGEMENT _INTERFACES=hana2b:hana2b-mgmt
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Configuring SAP HANA for SAN environments

After you configure the data backups, you will need to add a new command to the Snap Creator
configuration file in environments where a SAP HANA system is connected using Fibre Channel
storage area network (SAN) to the storage controller(s).

About this task

When a global synchronized backup savepoint is triggered by Snap Creator within SAP HANA, the
last step occurs when SAP HANA writes the /hana/data/S1D/mnt00001/hdb00001/
snapshot_databackup_0_1 file. This file is part of the data volume on the storage and is therefore
part of the storage Snapshot copy. This file is mandatory when performing a recovery in case the
backup is restored. Due to metadata caching with the 'X' File System (XFS) on the Linux host, the
file is not immediately visible at the storage layer. The standard XFS configuration for metadata
caching is 30 seconds.

Within Snap Creator, you need to add a post-application quiesce command, which waits until the
XFS meta data cache is flushed to the disk layer.

You can check the configuration of the metadata caching by using the following command:

stlrx300s8-2:/ # sysctl -A | grep xfssyncd_centisecs
fs._xfs.xfssyncd_centisecs = 3000

Step

1. Inthe configuration file (i nst al | _pat h/scServerver si on_nunber Zengine/configs),
add the /bin/sleep command to the Post Commands section as shown in the following
example:

A

# Post Commands R
POST_NTAP_DATA_TRANSFER_CMDO1=

POST_APP_QUIESCE_CMDO1=/bin/sleep 60

POST_CLONE_CREATE_CMDO1=

Note: You should allow a wait time that is twice the value of the
fs._xfs.xfssyncd_centisecs parameter. For example, with the default value 30 seconds,
the sleep command should be configured with 60 seconds.
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Configuring log backups

Log backups should be stored on a different storage system than the primary storage. The storage
system that is used for the data backup can also be used for the log backup.

Before you begin

At the secondary storage, a volume needs to be configured to hold the log backups. Ensure that
automatic Snapshot copies are switched off for this volume.

Step

1. Mount the volume at each database node, either by running the mount command or editing the
file system table (fstab) file.

Example

hana2b:/vol/backup_log_ANA /mnt/backup_log_ANA nfs
rw,bg,vers=3,hard, timeo=600, rsize=65536 ,wsize=65536 ,actimeo=0,noatime 0 O

Within SAP HANA Studio, the log backup destination is configured as shown in the following

Eot N Broject Wind P
£ E % SAP HANA Administration Console 3 Litecycle Management
oSystems 2 = O JPANA  JEANA & *Backup ANA (SYSTEM) ANA 12 SN0
@ 8 # Backup ANA (SYSTEM) ANA ~ Last Update:7:52.03 AM

e Overview  Configuration Backup Catalog

- If? ANA (SYSTEM) ANA » Backint Settings

File-Based Data Backup Settings Log Backup Settings

Minutes &

the log area will continue to il A full log area will

Housekeeping of log backups

Housekeeping of log backups in SAP HANA is based on a function within the HANA Studio or
based on an SQL statement that allows deleting all backups that are older than a selected backup.

Snap Creator handles the housekeeping of data backups (Snapshot copies) by deleting the Snapshot
copies on the primary or secondary storage and by deleting the corresponding entries within the
HANA catalog, based on a defined retention policy.

The log backups that are older than the latest data backup are deleted because they are not required.

Snap Creator handles the housekeeping of log file backups on file system level and within the SAP
HANA backup catalog. As part of each Snapshot backup with Snap Creator, the following steps are
executed:

* Read backup catalog and obtain the backup ID of the oldest successful data or Snapshot backup.

» Delete all backups that are older than the oldest backup.
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Note: Shap Creator only handles housekeeping for backups based on Snapshot copies. If
additional file-based backups are created, you must ensure that the file-based backups are deleted
from the backup catalog and file system. If such a data backup is not deleted manually from the
backup catalog, it can become the oldest data backup, and the log backup housekeeping operation

will fail.

Modifying the housekeeping of log backups

You can modify the parameters that are configured for the housekeeping of log backups if you want
to disable the log cleanup operation.

Steps
1. Select the SAP HANA profile that you want to modify.
2. Select the configuration you want to modify, and click SAP HANA Settings.

3. Editthe Enable LOG cleanup parameter, and click Save.



Executing database backups

You can back up your SAP HANA database by using the Snap Creator GUI or the command line. To
schedule backups, you can use the scheduler within the GUI, or you can use the command line in
combination with an external scheduler like cron.

Overview of database backups

When Snap Creator is backing up the database, the following steps are executed.

Steps

1. Create a global synchronized backup save point (SAP HANA Snapshot copy) to obtain a
consistent image on the persistence layer.

2. Create storage Snapshot copies for all data volumes.

In the example, there are three data volumes, which are distributed to both storage controllers,
hanala and hanalb.

Register the storage Snapshot backup within the SAP HANA backup catalog.
Delete the SAP HANA Snapshot copy.
Start SnapVault update for all data volumes.

Check SnapVault status and wait until finished or configurable timeout.

N o g kM ®w

Delete storage Snapshot copies and delete backups in the SAP HANA backup catalog based on
the defined retention policy for backups at the primary and secondary storage.

8. Delete all log backups, which are older than the oldest data backup on the file system and within
the SAP HANA backup catalog.

Backing up the database with the Snap Creator GUI

You can back up a database with the Snap Creator GUI.

Steps

1. Select the ANA_database backup configuration and then selectActions > Backup.

Il Netapp

_profile_ANA > ANA_database_backup
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2. Select the backup policy and click OK.

Il Netapp

The backup starts. Snap Creator triggers the “SnapVault update,” and Snap Creator waits until the
data is replicated to the secondary storage. The wait time has been configured during the
configuration and can be adapted in the SnapVault settings tab. Snap Creator triggers the
SnapVault updates in parallel for each volume on the same storage controller, but in sequence for
each storage controller.

Il netapp

rofiles « \_profile_ANA > ANA_database_backup

Backing up the database with Snap Creator command line

You can also back up the database by using the Snap Creator command line.

Step

1. To back up the database, run the following command.

Example

mgmtsrv0l:~ # /opt/NetApp/Snap_Creator_Framework_411/scServer4.1.1/snapcreator --server
localhost --port 8443 --user scadmin --passwd scadmin --profile HANA profile_ANA --config
ANA_database_backup --action backup --policy daily --verbose

[Wed Mar 5 14:17:08 2014] INFO: Validating policy: daily finished successfully

HitHH#HH# Detecting Data ONTAP mode for hanala ###tH#HiHHH

HitHH#HH# Detecting Data ONTAP mode for hanalb ###H#HHHH
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[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03031: Getting system version details of [hana2b]
[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03032: Getting system version details of

[hana2b] finished successfully.

[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03031: Getting system version details of [hanala]
[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03032: Getting system version details of

[hanala] finished successfully.

[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03031: Getting system version details of [hanalb]
[Wed Mar 5 14:17:13 2014] INFO: STORAGE-03032: Getting system version details of

[hanalb] finished successfully.

Truncated

Reviewing available backups in SAP HANA Studio
You can see the list of storage Snapshot backups in the SAP HANA Studio.

The highlighted backup in the following figure shows a Snapshot copy named “Backup-
ANA_hourly_20140320103943.” This backup includes Snapshot copies for all three data volumes of
the SAP HANA system. The backup is also available at the secondary storage.

' Mooogemert g Users andRoes + ) Dta = @ Polcy » [ Reports » @ Heb B Weicome, scodnin + i
NetApp
Configrations * | Backups *
] profiles and Configurations @ Backups
& Rotresh © Dekte
# (] HANA profie_ANA Cortroterivserver  Vohume Access Trme ~  Snapshat Copy Name Locaton % Cumstive T | %Cuistvel. % TolalBlocks % UsedBiocks
5 ANA_gutabase OR @reney backup_dets_00003 LE o < o
 ANA_datobase backp @nanazy bsckup_dats_ 00002 T Mer ety o o o
3 ANA_ron_detsbese_fies OR | Eananazy baciup_dta_ 00001 Thi M 201042 oty o [ o
@ranatd doto_00002 Thu Mor 20110:39.55 OMTs... Backup-ANA-hourty_20140320103543 primary o ° o
@ranat dota_00001 x premary o o o
@ranat dota_00003 Thu Mar 20 10:39.57 GMTs... Backup-ANA-hourly_2014032010343 primary o o o
@nemz bockup_dats_ 0000 Thuber 2 oty o o 0
@nanaz backup_dats_00001 Thubar 2 ety ° 7 o
@nanazy backup_dats_ 00003 T M 2 ety o ° 3
@ranatd 00002 ThsMar 20 03:39.58 GMTe... Backup-ANA-bocety_20140320083343 prmaey o o o
[ data_00001 Thu Mor 20108:39:58 OMTe... Backup-ANA-hourty_20140320083343 Privey o 7 o
@ranat s 00003 Th Mar 20 053857 GMTe... Backup-ANA-hourty_20140320053343 Preey o ° o
@naaz bockup_dts_ 00001 < oty o 15 3
ez backup_data_ 00003  peurty o o o
@raraz bockup_dota_ 00002 oty o ° o
@ranstb dto_00002 ThsMar 20 08:35.58 GMTe... Backup-ANA-hourty_20140320083343 Prsey o ° o
@ranate ot 00001 ThsMar 20 08:39.58 GMTe... Backup-ANA-beuety_20140320083343 Prsey 0 " 0

The Snapshot copy name is used by Snap Creator as a backup ID when Snap Creator registers the
storage Snapshot copy in the SAP HANA backup catalog. Within the SAP HANA Studio, the storage
Snapshot backup is visible in the backup catalog. The external backup ID (EBID) has the same value
as the Snapshot copy name as shown in the following figure.

Ede EOt Nawgate Search Project Window Help
® E % SAP HANA Administration Console | < Lifecycle Management
S8 = D &, Backup ANA (SYSTEM) ANA 13 (@ bl -
" Backup ANA (SYSTEM) ANA ~ Last Update 24034 AM
Overview  Configuration Backup Catalog
= BBANA(SYSTE!  Backup Catalog Backup Details
Show Log Backups © 1395308387610
> @ Secutty [} Mar20, 2014 13947 AM | 00n0Om 125 | 499 GB| Data Backup | Snapshot Destination Type: Snapshot
©® | Mar20,2014123947AM | 00n0OM 145 | 500 GB | Data Backup | Snapshot Started Mar 20, 2014 239.47 AM (AmericaLos_Angeles)
©®  |Mar19,2014113947PM | 00n0Om 125 | 497 GB| Data Backup | Snapshot Finished Mar 20, 2014 239.59 AM (AmericaLos_Angeles)
® | Mar19.20141039.47 PM | 00N0OM 125 | 494 GB| Data Backup | Snapshot Ouration 00n 0om 125
©®  |Mar19,201493947FPM | 00n0OM 125 | 492 GB| Data Backup | Snapshot Size 47868
©® | Mar19.201483947PM | 00N0OM 125 | 489 GB | Data Backup | Snapshot Throughput na
e Mar 19, 2014 73947 PM | 00h 00m 125 : 487 GB| Data Backup | Snapshot Comment Backup-ANA-hourly_20140320103943 =)
® | Mar19.201463947PM | 00N0OM 125 | 494 GB| Data Backup | Snapshot
®  |Mar19,201453947FM | 00n0OM 125 | 492 GB| Data Backup | Snapshot Addnioval Infosation: <010 ol
©® | Mar19.201443947PM | 00N0OM 125 | 489 GB | Data Backup | Snapshot
©®  |Mar19.201434000PM | 00N0OMO8s | 486 GB| Data Backup | Snapshot Lockien [henaNetaANAIMI0001/ =)
©®  Mar19,201423947PM | 00N0OM39s | 484 GB| Data Backup | Snapshot
© | Mar19,2014120004PM | 00n0Om 125 | 485 GB| Data Backup | Snapshot Host A Senic Sze Nar Source Typ EBID
©® | Mar18.2014120003PM | 00n00m 125 | 470 GB| Data Backup | Snapshot cishanai08 | index:258.04 MB | nab| volume | Backup-ANA-hourly_20140320103943
=] Mar 17, 2014 120003 PM | 00h0Om 125 | 455 GB | Data Backup | Snapshot cishanaro8. xseng 6584 MB | hab| volume Backup-ANA-houry_20140320103943 [\
©®  |Feb26.201411520AM | 00N0OMS4s | 367 GB| Data Backup | Snapshot cishanai08 | Index:258.10 MB | hab| volume | Backup-ANA-hourly_20140320103943
cishana08 | name{ 78.93 MB | nab| volume | Backup-ANA-hourly_20140320103943
cishanai08 | statist 190 GB | hdb| volume | Backup-ANA-hourly_20140320103943
cishana08 | index:746.15 MB | hab| volume | Backup-ANAhourly_20140320103943
cishanar0 7.60 MB | hab| volume | Backup-ANA-hourly_20140320103943
cishanar0 728 | nab| volume | Backup-ANA-hourly_20140320103943
cishanar0 765 MB | hb volume | Backup-ANA-hourly_20140320103943
cishanan! 7.47 MB | hab| volume | Backup-ANA-hourly_20140320103943
cishanar1 7.47 M8 | nab| volume | Backup-ANA-hourly_20140320103943
cishanarll | indexs257.77 M8 | nab| volume | Backup-ANA-hourly_20140320103943
m ] c
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With every backup run, Snap Creator deletes Snapshot backups at the primary and at the secondary
storage based on the retention policies defined for the different schedules (hourly, daily, and so on).

Snap Creator also deletes the backups within the SAP HANA backup catalog if the backup does not
exist at the primary or secondary storage. The SAP HANA backup catalog always shows the
complete list of backups that are available at the primary and/or the secondary storage.
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SAP HANA File-Based Backup and Database
Integrity Checks

SAP recommends combining storage-based Snapshot backups with a weekly file-based backup to
execute a block integrity check. The block integrity check can be executed from within the Snap
Creator graphical user interface (GUI) or command line interface (CLI).

The File-Based Data Backup operation is used when the backup copies of files are to be retained. The
Database Integrity Checks operation is used when backup copies have to be discarded.

You can configure either one or both of the operations. During on demand backup, you can choose
either one of the operations.

Modifying configuration for File-Based Backup
You can modify the parameters that are configured for File-Based Backup. The subsequent scheduled
or on-demand File-Based Backup operation reflects the updated information.
Steps
1. Click on the SAP HANA profile.
2. Select the configuration that you want to modify, and click HANA File Based Backup Settings.

Conlmguratsons,
Profies and Confiquration Confgurabion Conient ; SAP_HAMA > SCH_HANA

1 |l Ban

S _PANA - - -
HARA | i s Ferig S trgn IR iy
Fea-Bari. . FpT—

3. Edit the information, and click Save.

Modifying configuration for Database Integrity Checks
You can modify the parameters that are configured for Database Integrity Checks. The subsequent
scheduled or on-demand Integrity Check operation reflects the updated information.
Steps
1. Click on the SAP HANA profile.
2. Select the configuration that you want to modify, and click HANA Integrity Check Settings.



SAP HANA File-Based Backup and Database Integrity Checks | 39

rml s by

Frodde mal §imdejrslonn Cimihgas il Cimabissd] | AP BARL NN HAME

J g nam
oM

*

3. Edit the information, and click Save.

Scheduling file-based backup

For SAP HANA configurations, you can schedule additional operations such as file-based backup
and database integrity checks. You can schedule the file-based backup operation to occur at specific

intervals.

Steps

1. From the main menu of the Snap Creator GUI, select Management > Schedules, and click
Create.

2. Inthe New Job window, enter the details for the job.

The file-based backup policy is set to “none” by default.
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1 \___) New Job X

Job Name SAPFBBackup

Start Date: 2016-01-22 [3
Active: v

Profile: SAP_HANA ¥
Configuration: | SCN_HANA v
Action: fileBasedBackup v
Policy: v

" none
Frequency: v

Scheduling database integrity checks

For SAP HANA configurations, you can schedule additional operations such as file-based backup
and database integrity checks. You can schedule the database integrity checks operation to occur at
specific intervals.

Steps

1. From the main menu of the Snap Creator GUI, select Management > Schedules, and click
Create.

2. Inthe New Job window, enter the details for the job.

The integrity check policy is set to “none” by default.
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11&) New Job X

Job Name: SAPFBBackup

Start Date: 2016-01-22 (9
Active: v

Profile: SAP_HANA e
Configuration. | SCN_HANA s
Action: integrityCheck h 4
Policy: none e
Frequency: b

= |

Performing File-Based Backup from the Snap Creator GUI

You can perform File-Based Backup from the Snap Creator graphical user interface (GUI).

Before you begin
You must have enabled the File-Based Backup parameter in the HANA File-Based Backup Settings

tab.

Steps

1. Select the HANA database_backup configuration.
2. Select Actions > File-Based Backup.
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3. Set the Policy option to None, and click OK.

mbigurstions Comfigurstion Conlenl : SAF_NAME = SCN_HANA
§ Scta = 2 | gl e
A [ Goner
£ Intugrity ChackSAP_ FARA > SCH_HARA -
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Performing File-Based Backup from Snap Creator command
line

You can perform File-Based Backup using the Snap Creator command line.

Step

1. To perform File-Based Backup, run the following command:

-/snapcreator --server localhost --port 8443 --user sc --passwd sc —-
profile hana_testing --config HANA Test --action fileBasedBackup --
policy none --verbose
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Performing Database Integrity Checks from Snap Creator
GUI

You can perform Database Integrity Checks from the Snap Creator graphical user interface (GUI).

Before you begin

You must have enabled the DB Integrity Check parameter in the HANA Integrity Check Settings
tab.

Steps
1. Select the HANA_database_integrity_check configuration.

2. Select Actions> Integrity Check.

Conligurations =

Profils snd Configuratioes 1 Conligiiratism Content | SAF_HAMA > SCH_HANA

o Fabed L Aetoni =] & Reoss | gl Savs
# [T BAP_HANA
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3. Set the Policy option to None, and click OK.

mbigurstions Comfigurstion Conlenl : SAF_NAME = SCN_HAN
§ Sctos = s | gl B
& m
£ Intogrity ChackSAP_ FARA > SCH_HARA *
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Performing Database Integrity Checks from Snap Creator
command line

You can perform Database Integrity Checks using the Snap Creator command line.

Step

1. To perform Database Integrity Checks, run the following command:

Example

-/snapcreator --server localhost --port 8443 --user sc --passwd sc —-
profile hana_testing --config HANA Test --action integrityCheck --
policy none --verbose



45

Restoring and recovering SAP HANA databases

You use SAP HANA Studio and Snap Creator to restore and recover SAP HANA databases.

Steps

1. Within SAP HANA Studio:

a.

b.

e.

f.

Select Recover for the SAP HANA system.
SAP HANA system is shut down.

Select the recovery type.

Provide log backup locations.

List of data backups is shown

Select backup to see the external backup ID.

2. For astorage system running clustered Data ONTAP only:

a
b.

C.

Only required if any other backup than the latest has been used for the restore.
Only required for “Volume SnapRestore” from primary storage.

Deactivate SnapVault relationships

3. Within Snap Creator:

a.

b.

e.

f.

Select “Restore” for the SAP HANA system.

Select restore from primary or secondary storage, depending on the availability of the backup
at the primary storage.

Select storage controller, volume name, and Snapshot copy name. Snapshot copy name
correlates with the backup ID earlier.

For multinode SAP HANA systems, multiple volumes need to be restored:
i. Choose Add morerestoreitems.

ii. Select storage controller, volume name, and Snapshot copy name.

iii. Repeat this process for all required volumes.
Restore process is started

Restore finished for all volumes.

4, At the database nodes, unmount and mount all data volumes to clean "Stale NFS Handles."

5. Within SAP HANA Studio:

a
b.
C.

d.

Select Refresh on backup list.
Select available backup for recovery (green item).
Start recovery process.

The SAP HANA system is started.

6. (Optional) Resume SnapVault relationships for all restored volumes.
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Note: At the storage systems, this step is only required if a backup other than the latest one has
been used for the restore.

Restoring and recovering databases from primary storage

You can restore and recover the database from the primary storage.

Steps
1. Within SAP HANA Studio, select Recover for the SAP HANA system.

SAP HANA Administration Console - System ANA - o x
Ete Eot Naigate Broject Window Hel
- L] Ef | % SAP HANA Admmsstraton Console | 3 Litecycie Management
foSystems 22| = O | & Backup ANA(SYSTEM) ANA It B
Q- S & Backup ANA (SYSTEM) ANA Last Update € 14 41 AM 3
- Overview Configuration Backup Catalog
Asa System Backup Details
& Backup A4 System Archwve Liek © 1395319190109
» @ Catalog
AdS Ademonal e Ouration Sae Backp Type DestnsbonType | ST Suocanea
=t 0n0Om 125 47 = Backup Type Data Backup
» @& Provsionsr ASmInestranen —
» s i & 00n00m 123 | 478 GB| Data Backup | Saapshet Oestnation Type:  Saapahot
& Se !
. Fymocs Bepscesia, 0OMOOm 125 | 499 GB| Data Backup | Snapshot Started Mar 20, 2014’5 3950 AM (AmencarLos_Angeles)
Open Securty conoom 145 | 50068 Data Baciaup | Snapsnet Fnaned Mar 20, 20145 40,02 AM (Americatos_Angeles)
Back Up
0OMOOM 125 | 497 GB| Data Backup | Snapshet Duration 00N 00m 123
Storage Snapsnot
0onoom 125 | 494 G8| Data Backup | Snapshet sae 47608
00N 00m 123 49208 Data Backup | Snapshot Theoughpat na
@ Transphanagement ™
0OMOOmM 125 | 489 G8 | Data Backup | Snapshet Comment Backup-ANA-hourly_20140300133343
B Lovcycle Manspemant S
Opon i o 00n0OM 125 | 487 GB | Data Backup | Snapshot
00h 00m 123 494 08| Data Backup | Snapshot Adaucas! Ismmaton: el "]
Opan Resource Unicabien
00N 0Om 123 49208 Data Backup | Snapshet
oonoom 125 | 489 68| Data Backup | Snapshet LacsEe e m
& stop 00NOOM 125 | 485 G| Data Backup | Snapshet
Restart 00n0om 123 | 470 68| Data Backup | Snapshet Host A Sence Sze Name Seures Typs EBD
00h 00 123 455 GB | Data Backup | Snapshet Cishana0e ndexsetvel 259 14 NB | A00012 volume Backup ANA K
X Deiete Owlete oon00m S4s | 367 GB | Data Backup | Snapshet CiShaAM08 | indexsenver 25826 MB | Aa0001Y volume Backup ANA N
- - Cishana08 | mamesener | 78.37 MB | AG00001 viume | Bachup ANAN
£ Revesn s
cishana08 | statsmicssenver | 187 GB | 00004 wume | BackpANAn
Legor
* v egq
= SQL Console
& Fiod Tatle
wy vane
Properties ARSERS 5cnonon A
Pan JANA CISHANARDR 42 SYSTEM
I (>
1B ANA SYSTEMY

The SAP HANA system shuts down.

2. Select the recovery type and click Next.
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Recovery of System ANA (on pishanar08) X
Specify Recovery Type

Select a recovery type.

@ |Recover the database to its most recent shh°

O Recover the database to the following point in time ?

O Recover Database to a Specific Data Backup”

Advanced >>

@

[ Next > | Cancel

3. Provide the log backup locations and click Next.

Recovery of System ANA (on cishanar08) x
Locate Log Backups

Specify location(s) of log backup files to be used to recover the database

(D Even if no log backups were created, a location is still needed to read data that will be used for recovery.
Recovery of Log Backups

If the log backups were written to the file system and subsequently moved. you need to specify their current
location. If you do not specify an alternative location for the log backups, the system uses the location where
the log backups were first saved. The directory specified will be searched recursively.

Locations: |

ust/sap/ANA/HOB42/backup/log

| Remove All

| Remove

| <Back [ Next> } Cancel
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The list of available backups you see is based on the content of the backup catalog.

4. Select the required backup and record the external backup ID.

Recovery of System ANA (on cishanaros)

Select Backup

© To recover this snapshot. it must be available in the data area

Selected Point in Time
Database will be recovered to its most recent state

Backuy,
The ov:r:!ew shows backups that were recorded In the backup catalog as successful The backup at the top is estimated to have the shortest recovery time

Start Time Location Backup Prefix Available i
2014-03-20 02:39:47 /Many/data/ANA SNAPSHOT x

2014-032001:39.47 | Mandata’/ANA SNAPSHOT |@ ﬂ
2014-03-20 00:39.47 /hana/data/ANA SNAPSHOT [}

2014-03-19 23:39.47 /hana/data/ANA SNAPSHOT ‘ o

2014-03-19 22:39.47 /hana/data/ANA SNAPSHOT L]

2014-03-19 21:39.47 /hana/data/ANA SNAPSHOT (<]

2014-03-19 20:39.47 /hana/data/ANA SNAPSHOT [}

Refresh | | Show More
Details of Selected Iitem

Start Time 92014.03-20 02:39.47 Destination Type: SNAPSHOT
Sze 478 GB Backup I 1395308387610
Backup Name © mana/data/ ANASNAPSHOT

Alternatve Location: ®

External Backup ID: Backup-ANA-hourly_20140320103943

< Back Cancel

5. Deactivate the SnapVault relationship.

Note: This step is only required with clustered Data ONTAP.

If you need to restore a Snapshot copy that is older than the Snapshot copy currently used as the
base Snapshot copy for SnapVault, you must first deactivate the SnapVault relationship in

clustered Data ONTAP. To do that, execute the following commands on the backup cluster
console:

hana::> snapmirror quiesce -destination-path hana2b:backup_hana_data
Operation succeeded: snapmirror quiesce for destination
hana2b:backup_hana_data.

hana::> snapmirror delete -destination-path hana2b:backup hana_data
Operation succeeded: snapmirror delete the relationship with
destination hana2b:backup_hana_data.

hana::> snapmirror release -destination-path hana2b:backup_hana_data
[Job 6551] Job succeeded: SnapMirror Release Succeeded

6. Inthe Snap Creator GUI, select the SAP HANA system, then select Actions > Restore.
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# Management v @ Users and Roles v o Data ~ @ Policy ~ i! Reports v @) Help ~
7 Backups ©  Configurations x|
[T] profiles and Configurations <«| [] configuration Content : HANA_profile_ANA > ANA_database_backup
© Add Profile = Refresh [@TAsions]| & Reload | (g Save
& D H:N;i:':a::::_m a9 LUN Clone Volumes | Snapshot seftings | SnapMirror seftings | Snap’
5 ANA_delabass_beckp & Volume Clone
2 ANA_non_database_files_DR Baciy
‘1) Restore o
& scdump 30
#8 Discover No v
[&] Archive Log
3 Quiesce
£ Unquiesce
=g Mount
=g Umount
= OSsv

The Welcome to the Snap Creator Framework Restore Wizard screen appears.
7. Click Next.

/' Manogement v g UsersondRoles (7 Dota > @ Poicy > [/ Reports v @) Help ~ -9
Bacdhups ©  Configurations *
[T Profiles and Ce « EJc profile_ANA > ANA_database_backup
© AddProfie & Refresh T i swe
4 B HANA profie_AN EER) Connection | Voumes | Snap: - Restore X na
 ANA_database DR e e
 ANA_database_backup Password Encryptione £ welcome
2 ANA_non_datsbase_fles, .
A Rt 26, Use Global config: u Wielcome to the Snap Creator Framework Restore Wizerd
LogFles: 30 The restore wizard helps you to perform Volume Restore,
Enable Log Trace: No :a-ve Fl: ‘:dofe, or SnapVault Restore on the selected
Back Next Cancel =]
) console

8. Select Primary and click Next.
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/' Management » g Users and Roles ~

Dsta~ @Poicy v [=Reports v @ Hep & Weicon
| Backups *| Configurations % |
(7] Profiles and Configurations <« | Configuration Content : HANA_profile_ANA > ANA_database_backup
© AddProfie # Refresh « | & Relosd | (@ Save
< EHANA_swofte SN Connection | Volumes | Snap: - Restore X nagemen
 ANA_database_DR L:
 ANA_database_backup

Password Encrypton: 2 Primary or Secondary Restore
S ANA_on  fles DR i e Please select either primary or secondary option.
Log Fles: 30

Enable Log Trace: No ® Primary

Secondary

9. Select restore from primary storage.

10. Select the storage controller, the volume name, and the Snapshot name.

The Snapshot name correlates with the backup ID that has been selected within SAP HANA
Studio.

# Mansgement » b Users sndRoles » | s Dsta~ @ Poikcy +  [* Repots + @ Hep -

& Wekome, scadmin | ~

Backps ©  Configurations *

7] profiles

« B

:HANA_profile_ANA > ANA_database_backup

¢ &
© Add Profie & Refresh (@ Actons v | & Reoad | (g Save

4 LRI HANA_proffe / RSN Cornection | Volumes | Snap: 4 Restore
& ANA_detsbase DR —

o
 ANA_database_backup Password Encryption: & B

¥ ANA_non_datebase_fies DR

Enter Controller/Vserver name, Volume Name, Policy, Snapshot copy neme and Restore type.
Use Global config.:
Log Fies: £J
Ensble Log Trace: No ControleriVserver nome: hanata ~
Restore vohame name: data_00001 v
Policy. hourty e
® Snap Greator Snapshot Copies Al Snapshot Copies
Restore Snapshat copy name: Backup-ANA-hourly_20140320103943
Restore type: Volme Restore v
Back Next Cancel
T console

11. Click Finish.
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& Manogemert ~ g UsersandRoles > (7 Data > @ Poicy > [” Reports ~ ) Help ~ & Weicome, scodmin | +
Badhups * Configurations *
() profiles « B2 _profile_ANA > ANA_database_backup
2
© Addprotie & Retresh -2 Hew
4 GHAA proo_ ANA PEISE) Cornection | Voemes | Snap: 4 Restore X
 ANA_database DR Bhewes e
 ANA_database_backup Password Encryption. Summary
& ANA_non_dstabase_fles DR Use O fo: (o]
Log Fles: ControllerVserver name : hanala
09 X Restore volume name : data_00001
Enable Log Trace: £ Restore Snapshot copy name : Backup-ANA-hourly_20140320103943
Restore type : Volume Restore
You have selected to perform a volume restore. All data in hanata: data_00001 will be
teverted to snapshot Backup-ANA-hourly_20140320103943
Al data in hanat a:data_00001 from Mar 20 2014 10:39:58 will be lost
After clicking the Finish button you ¢an select additional volumes to restore
Bsck Frish Cancel
7] console.
/' Management v g UsersandRoles v (7 Data v @@ Policy ~ [/ Reports » @) Help ~
| Backups ©  Configurations *
[T profiles and C «| B Content : HANA_profile_ANA > ANA_database_backup
Pre # Refr z
AR & Refresh | @ actions + | & Relosd | [ Save
4 [T HANA profie_ANA ‘ ‘ § = i ; ‘
[LTEIN Connection | Volumes | Snapshot settings | SnaphMirror settings | SnapVaul settings ) Clone settings | OnCommand/OFM
 ANA_database DR o / / / % .
 ANA_database_backup

Password Encryption:
% ANA_non_database_files_DR Use Global config: 1

o
Log Files: 30
Enable Log Trace: No

Warning

Q Would you like to add more restore items

on this configuration? Select No'to start
the entire restore operation or Yes'to add
more restore items

Yes No

13. Select the storage controller, the additional volume name, and the Snapshot name.

The Snapshot name correlates with the backup 1D that has been selected within SAP HANA
Studio.
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4 Management » g Users and Roles ~

& Data - @ Poicy - [/ Reports - @ Help - av
Backups ©  Configurations *
7] profiles and Configurations <« | Configuration Content : HANA_profile_ANA > ANA_database_backup
-
© AddProfie & Refresh e a
4 [T)HANA profie_ANA
3 e [P Connection | Volumes | Snap: ' Restore X nag
 ANA_database_DR e} =
- ANA_database_backup Password Encryption: - Restore details.
o Enter Controller/Vserver name, Yolume Name, Policy, Snapshot copy name and Restore
B S nooceatess fles ER Use Giobal config: e type.
Log Files: 30
[Enabie Log Trace: No

Cortroller/Vserver name:

hanala N
Restore volume name: data_00003 WV
Policy. hourly N
® Snap Creator Snapshot Copies Al Snapshot Copies

Restore Snapshot copy name: 40320103943 (Mar 20 2014 10:3357) v
Restore type:

Back Next

14. Repeat steps 10 through 13 until all required volumes are added; in our example, data_00001,
data_00002, and data_00003 need to be selected for the restore process.

15. When all volumes are selected, click OK to start the restore process.

/' Management » g Users andRoles ~ | ) Data ~

@ Poicy - [/ Reports + @) Help ~

av

Backups *  Configurations *

(7] Profiles and C @ B¢ Content : HANA_profile_ANA > ANA_database_backup

; &

© Add Profie B Rettesh | @ ee s @ R @5

+ [ HANA orofle_ANA Volume Restore x

—— Cavectn) vatmwe | svad b

] | Youhave selectedto perform volune restore(s). The folowing vokume(s) wil be restorect [
# ANA_database_backup Password Encryption:
 ANA_non_database_fies DR

Use Giobal config Al data in volume data_00001 will be reverted to snapshot copy Backup-ANA-hourly_20140320103943
Log Fies: 30 AN data in volume data_00003 will be reverted to snapshot copy Backup-ANA-hourly_20140320103943.
Enable Log Trace: No

Al data in volume data_00002 will be reverted to snapshot copy Backup-ANA-hourty_20140320103943.

Perform any

ite steps for

AN current data in the above volume(s) will be lost! Cick 'Ok’ to perform the restore(s)

OK Cancel

The restore process is started.
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) Massgemect+ g UsersandRoes = Owas @@ Poky- [Resotse @ Hepo 8 weome, sc1 -

Configurations *

=] A_profile_ANA > ANA_database_backup

© Asitrome @ Retresh | 0 actons ~ | & Rebsd | (@ Seve
(0 HANA_otie_ANA

X cose
Connecton | Vomes suterc ses Clone setngs Arcwe
5 ANA_dutabase OR

L ANA_dstabase_backip Password Encryston
3 ANA_pon_satatase_fies DR

SaPHANA | Agent| Eventsetngs | Commans

Use Gobal conty
Log Fles: 0

Enable Log Trace: ™ v

successfully for agent localhost:30%0

sereseeens

sds teeessese

13 Pre Restore handling for plugin

14 MHIIIIIINE Application Pre Restore finished successfully M

Wait until the restore process is finished.

On each database node, remount all data volumes to clean Stale NFS Handles.

Example

In the example, all three volumes need to be remounted at each database node.

mount -0 remount /hana/data/ANA/mnt00001
mount -o remount /hana/data/ANA/mnt00002
mount -o remount /hana/data/ANA/mnt00003

Go to SAP HANA Studio and click Refresh to update the list of available backups.

S Recovery of System ANA (on cishanar08)
Select Backup

@ To recover this snapshot. it must be available in the data area

Selected Point in Time

Database will be recovered to its most recent state

Backups

The overview shows backups that were recorded In the backup catalog as successful. The backup at the top Is estimated to have the shortest recovery time
Start Time Location Backup Prefix
2014-03-20 02:39:47
2014-03-20 01:39:47

Available

/hana/data/ANA SNAPSHOT x

| Mhana/data/ANA

2014-03-20 00:39.47 hana/data/ANA i SNAP I Find Data Backups (on cishanar08)

2014-03-19 233947 | /hana/data/ANA ' SNAP| @ Waiting for response from SAP HANA database

2014-03-1922:39°.47 | /hana/data/ANA | SNaP

2014031921397 | Mana/data/ANA {snap| =

2014-03-19 20:39.47 | /hana/data/ANA SNAP) e o
Details of Selected item Always 1un in background D
Start Time . Destination Type
Size Backup ID. Cancel Details >> Run in Background
Backup Name °
Alternative Location: ®

@ < Back Cancel

The backup that has been restored with Snap Creator is shown with a green icon in the list of
backups.
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18.

10.

Select the backup and click Next.

. Recovery of System ANA (on cishanar08) x
Select Backup
Select a backup to recover the SAP HANA database

Selected Point in Time
Database will be recovered to its most recent state
Backups

The overview shows backups that were recorded in the backup catalog as successful The backup at the top Is estimated to have the shortest recovery time.

Start Time Location Backup Prefix Available

2014:03-20 0 /ana/data/ANA o

20140320 00:39:47 | /hana/data/ANA o

2140319233947 | Mana/datwANA | snapsHot | ()

2014-03-1922:39.47 | /hana/data/ANA | SNAPSHOT | @

2014031921:3947 | Mana/data/ANA | snapsHoT |o

2014-03-1920:39.47 | /hana/data/ANA | SNAPSHOT  [@ &

Show More
Details of Selected tem
Start Time ©2014.03-20 02:39:47 Destination Type: SNAPSHOT
Size 4.78 GB Backup ID. 1395308387610 External Backup ID: Backup-ANA-hourly_20140320103943
Backup Name /Mana/data/ ANASNAPSHOT
Alternative Location:®
e
® | <Back Next > Cancel

Select other settings as required and click Next.

Recovery of System ANA (on cishanar08)

Other Settings
Ensure that the snapshot is available in the SAP HANA system

Check Avallability of Log Backups »

You can have the system check whether all required log backups are at the beginning of the y process. If log backups are missing.
they will be listed and the recovery process will stop before any data is changed. If you choose not to perform this check now, it will still be

performed but later in the process. This may result in a significant loss of time if the complete recovery must be repeated due to missing log
backups.

Check the availability of log backups stored in the relevant location(s)
¥ File Sysum°

[J Third-Party Backup Tool (Backint)
Initialze Log Area

If you do not want to recover log entries residing in the log area, select this option. After the recovery. the log entries will be deleted from the log
area

] Intialze Log Area®

Install New License Key

If you recover the database from a different system. the old license key will no longer be valid
You can

- Select a new license key to Install now

- Install a new license key manually after the database has been recovered

[ Install New License Key

<]

®

| Cancel

20. Click Finish.
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Recovery of System ANA (on cishanar0s) x

Review Recovery Settings

Review the recovery settings and choose Finish' to start the recovery. You can modify the recovery settings by choosing Back’

System Information

System: ANA

Host cishanar08

Version: 1.00.70.386119
Recovery Definition

Recovery Type

Snapshot (Point-in-Time Recovery (Until Now))
Backup ID 1395308387610

Backup Start Time: 2014-03-20 02:39:47 (Pacific Standard Time)
Log Backup Location /ust/sap/ANAVHDB42/bac kup/iog

Initialze Log Area No

Check Availability of Log Backups: Yes

Configuration File Handling
& ATTENTION

If you want to recover customer-specific configuration changes. you may need to make the changes manually in the target system
If you are performing a recovery to a different system

Note that the target system and the source system must have the same Inp . the number of semmces with their own persistency
must be the same in both systems
More SAP HANA Guide

al

The recovery process begins.

Recovery of System ANA (on cishanaros)

Recovery Progress information
® Prepare Recomry - Stopping System

Host cishanaros
5 Recoery of Post C1shanaos’ penang
Mest: cishanano
5 Recovery of host cishanar0’ pending
Heost: cishanant
5 Recowry of Dost Cisnanan’ pendng

21. After recovery is finished, resume the SnapVault relationships, if required.

Recovery Execution Summary
I System ANA recovered.
12 volumes were tecovered

Recoverad to Teme Mar 20, 2014 32754 AM GUT07.00
Recovered to Log Posion 71000848

Close
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Restoring and recovering databases from secondary

storage

You can restore and recover the database from the secondary storage.

Steps

1. Within SAP HANA Studio, select Recover for the SAP HANA system.

SAP HANA Administration Console - System: ANA

Ede Eot Nawgate Project Window LHelp

L= & . ~

foSystems 2 = & | & Backup ANA(SYSTEM) ANA 22
-8 & Backup ANA (SYSTEM) ANA
Ovenview Configuration Backup Catalog

®Bec At System
» @cat  AdS System Archive Link
b @con  AddAdSEonl User v Ouration Sze Backup Type Destination Tyg
ipeben| 247/ 0onoom 125 | 507 68| Data Backup | Snapsnat
ety 13 Agminstraton an!oonamnm ! 503 GB| Data Backup | Snapshot
System Bephcation 47 £ 00N0Om 125 | 501 GB| Data Backup | Snapshot
Open Securty 47K 0on0om 135 | 497 GB| Data Backup | Snapshat
Back Lp 47 F 00N00m 125 | 493 GB| Data Backup | Snapshat
Stenage Snapshot 474 0on0om 125 | 503 GB| Data Backup | Snapshot
47500000 125 | S00 GB| Data Backup | Snapshot
@ Transpet Management 1475 00n0Om 125 | 507 GB| Data Backup | Snapshat
& Utecycie Management 47 F 00n0OM 125 | S04 GB| Data Backup | Snapshot
Open Memary Oveniew 474 concom 125 | 501 GB| Data Backup | Snapshot
Open Resource Utization 47 F 0ONOOM 405 | 508 GB| Data Backup | Snapshat
an)oonmm | 50508 Data Backup | Snapshot
% <o 204/ 00n00m 125 | 500 GB| Data Backup | Snapshat
P )u|noneomm | 50168 Data Backup | Snapshot
204/ 00NCOM 125 | 496 GB| Data Backup | Snapshat
X Delete [SLIITR 04 00N 0Om 125 476 GB Data Backup Snapshot
304/ 00n00m 125 | 469 GB| Data Backup | Snapshot
&) Retesh FS 654 00n00m 175 | 45368 Data Backup | Fie
Logor

T SQL Console
(S Find Tadle

Propertes AteEnter

=D
b ANA (SYSTEMY

The SAP HANA system will be shut down.

2. Select the recovery type and click Next.

L] B |% SAPHANA onsote | I Litecy

Last Update 122954 AM

Backup Details

© 1306548004221

Status. Successtul

Backup Type Data Backup

Destnation Type Snapshot

Started Apt 3. 2014 11 00 04 AM (Americalos_Angeles)
Finished Apt 3. 2014 11,00 16 AM (Amencatlos_Angeles)
Duration 00n 00m 128

sae 47668

Throughput na

Comment Backup-ANA-Galy_20140403200000

Adarional Information <ok>

Location /Mana/dstyANAIMAO0001/
Host Servce Sz EBO
cishanarg namesenver 7689 MB ||| Backup-ANA-daily_20140403200000

cishana08 | ndexsener 26036 MB ||| Backup-AnAdaiy_20140403200000
Cishana8 | indexseer 25716 MB || Backup ANA aily_20140403200000
cithans0s | nsexsener 25628 M8 || Backup ANA gaiy_20140403200000
cishanad8 | stabsticssener | 106 GB || Backup ANA-daly_20140403200000
cishana8 | xsengine | €5.03MB || Backup ANA-daly_20140403200000
Cishana10 | ndexsewer 32527 MB || Backup-ANA-daiy_20140403200000
cishanari0 | ngexseer (32427 M8 ||| Backup ANA-caly_20140403200000
cishanarl0 ndexsener 325 09 MB || | Backup-ANA-daily_20140403200000
cishanarl) | indexsener 32483 M8 || Backup-AnA-saiy_20140403200000
cishanartt ndexsener (32265 MB ||| Backup ANA.daity_20140403200000
cshanarll | indexsener (324 41 MB ||| BackupANA-daily_20140403200000
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Recovery of System ANA (on cishanar08) X
Specify Recovery Type

Select a recovery type

® [Recover the database to its most recent state””

O Recover the database to the following point in time”

O Recover Database to a Specific Data B:ckupn

Advanced >>

(O]

Next > Cancel

Provide log backup locations and click Next.

Recovery of System ANA (on cishanar0s)

Locate Log Backups

Specity location(s) of log backup files to be used to recover the database

@ Even if no log backups were created, a location is still needed to read data that will be used for recovery.
Recovery of Log Backups

If the log backups were written to the file system and subsequently moved, you need to specify their current
location. If you do not specify an alternative location for the log backups, the system uses the location where
the log backups were first saved. The directory specified will be searched recursively.
Locations: |

Iust/sap/ANAHDB42/backup/log

Remove All

@ | < Back Cancel

The list of available backups appear based on the content of the backup catalog
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4. Select the required backup and write down external backup ID.

Recovery of System ANA (on cishanar08)

Select Backup
@ To recover this snapshot. it must be available in the data area

Selected Pointin Time

Database will be recovered to its most recent state.

Backups

The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recovery time

Start Time Location Backup Prefix Avallable [l
2014-04-06 11:00.04 /Mana/data/ANA ‘ SNAPSHOT ' Q

2014-04-05 11:00:04 l /hana/data/ANA | SNAPSHOT ’o

2014-04-04 11:0004 | /hana/data/ANA | SNAPSHOT | @

2014-04-03 11:00:.04 hana/data/ANA SNAPSHOT X

2014-04-02 11:00.04 | /hana/data/ANA | SNAPSHOT | @

20140401 021855 | /usi/sap/ANAMDBAZbacku] COMPLETE_DA O

I EEEEEE————————————. [2)

| Refresh | | Show More
Details of Selected Item

Start Time 02014.04-03 11:00:04 Destination Type: SNAPSHOT
Size: 476 GB Backup ID. 1396548004221 External Backup ID [Backup-ANA-umry_zouow:Qooooo ]
Backup Name © Mmana/data/ANASNAPSHOT

Alternative Location: ®

®@ < Back Cancel

5. Go to the Snap Creator GUI.

6. Select the SAP HANA system, and then click Actions > Restore.

#' Management v g UsersandRoles v [ Data~ @@ Policy v |=/Reports v @) Help ~

Configurations * = Backups * | Job Monitor *

[Z] Profiles and Confi « ] confi Content : HANA_profile_ANA > ANA_database_backup
" A
© Add Profile 2 Refresh |2 R @S
4[] HANA profile_ANA
D profie_ j LUN Clone Yolumes ‘ SnapMirror settings I Sr
5 ANA_database_DR 4 —_—
(@ Volume Clone
% ANA_database_backup Backup-ANA
2 ANA_non_database_files_DR ] bxcap
1) Restore
S(d.l‘p
& ® Use Policy ' Use Policy Object
#8 Discover
[& Archive Log =
&) Quesce tolicy Name Retention
ﬁ Unquiesce
jourly 12
=g Mount
=9 Umount Jaily 3
5 0ssv Veekly 0
() monthly 0

The Welcome screen appears.
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#' Management v g Users and Roles ~

o Dsta~ @@ Poicy > [ Reports > @ Heb ~ a8

Configurations * | Backups * | JobMonior *

(7] Profiles and Configurations  « ] Configuration Content : HANA_profile_ANA > ANA_database_backup

1© Add Profie # Refresh .| & R i seve

“@ Leoflo Genaral | Connaction | Voumes ([N 2 Restore X%
 ANA_database_DR o e et

# ANA_database_backup

‘Snapshot copy Name: Bac 8 Welc
# ANA_non_database_fies DR
Snapshot copy Labet Welcome to the Snap Creator Framework Restore Wizerd
The restore wizard helps you to perform Volume Restore,
okcyne: et Single File Restore, or SnapVault Restore on the selected
configuration.
Snapshot copy Policies
Enable Polcy Pobcy Name f
v hourly 1
v daly
&] weekly ¢
(5] mantrty ¢
Prevent Snapshot copy Deletion: No
Policy Retention Age:
Naming Convention: Ot
a

Next Cancel
™ foancala
Click Next.
Select Secondary and click Next.
/' Management + g UsersandRoles ~ | Deta ~ @ Poicy » [/ Reports » @) Hebp ~ av
[ Configurations | Badups * | JobMonkor
(] profiles and Configurations <« ) Configuration Content : HANA_profile_ANA > ANA_database_backup
&
© AddProfie & Refresh + [/ Roked | g sve
@ profie_ANA General | Connection | Voumes (BN 4 Restore X fan
 ANA_dstabase_DR ) ) ) o
5 ANA_database_backup et Co e Pl Primary or Secondary Restore
> Please select either primary or secondary option.
% ANA_non_database_fies_DR s o
Polcy Type: OX
Primary
Snapshot copy Policies () secondary
Enable Policy Policy Name £
"] hourly 1
v daly
o weekly 4
o monthly 4
Prevent Snapshot copy Deletion: No
Policy Retention Age:
Naming Convention: (o]
Consistency Group: =)
T Back Next Cancel
™ console

9. Enter the required information. The Snapshot name correlates with the backup ID that has been
selected in SAP HANA Studio.
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/' Mansgement v g Usersand Roles » (7 Data +

@@ poicy > [/ Repots » @ Heip ~ a2
Configurations * | Backups * = JobMonkor *
(D profiles « B Content : HANA_profile_ANA > ANA_database_backup
O 2o @ Reftesh | @) actons ~ | & Reed | (@ Save
4 [T HANA ANA ’
S o corscl| comacton | oures (I estore =
% ANA_database DR I, )
 ANA_database_backup SrmE T P Snopvoult Restore
" = Enter details below to start a SnapVault restore.
' ANA_non_database_fies_DR s T

Policy Type:

®1
- Polcy. daity v
ol Secondary controler name: hana2b M
B Poi Poicy N F Secondary volume name: backup_data_00001 Y
[~ hourly 1 ® Snap Creator Snapshot Copies Al Snapshot Copies
@ doty i Secondary Snapshot copy name: Backup-ANA.SV_daily_20140403200( v
) Source path on secondary. Nolbackup_data_00001/mnt00001 v
a weekly ¢
Destination path on primary: Nvolideta_00001imnt0000
a8 morthly ¢
Prevert Snapshot copy Deletion: | No
Policy Retention Age:
Naming Convention: Ot
Consistency Group: (@]
. - Back Next Cancel
L

10. Select Finish.

/' Mensgement ~ g UsersandRoles ~ (7 Data > @@ Poicy ~ [/ Reports ~ Q) Hep -~ 8v
Configurations * | Backups * | JobMonkor *
7] Profiles «| Bl Content : HANA_profile_ANA > ANA_database_backup
&
© Add Profie # Refresh .| &R as
4 [ HANA profile_ANA
= ot General | Connection ‘ Volumes X tar
“ ANA_dotabase_DR e e ey E
4 ANA_database_backup Snapshot copy Name: Summary
# ANA_non_database_fies_DR s copy!
Restore type : SnapVault Restore
Polic: Secondary controlier name : hana2b
W Secondary volume name : backup_data_00001
Snapshot copy Policies Secondary Snapshot copy name : Backup-ANA-
8V_daily_20140403200000
[Enable Policy Policy Name Source path on secondary : olbackup_data_00001/mnt00001
L/ hourty Destination path on primary : Mol/data_00001/mnt00001
"/} dady After clicking the Finish button you ¢an select additional
SnapVault relationships to restore.
o weekly
u monthly
Prevent Snapshot copy Deletion:
Poiicy Retertion Age:
Naming Convention:
Consistency Group:
= Back Finish Cancel
[ P S

11. Click Yesto add more items to restore.
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/' Manogement ~ g UsersandRoles ~ (7 Data ~ @@ Poicy + [/ Reports » @) Help ~

Configurations * | Backups *  Job Monkor *

[T] profiles and Configur «|| B c
© Add Profie

4[] HANA profile_ANA

Content : HANA_profile_ANA > ANA_database_backup

&
# Retresh | @ recsa | @'s

General | Connection | Volumnes EEUFTENGIETAIMGEN SnapMirror settings | SnapVaul settings | Clone settings | OnCommand/OFM | Arch
5 ANA_database_DR e ) flalo)
# ANA_database_backup Snapshot copy Name: Backup-ANA
2 ANA, database_fies DR
@ AXAnon fles Snapshat copy Label

Policy Type: ® Use Policy ) Use Policy Object
Snapshot copy Policies
Enable Polcy Policy Name Retention Warning
b o g2 0 Would you like to add more restore items
@ doly 3 on this configuration? Select No'to start
the entire restore operation or Yes'to add
o 0 more restore items
U monthly 0
Yes No
Prevent Snapshot copy Deletion: No v
Policy Retention Age:
Naming Convention: J Recent @ Timestamp

Provide the required information for all volumes that need to be restored. In the setup
data_00001, data_00002, and data_00003 need to be selected for the restore process.

/' Mensgemert ~ g UsersandRoles + (7 Data » @ Poicy +  [=) Reports » @) Help ~

[54]

Configurations *  Backups * | JobMonktor *

(7] profiles and Confi

«| E7) confi

ontent : HANA_profile_ANA > ANA_database_backup

..} sl - 2
© Add Profie & Retresh | & 4 oo~ | 2 R [ sove
o [7) HANA _profie_ANA SnapVault Restore 3
. N P General | Connection | Volumes
AU e | You have selected 1o perform SnapVaull restore(s). The folowing fle(s) wil be restored
» ANA_dstabase_backup Snapshot copy Name: Bac
B ANA_pon_delsbens Ml OR Snapshot copy Labet The file hana2t: Aoldbackup,_data_00001 mnt00001 in snapshot Backup-ANA-SV_dally_20140403200000 wil
b restored to hanat acAvolidata_00001 nnt00001
Policy Type: ® | The fie hana2t: Molbackup_dsta_000024nnt00002 in snspshot Backup-ANA-SV_dally_20140403200000 wil
b restored to hanat b Avolidats_000024nnt00002
Snapshot copy Policies The file hana2b: ivolbackup_data_000034nnt00003 in snapshot Backup-ANA.SV_daily _20140403200000 wil
be restored to hanat acAvolidata_000034nnt00003
Enable Policy Policy Name f
v hourty 1
v dady
weekly 4
manthly 4
Prevent Snapshat copy Deletion: No
Policy Retention Age:
Perform any prerequisite steps for application restore.
Naming Convention: i

Consistency Groug: Cick 0K to perform the restore(s).

When all volumes are selected, select OK to start the restore process.
Wait until the restore process is finished.

On each database node remount all data volumes to clean “Stale NFS Handles.”

In the example, all three volumes need to be remounted at each database node.
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Example

mount -o remount /hana/data/ANA/mnt00001
mount -o remount /hana/data/ANA/mnt00002
mount -o remount /hana/data/ANA/mnt00003

15. Go to SAP HANA Studio and click Refresh to update the backup list.

Recovery of System ANA (on cishanar08) X
Select Backup
Select a backup to recover the SAP HANA database

Selected Pointin Time
Database will be recovered to its most recent state

Backups
The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recovery
time
Start Time Location Backup Prefix Avallable el
20180800 11’0V /NaNA/0ATV/ANA SNAFSHUI U
2014-04-05 11:00:04 , /hana/data/ANA I SNAPSHOT f ]
2014-04-04 11.0004 | /hana/data/ANA | SNAPSHOT | @
20140403 11:0004  /hana/data/ANA SNAPSHOT
2014-04-02 110004 | /Mana/data/ANA | SNAPSHOT | @ II
2014.04.01 021855 | /ust/sap/ANAMHDB42/backu COMPLETE_DA O
a | D

Refresh Show More
Details of Selected Item

Start Time ©2014.04-03 11:00.04 Destination Type: SNAPSHOT
Size 476 GB Backup ID 1396548004221 Extemnal Backup ID: Backup-ANA-daily_20140403200000
Backup Name: /Mana/data/ANASNAPSHOT

Alternative Location: ®

®

< Back Next > Cancel

16. The backup that has been restored with Snap Creator is shown with a green icon in the list of
backups. Select the backup and click Next.

17. Select other settings as required and click Next.
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Recovery of System ANA (on cishanar0s) x
Other Settings

Ensure that the snapshot is available in the SAP HANA system

Check Availability of Log Backups

1
‘You can have the system check whether all required log backups are available at the beginning of the recovery process. If log backups are missing. they will be
listed and the recovery process will stop before any data is changed. If you choose not to perform this check now, it will still be performed but later in the process.

This may result in a significant loss of time if the complete recovery must be repeated due to missing log backups

Check the availability of log backups stored in the relevant location(s)
& File System

[ Third-Party Backup Tool (Backint)

Initialize Log Area

If you do not want to recover log entries residing in the log area, select this option. After the recovery. the log entries will be deleted from the log area.
) intialize Log Aea®

Install New License Key

It you recover the database from a different system, the old license key will no longer be valid
You can

- Select a new license key to install now

- Install a new license key manually after the database has been recovered

[ Install New License Key

<

< Back ‘ u.s> Cancel

18. Click Finish.

Recovery of System ANA (on cishanar0s)

Review Recovery Settings

Review the recovery settings and choose Finish’' to start the recovery You can modify the recovery settings by choosing Back’

System Information

System ANA

Host: cishanar08

Version 1.00.70.386119
Recovery Definition

Recovery Type Snapshot (Point-in-Time Recovery (Until Now))
Backup ID 1396548004221

Backup Start Time: 2014-04-03 11:00:04 (Pacific Standard Time)
Log Backup Location lusr/sap/ANAVHDB42/backup/log

Inibalize Log Area No

Check Availability of Log Backups: Yes

Configuration File Handling

& ATTENTION
If you want to recover customer-specific configuration changes. you may need to make the changes manually in the target system
It you are performing a recovery to a different system

Note that the target system and the source system must have the same configuration. In particular. the number of database senvices with their
own persistency must be the same in both systems.
SAP HANA

More Guide

a

® ‘ Cancel | Einish

The recovery process begins.
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Recovery of System ANA (on cishanar08) x

Recovery Progress Information
@ Prepare Recovery - Stopping System

Host: cishanano
Recovery of host ‘cishanarl0” pending
Name Server <& Process running but state unknown

Host: cishanan1
Recovery of host ‘cishanarll’ pending
Name Server < Process running but state unknown

Host: cishanar08

Recovery of host ‘cishanar08’ pending

Daemon Process Initialzing
Name Server 8 Running
Index Server Initialzing
Statistics Server Initialzing
XSEngine Initialzing
Preprocessor @ Running
2

19. After the recovery process is finished, resume the SnapVault Relationships, if required.

[ -] Recovery of System ANA (on cishanar0s) x

Recovery Execution Summary

i System ANA recovered.

12 volumes were recovered

Recovered to Time Apt 7. 2014 10:29 S7 PM GMT-07.00
Recovered to Log Position: 31080960

Resuming a SnapVault relationship after a restore

Any restore that is not done using the latest Snapshot backup will delete the SnapVault relationship at
the primary storage systems.

After the restore and recovery process is finished, the SnapVault relationship has to be resumed so
that backups can be executed again with Snap Creator. Otherwise, Snap Creator will issue an error
message, because it can’t find the SnapVault relationship anymore at the primary storage systems.

The data transfer that is required will be based on a delta transfer, if there is still a common Snapshot
copy between the source volume and the destination volume.
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Resuming a SnapVault relationship with Data ONTAP operating in 7-Mode

If you restore using a Snapshot backup other than the latest one, you need to resume the SnapVault
relationship so that Snap Creator can continue to run backups.

Step

1. Resume the SnapVault relationship with Data ONTAP operating in 7-Mode by entering the
following command.

snhapvault start -r -S source_controller :source_vol une
backup_control | er :backup_vol une

Perform this step for all volumes belonging to the SAP HANA database.

Example

hana2b> snapvault start -r -S hanala:/vol/data_00001/mnt00001
hana2b:/vol/backup_data 00001/mnt00001

The resync base snapshot will be: Backup-ANA-SV_daily_20140406200000
Resync may alter the data in this qtree.

Are you sure you want to resync the qtree? y

Mon Apr 7 14:08:21 CEST
[hana2b:replication.dst.resync.success:notice]: SnapVault resync of
/vol/backup_data_00001/mnt00001 to hanala:/vol/data_00001/mnt00001
was successful.

Transfer started.

Monitor progress with "snapvault status®" or the snapmirror log.

hana2b> snapvault start -r -S hanalb:/vol/data_00002/mnt00002
hana2b:/vol/backup_data_00002/mnt00002

The resync base snapshot will be: Backup-ANA-SV_daily_ 20140406200000
Resync may alter the data in this qtree.

Are you sure you want to resync the qtree? y

Mon Apr 7 14:09:49 CEST
[hana2b:replication.dst.resync.success:notice]: SnapVault resync of
/vol/backup_data_00002/mnt00002 to hanalb:/vol/data_00002/mnt00002
was successful.

Transfer started.

Monitor progress with "snapvault status® or the snapmirror log.

hana2b> snapvault start -r -S hanala:/vol/data_00003/mnt00003
hana2b:/vol/backup_data_00003/mnt00003

The resync base snapshot will be: Backup-ANA-SV_daily 20140406200000
Resync may alter the data in this qtree.

Are you sure you want to resync the qtree? y

Mon Apr 7 14:10:25 CEST
[hana2b:replication.dst.resync.success:notice]: SnapVault resync of
/vol/backup_data 00003/mnt00003 to hanala:/vol/data_00003/mnt00003
was successful.

Transfer started.

Monitor progress with “snapvault status® or the snapmirror log.

When the data transfer is finished, you can again schedule backups by using Snap Creator.
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Resuming a SnapVault relationship with clustered Data ONTAP

If you restore using a Snapshot backup other than the latest one, you need to resume the SnapVault
relationship so that Snap Creator can continue to run backups.

Steps

1. Re-create and resynchronize the SnapVault relationship.

Example

hana: :> snapmirror create -source-path hanala:hana_data -destination-path
hana2b:backup_hana_data -type XDP

Operation succeeded: snapmirror create the relationship with destination
hana2b:backup_hana_data.

hana::> snapmirror resync -destination-path hana2b:backup_hana_data -type XDP
Warning: All data newer than Snapshot copy sc-backup-daily_20140430121000 on
volume

hana2b:backup_hana_data will be deleted.

Do you want to continue? {y|n}: y

[Job 6554] Job is queued: initiate snapmirror resync to destination

"hana2b:backup_hana_data".
[Job 6554] Job succeeded: SnapMirror Resync Transfer Queued

2. To actually restart the SnapVault transfer, a manual Snapshot copy is required.

Example

hana: :> snapshot create -vserver hanala -volume hana_data -snapshot sv_resync

hana: :> snapshot modify -vserver hanala -volume hana_data -snapshot sv_resync -
snapmirror-label daily

hana: :> snapmirror update -destination-path hana2b:backup_hana_data
Operation is queued: snapmirror update of destination hana2b:backup_hana_data.

3. Verify that the SnapVault relationship appears in the destination list.

Example

hana: :> snapmirror list-destinations -source-path hanala:hana_data

Progress
Source Destination Transfer Last Relationship
Path Type Path Status Progress Updated Id
hanala:hana_data
XDP hana2b:backup_hana_data
Transferring
38.46KB  04/30 18:15:54

9137fb83-
cha9-11e3-85d7-123478563412

Restoring databases after primary storage failure

After a primary storage failure, or when all Snapshot copies are deleted from the volumes at the
primary storage, Snap Creator will not be able to handle the restore, because there will no longer be a
SnapVault relationship on the primary storage systems.
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Restoring databases after a primary storage failure with Data ONTAP
operating in 7-Mode

You can restore an SAP HANA database after a primary storage system running Data ONTAP
operating in 7-Mode fails.

Step

1.

In this case, the restore has to be executed directly on the secondary storage system by using the
following command:

snhapvault restore —s snapshot_nanme -S backup_control | er zbackup_vol une
source_control | er zsource_vol une

Perform this step for all volumes belonging to the SAP HANA database.

Example

hanala> snapvault restore -s Backup-ANA-SV_hourly 20140410103943 -S
hana2b:/vol/backup_data_00001/mnt00001 hanala:/vol/data_00001/mnt00001
Restore will overwrite existing data in /vol/data_00001/mnt00001.

Are you sure you want to continue? y

Thu Apr 10 11:55:55 CEST [hanala:vdisk.qtreePreserveComplete:info]: Qtree
preserve is complete for /vol/data_00001/mnt00001.

Transfer started.

Monitor progress with “"snapvault status® or the snapmirror log.

hanala> snapvault restore -s Backup-ANA-SV_hourly_ 20140410103943 -S
hana2b:/vol/backup_data_00003/mnt00003 hanala:/vol/data_00003/mnt00003
Restore will overwrite existing data in /vol/data_00003/mnt00003.

Are you sure you want to continue? y

Thu Apr 10 11:58:18 CEST [hanala:vdisk.qtreePreserveComplete:info]: Qtree
preserve is complete for /vol/data_00003/mnt00003.

Transfer started.

Monitor progress with “"snapvault status® or the snapmirror log.

hanalb> snapvault restore -s Backup-ANA-SV_hourly 20140410103943 -S
hana2b:/vol/backup_data_00002/mnt00002 hanalb:/vol/data_00002/mnt00002
Restore will overwrite existing data in /vol/data_00002/mnt00002.

Are you sure you want to continue? y

Thu Apr 10 12:01:29 CEST [hanalb:vdisk.qtreePreserveComplete:info]: Qtree
preserve is complete for /vol/data_00002/mnt00002.

Transfer started.

Monitor progress with “"snapvault status® or the snapmirror log.

When the restore process is finished, you use SAP HANA to perform the recovery.

Restoring databases after a primary storage failure with clustered Data
ONTAP

You can restore an SAP HANA database after a primary storage system running clustered Data
ONTARP fails.

Before you begin

Assuming the primary volume is lost completely, you need to create a new primary volume and then

restore from the backup volume.

Steps

1. Create a primary volume with type data protection.
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Example

hana::> volume create -vserver hanala -volume hana_data -aggregate
aggr_sas_101 -size 300G -state online -type DP -policy default -autosize-mode
grow_shrink -space-guarantee none

-snapshot-policy none -foreground true

[Job 6744] Job is queued: Create hana_data.

[Job 67441 Job succeeded: Successful

2. Restore all data from the backup volume.

Example

hana: :> snapmirror restore -destination-path hanala:hana_data -source-path
hana2b:backup_hana_data -source-snapshot sc-backup-daily_20140505121000
[Job 6746] Job is queued: snapmirror restore from source
"hana2b:backup_hana_data"™ for the

snapshot sc-backup-daily 20140505121000.-

hana::> job show -id 6746

Owning
Job ID Name Vserver Node State
6746  SnapMirror restore hana hana01 Running

Description: snapmirror restore from source "hana2b:backup_hana_data™
for the snapshot sc-backup-daily_20140505121000

Result

When the restore process is finished, you use SAP HANA to perform the recovery.
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The following table lists the SAP HANA plug-in parameters, provides the parameter settings, and

describes the parameters.

Parameter Setting Description
HANA_SID Example: ABC HANA database SID.
HANA_NODES Example: nodel, node2, Comma-separated list of HANA

node3

nodes on which the hdbsql
statements can be executed.

HANA_USER_NAME

Example: backupUser

HANA database user name.

The minimum privilege required
for this user is BACKUP ADMIN
privilege.

HANA_PASSWORD

Example: hfasth87r83r

HANA database password.

HANA_INSTANCE

Example: 42

HANA node instance number.

HANA_HDBSQL_CMD

Example: /usr/sa p/
hdbclient/ hdbsqgl

Path to the HANA hdbsqgl
command.

If this parameter is not set, hdbsg|
on the search path is used. The
default is hdbsgl.

HANA_OSDB_USER

Example: useri

The operating system user for
executing hdbsqgl (usually

si dadm) must have the hdbsqgl
binary in the search path and the
permission to execute it.

HANA_USERSTORE_KEY
S

Example: nodel:keyl,
node 2:key2, node3:ke

y3

Comma-separated list of HANA
userstore keys and node pairs
using which the hdbsqgl statements
can be executed.

HANA_FILE_BACKUP_EN
ABLE

“Y” or “N”

Determines whether Snap Creator
should enable file-based backup
for the SAP HANA plug-in.

This setting is useful when you
want to perform the SAP HANA
file-based backup operation.

HANA_FILE_BACKUP_PAT

Example: /hana/

(Optional) Path to the directory

EFIX

H data/SCN/mnt00001 where database file backup can be
stored.
If this parameter is not set, use
default.
HANA_FILE_BACKUP_PR | Example: (Optional) Adds a prefix to the

SnapCreator_ <HANA_FILE
_BACKUP_PREFIX>_<CU
RRENT_TIMESTAMP>

backup file name.

Default:

SnapCreator <CURRENT_TIME
STAMP>
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Parameter Setting Description
HANA_INTEGRITY_CHEC | “Y” or “N” Determines whether Snap Creator
K_ENABLE should enable Integrity Check for

the SAP HANA plug-in.

This setting is usual when you
want to perform the SAP HANA

Integrity Check operation.
HANA TEMP_FILE BACK | Example:/temp (Optional) Path where the
UP_PATH temporary database file for

Integrity Check can be stored.
If not sure, use default.

HANA_LOG_CLEANUP_E | “Y” or “N” Enables Log Catalog cleanup.
NABLE
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The troubleshooting section provides information about the error codes, error messages, and includes
the description or resolution to solve the issue.

The following table lists the SAP HANA plug-in error messages.

Error code | Error message Description/Resolution
hdb-00001 Unable to find an accessible HANA Verify that HANA nodes are running
node for executing hdbsql commands and reachable, and the instance number
using the provided configuration provided is correct.
parameters. Verify and update HANA
settings in the configuration and try
again.
hdb-00002 Creating database snapshot for [$sid] Check if a HANA database snapshot is
failed. already created on the database. If
already created, delete the HANA
database snapshot or run unquiesce
operation. If not already created, check
the logs for other error messages and
details.
hdb-00003 Deleting database snapshot for [$sid] Check if a HANA database snapshot is
failed. already deleted. If yes, this error can be
ignored. If no, check SAP HANA plug-
in parameters and make sure that nodes
are reachable and instance number
provided is correct.
hdb-00004 Connection to [$hana_node] node with | The HANA node with instance
instance [$instance] failed as the displayed in the message are not
connection was refused. reachable. This can be just a warning as
the plug-in will attempt to run hdbsql
commands on other nodes. Check the
logs to see if the operation was
successful.
hdb-00005 Database [$sid] already has a snapshot! | HANA database snapshot already exists
on the database. Delete the HANA
database snapshot or run unquiesce
operation to resolve this issue.
hdb-00006 Unable to resolve hostname The HANA node hostname cannot be
[$hana_node]. resolved. Check your DNS server or etc
hosts entries.
hdb-00007 Invalid username or password. Verify The user name and password provided
the credentials and try again. for HANA database is incorrect. Correct
the entries in the configuration file and
try again.
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Error code | Error message Description/Resolution
hdb-00008 Running command [$hdbsgl_cmd] on Plug-in failed to execute hdbsql
[$hana_node] failed. command on all HANA nodes provided
in the configuration. Verify the HANA
nodes and instance parameters and
ensure at least one HANA node is up
and reachable.
hdb-00009 Unable to find HANA [$info]. The SAP HANA plug-in SCDUMP
operation was unable to retrieve a
particular information from the HANA
databases. Verify the HANA nodes and
instance parameters and make sure at
least one HANA node is up and
reachable.
hdb-00010 Collection of OS information failed. The collection of OS information failed
in the Windows environment; the SAP
HANA plug-in is not supported on
Windows. Use an SLES operating
system instead.
hdb-00011 Collection of OS information failed. Snap Creator was unable to collect OS
information for the SCDUMP
operation. Check your agent
configuration file and correct the
settings.
hdb-00012 Collection of SnapDrive information The SAP HANA plug-in is only
failed. supported in an NFS environment. Your
configuration for HANA database has
SnapDrive enabled; set
SNAPDRIVE=Nin the configuration file.
hdb-00013 The HANA_NODES parameter is not HANA nodes (HANA_NODES)
set. Check HANA settings in the parameter is required for the SAP
configuration file. HANA plug-in. Set the parameter and
try again.
hdb-00014 Unable to find an accessible HANA Verify that HANA nodes are running
node for executing hdbsglcommands and reachable, and the instance number
using the provided configuration provided is correct.
parameters. Verify and update HANA
settings in the configuration and try
again.
hdb-00015 The HANA_INSTANCE parameter is HANA instance (HANA_INSTANCE)
not set. Check HANA settings in the parameter is required for the SAP
configuration file. HANA plug-in. Set the parameter and
try again.
hdb-00016 The HANA_PASSWORD parameter is | HANA password
not set. Check HANA settings in the (HANA_PASSWORD) parameter is
configuration file. required for the SAP HANA plug-in.
Set the parameter and try again.
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Error code

Error message

Description/Resolution

hdb-00017

Path to hdbsqgl, value of parameter
HANA_HDBSQL_CMD is invalid!

One of the following has occurred:

* You have not provided the hdbsgl
path

e The hdbsgl path provided is
incorrect.

Ensure you have the HANA hdbsql
client installed on the management host
where Snap Creator Agent is installed,
and provide the correct path of the
hdbsqgl binary in HANA parameters;
then, try again.
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Where to go next

You can find more information about Snap Creator, including release-specific information, on the
NetApp Support Site.

Snap Creator Framework 4.1.2 Installation Guide

Describes how to install the Snap Creator Server and Agent. The Agent installation includes the
SAP Hana plug-in.

Snap Creator Framework 4.1.2 Administration Guide
Describes how to administer the Snap Creator Framework after installation is complete.

Snap Creator Framework 4.1.2 Release Notes
Describes new features, important cautions, known problems, and limitations for the Snap Creator
Framework 4.1.1 product.

Snap Creator Framework Discussions

Connect with peers, ask questions, exchange ideas, find resources, and share Snap Creator best
practices.

NetApp Video.: SnapCreatorTV
View videos demonstrating key Snap Creator technologies.


https://library.netapp.com/ecm/ecm_download_file/ECMP12395424
https://library.netapp.com/ecm/ecm_download_file/ECMP12395422
https://library.netapp.com/ecm/ecm_download_file/ECMP12394648
http://community.netapp.com/t5/Snap-Creator-Framework-Discussions/bd-p/snap-creator-framework-discussions
http://www.youtube.com/SnapCreatorTV
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How to send comments about documentation and
receive update notifications

You can help us to improve the quality of our documentation by sending us your feedback. You can
receive automatic notification when production-level (GA/FCS) documentation is initially released or
important changes are made to existing production-level documents.

If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.

If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.

You can also contact us in the following ways:

e NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.
» Telephone: +1 (408) 822-6000

« Fax: +1 (408) 822-4501

e Support telephone: +1 (888) 463-8277


mailto:doccomments@netapp.com
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