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About PowerShell commands for SnapCenter Plug-ins Package for Windows

About PowerShell commands for SnapCenter Plug-ins
Package for Windows

This command reference document is a compilation of all the PowerShell help pages for
PowerShell cmdlets. It includes the cmdlets for both the SnapCenter Plug-in for Windows and the
SnapCenter Plug-in for SQL Server.

The following are common tasks you might perform using PowerShell cmdlets:

Create a storage virtual machine (SVM) connection and a credential
Back up SQL Server databases

Restore and recover SQL Server databases

Clone SQL Server database backups

Create a storage system connection and a credential using PowerShell
cmdlets

You must create a storage virtual machine (SVM) connection and a credential before using
PowerShell cmdlets to perform data protection operations.

Before you begin

You should have prepared the PowerShell environment to execute the PowerShell cmdlets.
You should have the required permissions in the Infrastructure Admin role to create storage
connections.

You should ensure that the plug-in installations are not in progress.

Host plug-in installations must not be in progress while adding a storage system connection
because the host cache might not be updated and databases status might be displayed in the
SnapCenter GUI as "Not available for backup” or "Not on NetApp storage".

Storage system names should be unique.

SnapCenter does not support multiple storage systems with the same name on different
clusters. Each storage system that is supported by SnapCenter should have a unique name and
a unique data LIF IP address.

Steps

1

Initiate a PowerShell connection session by using the Open-SmConnection cmdlet.
This example opens a PowerShell session:

PS C:\> Open-SmStorageConnection

Create a new connection to the storage system by using the Add-SmStorageConnection
cmdlet.

This example creates a new storage system connection:

PS C:\> Add-SmStorageConnection -Storage test vsl -Protocol Https
-Timeout 60

Create a new credential by using the Add-SmCredential cmdlet.

This example creates a new credential named FinanceAdmin with Windows credentials:

PS C:> Add-SmCredential -Name FinanceAdmin -AuthMode Windows
-Credential sddev\administrator
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Back up resources using PowerShell cmdlets

You can use the PowerShell cmdlets to backup SQL Server databases or Windows file systems.
This would include backing up a SQL Server database or Windows file system includes
establishing a connection with the SnapCenter Server, discovering the SQL Server database
instances or Windows file systems, adding a policy, creating a backup resource group, backing up,
and verifying the backup.

Before you begin

» You must have prepared the PowerShell environment to execute the PowerShell cmdlets.
* You must have added the storage system connection and created a credential.
» You must have added hosts and discovered resources.

Steps
1. Initiate a connection session with the SnapCenter Server for a specified user by using the
Open-SmConnection cmdlet.

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

The username and password prompt is displayed.
2. Create a backup policy by using the Add-SmPolicy cmdlet.

This example creates a new backup policy with a SQL backup type of FullBackup:

PS C:\> Add-SmPolicy -PolicyName TESTPolicy
-PluginPolicyType SCSQL -PolicyType Backup
-SqlBackupType FullBackup -Verbose

This example creates a new backup policy with a Windows file system backup type of
CrashConsistent:

PS C:\> Add-SmPolicy -PolicyName FileSystemBackupPolicy
-PluginPolicyType SCW -PolicyType Backup
-ScwBackupType CrashConsistent -Verbose

3. Discover host resources by using the Get-SmResources cmdlet.

This example discovers the resources for the Microsoft SQL plug-in on the specified host:

C:\PS>PS C:\> Get-SmResources -HostName vise-f6.sddev.mycompany.com
-PluginCode SCSQL

This example discovers the resources for Windows file systems on the specified host:

C:\PS>PS C:\> Get-SmResources -HostName vise2-f6.sddev.mycompany.com
-PluginCode SCW

4. Add a new resource group to SnapCenter by using the Add-SmResourceGroup cmdlet.

This example creates a new SQL database backup resource group with the specified policy and
resources:

PS C:\> Add-SmResourceGroup -ResourceGroupName AccountingResource
-Resources @{"'Host"="visef6.org.com";

"Type''="SQL Database';''Names"="vise-f6\Payrol IDatabase"}
-Policies "BackupPolicy"

This example creates a new Windows file system backup resource group with the specified
policy and resources:

PS C:\> Add-SmResourceGroup -ResourceGroupName EngineeringResource
-PluginCode SCW -Resources @{''Host"="WIN-VOK20IKID5I";
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"Type'="Windows Filesystem';""Names"="E:\"}
-Policies "EngineeringBackupPolicy"

5. Initiate a new Snapshot copy job by using the New-SmBackup cmdlet.
PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy FinancePolicy
6. View the status of the backup job by using the Get-SmBackupReport cmdlet.

This example displays a job summary report of all jobs that were run on the specified date:

PS C:\> Get-SmJobSummaryReport -Date ?1/27/20167

Restore and recover resources using PowerShell cmdlets

Restoring and recovering a SQL Server database or Windows file system includes initiating a
connection session with the SnapCenter Server, listing the backups and retrieving backup
information, and restoring a backup.

Before you begin
You must have prepared the PowerShell environment to execute the PowerShell cmdlets.
Steps

1. Initiate a connection session with the SnapCenter Server for a specified user by using the
Open-SmConnection cmdlet.

Open-smconnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

2. Retrieve the information about the one or more backups that you want to restore by using the
Get-SmBackup and Get-SmBackupReport cmdlets.

This example displays information about all available backups:

PS C:\> Get-SmBackup

Backupld BackupName BackupTime BackupType
1 Payroll Dataset vise-f6 _08... 8/4/2015 Full Backup
11:02:32 AM
2 Payroll Dataset vise-f6_08... 8/4/2015
11:23:17 AM

This example displays detailed information about the backup
Secondary_SCSPR0019366001 01-15-2015 06.49.08:

PS C:\> Get-SmBackupReport
-BackupName Secondary_SCSPR0019366001 01-15-2015 06.49.08

BackedUpObjects : {TestDB1l, TestDB2, TestDB3, TestDB4...}
FailedObjects : {}

BackupType : Full Backup

IsScheduled : False

SmBackupld : 52

SmJobld : 585

StartDateTime : 1/15/2015 6:49:07 AM
EndDateTime : 1/15/2015 6:49:21 AM
Duration : 00:00:13.8370000
CreatedDateTime : 1/15/2015 6:49:18 AM
Status : Completed

ProtectionGroupName : Secondary
SmProtectionGroupld : 5

PolicyName : Vault

SmPolicyld : 18
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BackupName : Secondary_ SCSPR0019366001_01-15-2015_06.49.08
VerificationStatus : NotVerified

Restore data from the backup by using the Restore-SmBackup cmdlet.

C:\PS>PS C:\> Restore-SmBackup -PluginCode SCSQL

-AppObjectld “vise-f6\PayrollDatabase”

-BackupName "NetApp_Payrol IDataset_Backup Policy_
vise-T6_NetApp_08-07-2015_08.48.59.6962"

-RestoreWhenOnline

Name : Restore "vise-f6\PayrollDatabase”
Id = 199

StartTime : 8/7/2015 9:21:36 AM
EndTime :

IsCancellable . False

IsRestartable . False

IsCompleted . False

IsVisible : False

IsScheduled : False
PercentageCompleted : O

Description :

Status . Queued

Owner :

Error :

Priority = None

Tasks -

ParentJoblID -0

Eventlid :0

Restore-SmBackup -PluginCode SCSQL -AppObjectld "scspr0270378001\abc" -BackupName "sc
spr0270378001_abc_scspr0270378001_07-25-2017_04.51.10.5795" -AlternatePath @{Source="D:
\data\abc.mdf" ;Destinatio
n="D:\data\bharathaewf123.mdf"},@{Source="D:\log\bharath_log. 1df" ;Destination="D:\log
\bharathaef_log123._1df"} -SQLInstan

ceName "scspr0273089004° -DatabaseName "abcl23adwgal231® -ExistingFiles

Clone backups using PowerShell cmdlets

The clone workflow includes planning, performing the clone operation, and monitoring the
operation.

Before you begin

You must have prepared the PowerShell environment to execute the PowerShell cmdlets.

Steps

1

Initiate a connection session with the SnapCenter Server for a specified user by using the
Open-SmConnection cmdlet.

Open-SmConnection -SMSbaseurl https://snapctr.demo.netapp.com:8146

List the backups that can be cloned by using the Get-SmBackup or Get-SmResourceGroup
cmdlet.

This example displays information about all available backups:

C:\PS>PS C:\> Get-SmBackup

Backupld BackupName BackupTime BackupType

1 Payroll Dataset_vise-f6_08... 8/4/2015 Full Backup
11:02:32 AM

2 Payroll Dataset vise-f6_08... 8/4/2015

11:23:17 AM
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This example displays information about a specified resource group, its resources, and
associated policies:

PS C:\> Get-SmResourceGroup -ListResources —ListPolicies

Description :

CreationTime : 8/4/2015 3:44:05 PM

ModificationTime : 8/4/2015 3:44:05 PM

EnableEmail : False

Emai ISMTPServer :

EmailFrom :

EmailTo :

EmailSubject :

EnableSysLog : False

ProtectionGroupType : Backup

EnableAsupOnFailure : False

Policies : {FinancePolicy}

HostResourceMaping : {}

Configuration : SMCoreContracts.SmCloneConfiguration
LastBackupStatus :

VerificationServer :

Emai IBody :

Emai INotificationPreference : Never

VerificationServerinfo : SMCoreContracts.SmVerificationServerinfo
SchedulerSQLInstance :

CustomText :

CustomSnapshotFormat :

SearchResources : False

ByPassCredential False

IsCustomSnapshot
MaintenanceStatus : Production
PluginProtectionGroupTypes : {SMSQL}
Name : Payrolldataset

Type : Group

Iid : 1

Host :

UserName :

Passphrase :

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : O
ApplySnapvaultUpdate : False
ApplyRetention : False
RetentionCount : O
RetentionDays : O
ApplySnapMirrorUpdate : False
SnapVaultLabel :
MirrorVaultUpdateRetryCount : 7
AppPolicies : {}

Description : FinancePolicy
PreScriptPath :
PreScriptArguments :
PostScriptPath :
PostScriptArguments :
ScriptTimeOut : 60000
DateModified : 8/4/2015 3:43:30 PM
DateCreated : 8/4/2015 3:43:30 PM
Schedule : SMCoreContracts.SmSchedule
PolicyType : Backup
PluginPolicyType : SMSQL

Name : FinancePolicy

Type :

Id : 1

Host :

UserName :

Passphrase :

Deleted : False
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Auth : SMCoreContracts.SmAuth
IsClone : False

CloneLevel : 0
clab-al3-13.sddev. lab_netapp.com
DatabaseGUID :

SQLInstance : clab-al3-13
DbStatus : AutoClosed
DbAccess : eUndefined
IsSystemDb : False
IsSimpleRecoveryMode : False
IsSelectable : True
SqlDbFileGroups : {}
SqlDbLogFiles : {}
AppFileStorageGroups : {}
LogDirectory :

AgName :

Version :

VolumeGrouplndex : -1
IsSecondary : False

Name :© TEST

Type : SQL Database

Id : clab-al3-13\TEST

Host : clab-al3-13.sddev.mycompany.com
UserName :

Passphrase :

Deleted : False

Auth : SMCoreContracts.SmAuth
IsClone : False

3. Initiate a clone operation from an existing backup by using the New-SmClone cmdlet.

This example creates a clone from a specified backup with all logs:

PS C:\> New-SmClone

-BackupName payroll_dataset_vise-f3_08-05-2015 15.28.28.9774
-Resources @{"'Host''="vise-f3.sddev.mycompany.com";
"Type''="SQL Database' ;" Names"="vise-T3\SQLExpress\payroll"}
-CloneTolnstance vise-Tf3\sqlexpress -AutoAssignMountPoint
-Suffix _clonefrombackup

-LogRestoreType All -Policy clonefromprimary_ondemand

PS C:> New-SmBackup -ResourceGroupName PayrollDataset -Policy FinancePolicy

This example creates a clone to a specified Microsoft SQL Server instance:

PS C:\> New-SmClone

-BackupName "‘BackupDS1_NY-VM-SC-SQL_12-08-2015_09.00.24.8367"
-Resources @{"'host"="ny-vm-sc-sql";"Type"=""SQL Database';
"Names"'=""ny-vm-sc-sql\AdventureWorks2012_data"}
—-AppPluginCode SMSQL -CloneTolnstance '"‘ny-vm-sc-sql*

-Suffix _CLPOSH -AutoAssignMountPoint
-AssignMountPointUnderPath "'C:\SCMounts"

4. View the status of the clone job by using the Get-SmCloneReport cmdlet.

This example displays a clone report for the specified job ID:

PS C:\> Get-SmCloneReport -Jobld 186

SmCloneld : 1

SmJobld : 186

StartDateTime : 8/3/2015 2:43:02 PM
EndDateTime : 8/3/2015 2:44:08 PM
Duration : 00:01:06.6760000

Status : Completed
ProtectionGroupName : Draper
SmProtectionGroupld : 4

PolicyName : OnDemand_Clone
SmPolicyld : 4
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BackupPolicyName : OnDemand_Full_Log

SmBackupPolicyld : 1

CloneHostName : SCSPR0054212005.mycompany .com

CloneHostld : 4

CloneName : Draper__clone_08-03-2015_14.43.53

SourceResources : {Don, Betty, Bobby, Sally}

ClonedResources : {Don_DRAPER, Betty DRAPER, Bobby DRAPER,
Sally_DRAPER}
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Add-SmCloneDataSet

Creates a new clone dataset.

Syntax
Add- SnCl oneDat aSet [_— Dat aSet Nane] <String> [[-Descripti ong <Strin >k [ - Pl ugi nCode]
<Pl ugi nCode> [[_— Pol i ci es]5C<St ri ngé [- O oneTol nstance] <String> ? esour ces] <Hashtabl e[]>
[LfaSUffl x] <String> H— hedul er Credent i al Name] <String> [[;Archl vedLocat or s]
<Hasht abl e[b>] [[-Enabl eEmai | ]] [-Email Preference <SnmEnmil NotjficationPreference>] -
Cr eat eRenpt €Cl one] [ <Bool ean>]]" [ - Cust onSnapShot Fomat <String>] [-Customlext <Strihg
[ <CommonPar anet er s>]

Detailed Description

Creates a new clone resource group and adds resources to it. Additionally, you can attach policies,
set notification settings for Event Management System (EMS) logs, AutoSupport, and email
notification. You can also specify clone options including clone server and instance, mount options,
and attach a suffix to the clone database name. If you are cloning to a SnapMirror or SnapVault
destination, specify the secondary location.

Parameters
Name Description Required? Pipeline Input Default
Value
DataSetName Specifies the new clone dataset name. true true
(ByPropertyName)
Description Provides an optional description of the resource group |[false true
you are creating. (ByPropertyName)
PluginCode Specifies the plug-in code of the host for which you are  [true true
creating a clone resource group. Valid values are SCSQL| (ByPropertyName)
and SCO.
Policies Specifies one or more polices you want to attach to the [false true
dataset. Multiple policies can be added as a comma- (ByPropertyName)
separated list.
CloneTolnstance Specifies the SQL Server instance that you want to clone ftrue true
to. All databases in the clone resource group are cloned (ByPropertyName)
to this instance.
Resources Specifies the resources you want to add to the true true
clone resource group. You must provide the (ByPropertyName)
resource information in a hashtable, and it must
contain the resource name and type, as well as
the host on which the resource is located. For
example, ®{"Host"="localhost";"Type"="SQL
Database";"Names"="Instance\Database"} Valid Type
values are SQL Database and Oracle Database. You can
include comma-separated values for Names.
Suffix Provides a clone name suffix. All clones you create with [false true
one clone job are appended with the same suffix name. (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
[SchedulerCredentialName false true
(ByPropertyName)
JArchivedLocators Specifies in a hashtable the secondary storage false true
system details for each unique primary storage (ByPropertyName)
system resource in the resource group. For example: -
[ArchivedLocators ®{Primary="my_vs1:my_vol_iscsi";
[Secondary="my_vs1:my_vol_iscsi SECONDARY"}
EnableEmail Specifies whether email notification is enabled. The false false False
value is either True or False.
EmailPreference Specifies when you will receive email notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
CreateRemoteClone Specifies whether or not you are creating a remote clone.[false false
The value is either True or False.
[CustomSnapShotFomat Specifies the custom Snapshot copy naming format. false true
For example, -CustomSnapShotFomat '$CustomText (ByPropertyName)
$ResourceGroup$Policy$HostName' -CustomText
NetApp
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
EmailBody Specifies the body of the email. false true
(ByPropertyName)
EmailFrom Specifies the sender's email address. true true
(ByPropertyName)
EmailTo Specifies the recipient's email address. true true
(ByPropertyName)
EmailSubject Specifies the subject of the email. true true
(ByPropertyName)
EnableEmailAttachment Specifies that you are adding an email attachment. false true
(ByPropertyName)

Examples

Example 1: Creating a new clone dataset from the primary and adding resources

Add- Sl oneDat aSet - Dat aSet Nane pa¥rol | c|l one_dat aset -Description " Dat aset for
gayroll dat abase" - Policies ¢l onefronpri mary_ondeman Resources " "="vi se
conpany "‘TyP '="SQLDat abases" ;7" Nanes" ="vi se- f 3\ SQLEXxp ress\ payroll
f3\S Expr ess\ |nance fix __clone -C oneTol nstance vise- f3\'sqgl express -
Aut 0Assi gnMount Poi nt

Thi s exanpl e syntax creates a new clone dataset fromthe primary and adds resources.

Descri ption
CreationTi e
Modi fi cationTi e

Dat aset for payroll database
8/ 5/ 2015 2:18:38 PM

8/5/2015 2:18:38 PM

Vi se-
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Enabl eEnai |

Enai | SMTPSer ver
Enwi | From

Emai | To

Enai | Subj ect
Enabl eSysLog

Prot ecti onG oupType Backup
Enabl eAsupOnFai | ure

Pol i ci es {}

Host Resour ceMapi ng {}

Configuration

Last BackupSt at us
VerificationServer
Enai | Body

Emai | Noti ficationPreference :

VerificationServerlnfo
Schedul er SQLI nst ance
Cust onirext

Cust onSnapshot For mat

SMCor eCont ract s. SnConfi gurati on

SMCor eContracts. SnVeri ficationServerlnfo

Sear chResour ces Fal se

ByPassRunAs Fal se

| sCust onSnapshot

Mai nt enanceSt at us Producti on

Pl ugi nProt ecti onG oupTypes { SMsQL}

Name payrol | cl one_dat aset
Type G oup

Id 3

Host

User Nane

Passphr ase

Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h
| s one Fal se

Cl oneLevel 0

Example 2: Creating a new clone from a secondary clone

Add- SnCl oneDat aSet - Dat aSet Name clone_nmdm _ds_mirror -Policies Scln_full _| ogbkp_w nsched -
Cl oneTol nstance "nva- nl3-u25

" -Resources ®£ "Host " ="mva- mL3- u25"; " Type" =" SI Dat abase"; " Nanmes" =" nva- nmlL3-
u25\ TEST"} -ArchivedLocators ® Primary="rajr_vslirajr_vol _iscsi"; Secondary=

"rajr_vsl:rajr_vol _iscsi_SECONDARY"} -Suffix "_RAJIR'
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Thi s exanpl e syntax creates a new clone froma secondary cl one using the -ArchivedLocators

par amet er .

Descri ption

CreationTi nme
Modi fi cationTi ne

Enabl eEnwi |

Emai | SMTPSer ver
Emai | From

Enmi | To

Emai | Subj ect

Enabl eSysLog

Pr ot ecti onG oupType
Enabl eAsupOnFai | ure
Pol i ci es

Host Resour ceMapi ng
Configuration

Last BackupsSt at us
VerificationServer
Emai | Body

Emai | Noti fi cati onPreference :
VerificationServerlnfo

Schedul er SQLI nst ance
Cust onirext

Cust onSnapshot For mat
Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enancesSt at us
Nanme

Type

Id

Host

User Nane

Passphrase

Del et ed

5/ 20/ 2015 11:10: 04 AM
5/ 20/ 2015 11:10: 04 AM
Fal se

Fal se
Cl one
Fal se
{SMcl n_full _I ogbkp_wi nsched}

{}
SMCor eCont ract s. SnCl oneConfi gurati on

Al ways

Fal se

Fal se

Fal se

Producti on
clone_nmdm _ds_mrror
G oup

Fal se
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Aut h
I sCl one
Cl oneLevel

SMCor eCont ract s. SmAut h
Fal se
0
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Add-SmCloneJob

Creates a new clone job.

Syntax

Add- SnCl oneJob [-d oneJobNane] <String> [-Plugi nCode] <Pl ugi nCode> [-C oneTol nst ance]
<String> [-C oneToHost] <String> [-Descri |ot| on <String>]_ [-ResourceG oupName <String> -

Resour ces <Hasht abl eL] >] [-EnableAsupOnFailure [,<Boo| ean>]] [-Enabl eSysLog [ <Bool ean>] -

Enabl eEnwmi I'] [-Enmi | Preference <Snknmil NotificationPreference>] [<ConhonParaneters>]

Detailed Description

Creates a new clone job for the resource group. You can do the following to the clone job: add
resources, define specific schedule policy, attach policies, set notification settings for Event
Management System (EMS) logs, AutoSupport, send Email notification, specify clone options
including clone type and instance, mount options, attach a suffix to the clone job name. Specify the
secondary location if you are cloning to a SnapMirror or SnapVault destination.

Parameters
Name Description Required? Pipeline Input Default
Value
CloneJobName Specifies the name of the clone job. true true
(ByPropertyName)

PluginCode Specifies the plug-in code of the host for which you are [true true

creating a clone job. Valid values are SCSQL and SCO. (ByPropertyName)
CloneTolnstance Specifies the SQL Server instance that you want to clone|true true

to. All databases in the clone resource group are cloned (ByPropertyName)

to this instance.
CloneToHost Specifies the host to which you are cloning. true true

(ByPropertyName)

Description Provides an optional description of the clone job you are |[false true

creating. (ByPropertyName)
ResourceGroupName Provides an optional description of the clone job you are |[false true

creating. (ByPropertyName)
Resources Specifies the resources you want to add to the false true

clone resource group. You must provide the (ByPropertyName)

resource information in a hashtable, and it must

contain the resource name and type, as well as

the host on which the resource is located. For

lexample, ®{"Host"="localhost";"Type"="SQL

Database";"Names"="Instance\Database"} Valid Type

values are SQL Database and Oracle Database. You can

include comma-separated values for Names.
EnableAsupOnFailure Specifies whether to enable or disable AutoSupport on |[false true

failure. (ByPropertyName)
EnableSysLog Specifies whether to enable or disable sys log in the false true

storage system. (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
EnableEmail Specifies whether to enable or disable email false false
notifications.
EmailPreference Specifies when you will receive email notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
[AutoAssignMountPoint Specifies that the file system mount point is assigned false true
automatically. (ByPropertyName)
JAssignMountPointUnderPath Specifies that the file system mount point is created false true
lautomatically under the specified mount path. (ByPropertyName)
CloneType false true
(ByPropertyName)
Suffix Provides a clone job name suffix. The clone job you false true
create is appended with the suffix name. (ByPropertyName)
JArchivedLocators Specifies the secondary storage system details for false true
each of the unique primary storage system resource (ByPropertyName)
in the dataset. For example: -ArchivedLocators
Primary="my_vs1:my_vol_iscsi";Secondary="my_vs1:my_vol_iscsi_SECONDARY"}
[CustomSnapShotFomat Specifies the custom Snapshot copy naming format. false true
For example, -CustomSnapShotFomat '$CustomText (ByPropertyName)
$ResourceGroup$Policy$HostName' -CustomText
NetApp
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
[SchedulerCredentialName false true
(ByPropertyName)
Schedules Specifies in a hastable the schedule for the false true
clone job, including the policy name and the (ByPropertyName)
schedule type. For example, -Schedules
®{"PolicyName"="BackupPolicy";"Schedule Type"="OneTime"}
You can specify multiple schedules in a comma-
separated list.
SchedulerType Specifies the scheduler type. Possible values are false true
\Windows, SQL, and None. (ByPropertyName)
[Schedulerinstance false true
(ByPropertyName)
DeleteCloneOnScheduleExpiry Specifies that the clone be deleted when the scheduled |[false true
expiration time is reached. (ByPropertyName)
PreScriptCommand Prescript file UNC path with proper privileges for scripts [false true
accessibility, (?\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PreScriptArguments Specifies the prescript arguments. false true
(ByPropertyName)
PostScriptCommand Postscript file UNC path with proper privileges for scripts [false true
accessibility, (?\\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PostScriptArguments Specifies postscript arguments. false true
(ByPropertyName)
ScriptTimeOut Specifies the number of seconds before a script times  [false true
out. The default is 60 seconds. (ByPropertyName)
EmailBody Specifies the body of the email. false true
(ByPropertyName)
EmailFrom Specifies the sender's email address. true true
(ByPropertyName)
EmailTo Specifies the recipient's email address. true true
(ByPropertyName)
EmailSubject Specifies the subject of the email. true true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

EnableEmailAttachment Specifies whether you are adding an email attachment. |[false true
(ByPropertyName)

Examples

Example 1: Adding a new clone job

Add SnCl oneJob - C oneJobName Test CLML. - Pl ugi nCode SCSQL - Cl oneTol nstance " CsnDevSuman\ | NST1"
oneToHost host. exaerI e.com -Description 'testing clm

sour ces ®{ =" CsnDevSuman"; " Type" = S,% Dat abase"; " Nanes" =" CsnDevSuman
\ I NSTL\ Tri aI DB } -Suff Ho CI one_July_12" -Aut DAsSi gnMount Pol nt

Example 2: Creating a clone job with hourly schedule policy

Add- SpCl oneJob - Resources ®8 Host " ="Cl ust er 50176661" );ge =' NSIT/L
Dat abase"; " Nanes" =" SQ_1205 176661\ CLUSI NST1\ d ust er 501 661 4" E - C oneJobNane
“d oneJob’ 08767' - Pl tgi_ nCode ' SCSQ@." -d oneTol nstance ' SQL12050176661\ CLUSI NST1'
-Cl oneToHost ' Cl uster 0176661 -aut oassi gnmount point  -suffix ' Cone 08767 -
schedul ertype ' Wndows' -schedul es ' Schedul eType" ="Hour ['y" ;" Start Ti ng" =" 05/ 30/ 2019 6: 00
AM'; "EndTi nme" =" 05/ 30/ 2019 8:57 AM'; " Repeat Task very_Hour"="01: 00"}

Add- SnCl oneJob - Resour ces ®& Host " ="Cl ust er 501766 );g “““
Dat abase’ ;" Nanes'’ "="SQ.12050176661\ CLUSI NST1\ O us terSOl 661 SL 4"} -d oneJobNane
G oneJob 00970' - Pl ugl nCode ' SCSQ' -C oneTol nstance ' SQL120501766 1 CL SI NST1'
-Cl oneToHost ' Ol uster50176661' -suffix ' _Cone 00970' -archivedlocators
®Pri rrary ="10. 225, 85. 167: QA12050176661 1_MDSL _Data_Lo VOI ": Secondary="C 84 173 Cl T_SVM 2: QA120501
-schedul ert 8 "W ndows' -assignnmount P0| nt under patﬁ \ 11. CLUSI NSTI\ VBS! g_
\ DATA\ CI onel 71' -schedul es Schedu Y “““ y ; t i me"="05/30/ 2019 6:25
AM'; ="05/ 30/ 2019 9: 22 AM'; "daysl nt erval h l‘} -cI onetype 1

Add- SnCl oneJob - Resour ces ®& Host " ="Cl ust er 50176661" );g “““
Dat abase’ ;" Names' '="SQL12050176661\ CLUSI NSTl\C| usterSOl 661 % neJ obNan‘e
Cl oneJob 54758' -PluginCode 'SCSQ" -Cl oneTol nstance ' SQ.12050176661\ CL SI NST1
-Cl oneToHost ' C uster50176661' -autoassignmountpoint -suffix ' _C one 758’
schedul ertyp "W ndows' -schedul es " Schedul e;ll'%pe“ ="Weekly";"StartTi ne“ 4 05/ 30/ 2019 6: 30
AM'; "EndTi me" =" 05/ 30/ 2019 9: 27 AM'; " DaysOf TheWek" =" Thur sday, Sat ur day"}

Add- Sl oneJob - Resources ®é Host"="C
Dat abase’ ; " Name 'SQL1205
d oneJob 02494 P
- C oneToHo ' ste
' D\ MSS ll CLUSI NST

%\/I‘ ,S‘(‘:l’l\]/bnt Ihgy?he\_(‘ear "

176661": " );g

d uster501 661 % b

nst ance SQ_120501766 l\CL INSTl'

494" -assi gnnount poi nt underp

dul ertyRAe " Wndows' -schedu
5/ 30/

"30, 4




Add-SmCredential

Register the credential with SnapCenter Server.

Syntax

Add- SnCredential -Name <Strin yPe <SmAut hNbde>] cl[ Subscri t| onld <Stri n?

Cl'ient Secr et <Secur eStri ngcl Tenan I'd <String>] ientld < tr ng>] [-Ins anceNan‘e
<String>] -Credential edential > [ - Enabl eSudoPr evi | eges [ <Bool ean>]] [ - Force]

[ <CommbnPar anet er s>]

Detailed Description

Register the credential with SnapCenter Server. The credentials can be for other plug-ins or for other
NetApp cloud storage.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the Credential Account. true true
(ByPropertyName)
Type Specifies the authentication mode. false true
(ByPropertyName)
Subscriptionld Specifies the Azure NetApp subscription ID. false true
(ByPropertyName)
ClientSecret Specifies the Azure NetApp client secret. false true
(ByPropertyName)
Tenantld Specifies the Azure NetApp tenant ID. false true
(ByPropertyName)
Clientld Specifies the Azure NetApp client ID. false true
(ByPropertyName)
InstanceName false true
(ByPropertyName)
Credential true true
(ByPropertyName)
EnableSudoPrevileges false true
(ByPropertyName)
Force false true
(ByPropertyName)
Examples

Example 1: Create Credential

Add- SnCredenti al -Name RunAsl -Type W ndows -Credential $cred
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Example 2: Create Azure Credential

835419_67034 6e2a- 47f b-
4- 8ca9- 05l gs95f c92b

ur eCr ede
56b- a07a-
- ent

nti
4e
ai Id

»—
wmm

Add- S
v43b- 0
6r21f

Not e: Ad

d- SntCre i h AzureCredential requires the foll owing mandatory paraneters
Subscriptionld, Qi r d.

et, Tenantld, and Cientl

Example 2: Create AIX Credential

Add- SnCr edenti al -Name RunAs2 -Credential Type Al X -Credential $cred
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Add-SmDomain

Register a domain with SnapCenter server.

Syntax

Add- SmDonmai n - Name <String> [-Protocol <String>] -FQN <String> [-|PAddresses <String>] [-
DCHost Nanmes <String>] [<CommonPar anet er s>]|

Detailed Description

Register a trusted or untrusted domain with SnapCenter Server.

Parameters

Name

Description

Required?

Pipeline Input

Default
Value

Name

NETBIOS Name of the domain to be registered. The
[domain name must not contain special characters like
forward slash (/), backslash (\), colon (:), asterisk (*),
question mark (?), double quotation mark ("), left angle
bracket (<), right angle bracket (>), and vertical bar

(I)- ?The domain name must not begin with the special
character dot (.).

true

true
(ByPropertyName)

Protocol

Protocol of the domain to be registered. By default the
protocol value is LDAP. You can specify LDAPS to use
the secured windows active directory communication.

false

true
(ByPropertyName)

FQDN

FQDN of the domain to be registered. Used for both
LDAP and LDAPS protocol, when you provide the
correct FQDN while adding or modifying the domain with
LDAP protocol, the domain resolves and the IP address
that you might have entered using the IPAddresses
parameter is not stored.

true

true
(ByPropertyName)

IPAddresses

Domain IP Addresses of the disjoint domain to be
registered. When you provide the correct FQDN while

adding or modifying the domain, the domain resolves
and the IP address is not stored.

false

true
(ByPropertyName)

DCHostNames

Domain host name of the disjoint or the same domain

to be registered. For LDAPS protocol, DCHostNames is
a mandatory parameter. The IP address should resolve
and the user should not be permitted to manually provide
the IP address.

false

true
(ByPropertyName)

Examples

Example 1: Register a trusted domain with SnapCenter Server with LDAP Protocol.

Add- SnDonai n - Nane adl2 - FQDN adl2.test. net app. com
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Added the domain adl2

Id

Name

Domai nFQDN
DCHost | PAddr esses
Trust edDomai ns
Creat edOn
Modi fi edOn

Por t

Pr ot oco

DCHost Nanes

0
adl12
adl2. test. netapp. com

389
LDAP

Example 2: Register an untrusted domain with SnapCenter Server with LDAP

Protocol.

Add- SmDonai n - Nanme adl6 - FQDN adl6.test.netapp.com -1 PAddresses 192. 160. 0. 44

Added the donmain adl6

Id

Nane

Domai nFQDN
DCHost | PAddr esses
Trust edDomai ns
Creat edOn
Modi fi edOn

Por t

Pr ot oco

DCHost Nanes

Example 3: Register a trusted domain with SnapCenter Server with LDAPS Protocol.

0

adl6

adl16. t est. net app. com
192. 160. 0. 44

389
LDAP

Add-SnDonainDAy%ne adl9 - FQDN adl19.test. netapp. com - DCHost Nanes WS9K19DC. ad19. t est. net app. com

-Protocol L

Added the domain adl9
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Nanme

Donai nFQDN
DCHost | PAddr esses
Trust edDonai ns
Creat edOn
Modi fi edOn

Por t

Pr ot ocol

DCHost Nanes

adl9
adl19. t est. net app. com

636
LDAPS
WB9K19DC. ad19. t est . net app. com
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Add-SmGroup

Adds an AD group or local group to SnapCenter.

Syntax

Add- SnGroup [-Donmin <String>] -Goup <SnBtring> -Rol eNanes <Snftring> [ <ConmpnPar anet er s>]

Detailed Description

Adds an Active Directory group or local group to SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
Domain The domain to which the group belongs to. Local group [false true
should skip this parameter. (ByPropertyName)
Group Single group or list of groups belonging to the same true true
[domain or local host. (ByPropertyName)
RoleNames Single or list of existing pre-canned or custom roles to  |true true
lwhich group should be added to. At least one role should (ByPropertyName)
be specified while adding the group.
Examples

Example 1: Adding a single group
Add- SnGr oup -G oup groupl -Rol eNanes rol el, rol e2 -Donai n donai nl

Example 2: Adding multiple groups of same domain

Add- SmGroup -G oup groupl, group2 -Rol eNanes rol el -Domai n domai nl

Example 3: Adding local group

Add- SmGroup - Group Local Groupl - Rol eNanes rol el




Add-SmGroupToRole

Adds a group to an existing role.

Syntax

Add- SnGr oupToRol e - G oup <Snftring> -Rol eNane <String> [-Donain <String>]
[ <CommonPar anet er s>]

Detailed Description

Adds a group to an existing role. A group is an active directory group that contains users, computers,
and other groups. You can use groups to easily assign permissions to a set of users.

Parameters
Name Description Required? Pipeline Input Default
Value
Group Specifies the group you want to add to the role. true true
(ByPropertyName)
RoleName Specifies the name of the role to which you want to add  |true true
a group. (ByPropertyName)
Domain Specifies the domain to which the group belongs. false true
(ByPropertyName)
Examples

Example 1: Adding a group to a role

Add- SnGr oupToRol e - Rol eNane SnapCent er Admi n - Donmai n sddev - Group "Dorai n Admi ns"

Thi s exanpl e syntax adds the Domain Admi ns group to the SnapCenter Admin role.

SnapCent er Adni n
Donai n Adni ns
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Add-SmHost

Registers a standalone host or cluster with SnapCenter.

Syntax
Add- SpHost Host Type] <S n st enlype - Host Nanme] <String> - Credenti al Nanme
<St ri ng>La£ gneP?(retrsEAJI nt rlﬂg] [l %tAd C}/Bs e¥ Nodes] | [{- Ski pPrgl n[s[ al | Checks] ] [[-]:or ce]]

Detailed Description

Registers a standalone host or cluster with SnapCenter. You must register hosts with SnapCenter.
For example, SnapCenter must be registered before you can perform any data protection jobs. In
addition, if no plug-ins are installed on the host you are adding, SnapCenter remotely deploys plug-
ins, or upgrades the plug-ins as needed.

Parameters
Name Description Required? Pipeline Input Default
Value
HostType Specifies the operating system of the host you are true true
adding. Valid values are AIX, Windows, Linux, and (ByPropertyName)
vSphere. The default value is Windows. If you are
managing a Windows VM containing RDM or VMDK
storage, ensure that you add the vSphere host before
creating a backup.
HostName Specifies the name or IP of the cluster or standalone true true
host you want to add. (ByPropertyName)
CredentialName Specifies the name of the account that is required to false true
perform application-specific operations in SnapCenter. (ByPropertyName)
'You can use a credential account to perform application-
specific operations within SnapCenter, such as remotely
installing plug-ins. Use the Add-SmCredential cmdlet to
create a credential account.
Port Specifies the port you want to use for SnapCenter to host|false true
lagent communication. The default is 8145. Ensure that (ByPropertyName)
the firewall is open on both SnapCenter and the remote
host to enable host agent communication.
DoNotAddClusterNodes Specifies not to include all nodes in the cluster. If you false true False
set the parameter to True, then only the specified host (ByPropertyName)
is added. The default value is False, which means that
lwhen you provide a cluster name, all nodes in the cluster
are added and managed by SnapCenter.
SkipPreinstallChecks Specifies that host registration prechecks will not be false true
triggered. (ByPropertyName)
Force Switch to disable validation of the host signature. false true
(ByPropertyName)

25



Examples

Example 1: Registering a host with SnapCenter

Add- SnHost - Host Nane, C226030161613- 1. srqat donD6. | ocal -Host Type W ndows - DoNot AddC ust er Nodes
- Credenti al Namre admin

Thi s exanpl e syntax registers the specified Wndows host with SnapCenter.

Cslnfo : SMCor eContracts. SnOper ati ngSyst eml nfo

Host Nanme

C226030161613- 1. srgat donD6. | ocal

I P 10. 232. 193. 208, f d20: 8ble: b255: 8029: 19a0: 6c5e: ae99: 79e0
Descri ption

Host I d 5

Domai nNane srqat donD6. | ocal

Ver si on

Port

Cl ust er Host Fal se

Cl ust er Nanme

Menber s {}

Host St at us eHost Up

Host Pl ugi nl nf os {}

Col oHost Fal se

Host Confi gurati on SMCor eCont ract s. SnConfi gur ati on
Di scover Pl ugi n Fal se

Host UUI D

Host Bl OSI D

Host Mai nt enanceSt at us Production

| sNLBEnabl ed Fal se

VerificationServers

Hyper vi sor Type

| sHyper vi sor Configured : Fal se

Pref erence 0

Overal | Status SMCor eCont r act s. SmHost Over al | St at usl nfo
| sCat al ogHost Fal se

Nanme
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Type

Id

Host

User Nane

Passphrase

Del et ed Fal se
Aut h SMCor eCont r act s. SmAut h
I sCl one Fal se
Cl onelLevel 0
Host s {}

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key 0
NsnmCbj ect | D 0

Si zeOF Smbj ect

Example 2: Registering a host where you deployed SnapCenter Plug-in for VMware
vSphere OVA

Add- SnHost

- Host Type VSphere -Host Nanme nyHost nane - Credential Name vmwar e_admi n

Thi s exanpl e syntax registers vSphere host with SnapCenter.

Cslnfo

SMCor eCont ract s. SnOper at i ngSyst eml nfo

Host Nane myHost nane
IP 10. 225.97. 14
Descri ption

Host 1 d 1

Domai nNane

Ver si on

Port

Cl ust er Host Fal se

d ust er Nane

Menber s {}

Host St at us eHost Up
Host Pl ugi nl nf os {}
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Col oHost . True

Host Confi gurati on : SMCor eContracts. SnConfi gurati on
Di scover Pl ugi n . Fal se

Host UUI D

Host Bl OSI D

Host Mai nt enanceStatus : Production

| sNLBEnabl ed . Fal se

VerificationServers
Hyper vi sor Type
| sHyper vi sor Configured : Fal se

Pref erence 0

Overal | Status : SMCor eContracts. SnHost Overal | St at usl nfo
| sCat al ogHost . Fal se

Nanme

Type

Id

Host

User Nane

Passphr ase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| sC one . Fal se

Cl oneLevel 0

Host s {}

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

Nsnmbj ect | D 0

Si zeOF Snbj ect

Example 3: Registering an Exchange DAG with SnapCenter

Add- SnHost - Host Nane EXCH2016DAG - Host Type W ndows - Credenti al Nane donmi n_admi n - Ver bose

Thi s exanpl e syntax registers the specified Exchange DAG wi th SnapCenter.

Example 4: Registering an AIX host with SnapCenter

Add- SnHost - Host Type Al X - Host Nane "ai xhost nane. f qdn. cont' - Credenti al Nane credl
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Thi s exanpl e syntax registers the specified Al X host with SnapCenter.

Cslnfo

Host Nane

P

Descri ption

Host I d

Domai nNane

Ver si on

Port

Cl ust er Host

Cl ust er Nanme
Menber s

Host St at us

Host Pl ugi nl nf os
Col oHost

Host Confi gurati on
Di scover Pl ugi n
Host UUI D

Host Bl OSI D

Host Mai nt enanceSt at us
| sNLBEnabl ed
VerificationServers
Hyper vi sor Type

| sHyper vi sor Confi gured :

Pref erence
Overal | Status
| sCat al ogHost
Nanme

Type

Id

Host

User Nane
Passphr ase
Del et ed

Aut h

SMCor eCont r act s. SnOper at i ngSyst eml nfo
ai xhost nane. f gdn. com
10.1.0.10

79
fqgdn. com

Fal se

{}
eHost Up

{1

True

SMCor eCont ract s. SnConfi gurati on
Fal se

Producti on
Fal se

Fal se

0

SMCor eCont r act s. SmHost Over al | St at usl nfo
Fal se

Fal se
SMCor eCont ract s. SmAut h
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I sCl one

Cl onelLevel

Host s

St or ageNane

Resour ceG oupNanes
Pol i cyNanes

Key

Nsnbj ect | D

Si zeOr Snmbj ect

Fal se

{}
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Add-SmPermissionToRole

Adds one or more permissions to a specified role.

Syntax

Add- SnPer mi ssi onToRol e - Rol eNane <String> -Perm ssions <String> [ <ConmpnPar anet er s>]

Detailed Description

Adds one or more permissions to a specified role. Use the format <SnapCenter Role
Name>:<Permission Name> where the SnapCenter role name is Dataset, Policy, Backup, Host,
Storage Connection, Clone, Provision, Dashboard, Restore, Reports, Discovery, Plugin Install/
Uninstall, Migration, Mount, and Unmount, and the permission name is create, read, update, delete
and allow. The following permissions have the Enabled attribute code: Install/Uninstall, Restore,
Dashboard, Reports, and Discovery. For example, if you want to give Host create permissions, you
would enter: Add-SmPermissionToRole -Permission Host:Create

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the name of the role to which you want to add  [true true
permissions. (ByPropertyName)
Permissions Specifies one or more permissions you want to true true
add to a role. Use the format <SnapCenter Role (ByPropertyName)
Name>:<Permission Name>. Permissions include:
create, read, update, delete and allow.
Examples

Example 1: Adding host read, update, and delete permissions to a role

Add- SnPer mi ssi onToRol e - Rol eName Admin - Perm ssions ("Host:read", "Host:update", "Host: del ete")

Thi s exanpl e syntax adds host read, update and delete permi ssions to the Adnmin role.

Example 2: Adding host create permissions to a role

Add- SmPer i ssi onToRol e - Rol eNane SnapCent er Admi n - Per mi ssi ons Host:create

Thi s exanpl e syntax adds host create permissions to the SnapCenterAdmi n role.
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SnapCent er Admi n
Host

Example 3: Adding dataset create permissions to a role

Add- SnPer m ssi onToRol e - Rol eNarme SnapCent er Adnmi n - Perni ssi ons Dat aSet: create

Thi s exanpl e syntax adds dataset create perm ssion to the SnapCenterAdm n role.

SnapCent er Adni n
Dat aSet

32



Add-SmPlugin

Installs or upgrades a plug-in on one or more hosts.

Syntax

Add- SpPI uPi n_[-Host Names] <Stri %> L- Pl ugi nCodes] . <Upl oadedPl ugi nCode>_[ [ - Pl ugi nVer si ons]
<Hasht abl'e>] "[[ - Ski pPrei nst al | Checks] ] ?[-Force ] [ <CommonPar anet er s>]

Detailed Description

Installs or upgrades a plug-in on one or more hosts. You must use the Install-SmHostPackage
cmdlet to install host plug-in packages and any specified plug-ins on a host before you can install or
upgrade a SnapCenter plug-in using the Add-SmPlugin cmdlet.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Specifies the hosts on which you want to install true true
or upgrade the plug-in. You can specify one host, (ByPropertyName)
or multiple, comma-separated host names. Host
names must be entered using the format -HostNames
[®("hostname") when installing to a single host, or
-HostNames ®("hostname1", "hostname2") when
installing to multiple hosts. You can specify the hostname
using either the host FQDN or IP address.
PluginCodes Specifies the plug-ins you want to install or upgrade. true true
alid values are SCSQL, SCO, SCE and hana. For (ByPropertyName)
custom plug-ins, the value is the custom plug-in name.
For example "CustomPlugin1".
PluginVersions Specifies in a hash table the custom plug-in name false true
and the version to add to a host. The PluginVersions (ByPropertyName)
Ig-zrameter uses the format -PluginVersions
"customplugin1" ="2.0"}
SkipPreinstallChecks Specifies that installation prechecks will not be triggered. [false true
(ByPropertyName)
Force Internal switch. false true
(ByPropertyName)
Examples

Example 1: Installing SnapCenter Plug-in for Microsoft SQL Server on a host

Add- SnPl ugi n - Host Nanes ®("nyw nsrvr2012r 2. myconpany. cont') -Pl ugi nCodes SCSQL

This exanpl e syntax installs SnapCenter Plug-in for Mcrosoft SQ on the specified host.
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Example 2: Installing SnapCenter Plug-in for Microsoft SQL Server on multiple hosts

Add- SnPI ugi n - Host Nanes "nywi nsrvr2012r 2. nyconpany. coni', "my2w nsrvr2012r 2. nyconpany. conf
- Pl ugi nogdes SCSQL oy fyconpany i fyconpany )

This exanpl e syntax installs SnapCenter Plug-in for SQL Server on the two specified hosts.

Example 3: Adding or upgrading a custom plugin

Add- SnPl ugi n - Host Nanes_nyhost nane - Pl ugi nCodes Cust onPl ugi n - Pl ugi nVer si ons
®(" Cust onPl ugi n"="2.0"} -Verbose

syntax adds or upgrades the custom plug-in named "CustonPl ugin", version 2.0 to

Thi s exanpl e
i Igphost.

a sing
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Add-SmPolicy

Creates a new backup policy.

Syntax

Add- SnPol i cy -PolicyNane [<St ring> -Poli cyTyg]e <SnPol i cyType> - Pl ugi nPol i cyType <Pl ugi nCode>

[-Description <String>]

<ConmbnPar anet er s

Detailed Description

Creates a new backup policy. A policy is a set of rules governing backup jobs. A Policy includes
backup type, verification schedules, and pre-script and post-script arguments.

Parameters
Name Description Required? Pipeline Input Default
Value
PolicyName Specifies the name of the policy you are adding. true true
(ByPropertyName)
PolicyType Specifies the policy type. Valid value is Backup. true true
(ByPropertyName)
PluginPolicyType Specifies the type of plug-in. You need to specify a plug- [true true
in type because policies are settings that are specific to (ByPropertyName)
one type of plug-in. For example, if you want to create a
policy for resources contained in a SnapCenter Plug-in
for Microsoft SQL Server dataset, the plug-in types are
[SCSQL and SCO. Available plug-in policy types include
[SCSQL, SCO, SCU, HANA, SCW, SCE.
Description Provides an optional description of the policy you are false true
adding. (ByPropertyName)
UtmType Type of up to the minute (UTM) retention settings to false true
apply to log backups. Possible values are days and (ByPropertyName)
count.
UtmCount Up to the minute (UTM) retention by count. false true
(ByPropertyName)
UtmDays Up to the minute (UTM) retention by days. false true
(ByPropertyName)
SqlBackupType [SQL backup type. Possible values are LogBackup, true true
FullBackup and FullBackupAndLogBackup. (ByPropertyName)
DatabasesPerGroup Maximum number of databases in a group. This is false true
applicable only for full backup. (ByPropertyName)
(CopyOnlyBackup Determines whether the full backup is a copy only false true
backup. (ByPropertyName)
IAGBackupType IAvailability Group backup type. Possible false true
values are UsePreferredBackupReplica and (ByPropertyName)
UseSpecifiedBackupReplica.
IJAGBackupReplicaType IAvailability Group backup replica type. Possible values [false true
are Primary, Secondary and All. (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
IAGBackupPriorityMinimum IAvailability Group backup minimum priority. false true
(ByPropertyName)
JAGBackupPriorityMaximum IAvailability Group backup maximum priority. false true
(ByPropertyName)
CreateLogFolderSnapshot Creates a Log folder Snapshot copy. false true
(ByPropertyName)
EnableLogFolderSnapshot Enables log folder Snapshot copy retention. false true
Retention (ByPropertyName)
DeleteLogFolderSnapshotin false true
Excess (ByPropertyName)
DeleteLogFolderSnapshotOlder Deletes log folder Snapshot copies that are older than  [false true
Than the specified number of days. (ByPropertyName)
erifyLogBackup Enables log backup verification after backup. false true
(ByPropertyName)
DBCC_NOINDEX DBCC options NOINDEX. false false
DBCC_ALL_ERRORMSGS DBCC options ALL_ERRORMSGS. false true
(ByPropertyName)
DBCC_NO_INFOMSGS DBCC options NO_INFOMSGS. false true
(ByPropertyName)
DBCC_TABLOCK DBCC options TABLOCK. false true
(ByPropertyName)
DBCC_PHYSICALONLY DBCC options PHYSICALONLY. false true
(ByPropertyName)
UpdateSnapMirrorAfterbackup Update SnapMirror copy after backup. This option is not |[false true
applicable for SAP HANA policy of File-Based Backup (ByPropertyName)
type.
UpdateSnapVaultAfterbackup Update SnapVault copy after backup. This option is not [false true
applicable for SAP HANA policy of File-Based Backup (ByPropertyName)
type.
MirrorVaultUpdateRetryCount Number of retries to ensure SnapMirror or SnapVault false true
update is triggered. (ByPropertyName)
SnapVaultLabel Label for SnapVault. false true
(ByPropertyName)
IAllowSavedStateBackup JAllow saved state backup. false true
(ByPropertyName)
DeleteBackuplnExcess Delete backup in excess of specified days, it is false true
applicable to only SnapCenter Plug-in for VMware (ByPropertyName)
vSphere, if it is used with other plug-ins it will be
ignored.
DeleteBackupOlderThan Delete backups older than specified days, it is applicable [false true
to only SnapCenter Plug-in for VMware vSphere, if it is (ByPropertyName)
used with other plug-ins it will be ignored.
PreScriptCommandVerification Specifies the path of the prescript that should be run false true
before the backup operation. (ByPropertyName)
PreScriptArgumentsVerification Specifies the prescript arguments. false true
(ByPropertyName)
PostScriptCommandVerification Specifies the path of the postscript that should be run false true
after the backup operation. (ByPropertyName)
PostScriptArgumentsVerification false true
(ByPropertyName)
ScriptTimeOutVerification false true
(ByPropertyName)
[ScheduleType The schedule type. Possible values are None, Hourly, false true
\Weekly, Daily, and Monthly. (ByPropertyName)
RetentionSettings Specifies in a hashtable the retention settings for the false true
policy. (ByPropertyName)

36




Name Description Required? Pipeline Input Default
Value
PreScriptCommand Prescript file UNC path with proper privileges for scripts [false true
accessibility, (?\\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PreScriptArguments Specifies the prescript arguments. false true
(ByPropertyName)
PostScriptCommand Postscript file UNC path with proper privileges for scripts [false true
accessibility, (?\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PostScriptArguments Specifies postscript arguments. false true
(ByPropertyName)
ScriptTimeOut Specifies script timeout value in seconds. false true
(ByPropertyName)
erificationScheduleType false true
(ByPropertyName)
DeleteCloneOnScheduleExpiry Removes a clone during the last run of a scheduled false true
job. If this parameter is not set, then the last run of a (ByPropertyName)
schedule also runs a clone life cycle and creates a
cloned database. This parameter does not apply to jobs
that are not scheduled or to one time job schedules.
BackupPolicyName Specifies the backup policy name. true true
(ByPropertyName)
CloneType Specifies the clone type. Possible values are Primary false true
and Secondary. (ByPropertyName)
erifyOnSecondary Specifies whether to verify on secondary or not. false false
NumOfBackups Number of backups to be verified. false false
PluginParams false true
(ByPropertyName)
DominoChangelnfoPath false true
(ByPropertyName)
DominoDatabaseType false true
(ByPropertyName)
DominolniPath false true
(ByPropertyName)
DominoRestoreFilePath false true
(ByPropertyName)
DominoRestoreTime false true
(ByPropertyName)
Lotus false true
(ByPropertyName)
NotesExecDirectory false true
(ByPropertyName)
DominoDisableReplication false true
(ByPropertyName)
DominolgnoreCorruptedDB false true
(ByPropertyName)
DBMCIiCmd false true
(ByPropertyName)
HandleLogWriter false true
(ByPropertyName)
MaxDBBGServerPrefix false true
(ByPropertyName)
MaxDBUpdateHistLog false true
(ByPropertyName)
[SQLCIiCmd false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
XUserEnable false true
(ByPropertyName)
DB2Cmd false true
(ByPropertyName)
SybaselSQLCmd false true
(ByPropertyName)
SybaseManifest false true
(ByPropertyName)
SybaseManifestDelete false true
(ByPropertyName)
SybaseManifestFormat false true
(ByPropertyName)
[SybaseTranDump false true
(ByPropertyName)
SybaseTranDumpCompress false true
(ByPropertyName)
[SybaseTranDumpFormat false true
(ByPropertyName)
BackupType This is a SAP HANA database specific parameter. true true
Specifies the type of SAP HANA backup. The (ByPropertyName)
possible values are FileBasedBackup and
SnapshotBasedBackup.
OracleBackupType Specifies the Oracle backup type. Backup types include [true true
Online, Offline mount, and Offline shutdown. (ByPropertyName)
(OracleBackupScope This option is only valid when the backup type is Online. [true true
Backup scope values are Full, Data, and Log. (ByPropertyName)
(OracleSkipPDBSaveState Enables you to skip PDB save state. This parameter is [false true
only available when you select Offline shutdown backup (ByPropertyName)
type. Values are True or False.
DeleteAllArchivelLogs Prunes (deletes) all archive logs after Full or Log false true
backups. (ByPropertyName)
DeleteArchiveLogsOlderThan Prunes (deletes) archive logs older than a specified false true
number of days. This parameter supports the use (ByPropertyName)
decimals to enable you to specify a fraction of a day. For
lexample, 2.5 represents 2 days and 12 hours, and 0.04
represents 1 hour.
DeleteArchiveLogFromAll This parameter enables pruning of archive logs on a false true
Destination specified destination. If the value is True, archive logs (ByPropertyName)
are pruned on all destinations. If the option is False,
archive logs are pruned only on backed up destinations.
DeleteArchiveLogBackuplnExcess |Deletes archive log backup in excess of the specified false true
backup count. (ByPropertyName)
DeleteAchiveLogBackupOlder Deletes archive log backups that are older than the false true
Than specified number of days. This parameter supports the (ByPropertyName)
use decimals to enable you to specify a fraction of a day.
For example, 2.5 represents 2 days and 12 hours, and
0.04 represents 1 hour.
(CatalogBackupWithOracleRMAN  [Specifies that you want to catalog backup using Oracle [false true
Recovery Manager (RMAN). (ByPropertyName)
[ScwBackupType The SnapCenter Plug-in for Windows backup type. true true
Values are ApplicationConsistent, FilesystemConsistent (ByPropertyName)
and CrashConsistent.
[SceBackupType true true
(ByPropertyName)
UtmCounts false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

BackupTruncatedTransactionLog false true

(ByPropertyName)
BackupActiveCopies false true

(ByPropertyName)
BackupCopiesOnServer false true

(ByPropertyName)
Examples

Example 1: Creating a new hourly policy with scheduler type as SQL

Add- SnPol i c Pol i cyNane TESTPol j ¢ Pl u Po Pol i cyType Backup -
Sql BackupTy%e Ful | Bgckup - Schedul e¥'ype Hog g %dul er Ty%eyg P

This exanple syntax creates a new hourly policy with the SQU schedul er type.

Example 2: Creating an Oracle policy that prunes all archive logs on all destinations,

and deletes archive log backups in excess of 5

Add- SnPoI i CK -PolicyNane 1 PoI i g\P/Type Backup - Pl ugi nPol |c¥ Type SCO - Oracl eBack {J ype, ONLI NE
- O acl eBac upScope FULL “Del e I Archi veLogs $ rue -Del et eArchi veLogFromAl | Desti hati on
$true -Del eteArc |veLogBackupI nExcess

Thi s exanpl e syntax creates an Oracle p

olicy that prunes all archive |logs on all
destinations, and del etes archive | og backups 5.

ps i n excess of

Appl ySnapvaul t Updat e . Fal se
Appl yRet enti on . Fal se
Ret ent i onCount
Ret ent i onDays :
Appl ySnapM rror Updat e : Fal se
SnapVaul t Label :
M rrorVaul t Updat eRetryCount : 3
AppPol i ci es {}
Descri ption :
PreScri pt Pat h
PreScri pt Argunent s
Post Scri pt Pat h
Post Scri pt Argunent s
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Scri pt Ti meQut : 60000

Dat eModi fi ed : 10/ 5/2015 2:17:57 PM
Dat eCr eat ed : 10/ 5/2015 2:17:57 PM
Schedul e : SMCor eContr act s. SnSchedul e
Pol i cyType . Backup

Pl ugi nPol i cyType : SCO

Nanme 1

Type :

Id : 99

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContract s. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s {}

SnOr acl eBackupType : ONLI NE

SmOr acl eBackupScope : FULL

SnOr acl ePDBSaveSt at e : True

PruneAr chi veLog : True

PruneAr chi veLogType : Al Logs

Pr uneAr chi veLogQ der ThanDays
PruneAr chi veLogDest i nati onType : Al |l Desti nations

Del et eAr chi veLogBackup . True

Ar chi veLogBackupRet enti onType : Count Base
Del et eAr chi veLogBackupCount s 5

Del et eAr chi veLogBackupDays

Nanme

Type

I d

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s - {}




Example 3: Creating a policy for custom plugin DB2 with daily schedule type

Add- SMPol i ¢

retentionsettings

description

-PolicyName 'DB2_DAILY POLICY' -Po
"BackupType" =" DATA";

"DBZ dally schedul e policy’

|icyType ' Backup' -PluginPolicyType DB2-
"Schedul eTypgpz" DAl LY" p Ret entcli onOounY" ¥p3' }o-
-schedul etype ' DAI LY

Thi s ex%npl e syntax creates a daily schedul ed policy for customplug-in DB2 with retention

count

Appl yRet enti on . True

Appl ySnapM rror Updat e
Appl ySnapvaul t Updat e
M rror Vaul t Updat eRet r yCount
Ret ent i onCount

Ret ent i onDays
SnapVaul t Label

AppPol i ci es

Dat eCr eat ed

Dat eModi fi ed

Descri ption

Pl ugi nPol i cyType

Pol i cyType

Post Scri pt Argunent s
Post Scri pt Pat h
PreScri pt Argunent s
PreScri pt Pat h

Schedul es

Schedul e

Scri pt Ti meCut

Nanme

Type

Id

Host

User Nane

Passphrase

Del et ed

Aut h

Fal se
Fal se

{}

8/ 22/ 2016 9:37:43 AM

8/ 22/ 2016 9:37:43 AM

DB2 daily schedul e policy
DB2

Backup

{}
SMCor eCont ract s. SnSchedul e

60
DB2_DAI LY_POLI CY

18

Fal se
SMCor eCont ract s. SmAut h
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I sC one . Fal se

Cl oneLevel 0
Host s {}
TaskNane :

Host s o {}
StartTi me

Daysof t heMont h
Mont hsof TheYear

Daysl nt er val 0
DaysCOf TheWeek

Al | owDef aul ts . Fal se
Repl aceJobl f Exi st . Fal se
User Nane :
Passwor d :
Schedul er Type : Daily

Repeat Task_Every_Hour

I nterval Duration

EndTi me

Local Schedul er

AppType

Aut hvbde :

Schedul er SQLI nstance : SMCoreContracts. SmObj ect
Mont hl yFr equency

Schedul el D 0

Policyld ;18

Pl ugi nNane . DB2

Pl ugi nPar ans : SMCor eContract s. SnKeyVal ueCol | ecti on
SnSCBackupType : Dat aBackup

Nanme :

Type

I d

Host

User Nane

Passphr ase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| sC one . Fal se

Cl oneLevel 0

Host s {}
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Example 4: Creating a new Windows backup policy

Add- SpPol i cy - Pol i cyName scw _policy -PolicyType Backup - Pl ugi nPolicyType SCW - ScwBackupType

CrashConsi st ent

Thi s exanpl e syntax creates a new W ndows backup policy.

Appl ySnapvaul t Updat e . Fal se
Appl yRet enti on
Ret ent i onCount
Ret ent i onDays
Appl ySnapM rror Updat e
SnapVaul t Label
M rror Vaul t Updat eRet r yCount
AppPol i ci es
Descri ption
PreScri pt Pat h
PreScri pt Argunent s
Post Scri pt Pat h
Post Scri pt Argunent s
Scri pt Ti meCut
Dat eModi f i ed
Dat eCr eat ed
Schedul e
Pol i cyType
Pl ugi nPol i cyType
Nanme
Type
I d
Host
User Nane
Passphr ase
Del et ed
Aut h
I sCl one
Cl onelLevel

Fal se

Fal se

60

5/18/ 2016 6:36: 24 PM

5/ 18/ 2016 6:36: 24 PM

SMCor eCont r act s. SnSchedul e
Backup

SDW

scw_policy

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Host s

ScwBackupType :

Nanme

Type

Id

Host

User Nane
Passphr ase
Del et ed
Aut h

| s one

Cl oneLevel
Host s

{}

CrashConsi st ent

Fal se

SMCor eCont ract s. SmAut h

Fal se
0

{}

Example 5: Creating a new backup policy for SnapCenter Plugin for SAP HANA

backup of type FileBasedBackup

Add- SnPol i cy - Pol i cyNane newpol 123 - Pol i cyType Backup - Pl ugi nPol i cyType hana - BackupType
Fi'| eBasedBackup

Thi s exanpl e

Fi | eBasedBa

Appl yRet ent i

syntax ¢
ckﬁ

on

True

Appl ySnapM rror Updat e

Appl ySnapvaul t Updat e

M rror Vaul t Updat eRet r yCount

Ret ent i onCount

Ret ent i onDays

SnapVaul t Label

n reates a new backup policy for SnapCenter
p as the backup type.

Fal se

Fal se

Plug-in for SAP HANA with
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AppPol i ci es

Dat eCr eat ed

Dat eModi fi ed

Descri ption

Pl ugi nPol i cyType

Pol i cyType

Post Scri pt Argunent s

Post Scri pt Pat h

PreScri pt Argunent s

PreScri pt Pat h

Schedul es

Schedul e

Scri pt Ti meQut

Host

User Name

Passphr ase

Del et ed

Aut h

{}

3/23/2017 10:14:31 PM

3/23/2017 10:14:31 PM

hana

Backup

{}

SMCor eCont ract s. SnSchedul e

60

newpol 123

39

Fal se

SMCor eCont ract s. SmAut h
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I sC one

Cl oneLevel

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key

NsnmCbj ect | D

Retention Settings

BackupType

Schedul er Type

Ret ent i onCount

Ret ent i onDays

VerificationEnabl ed :

NodeNane

Policyld

Pl ugi nNane

Pl ugi nPar anms

SnSCBackupType

Fal se

{}

DATA

None

Fal se

39

hana

SMCor eCont r act s. SnKeyVal ueCol | ecti on

Fi | eBasedBackup
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Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

d onelLevel : 0

Host s {1}

St or ageNane

Resour ceG oupNanes :

Pol i cyNanes
Key 00
NsnmCbj ect | D 0

Example 6: Creating a new backup policy for SnapCenter Plugin for SAP HANA
backup of type SnapshotBasedBackup

Add- SnPol i cy - Pol i cyName hana_snapshot based - Pol i cyType Backup - Pl ugi nPolicyType hana -
BackupType SnapShot BasedBackup

Thi s exanpl e syntax creates a new backup policy for SnapCenter Plug-in for SAP HANA with
Snapshot BasedBackup as the backup type.
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Appl yRet enti on . True

Appl ySnapM rror Updat e

Appl ySnapvaul t Updat e

M rror Vaul t Updat eRet r yCount

Ret ent i onCount

Ret ent i onDays

SnapVaul t Label

AppPol i ci es

Dat eCr eat ed

Dat eModi fi ed

Descri ption

Pl ugi nPol i cyType

Pol i cyType

Post Scri pt Argunent s

Post Scri pt Pat h

PreScri pt Argunent s

PreScri pt Pat h

Schedul es

Schedul e

Fal se

Fal se

{}

3/23/2017 10:17:30 PM

3/23/2017 10:17:30 PM

hana

Backup

{}

SMCor eCont r act s. SnSchedul e
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Scri pt Ti meCut ;60

Narme : hana_snapshot based
Type

Id T 41

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h . SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s {1}

St or ageNane

Resour ceG oupNanes

Pol i cyNanes
Key 0
Nsnmbj ect | D 0

Ret ention Settings

BackupType . DATA

Schedul er Type : None
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Ret ent i onCount

Ret ent i onDays

VerificationEnabl ed :

NodeNane

Policyld

Pl ugi nNane

Pl ugi nPar ans

SnSCBackupType

Host

User Nanme

Passphrase

Del et ed

Aut h

I sCl one

Cl oneLevel

Host s

St or ageNane

Fal se

41

hana

SMCor eCont r act s. SmKeyVal ueCol | ecti on

Dat aBackup

Fal se

SMCor eCont ract s. SmAut h

Fal se

{}
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Resour ceG oupNanes :

Pol i cyNanes
Key 0
Nsnbj ect | D 0

Example 7: Adding a policy with a retention based on number of days

Add- SMPol i cy -PolicyNane ' DB2_DAILY_PCLICY" -PolicyType ' Backup' -PluginPolicyType DB2-

retentionsettings & "BackupType"="DATA"; " Schedul eType"="DAI LY"; "Retenti onDays"="'3"}

description 'DB2 daily schedul e policy' -schedul etype 'DAILY
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Add-SmProtectResource

Protects a resource so that it is available for backup, restore and clone.

Syntax

Add- SnPr ot ect Resource [-Ar

Ar chi vedLocat or
Enabl eEnai ['] [-Enuil Prefe |

S
erence <SmEnmai No |

Detailed Description

Protects a resource so that it is available for backup, restore and clone.

Hasht abl e[b] } - Pl ugi nCode <Pl ugi nCode> [
I cati onPreference>] [<CommonPar anet er s>]

Parameters
Name Description Required? Pipeline Input Default
Value
JArchivedLocators Specifies in a hashtable the secondary storage false true
system details for each unique primary storage (ByPropertyName)
system resource in the resource group. For example: -
IArchivedLocators ®{Primary="my_vs1:my_vol_iscsi";
[Secondary="my_vs1:my_vol_iscsi SECONDARY"}
PluginCode Specifies the plug-in code of the host for which you true true
are creating a backup resource group. Valid values are (ByPropertyName)
[SCSQL, SCW, and SCO.
EnableEmail Specifies whether to enable or disable email. false false
EmailPreference Specifies when you will receive e-mail notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
Resources Specifies the resource you want to protect. You true true
must provide the resource information in a key value (ByPropertyName)
format, and it must contain the resource name, type,
and the host on which it is located. For example, -
Resources ®{"Host"="host.example.com”;"Type"="SQL
Database";"Names"="NB-MVA-DEV054\newdb"}
For Oracle Database, the format is -Resources
[®{"Host"="host.example.com";"Oracle Database"="db"}.
For Oracle Application Volume, the format is -
Resources ®{"Host"="host.example.com";"Application
'olume"="appVol"}.
Description Provides an optional description of the resource to be false true
protected. (ByPropertyName)
Tag Enables you to apply a unique tag to help identify the false true
resources. For example, you can add the tag "HR" to (ByPropertyName)
multiple resource groups. You can later search for all
resource groups with the "HR" tag.
Policies Specifies the list of policies associated with the resource [false true
group. Multiple policies can be added as a comma- (ByPropertyName)
separated list.
[SchedulerCredentialName false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
[Schedulerlnstance Specifies the SQL Server Instance where the schedule is{false true
created and managed. This is mandatory if the policy has| (ByPropertyName)
[SQL scheduler enabled.
VerificationServers Specifies the list of verification servers to be associated |[false true
lwith the resource group. Multiple verification servers can (ByPropertyName)
be added as a comma-separated list. This parameter
is only required when you want to verify backups for
[SnapCenter Plug-in for Microsoft SQL Server resource
[groups.
[CustomSnapshotFormat Specifies that you want to use a custom Snapshot false true
copy naming format. By default, a timestamp is (ByPropertyName)
appended to the Snapshot copy name. Valid values for
CustomSnapshotFormat are : $ResourceGroup, $Policy,
$HostName, $ScheduleType, $CustomText
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
DeleteBackupForDetachPolicies false true
(ByPropertyName)
Schedules Specifies the schedule parameters to be used in the false true
resource group. Schedule parameters can include (ByPropertyName)
the policy name, schedule type, schedule start and
lend times. You can specify multiple schedules in
a comma-separated list, for example: -Schedules
[®{"PolicyName"="BackupPolicy";"ScheduleType"="OneTime"},
(®{"PolicyName"="BackupPolicy";"ScheduleType"="Hourly";"StartTime"=['
05/27/2016 6:13 PM";"EndTime"="05/27/2016 6:30
PM™}
SchedulerType Specifies the scheduler type. Possible values are false true
\Windows, SQL, None. (ByPropertyName)
VerificationSchedules Specifies the verification schedules you want to add false true
to the resource. The verification schedule includes (ByPropertyName)
the following parameters: "VerificationType" which
defines if and when verification is performed. The
following values are available: VERIFY_SCHEDULED
VERIFY_AFTER_BACKUP NONE "ScheduleType"
represents the schedule type for the verification.
"BackupScheduleType" represents the schedule type for
the backup -VerificationServers "WIN-DVGQDI73QR6"
needs to be provided in the above command if we are
creating verification enabled resource group for SCSQL
plugin.
BackupArchiveLogsAfterRecent  |This option is only valid for SCO plugin code. Specifies |[false true
MissingOne that you want to backup archive log files, which are (ByPropertyName)
created after the most recent missing archive log files
and ignore the files created prior to it. If this option is not
specified, then all archive log files except the missing
archive log files are be backed up.
ExcludeArchiveLogPathsFrom This option is only valid for SCO plugin code. Specifies [false true
Backup the archive log destinations to be excluded from backup. (ByPropertyName)
IArchive log files present in the specified destinations
will be excluded during log backup. Multiple entries can
be specified using comma separated list. For example:
-ExcludeArchiveLogPathsFromBackup ‘/arch/logs/on/
local/disk1, /arch/logs/on/local/disk2'.
(ConsistencyGroupSnapshot false true
(ByPropertyName)
(ConsistencyGroupWaflSync false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

(ConsistencyGroupTimeOut false true
(ByPropertyName)

[SnapShotCreateCommand false true
(ByPropertyName)

UseFileSystemConsistent false true

[Snapshot (ByPropertyName)

UseSnapcenterWithoutFileSystem false true

Consistency (ByPropertyName)

PreAppQuiesceCmd false true
(ByPropertyName)

PostAppQuiesceCmd false true
(ByPropertyName)

IAppQuiesceCmd false true
(ByPropertyName)

IAppUnQuiesceCmd false true
(ByPropertyName)

PreAppUnQuiesceCmd false true
(ByPropertyName)

PostAppUnQuiesceCmd false true
(ByPropertyName)

PreExitCmd false true
(ByPropertyName)

PreSnapshotCmd false true
(ByPropertyName)

PostSnapshotCmd false true
(ByPropertyName)

[ApplgnoreError false true
(ByPropertyName)

UseExternalSnapShot false true
(ByPropertyName)

ExternalSnapshotRegex false true
(ByPropertyName)

ConfigParams false true
(ByPropertyName)

Examples

Example 1: Protecting a resource

Add- SirPr ot ect Resour ce - Pl ugi nCode SCSQL Pol i ci es BackupPol icy -

Resources ®[{"Host"="host.eXxanpl e.con' ;™" Ty pe” =" SQL Dat abase"; " n’es“ =" NB-

MWA- DEVO54\ newdb” } - Description test - Ena | eAsupOnFai |l ure - Schedu

'Pol i cyNanme" ="p2"; " Schedul eType"="Mont h| y"; "daysOf TheMont h" =" l“ S nont hsOf TheYear " =" August , Sept e
hedul er RunAsNaime’ Admi ni strator - Schedul ér r Type’ W ndows

Thi s exanpl e syntax protects a resource.

Example 2: Protecting a resource with hourly backup policy

Add- SnPr ot ect Resource - Pl ugi nCode SCSQL - Policies BackupPolicy

sources ®"Host"="host. exaerI e.conl'; "Type"="SQL Dat abase"; " Nanmes" =" NBWA-
DEV054\ newdb“} Descrl ption test -Enabl eAsupOnFai | ure -schedul es
% Pol I cyNane" = kupPoI i cy c"Start Ti me"="05/21/ 2019 7:54 PM'; "EndTi me"="05/21/2019 8:03
- "Schedul eType" =" Hour | y*? " Repeat Task_Every_ Hour "03: 00"} - 5chedul er Type W ndows
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Example 3: Protecting a resource with daily backup policy

Add- SnPr ot ect Resource - Pl ugi nCode SCSQL - Policies BackupPolicy
- Resour ces ®{ Host " ="host. exanpl e.conl'; " Type" =" SQL Dat abase"; " Nanes" =" NBWA-
DEVO54\ newdb"} - Descri ption test - Enabl eAs upOn re -schedu

Fai | u
% Pol i cyNane" =" BackupPol j cy" ;" Start Ti ne’ = ‘05/ 21/ 019 8:09 PM"“ EndTl nme" ="05/21/2019 9:18
P "Schedul eType"="Dai I y"; "daysl nterval "="1"} -Schedul er Type W ndows

Example 4: Protecting a resource with weekly backup policy

Add- SnPr ot ect Resource - Pl ugi nCode SCSQL - Policies BackupPoI icy
sources "Host " ="host . exanpl e. coni'; " Type" =" SQL Dat abase"; " Nanmes" =" NBWA-
DEVO54\ newdb“} Desc i pti on test - Enabl eAsupOnFai I ure -sched

% Pol | cyNane" =" Bac upP |cy "Start Ti me"="05/ 21/ 201 8: 24 PM "EndTi me"="05/21/ 2019 8:41
"Schedul eType” =" Week bayso‘ TheWeek" = Tues ay"} -Schedul er Type W ndows

Example 5: Protecting a resource with monthly backup policy

Add- SnPr ot ect Resour ce - Pl ugi nCode SCSQL - Policies BackupPolicy
Resour ces ®{"Host"="host.exanpl e. conl'; " Type"="SQ Dat abase"; " Names" =" NBMWA-
DEV054\ newdb },-Description test - Enabl eAsupOnFal lure -sc hedul es
®k/|‘ Pol i cyNarre = acklﬁ/gPoI pcy";"Start i ne"="05/ 21/ 2019 8: PM'; " EndTi ne"="05/21/ 2019 9:18
'; "Schedul eT’ pe“ ="Mont hl y*; *Mont hsOf TheYear " =" May, June“ ; “daysOf TheMont h“ ="21, 26, 16"} -
Schedul er Type ndows

Example 6: Protecting a HANA resource

Add- SnProt ect Resource -Pl ugi nCode hana - Resources L
@ " Host "="schana02. gdl . engl ab. net app. con{'; "U d"="MDC\ R57"} -Policies "HANAPCLI CY"

This exanple protects a resource.

Tag :
ByPassRunAs . Fal se

Configuration : SMCor eContracts. SnConfi guration
CreationTi ne : 02-Cct-19 21:47:16

Cust onSnapshot For nat

Cust onirext

Descri ption

Enai | Body

Enwi | From
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Enai | Noti fi cati onPreference :

Enai | SMTPSer ver

Enmi | Subj ect

Emai | To

Enabl eAsupOnFai | ure
Enabl eEnwi |

Enabl eSysLog

Host Resour ceMapi ng

| sCust onSnapshot
Last BackupsSt at us

Mai nt enanceSt at us
Modi fi cationTi ne

Pl ugi nProt ecti onG oupTypes
Pol i ci es

Pr ot ecti onG oupType
Schedul er SQLI nst ance
Sear chResour ces
VerificationServer
VerificationServerlnfo
Name

Type

Id

Host

User Nane

Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane

Resour ceG oupNanes
Pol i cyNanes

Key

Nsnbj ect | D

{}

Producti on
02-Cct-19 21:47:16
{ hana}

{}
Backup

Fal se

SMCor eContracts. Sn\Veri ficati onServerlnfo
schana02_gdl _engl ab_net app_com hana_NMDC_R57
G oup

2

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

{}

Example 7: Protecting an Oracle Application Volume resource

Add- SnPr

® " Host "

ot

ect Re

urce -Plu

sour i nCode SCO - Resour ces o )
"R8092776CF4V1. HNK2. cont'; " Appl i cati on Vol une"="appVol "} -Policies "appVol Policy"

This exanpl e protects an Oracle application volune resource naned appVol .
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Descri ption

CreationTi ne
Modi fi cati onTi ne

Enabl eEnmai |

Enai | SMTPSer ver
En=i | From

Emai | To

Enai | Subj ect

Enabl eSysLog

Prot ecti onG oupType
Enabl eAsupOnFai | ure
Pol i ci es

Host Resour ceMapi ng
Configuration

Last BackupSt at us
VerificationServer
Enai | Body

Emai | Noti ficationPreference :

VerificationServerlnfo
Schedul er SQLI nst ance

Cust onirext

Cust onSnapshot For nat

Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enanceSt at us

Pl ugi nProt ecti onG oupTypes
Tag

I sl nternal

Enabl eEnmi | At t achnent
VerificationSettings
BackupServers

Enabl eRecent Snapshot Nami ng
Nanme

Type

11/ 4/ 2021 4:41:46 AM
11/ 4/ 2021 4:41:46 AM

Backup

{}

{}
SMCor eCont ract s. SnConfi gurati on

SMCor eContracts. SnVeri fi cationServerlnfo

Fal se
Fal se

Pr oducti on

{sco

True

{}
{}

R8092776CF4V1_HNK2_com appVol
G oup
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Id : 178

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s {}

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key 00

Nsnbj ect | D 0

Si zeOF Snmbj ect : SMCor eContr act s. Snlbj ect Si ze

Example 8: Protecting an Oracle Database resource

Add- SpPr ot ect Resour ce - Pl ugi nCode SCO - Resources ®{"Host"="R8092776CF4V1. HNK2. conf’; "COracl e
DB16"} -Policies "dbPolicy"

This exanple protects an Oracl e database resource named DB16.

Descri ption :
CreationTi ne : 11/ 4/ 2021 5:05:51 AM
Modi fi cationTi ne : 11/ 4/ 2021 5:05:51 AM
Enabl eEnwi |

Emai | SMTPSer ver

Emai | From

Enmi | To

Emai | Subj ect

Enabl eSysLog

Pr ot ecti onG oupType . Backup

Enabl eAsupOnFai | ure

Pol i ci es {}

Host Resour ceMapi ng {}

Configuration : SMCor eContracts. SnConfi gurati on

58



Last BackupsSt at us
VerificationServer
Enwi | Body

Enai | Noti fi cati onPreference :

VerificationServerlnfo
Schedul er SQLI nst ance
Cust onirext

Cust onSnapshot For nat
Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enanceSt at us

Pl ugi nProt ecti onG oupTypes
Tag

I sl nternal

Enabl eEmai | Att achment
VerificationSettings
BackupServers

Enabl eRecent Snapshot Nam ng
Name

Type

Id

Host

User Nane

Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane

Resour ceG oupNanes
Pol i cyNanes

Key

Nsnbj ect | D

Si zeOr Smbj ect

SMCor eContracts. SnVeri ficationServerlnfo

Fal se
Fal se

Producti on

{SCO

True

{}
{}

R8092776CF4V1_HNK2_com DB16
G oup
179

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

{}

0
0

SMCor eCont ract s. Snmbj ect Si ze
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Add-SmReportSchedule

Creates a schedule to automatically trigger the reports based on the user privileges.

Syntax
SrTR(Ca)port Schedul e [ - ] <String - Pl ugi n] <Pl ugi nCode> [ - Schedul eType] <String>
[[ TheWeesl [<S r| ng [- Da heMonth] [<Stri ng>1] [-T ggerTi ne <String> [
Docunent Type] <String> [ mal I <String>] " [-Recipients] <String> [ <CommonPar anet er s>]

Detailed Description

Creates a report schedule, which generates daily, weekly, or monthly reports and sends it to the
specified e-mail ids as per the user privileges.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specify the name to create a report schedule. A valid true true
schedule name can only include alphabets, numbers, (ByPropertyName)
hyphens, and underscores.
Plugin Specify the plug-in code to generate the report. For true true
custom plug-ins, specify the custom plug-in name for (ByPropertyName)
lexample, hana, mysql. Specify 'all' to generate report for
"All Plug-ins".
ScheduleType Specify the schedule type. Valid values are 'daily’, true true
‘'weekly', and 'monthly". (ByPropertyName)
DayOfTheWeek Specify the day of the week to run the schedule. Valid  [false true
values are 'monday’, 'tuesday’, 'wednesday', 'thursday’, (ByPropertyName)
'friday’, 'saturday’, 'sunday’. This field is applicable only
for weekly schedule.
DayOfTheMonth Specify the day (number) of the month to run the false true
schedule. The value should be between 0 and 28. Enter (ByPropertyName)
zero to run the schedule for the last day of the month.
This field is applicable only for monthly schedule.
TriggerTime Specify the TriggerTime HH:MM in 24 Hours format. true true
(ByPropertyName)
DocumentType Specify the format of the report in which report should true true
be sent over e-mail. The valid formats are PDF and (ByPropertyName)
(CSV. Add the comma separator if both the formats are
needed.
FromEmail Specify the e-mail address from which the report has to  [false true
be sent. (ByPropertyName)
Recipients Specify the e-mail address to send the report. For true true
multiple e-mail ID's, seperate them by comma. (ByPropertyName)
Examples
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Example 1: Creating a daily report schedule.

Add- SmRepor t Schedul e - Name_schedul el - Pl ugin SCO - Schedul eType daily - |
TriggerTime 1:10 - Docunent Type "PDE?CSV‘ -FronEmai | user ®ofrai n. com - Reci pi ents

"user 1®donai n. com user 2®Johai n. co

Thi s exanpl e creates a daiIY schedul e. Pass Schedul eType as 'Daily' ¢
0 be generated every day. The report Wil contain data fo

at which the report needs
l'ast 24 hours.

Example 2: Creating a weekly report schedule.

and enter the Triggf
r

rTi me
he

Add- SnRepor t Schedul e - Nane schedul el - Pl ugin hana -Schedul eType weekly -DayCf TheWeek

§undaX
user 1®&onal h. com user 2Rdonai n. comn

Thi s exanple creates a meeklx schedule for the c
"Weekly', enter DayO TheWek and TrlgPerTlne at
The report wll contain data for the last 7 day
plug-in nane is specified instead of the plug-

stom pl ug-in,
which the sc

For the "Plugin' paraneter
code

Example 3: Creating a monthly report schedule.

Add- SmReport Schedul e - Name schedul el - Pl ugin al

- Schedul eType nDnthIEb_
c

-TriggerTime 1:10 -DocunentTyR$ CSV -FronEnai | user ®onai n. com -

11
"user 1®domai n. com user 2®Jonai n. co

Thi s exanpl e_creates a nunthIY schedul e. Pass Sc
and Trlg?erTlnE to generate the report. |f day
wi Il confain data fromthe last nonth 6th day t
the month 1s selected as 'Last Day', report Wi
specified tinme. For 'Last Day', report wll con

ay of the nonth

edul eType as 'Mnthly',
f the nonth is selecied
6th day of the current
run on"the | ast day of
ain

Day

T
t

-TriggerTine 1;10 -Document Type PDF - FronEmai | user®dlomai n. com - Reci pi ent's

Pass the Schedul eType as
hedul e should run every week.

the tustom

heMont h

ipients

as

ent ,eB DayOf TheMont h

he report

t
month. |f the day of

every nonth at t

e
data from 1st of every nbnth to the |ast
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Add-SmResource

Creates a custom plug-in resource or an Oracle plug-in application volume resource to be protected.

Syntax

Add- SnResour ce - Host Nane <String> - Pl ugi nCode <Pl ugi nCode> [-Credential Nane <String>]
[ <CommonPar anet er s>]

Detailed Description

Creates resource of a given ResourceType, where the resource types supported for a custom plug-
in are specified as part of the plug-in description file or you can create an Oracle plug-in application
volume resource. You can also use the cmdlet to associate storage of type Volume or Qtree or LUN
with given resource. If required, you can also specify custom parameters specific to the resource

along with a Run As account, which can be used by the plug-in to validate credentials to access the

resource.
Parameters
Name Description Required? Pipeline Input Default
Value
HostName The name of the SnapCenter Custom Plug-in or Oracle |true true
Plug-in host. (ByPropertyName)
PluginCode The name of the plug-in associated with the resource true true
you are adding. Possible inputs include SCSQL, SCW, (ByPropertyName)
[SCO, HANA and SCU.
CredentialName false true
(ByPropertyName)
ResourceType The type of application object. This parameter does not [true true
accept any special characters or spaces. For example, (ByPropertyName)
instance, database, or a SAP HANA SingleContainer or
MultipleContainers.
ResourceName The name of the application object. true true
(ByPropertyName)
StorageFootPrint Specifies the storage footprint. You enter the storage true true
footprint using the following format: -StorageFootPrint (ByPropertyName)
[®(®{"VolumeName"="Volume";"StorageSystem"="server"},
[®{"LunPath"="/vol/Volume/
LunPath";"StorageSystem"="server"},
®{"QtreeName"="qtree";"VolumeName"="volume";"StorageSystem"="sefrver"})
MountPoints Specifies the mount point for the resource. false true
(ByPropertyName)
ResourceSettings Specifies the custom resource parameters. You enter false true
ResourceSettings in a hastable using key-value pairs. (ByPropertyName)
For example: -ResourceSettings ®{"Key1" = "Value1";
"Key2" = "Value2"}

62




Name Description Required? Pipeline Input Default
Value
DatabaseName [SAP HANA Database name. true true
(ByPropertyName)
SID This is a SAP HANA database specific parameter. A SAP|true true
HANA system is identified by a unique 3 letter system ID (ByPropertyName)
(SID). For example, ABC.
UserStoreKeys (Comma separated list of SAP HANA database true true
UserStoreKeys. (ByPropertyName)
FileBackupPath Location of the SAP HANA node on which the SAP false true
HANA File-Based Backup is saved. This is required (ByPropertyName)
lwhen EnableFileBackup parameter is set to ?Y?. The
path must start with a forward slash and it cannot contain
* ?\" <> | characters. If the path is not provided, SAP
HANA will use the default path configured on the system.
For example, /hana/shared/{SID}/HDB {INSTANCE_ID}/
backup/data.
FileBackupPrefix Prefix added to the File-Based Backup name. This is false true
required when EnableFileBackup parameter is set to ? (ByPropertyName)
Y?. Use only letters, numbers, and underscores for
the prefix of File-Based Backup name. If prefix is not
provided, default value will be used.
(OSDBUser true true
(ByPropertyName)
TenantDatabaseName This is a SAP HANA database specific parameter. It false true
is the name of the tenant database for SAP HANA (ByPropertyName)
MultiTenant Database Containers resource type.
TenantType This is a SAP HANA database specific parameter. This [true true MultiTenant
specifies the tenant type of SAP HANA MultiTenant (ByPropertyName)
Database Containers. SingleTenant as tenant type is
deprecated.
Examples

Example 1: Adding a resource with a single storage volume

Add- SmResour ce - Host Nanme ' host. exanpl e. com_ - Pl ugi nCode, ' DB2'
- Resour ceNanme DBl- Resour ceTygte Dat abase - St orageFoot Pri nt . .
(®{" Vol umeNane" =" aut oVol 1"; orageSysteni ="vseérver_scauto_prinmary"}) -Instance db2inst3

Thi s exanpl e syntax adds a Resource Type Database of Custom plu n DB2, In this exanple, the

i -i
esource parent type is Instance, which is nmandatory as indi ca?ed by the plug-in descriptor
i

r
file used during Upload- SnPl ugi nPackage.
Pl ugi nNane . DB2
uid : db2i nst 3\ DB1
Par ent Ui d
SmAppFi | es
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SmAppFi | eSt orageG oups : {}

Pl ugi nPar ans : SMCor eCont ract s. SnKeyVal ueCol | ecti on
Mount Pat hs

Last BackupDat e

Last BackupSt at us

| sProtected . Fal se

Nanme . DB1

Type . Dat abase

Id . sccrhel db2. sccore. t est. com DB2\ db2i nst 3\ DB1
Host . sccrhel db2. sccore.test.com
User Nane

Passphr ase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h

| sC one . Fal se

Cl oneLevel 0

Host s

Example 2: Adding a resource with ResourceType instance containing multiple
Storage Type LUNs

Add- SnResour ce - Host Nane ' host . exaerI e.com - Pl ugi nCode -
Resour ceName db2i nst1 Resour ce ¥pe Instance _ostor ageFoot Pr| nt
"Vol unel\lane = ' DB2 RECDB' ; " St or a e steni' ="vserver_scauto_pri nary
" Vol umeNane" =" DB2 NO\IR C DB Na “““ DBZ NONREC1DB"; " 5t or a es enl ="vserver_sTaut o_secondary
ﬁa "Vol umeNane" =" DB2_RECDB" ; " LunNan*e“ =" DBZ RECDB": " St or ageSyst enf = vserver _scauto_prinmaryT}))

Thi s exanpl e syntax adds a resource W|th ResourceType for custom Plug-in DB2. ResourceType
i nstance does” not have parent Resource type

The resource naned db2instl is spread across 3 LUNs of different volunmes of sane
storage system

Pl ugi nNane . DB2
Ui d : db2instl
Par ent Ui d
SmAppFi | es :
SmAppFi | eSt orageG oups : {, , }
Pl ugi nPar ans : SMCor eContract s. SnKeyVal ueCol | ecti on
Mount Pat hs :

Last BackupDat e
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Last BackupSt at us

| sProtected Fal se

Name db2inst1

Type I nstance

Id sccrhel db2. sccore. test. com DB2\ db2i nst 1
Host sccrhel db2. sccore. test.com
User Nane

Passphrase

Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h

I sCl one Fal se

Cl onelLevel 0

Host s

Example 3: Adding a resource with storage type qtree

Add- SmResour ce - Host Nane ' sccorel i nux188. sccore.test.com_-PluginCode 'DB2' -
Resour ceNane Dom noAut oDat abase - ResourceType Database - StorageFootPrint (@["QIREENAME
rnls{l\éﬁggolrxls%tree ;"Vol uneName" ="1 nventory_vol "; " St orageSystem' ="vserver_scauto_prinary"})

Thits exanpl e syntax adds a resource type of Database for custom plug-in DB2, hosting data on
gtree.

Cmdl et Qutput: Successfully added the follow ng resource
Pl ugi nNane DummyPl ugi n
Ui d I NST\ Doni noAut oDat abase
Par ent Ui d
SmAppFi | es

SmAppFi | eSt or ageG oups :

Pl ugi nPar ans
Mount Pat hs

Last BackupDat e
Last BackupsSt at us
| sProtected

Nanme

{1
SMCor eCont r act s. SnKeyVal ueCol | ecti on

Fal se
Domi noAut oDat abase
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Type

Id

ut oDat abase
Host

User Nane
Passphr ase
Del et ed
Aut h

| s one

Cl oneLevel
Host s

Dat abase
sccorel i nux188. sccore. test. com DummyPl ugi n\ | NST\ Dom noA

sccorel i nux188. sccore. test.com

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

Example 4: Adding a resource that includes a LUN inside a qtree

Add- SnResour ce - Host Nane "10.236. 164. 10"
ResourceTy e instance -ResourceNan‘e m xedr es
esystem ="10. 232. 206. 5"
storagesystem

stora
\Iun|n5|deq

Th| (S exaerI e adds a resource with customplug-in resource type that

qtre

Pl ugi nNane

ree'

hana
Ui d
Parent Ui d
SmAppFi | es

SmAppFi | eSt or ageG oups :

Pl ugi nPar anms
Mount Pat hs
Last BackupDat e
Last BackupsSt at us
| sProtected
Nanme

Type

Id

Host

User Nane
Passphrase

Del et ed

-Pl ugl nCode ha

St or ageFoot Pr|

"vol une nane
10. 232. 206

-¢-4

nt
q orages stem ="10.232.206.5";"vol u
me

v urTe a dunmmyvol 4"; " gt reenane" =" qt reeinsid

includes a LUN inside a

{3
SMCor eCont r act s. SnKeyVal ueCol | ecti on

Fal se

m xedr es

I nstance

sccrhel db2. sccore. test. com hana\ A12
sccrhel db2. sccore. test.com

Fal se
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Aut h : SMCor eContracts. SmAut h

I sC one . Fal se
Cl oneLevel 0
Host s

Example 5: Adding a SAP HANA database of SingleContainer type

Add SmResour ce —Host Name n'va 563 gdl . engl ab. net app coni -P|luginCode 'hana' -SID
H14' - Dat abase al 47" “Resour ceB%Re al eCont al ner - St orageFoot Pri nt
(" Vol un‘eNan‘e“ ta R808267D015Vl NFS_H14 SC 10 29_37 43“,“8 orageSyst ent ="10. 232. 206. 133"})

-User St or eKeys ' KEYO1l' - (OSDBUser ' SYSTE!

Thi s exanpl e syntax adds the Singl eContainer resource type with specific SID and dat abase
name.

Successful |y added the follow ng resource

Pl ugi nNane . hana

Ui d . Hi4

Par ent Ui d

SmAppFi | es :

SmAppFi | eSt orageG oups : {}

Pl ugi nPar ans : SMCor eCont ract s. SnKeyVal ueCol | ecti on
Mount Pat hs

pl ugi nConfi guration : SMCor eCont r act s. SnSCSAPHANAResour cePar anet er s
Aut oDi scover ed . Fal se

| sSel ect abl e : True

| sAut hent i cat ed . Fal se

I sProtected . Fal se

Repl i cat i onEnabl ed . Fal se

Last BackupDat e
Last BackupsSt at us

| sW ndowsResour ce . Fal se

Name : Manual _H14

Type . Singl eCont ai ner

Id : nva-s63. gdl . engl ab. net app. coml hana\ H14
Host : mva-s63. gdl . engl ab. net app. com
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User Name
Passphrase :
Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

NsnCbj ect | D 0

Si zeOF Smbj ect

Example 6: Adding a SAP HANA Multitenant Database Container resource type

Add- SmResour ce - Host Nane ' schana02. gdl . engl ab. net apP. coml - Pl ugi nCode .
""hana’ - Dat abaseNapne MDC - ResourceType | tipleContainers -StorageFootPrint
( "Vol uneNane" ="hana_dat a2"; " St or ageSyst em' =" st or age_adni I”\lm_%} -sid 'MIl' -tenanttype

"Mul ti Tenant’® -userstorekeys ' USKMri~ -tenant dat abasénane ' ' " ~osdbuser 'root

Thi s exanpl e adds a HANA Mul ti Tenant Dat abase Contai ner resource with MiltiTenant tenant
type. Tenant database nanes will be detected during backup operations.

WARNI NG Tenant Dat abaseNane paraneter is now deprecated for Milti Tenant database resource,
the paraneter wll be ignored and auto discovered internally.

Successful |y added the followi ng resource

Pl ugi nNane : hana

Ui d : MDC\ M1

Par ent Ui d

SmAppFi | es :

SmAppFi | eSt orageG oups : {}

Pl ugi nPar ans : SMCor eContract s. SnKeyVal ueCol | ecti on

Mount Pat hs

pl ugi nConfi guration : SMCor eCont r act s. SnWSCSAPHANAResour cePar anet er s
Aut oDi scover ed . Fal se

| sSel ect abl e : True
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| sAut hent i cat ed . Fal se
Last BackupDat e
Last BackupSt at us

| sProtected . Fal se

| sSW ndowsResour ce . Fal se

Name . MDC

Type : Ml tipl eContai ners

Id : schana02. gdl . engl ab. net app. com hana\ MDC\ MI'1
Host . schana02. gdl . engl ab. net app. com
User Nane

Passphrase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h

I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

NsnmCbj ect | D 0

Si zeOF Smbj ect

Example 7: Adding an Oracle Application Volume Resource with a volume,lun and
qtree
Add- SnResour ce - Host Nanme ' R8092776CF4V1. HNK2. comi - Pl ugi nCode ' SCO - Resour ceNane appVol -

St or ageFoot Pri nt
(&

Th{s exanpl e adds an Oracle Application Volunme Resource which contains a volune, lun, and
gtree.

Ui d . appVol
SmAppFi | eSt orageGroups : {, , }
| sProtected . Fal se
Last BackupDat e
Last BackupSt at us
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Name . appVol

Type : Application Vol une

Id : R8092776CF4V1. HNK2. com appVol
Host : R8092776CF4V1. HNK2. com
User Nane

Passphr ase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| s one . Fal se

Cl oneLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

Nsmbj ect | D 0

Si zeOF Snbj ect

Example 8: Adding an Oracle Application Volume Resource with a single lun

Add- SrResour ce - Host Name ' R8092776CF4V1. HNK2. com - Pl ugi nCode
- Resour ceName appVol Lun - St or ageFoot Pri nt
® " Vol uneName" ="vol _test2";"LunNane"="| un_t est 1"; " St or ageSyst enf =" 10. 232. 206. 165"}

This exanpl e adds an Oracle Application Vol ume Resource which contains a single |lun

uid : appVol Lun
SmAppFi | eSt orageG oups : {, , }
| sProtected . Fal se
Last BackupDat e
Last BackupsSt at us

Nane : appVol Lun

Type : Application Vol une

Id : R8092776CF4V1. HNK2. com appVol Lun
Host : R8092776CF4V1. HNK2. com

User Nane

Passphrase :

Del et ed . Fal se
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Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key :

Nsnbj ect | D 0

Si zeOr Snmbj ect :
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Add-SmResourceGroup

Adds a resource group to SnapCenter.

Syntax

Add- SnResour ceG oup L-Archi vedLocat ors <Hashtabl e[]>] -ResourceG oupNane <Stri ng> {-

BackupServers <SnBackupServer>] -Plugi nCode <Pl uginCode> [-Enabl eEnail] [-Email Preference
<Smknmi | Noti ficationPreference>] [-islnternal [<Bool ean>]] [<CommonPar aret ers>]

Detailed Description

Creates a new resource group. You can specify policies, schedules, verification schedules, and
resources to be associated with the resource group.

Parameters
Name Description Required? Pipeline Input Default
Value
JArchivedLocators Specifies in a hashtable the secondary storage false true
system details for each unique primary storage (ByPropertyName)
system resource in the resource group. For example: -
IArchivedLocators ®{Primary="my_vs1:my_vol_iscsi";
Secondary="my_vs1:my_vol_iscsi SECONDARY"}
ResourceGroupName Specifies the name of the resource group that you want |true true
create. (ByPropertyName)
BackupServers false true
(ByPropertyName)
PluginCode Specifies the plug-in code of the host for which you true true
are creating a backup resource group. Valid values are (ByPropertyName)
[SCSQL, SCW, and SCO.
EnableEmail Specifies whether to enable or disable email. false false
EmailPreference Specifies when you will receive e-mail notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
isInternal false true
(ByPropertyName)
Resources Specifies the list of resources to be associated with true true
the resource group. You must provide the resource (ByPropertyName)
information in a hashtable, and it must contain the
resource name and type, and the host on which it is
located. For example, ®{"Host"="localhost";"Type"="SQL
Database";"Names"="Instance\Database"} For instance-
level backup ®{"Host"="localhost";"Type"="SQL
Instance";"Names"="Instance"} For availability
group backup ®{"Host"="localhost";"Type"="SQL
[Availability Group";"Names"="AG1"} For custom plug-in
[®{"Host"="sccorelinux61.sccore.test.com"”;"Uid"="inst1\dbj1"}
Valid Type values are: SQL Database, SQL Instance,
SQL Availability Group. You can include comma-
separated values for Names. For Oracle Database,
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Name Description Required? Pipeline Input Default
Value
the format is ®{"Host"="host.example.com";"Oracle
Database"="db1,db2,.."}. For Oracle Application Volume,
the format is ®{"Host"="host.example.com";"Application
'olume"="appVol1,appVol2,.."}.
Description Specifies an optional description for the new resource  [false true
group. (ByPropertyName)
Tag Enables you to apply a unique tag to help identify the false true
resource group. (ByPropertyName)
Policies Specifies the list of policies associated with the resource |[false true
group. Multiple policies can be added as a comma- (ByPropertyName)
separated list.
[SchedulerCredentialName false true
(ByPropertyName)
[Schedulerlnstance Specifies the SQL Server Instance where the schedule is|false true
created and managed. This is mandatory if the policy has| (ByPropertyName)
SQL scheduler enabled.
erificationServers Specifies the list of verification servers to be associated |[false true
with the resource group. Multiple verification servers can (ByPropertyName)
be added as a comma-separated list. This parameter
is only required when you want to verify backups for
[SnapCenter Plug-in for Microsoft SQL Server resource
[groups.
[CustomSnapshotFormat Specifies that you want to use a custom Snapshot false true
copy naming format. By default, a timestamp is (ByPropertyName)
appended to the Snapshot copy name. Valid values for
[CustomSnapshotFormat are : $ResourceGroup, $Policy,
$HostName, $ScheduleType, $CustomText
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
DeleteBackupForDetachPolicies false true
(ByPropertyName)
Schedules Specifies the schedule parameters to be used in the false true
resource group. Schedule parameters can include (ByPropertyName)
the policy name, schedule type, schedule start and
lend times. You can specify multiple schedules in
a comma-separated list, for example: -Schedules
®{"PolicyName"="BackupPolicy";"Schedule Type"="OneTime"},
®{"PolicyName"="BackupPolicy";"Schedule Type"="Hourly";"StartTime"=['
05/27/2016 6:13 PM";"EndTime"="05/27/2016 6:30 PM"}
SchedulerType Specifies the scheduler type. Possible values are false true
\Windows, SQL, None. (ByPropertyName)
erificationSchedules Specifies the verification schedules you want to add false true
to the resource. The verification schedule includes (ByPropertyName)
the following parameters: "VerificationType" which
defines if and when verification is performed. The
following values are available: VERIFY_SCHEDULED
ERIFY_AFTER_BACKUP NONE "ScheduleType"
represents the schedule type for the verification.
"BackupScheduleType" represents the schedule type for
the backup -VerificationServers "WIN-DVGQDI73QR6"
needs to be provided in the above command if we are
creating verification enabled resource group for SCSQL
plugin.
BackupArchiveLogsAfterRecent  |This option is only valid for SCO plugin code. Specifies |[false true
MissingOne that you want to backup archive log files, which are (ByPropertyName)

created after the most recent missing archive log files

and ignore the files created prior to it. If this option is not
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Name Description Required? Pipeline Input Default
Value
specified, then all archive log files except the missing
larchive log files are be backed up.
ExcludeArchiveLogPathsFrom This option is only valid for SCO plugin code. Specifies [false true
Backup the archive log destinations to be excluded from backup. (ByPropertyName)
IArchive log files present in the specified destinations
will be excluded during log backup. Multiple entries can
be specified using comma separated list. For example:
-ExcludeArchiveLogPathsFromBackup ‘'/arch/logs/on/
local/disk1, /arch/logs/on/local/disk2'.
(ConsistencyGroupSnapshot false true
(ByPropertyName)
ConsistencyGroupWaflSync false true
(ByPropertyName)
ConsistencyGroupTimeOut false true
(ByPropertyName)
[SnapShotCreateCommand false true
(ByPropertyName)
UseFileSystemConsistent Specifies that you want to use file system consistent false true
[Snapshot Snapshot copy. (ByPropertyName)
UseSnapcenterWithoutFileSystem false true
Consistency (ByPropertyName)
PreAppQuiesceCmd false true
(ByPropertyName)
PostAppQuiesceCmd false true
(ByPropertyName)
IAppQuiesceCmd false true
(ByPropertyName)
[AppUnQuiesceCmd false true
(ByPropertyName)
PreAppUnQuiesceCmd false true
(ByPropertyName)
PostAppUnQuiesceCmd false true
(ByPropertyName)
PreExitCmd false true
(ByPropertyName)
PreSnapshotCmd false true
(ByPropertyName)
PostSnapshotCmd false true
(ByPropertyName)
|ApplgnoreError false true
(ByPropertyName)
UseExternalSnapShot false true
(ByPropertyName)
ExternalSnapshotRegex false true
(ByPropertyName)
ConfigParams false true
(ByPropertyName)
EmailBody Specifies the body of the email. false true
(ByPropertyName)
EmailFrom Specifies the sender's email address. true true
(ByPropertyName)
EmailTo Specifies the recipient's email address. true true
(ByPropertyName)
EmailSubject Specifies the subject of the email. true true
(ByPropertyName)
EnableEmailAttachment false true
(ByPropertyName)
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Examples

Example 1: Creating a new resource group

Add- SResour ceG oup - Resour ceG oupNamre DS26 - Pl ugi nCode SMSQL - POI|C| es BackupPolicy -
Resources @®{"Hos t‘ ="host . exanpl e. cont'; " Type"="SQL Dat abase";™ Nanes" =" NB- M\VA- 054\ hewdb" }

-Description test -CustonBnapShot Fomat abc - Custonifext test -Schedul er RunAsNane

adm n
- Schedu Ies ®{ P yName" =" BackupPol i ¢ Schedul eT pe“ =" OneTi ne 5
" PO|IC Na v g}: P 8 g 3“Schedul eType" =" urly“"‘ Start '=" 05/ 27/ 016 6:13
i me" ="

- Schedul er Type W ndows

Thi s exanpl e syntax creates a new resource group.

Example 2: Adding a resource group for custom plugin with consistency group
Snapshot copy enabled

Add- SmResour ceG oup - Resour ceGr oupNane ' Resour ce@oup With GG -Resources
"Host " ="sccorel  nux6l. sccore.test.conm'; "U d"="inst 1\ dbl1"}, ® " Host"="sccorel i nux6l, sccore.test.
oI icles grl margonl y -consi stencygr oupsnapshot 1- usesnapcent erw t hout fi | esyst entonsi st ency
-p ugi ncode

Thi s exanpl e syntax creates a resource group of two DB2 databases with Consistency G oup
Snapshot copi es enabl ed.

Example 3: Creating a resource group with scheduled verification

Add- SmResour ceGr oup, - Resour ceG oupNane DSZG -Plu | nCode SMSQ. -Policjes BackupPoI icy

- Resaur ces "Host " =“host exanpl e. conl'; " Type" =" Dat abase™; " Nanes" =" NB- MV,
DEV054\ newdb" Descrl ption tes OJstonSnapShot Fomat abc -OJstomText test -
Schedul er RunAsName adm n -Schedul es ®& " Pol i cyNanme"="BackupPolicy"; 3[13_ ="OneTi me"},

"Pol i cyNanme" =" ckuPPoI i g " Schedul eTyPIe ="Hour | y" artTi e »e 05/ 27/ 2016 13

PM': "EndTi me"="" 05/27/ 2016 30 PM "} - edul er Type Wndows Ver| ficatli onSchedu

®F ?gckupScritzedul eTyEe = Hoyr_]‘gs, lIZJ)Ie % (Ged4ackupCoun 17 "Verificati onType" = VERI FY SCHEDULED" ; " V
; I ®g BackupScheduI eType“ =" 2D%i !]yl ; “lGDe%ezr edBackupCount "="2";"VerificationType"="VERl FY_SCHEDULED

u ="25-Jul -

PM'; ant hof TheYear “““ Ma\r ch ' Daysof t hehMbnt h“ =“ 15"} -ArchivedLocators

®(Primary="t est vserver: vol ash est"; Secondar y=" t}est_vserver:test_vserver_vol _ash_test_vault"}

Thi s exanpl e syntax creates a new resource group with verification.

Example 4: Creating a resource group with scheduled verification and verification
after backup

Add- SmResour ce@ oup, - Resour ceGroupNane RG27 - Pl ugi nCode SCO - Pol i
- Resour ces "Host " =" host . exanpl e. cont'; "Or acl e t abase" =" newd
test - Custo napShot Forrat abc - Cust omrext test - Schedul er RunAs
"Pol i cyName! =" Back upPo icy"; " Schedul eType“ ="Weekl "DaysOf The
PO|IC Nanme" =" BackupPol i cy": " Schedul eType" ="Mbont h yh TG artTime"=" 05/27/2 l 6 13
"EndTi me"="05/27/2016. 6730 PM ; ant sof Thevear " 2" Malrch Daysofthernt h™="2"} "
Sch dul’er Type W ndows - er|f| cati onSche

® " Backup hedul eType" =" Weekl y"; DeferredBackupCount "1";"VerificationType"="VER FY_SCHEDULED";
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JuI 42:12 PM'; " EndTi me"="25-Jul - 16 6:42: 12

Thi s exanpl e syntax creates a new resource group With schedul ed verification and verification
af ter backup.

Example 5: Adding an Always On availability group

Add- SpResour ceG oup - Resour eGrou Nan‘e AG Prod - Resources Host rrg 1 Type“ =" SQ_

Avai l abi ity Goup"; "Nanes"=" I - Pl ugi nCo I|C|es

Schedul es_®& " Pol i cyNanme" =" SQL Dal I Schedul eType“ =" Dai | y";"Start 10/ 28/ 2017 6:13
M"; "EndTi me"=""}" - schedul er Type Q_ Schedul erlnstance SQ.1

Thi s exanpl e syntax adds an Always On availability group named AG Prod to a SnapCenter
resource group.

Example 6: Adding a resource group for HANA plugin

Add- SmResour ceGroup - Resour ceGr ouPName 43RGH7' - Resources . o
NAPO“_Iz‘(‘:schanaO . gdl . engl ab. net app. cont'; "Ui d"="MDC\ R57"} -pl ugi ncode ' hana' -Policies

Thi s exanpl e adds a resource group for HANA plug-in.

Tag :
ByPassRunAs . Fal se

Configuration : SMCor eContracts. SnConfi gurati on
CreationTi me : 02-Cct-19 21:38:06

Cust onSnapshot For mat

Cust onext

Descri ption

Enwi | Body

Enai | From :

Enwi | Noti ficationPreference :

Emai | SMTPSer ver

Emai | Subj ect

Enai | To

Enabl eAsupOnFai | ure

Enabl eEnwi |

Enabl eSysLog :

Host Resour ceMapi ng {}

6: :
} ®{ BackupSchedul eType” =" Nont hl y"; " Def er r edBackupCount “ =" 2"; " Veri fi cati onType" =" VERI FY_AFTER B
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| sCust onSnapshot

Last BackupsSt at us

Mai nt enanceSt at us
Modi fi cationTi ne

Pl ugi nProt ecti onG oupTypes
Pol i ci es

Pr ot ecti onG oupType
Schedul er SQLI nst ance
Sear chResour ces
VerificationServer
VerificationServerlnfo
Nanme

Type

Id

Host

User Nane

Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane

Resour ceG oupNanes
Pol i cyNanes

Key

Nsnbj ect | D

Si zeOrF Snmbj ect

Producti on
02-Cct-19 21:38:06
{ hana}

{}
Backup

Fal se

SMCor eContracts. Sn\Veri fi cati onServerlnfo
43RG57

G oup

1

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

{}

Example 6: Creating a resource group and attaching hourly backup policy

Add- SmResour ceGr oup - ResourceQ ougl\lame Resour ceG oupl -Description
test Reso rces "="C226030161613- 1" ¥%2
Dat a ! "="C226030161613- 1\ NAMEDI NSTl 2603 161613 1 SDNL 1"}
- PoI i CI es Ful | _Backup_Log_Backup_ W ndows hedul e_PoI i cy 515,
-schedul ertype™ Wndows' "=l ugl ncode - sched
og Backup W _Ver _Pol | cy 09959383“ ;"Start Ti me"="05/21/2019

@[ " Pol i cyNaire" =" Hour |y _Ful
7. 54 PM ;" EndTi me” =" 057721/ 2

Example 7: Creating a resource group and attaching daily backup policy

Add- SnResourceGrog ResourceGro
ackuPI ResourceG oup with Full
edul e’ -Resources "Ho

", "Names" =" C22603016161
-Policies Ful'l _Backup_Log_Backu

upNanme Resour
and Iog back
"="C22603016
1\ NAVEDI QIST

t
3-
p_
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schedul eri nst ance 0226030161613 1\ NAMEDI NST1' - pl ugi ncode -
schedul errunasnane ' Dorral nRunAs 4615264' -schedul ertype 'S chedul es

%‘ Pol i cyNane" =" Dai | Lo Backu Wth Ver Poli cy_0995 383“"‘ StartTi n‘e“ ="05/21/2019 8:09
P "EndTi me”="05/ 21 2019 9:187PM'; hedureType”="DailTy"; "daysinterval "="1"}

Example 8: Creating a resource group and attaching weekly backup policy

Add- SmResour ceG oup - Resour ceG oupNane Resour ceG oupl -Description
Backup ResourceGoup with Full ‘and | og backu8 olicy wth hourl)é
w ndows schedul e’ -Resources "Host " ="C226030161613-1"; " T)épe ="SQL
Dat abase"; " Nanes" =" C226030161613- 1\ NAMEDI NST1\ C226030161613 1 SDM__ 1"}
-Policies Full _Backup Log Backup_ W ndows_Schedul e_Policy 54615264
-schedul ertype W ndows' -PI ugi ncode ' SCSQ' -schedul es
% Pol |c¥_ me" =" V\eeklg Ful | _Backup Wth Ver Policy 09959383":"Start Ti me"="05/21/ 2019 8:24
I me"="05/21/2019 8741 PM ;" Schedul eType" ="Weekl y"; baysO‘ TheWeek" =" Tuesday"}

Example 9: Creating a resource group and attaching monthly backup policy

Add- SmResour ceG oup - Resour ceG oupNane Resour ceG oupl -Description
Backup Resour ce( oup with Full and Iog backu8 olicy wth hourl)é

w ndows schedul e’ -Resources "Host " ="C226030161613-1"; T)épe QL

Dat abase"; " Nanes" “C2260301616 3- 1\ NAMVEDI NST1\ C22603016161 SDM._ 1"}

-Policies Full Backup_Lo Backup_W ndows _Schedul e_Pol i cy_ 546515264

-schedul ertype PI ugl ncode SCSQ@.' -schedul es

% O|EI8 Nane" 8%/Pnt 6 Ful | ackup W th_Ver_Policy_09959383";"Start Ti ne"="05/21/ 2019 8:51
ndTi ng"
' Schedul eType = an th ; ant hsOf TheYear " =" May, June"; "daysCOf TheMbnt h" =" 21, 26, 16"}

Example 10: Creating a new resource group in SCE plugin

Add- SmResour ceG oup - Resour ceGr

oupNanme RGNane -Description test -Policies
BackupPpI I cy -backupservers p
& I

u
I'i caServers -pI ugi ncode SCE - Resources

pe" =" S\r/:g O}?nter lug-in for Mcrosoft Exchange
omt

'="host . exanpl e. conf'; "
i ne

Server "Nanes"="host . exanpl e

Example 11: Creating a new resource group for Oracle Plug-in

Add- SnResour -Resour ceG oupNane ' mi xedRG - Resour ces

Q" Ho = R80 8EA03V1 HNK2 cont. "(racle

Dat abase" =" DB11, BLi2 @ " Host " ="R8092776CF4V1. HNK2. cont'; AppLicat i on

Vol un‘e“ 2 ap Voi 1, appVol 2*}) -pI ug| ncode "SCO -Policies tes

Thi s exanpl e synt x creates a new resource group for Oracle Plug-in containing database and
application volu resources.

Example 12: Creating a new resource group for Oracle Plug-in

ourcex oug
="R809277
s 'testPol

Add- SnRes
" Host
-Policie

ResourceGo%Nane appVol RG - Resour ces
CF4V1. HNK2. co Appl |cat| on Vol une"="appVol 1, appVol 2"} -pl ugi ncode ' SCO
icy'

Thi s exanpl e syntax creates a new resource group for Oracle Plug-in with only application
vol une resources.
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Add-SmResourceToUser

Adds resources to an existing user.

Syntax

- Resour ceType

Add- SmResour ceToUser - User Nal - ResourceNanes <Stri %ﬂ
j ect Type>]

me <String> [
<Qper at 1 gnAssi gnnent Type> [ - User G oupObj ect Type <Snisser Gr oup
[ <CommonPar anet er s>]

Detailed Description

Adds resources to an existing user. The resources can be a resource group, credential, host, policy,
storage connection or plug-in.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Name of the domain\user. true true
(ByPropertyName)
ResourceNames Name of the resources to be assigned. You canuse a |[false true
comma to separate multiple resources. (ByPropertyName)
ResourceType The type of resource being added to the user. Possible  [true true
values are Credential, StorageConnection, Policy, Plugin, (ByPropertyName)
Host, and ResourceGroup.
UserGroupObjectType Specifies that the domain\username to which you are false true
ladding a resource is a group. (ByPropertyName)
Examples

Example 1: Adding a host resource to an user

Add- SmResour ceToUser - User Nane sddev\ admi ni strator -ResourceNanes cl ab-
al3-13. sddev. myconpany. com - Resour ceType Host

Thi s exanpl e syntax assigns a host resource to the user.

Example 2: Adding a resource group to an user

Add- SmResour ceToUser - User Name sddev\ admi ni strator -ResourceNanmes Fi nanceResourceG oup -
Resour ceType ResourceG oup

Thi s exanpl e syntax assigns the Fi nanceResourceG oup resource group to the sddev
\'adm ni strator” user.
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Example 3: Adding an credential to an user

A(éq—(?nR?,solurceToUser - User Name sddev\ admi ni strator -ResourceNanes Cred_1 - ResourceType
edenti a

Thi s exanpl e syntax assigns the Cred_1 credential resource to the sddev\adm nistrator user.

Example 4: Adding a policy to an user

Ang-_SrrResourceToUser - User Name sddev\ admi ni strator - ResourceNanmes testPol -ResourceType
ol i cy

Thi s exanpl e syntax assigns the testPol policy resource to the sddev\adm nistrator user.

Example 5: Adding a storage connection to an user

Add- SmResour ceToUser - User Nane sddev\ admi ni strator -ResourceNanmes svnil - ResourceType
St or ageConnecti on

Thi s exanpl e syntax assigns the svml storage connection resource to the sddev\adm nistrator
user.

Example 6: Adding all the resources to an user

Add- SnResour ceToUser -User Nane sddev\ admi ni strator -ResourceType All

Thi s exanpl e syntax assigns all the resources to the sddev\adm nistrator user.
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Add-SmServer

Adds the SC server to the High Availability cluster

Syntax

Add- Snerver -Credenti al (
Cl eanUpSecondaryServer [<String>]

al >

<PSCr edent i [-
] [ <ConmonPar anet er s>]

Detailed Description

Server Name [<String>]]

-Server| P <String> [-

Adds the given SC server to the existing High Availability cluster as secondary node. SnapCenter
repository data from primary server will be replicated to the secondary server for HA.

Parameters
Name Description Required? Pipeline Input Default
Value
Credential Provides domain user credentials for the user to setup  |true true
High Availability cluster configuration. (ByPropertyName)

ServerName [Secondary SC server name. false false
ServerlP Secondary SC server IP Address. true false
(CleanUpSecondaryServer Specifies whether to cleanup secondary server. The false false

value is either True or False.

Examples

Example 1: Adding SnapCenter Server to High Availability cluster

Add- SnServer -Credenti al

sddev\ admi ni strator -Serverl P 10.225.231. 149

Thi s exanpl e Adds SnapCenter Server to Hi gh Availability cluster.

Narme Addi ng SC Server 10.225.231.149 to High Availability cluster
I d 105
StartTi me 9/ 10/ 2019 4:11:38 AM
EndTi ne :
I sCancel | abl e . Fal se
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' Get - SmJobSunmar yReport

| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Moni tor the res
PL98hra

S

of
105

Fal se
Fal se
True
Fal se

Runni ng

None
{1

38

NONE
NONE

{}

,job 105 in the Job Mnitor page or by running the cndlet:
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Add-SmServerCluster

Creates the High Availability cluster configuration on the SnapCenter Server.

Syntax

Add- SnServer Cl uster -Credential <PSCredenti al > L ClusterNanme [<String>]] -ClusterlP <String>
-PrimarySCServer| P <String> [ <CormonPar anet er s>]

Detailed Description

Creates High Availability cluster configuration on the SnapCenter Server with the given cluster IP
Address. Routing from the cluster URL to SC server(s) should be configured in the Load balancing
tool. For the SC Server given IP Address will be included in the HA configuration, if the SC server
has more than one IP Address then choose the one that you want to use for HA configuration and
ensure the same IP Address is configured in the load balancing tool.

Parameters

Name Description Required? Pipeline Input Default

Value
Credential Provides domain user credentials for the user to setup  |true true
High Availability cluster configuration. (ByPropertyName)

ClusterName F5 cluster name. false false
ClusterIP F5 Cluster IP Address. true false
PrimarySCServerlP Primary SC Server IP Address. true false
Examples

Example 1: Creating High Availability cluster configuration on the SnapCenter Server

Add- Snerverd uster -Cre F n

mnistrator -Custerl P 10.235.236. 190 - d ust er Nane
f5pool - PrimarySCServer 3

o~

ent i
P1

This exanple creates the H gh Availability cluster configuration on the SnapCenter Server.

Name : Configure High Availability for SnapCenter Server

83



Id

StartTi me
EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

21
9/ 3/2019 5:25:10 AM

Fal se
Fal se
Fal se
True
Fal se
0

Runni ng

None
{1

38

NONE
NONE

{}
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Add-SmStorageConnection

Creates a new storage system connection.

Syntax

Add- Sp5t or ageConnect j on BStorageJ <String> [[_—Port <Ul nt 16>] {-Prot ocol ] <Connect Protocol >
[[-Tineout] <Int32>] [-Credentia <PSCredential > [[-Preferred! P] <Str|nf;>1 [[-

Di sabl eAsupOnFai lure]] [[-Disabl eSysLog]] [-Type <StorageSystemlype> -PratfornType

<Stri n?>£ - Net AﬁpAccount Nane <String> -Credential Nanme <Stri ng ] [-Credentialld

<bi gi nt (20)>] [-ResourceG oup <String> -I'sSecondary] [ <ConmmonPar aret er s>|

Detailed Description

Creates a new storage system connection. You must create your storage system connection in
advance of performing any provisioning or data protection jobs.

Parameters
Name Description Required? Pipeline Input Default
Value
Storage true true
(ByPropertyName)
Port Specifies the port for the storage system connection. 80 |[false true
is the default port for HTTP and 443 is the default port for (ByPropertyName)
HTTPS.
Protocol Specifies the communication protocol you want to use to |true true
connect to the storage system. Valid values are: HTTP (ByPropertyName)
and HTTPS.
Timeout Specifies the storage system connection timeout in false true 60
seconds. The default timeout is 60 seconds. However, (ByPropertyName)
in a scaled environment, increasing the timeout to 300
seconds is recommended.
Credential Specifies the storage system credentials. You must have [true true
created valid storage system credentials in advance. (ByPropertyName)
PreferredIP Specifies the preferred IP address for the storage system|false true
management or data LIF IP address. (ByPropertyName)
DisableAsupOnFailure Disables Auto Support in case of any failure. false true
(ByPropertyName)
DisableSysLog Disables system log. false true
(ByPropertyName)
Type Specifies the type of storage being added. Valid value  |[false true
are DataOntap and AzureNetAppAccount. (ByPropertyName)
NetAppAccountName Specifies the Azure NetApp Account Name. false true
(ByPropertyName)
CredentialName Specifies Azure NetApp Credential name. false true
(ByPropertyName)
Credentialld Specifies Azure NetApp Credential ID. false true
(ByPropertyName)
ResourceGroup Specifies resource group. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

PlatformType This optional parameter specifies the SVM platform type |[false true

for licensing purposes. Possible values are Hardware (ByPropertyName)

and Software. Hardware indicates that you are using a

FAS or All Flash FAS plaform. Software indicates that

you are using ONTAP Cloud or ONTAP Select. If you

specify Type as ONTAP SVM as the storage connection

type, and you do not specify PlatformType, the default

value is set to Hardware.
IsSecondary false true

(ByPropertyName)

Examples

Example 1: Creating a new storage system connection

Add- St or ageConnecti on - SVM neeraj _vsl - Protocol

Htt ps -Ti meout 60

Thi s exanpl e syntax creates a new storage system connection.

cndl et Add- Snt or ageConnecti on at conmand pi peline position 1

PST 2014

Supply values for the follow ng paraneters:

(Type !'? for
Credenti al

Hel p.)

User Nane

Passwor d

Port

Transport Type

Modi fyTi ne

Mode

Ont api Maj or Ver si on
Ont api M nor Ver si on
Ver si on

St or ageSyst enOSType :

Passphrase
Id
Ti meout

443
Ht t ps
1/1/0001 12: 00: 00 AM

Net App Rel ease 8. 2. 1RC2X9 C uster - Mde:

Dat aOnt ap

60

Mon Jan 13 09: 30: 32
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Uui d

Oper at i onCont ext

Pr ef err edl pAddr ess

Al'i ases . {neeraj _vsl-nt, neeraj_vsl}

Sl PAddr esses : {SMCor eContracts. Sml PAddr ess, SMCoreContracts. Sl PAddr ess,
SMCor eCont r act s. Sl PAddr ess,

SMCor eCont ract s. Sml PAddress. . .}

| PAddr esses o {172.17.124. 165, 172.17.124.165, 172.17.124. 165,
172.17.124.165. ..}

Nanme © test_vsl

| sResol ved : True

Isvalid . True

Identity : test_vsl

Example 2: Creating a new Azure NetApp Account using credential name

Add- S5t or ageConnecti on - Type _Azur eNet AppAccount - Net AppAccount Name "azur eNet appAccount 1" -
Credenti al Nane " AzureCredl” - ResourceG oup "azure_rgl"

Thi s exanpl e syntax creates a new Azure Net App Account using credential nane.

Example 3: Creating a new Azure NetApp Account using credential ID

Add- S5t or ageConnecti on - Type Azur eNet A;prccount - Net AppAccount Nane "azur eNet appAccount 1"
Credentialld 1 -ResourceG oup "azure_rgl”

Thi s exanpl e syntax creates a new Azure Net App Account using credential ID.
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Add-SmUser

Adds AD users or local workgroup users to SnapCenter.
Syntax
Add- SnUser -User Nane <SnBtring> [-Donain <String>] -RoleNanes <Snftring> [ <ConmpnPar anet er s>]

Detailed Description

Adds Active Directory users or local workgroup users to SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Single user or list of users belonging to the same domain [true true
or workgroup. (ByPropertyName)
Domain Domain to which the user belongs to. Workgroup users [false true
should skip this parameter. (ByPropertyName)
RoleNames Single or list of existing pre-canned or custom roles to  |true true
lwhich the user should be added to. At least one role (ByPropertyName)
should be specified while adding the user.
Examples

Example 1: Adding a single user

Add- SmUser - User Nanme userl - Rol eNanes rol el, rol e2 -Donmai n domai nl

Example 2: Adding multiple users of the same domain

Add- SmUser - User Name userl, user2 -Rol eNanes rol el -Domai n domai nl

Example 3: Adding workgroup user

Add- SmUser - User Name Local User1l - Rol eNanes rol el
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Add-SmUserToRole

Adds a user to a role.

Syntax

Add- SnmiUser ToRol e - User Nane <Snftring> -Rol eNane <String> [-Donain <String>]

[ <CommonPar anet er s>]

Detailed Description

Adds a user to a role.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Specifies the domain\user you want to add. true true
(ByPropertyName)
RoleName Specifies the name of the role to which you want to add  [true true
a user. (ByPropertyName)
Domain The domain to which the user belongs to. Workgroup false true
users should skip this parameter. (ByPropertyName)
Examples

Example 1: Adding a user to a role

Add- SnmUser ToRol e - User Nane snapdrive -Donain sddev -Rol eNane SnapCent er Adnmi n

Thi s exanpl e adds the specified user to the SnapCenter Admin role.
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Add-SmVerificationServer

Adds a verification server.

Syntax

Add- Sm\eri ficati onServer -Nanme <Str
Mount Poi nt Path <Stri ng>
[ - Descrip

<Pl ugi nCode>]

i ng> [ - Host Nane <St
[_—Max.]obCpunt <| nt32>] [-Crede
ion <String>] [<ConmobnParaneters

Detailed Description

Let
>]

ter] -
[-Plugi nCode

Adds a verification server. A verification server is used in a SnapCenter Plug-in for Microsoft SQL

Server environments to run an integrity check of the backups. It is a SQL Server instance, on which
you run backup verification. Verification is a CPU intensive operation, so it is recommended that you
set up a dedicated verification server.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the SQL Server instance that you want to use  [true true
as the verification server. (ByPropertyName)
HostName Specifies the host on which you want the verification false true
server to be located. You can have more than one (ByPropertyName)
verification server located on the same host.
UseDriveletter Specifies that you want to use an available drive letter for|false true False
mounting the Snapshot copy for verification. To perform (ByPropertyName)
backup verification, the Snapshot copy is mounted
and then DBCC checkdb is run. If you do not specify
UseDriveLetter, the Snapshot copy is mounted using a
mount point path you specify.
MountPointPath Species the default mount point path you want to use to [true true
mount the Snapshot copy for verification. (ByPropertyName)
MaxJobCount Specifies the maximum number of verification jobs that [false true 1
can be run concurrently on the verification server. The (ByPropertyName)
default is 1 job. It is recommended that you increase this
parameter with caution. The recommended maximum job
count is 5.
CredentialName false true
(ByPropertyName)
PluginCode Provides the SnapCenter plug-in code. For example, if  [false true
you want to use the SnapCenter Plug-in for Microsoft (ByPropertyName)
SQL Server, the plug-in code is SCSQL. If you do not
specify this parameter, MSFT_SQL is the default.
Description Provides an optional description for the verification false true
server you are setting up. (ByPropertyName)

90




Examples

Example 1: Adding a verification server

Add- Sm\eri ficati onServer -Nane nva-s51/i nstanc 1 -Host Nane nva-s51 -UseDrivelLetter -
Mount Poi ntP h c:\tenp - MaxJobCount 1 -Plugi nCode SCSQL

Thi s exanpl e syntax adds a verification server.

Nane : nva-s51/instancel
Host Nane
Pl ugln :
UseDrivelLetterl fAvail : True
Def aul t Mount Poi nt Fol der : c:\tenp
MaxJobCount o1
Descri ption
Endpoi nt URI

Pl ugi nVer si on
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Cancel-SmJob

Cancels backup, clone, and verification jobs, which are in queued state. This cmdlet also cancels the

running SnapCenter Plug-in for SQL Server and SnapCenter Plug-in for Oracle backup jobs.

Syntax
Cancel - Smlob -Jobld <Int32> [-Force] [<ComonParaneters>]

Detailed Description

Enables you to cancel the queued backup, clone, and verification jobs, as well as the running restore
and clone jobs for all plug-ins. You can also cancel the running SnapCenter Plug-in for SQL Server
and SnapCenter Plug-in for Oracle backup jobs. This cmdlet does not cancel running backup jobs
for SnapCenter Plug-in for Exchange, SnapCenter Plug-in for VMware vSphere, SnapCenter Plug-
in for SAP HANA, or SnapCenter Custom Plug-ins. This cmdlet replaces the Cancel-SmQueuedJob

cmdlet that was available in earlier versions of SnapCenter.

Parameters

Name Description Required? Pipeline Input Default

Value
Jobld Specifies the ID of the job you want to cancel. true false
Force This optional parameter cancels a hung job that is false false
running or queued.

Input Type
None
Return Values
System.Object
Examples
Example 1: Canceling a Running/Queued job
Cancel - Smyob -Jobld 231
Thi s exanpl e syntax cancels the backup job which is either running or queued.
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Cancel - Smlob
Job 231 will be canceled. Do you want to continue?

ey [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default

Example 2: Canceling a Running/Queued job with Force option

Cancel - Smlob -Jobld 231 -Force

Thi s exanpl e syntax cancel s the backup job which is hung during canceling or running state.

Cancel - SmJob
Job 231 will be canceled. Do you want to continue?

"y oy [Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default

is

is
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Cancel-SmRestoreJob

Cancels the restore jobs, which are in queued state. This cmdlet also cancels the running
SnapCenter Plug-in restore jobs.

Syntax

Cancel - SmRest oreJob -Jobld <Int 32> [ <CommonPar anet er s>]

Detailed Description

Enables you to cancel the queued restore jobs and the running restore jobs for all the plug-ins.

Parameters

Name Description Required? Pipeline Input Default
Value

Jobld true false
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Catalog-SmBackupWithOracleRMAN

Catalogs an Oracle backup.

Syntax

Cat al OR&SrTBackuth hOracl eRVAN [ - Pl ugi nCo eL <Pl ugi nCode> [[- BackualadlI <string>] [[-
BackupNane] <String>] [-A{)pOoJ ectld <String [-Archi vedLocators <Hashtable[]>] [-
LogAr chi vedLocat orS <Hasht abl e[]>] [ <ConmonPar anet er s>]

Detailed Description

Catalogs the Oracle Database backup in SnapCenter with Oracle Recovery Manager (RMAN).

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode Specifies the plug-in code of the resource to be true false
cataloged.
Backupld Specifies the id of backup that needs to be cataloged. false false
BackupName Specifies the name of backup that needs to be false false
cataloged.
IAppObjectld Specifies the ID of the application object. false true
(ByPropertyName)
[ArchivedLocators Specifies the secondary storage system details false true
in a hashtable for each unique primary data (ByPropertyName)
storage system resource in the resource
group. For example: -ArchivedLocators
[®{Primary="my_vs1:my_data_vol";Secondary="my_vs1:my_data_vol_SECONDARY"}
LogArchivedLocators Specifies the secondary storage system false true
details in a hashtable for each unique primary (ByPropertyName)
log storage system resource in the resource
group. For example: -LogArchivedLocators
(®{Primary="my_vs1:my_log_vol";Secondary="my_vs1:my log_vol_SEQONDARY"}
Examples

Example 1: Cataloging a SCO backup using backupld

Cat al og- SmBackupW t hOr acl eRVAN - Pl ugi nCode SCO - Backupld 7

Thi s exanpl e syntax catal ogs a SCO backup usi ng backupl d.
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Nanme

Cat al ogi ng Backup(s)

scspr1894465002_gdl _engl ab_net app_com TSPl TRDB_scspr 1894465002_08- 06- 2020_01. 13. 03. 7681_1

Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Obj ect 1 d

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

42

8/ 7/ 2020 1:40:18 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None

{}

28

0
SCO

SnapCenter Plug-in for O acle Database

0

{}

Example 2: Cataloging a SCO backup using backupname

Catal o
scspr

15

SnBackuBVW
9446500

t hOracl eRVAN - Pl ugi nCode SCO - Backu
_gdl _engl ab_net app_com TSPl TRDB_scspr

ENane
894465002_08- 06- 2020_04. 13. 23.4083_1

Thi s exanpl e syntax catal ogs a SCO backup usi ng backupnane.
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Nane : Catal ogi ng Backup(s)

scspr1894465002_gdl _engl ab_net app_com TSPl TRDB_scspr 1894465002_08- 06- 2020_04. 13. 23. 4083_1

Id D44
StartTi me : 8/7/2020 1:45:09 AM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d ;28

Api sJobKey :

bj ect 1 d 0

Pl ugi nCode : SCO

Pl ugi nNane . SnapCenter Plug-in for Oracle Database
Host I d 0

Rol el d :

Jobl ds {}

Example 3: Cataloging a SCO data backup from the secondary mirror location

Cat al og SmBackupW t hOr acl eRVAN ugl nCode SCO - BackupNane
1 ga axy vml34_08-08- 2020 15. ll 6.3564_0 - ArchivedLocat or
®? mar y="buck. gdl . engl ab. net app. com nasvol 14"; Secondar y=" sqw nt: buck_nasvol 14_mirror"}

Thi s exanpl e syntax catal ogs a SCO data backup fromthe secondary mirror |ocation.




Name . Catal ogi ng Backup(s)
rgl_gal axy-vnil34_08- 08-2020_15. 11. 16. 3564_0

Id ;45
StartTi me : 8/7/2020 1:47:09 AM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d ;28

Api sJobKey :

Obj ect 1 d 0

Pl ugi nCode : SCO

Pl ugi nNane . SnapCenter Plug-in for Oracle Database
Host I d 0

Rol el d :

Jobl ds {}

Example 4: Cataloging a SCO log backup from the secondary vault location

Cat al og- SmBack thhO{acI eRIVA ugl nCode SCO - BackupNane
1 gal axy -v 4_08-08- 2020 15 ll 6.3564_1 -LogArchi vedLocat ors
®?P‘| mary—“ ck.gdl . engl ab. net app. com nasvol 13" ] Secondar y="squi nt : buck_nasvol 13_vaul t"}

Thi s exanpl e syntax catal ogs a SCO | og backup fromthe secondary vault |ocation.

Nane : Catal ogi ng Backup(s)
rgl_gal axy-vnil34_08- 08-2020_15. 11. 16. 3564_1
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Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

46
8/ 7/ 2020 1:50: 09 AM

Fal se
Fal se
Fal se
True
Fal se

Per cent ageConpl eted : 0

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
bj ectl d

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Queued

None
{}

28
0
SCO

SnapCenter Plug-in for O acle Database
0

{}

Example 5: Cataloging a SCO data backup for the desired database

Cat al
vmL34

[o]

ds

SnmBackupW t hOr acl
-08-2020_15.11. 16

eRMAN - Pl ugi nCode SCO - BackupNane rgl gal axy-
.3574_0 - AppObj ectId 'gal axy-vnil34. gdir.engl ab. net app. coml DB14

Thi s exanpl e syntax catal ogs a SCO backup for the desired database

Cat

Id
StartTi nme

al ogi ng Backup(s)
rgl_gal axy-vni34_08-08-2020_15.11. 16.3574_0
48
8/ 7/ 2020 1:55:09 AM
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EndTi ne

I sCancel | abl e . Fal se
| sRestart abl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0O
Descri ption :

St at us : Queued
Omner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d . 28
Api sJobKey :

Ooj ectl d 0

Pl ugi nCode : SCO
Pl ugi nNane : SnapCenter Plug-in for Oracl e Database
Host 1 d 0

Rol el d :

Jobl ds {}
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Configure-SmDatabase

Configures database in SnapCenter.

Syntax

Conf i gur e- SnDat abase - Pl ugi nCode <Pl ugi nCode> - Resourceld <String> - HDBSQLOSUser <String> -
HDBUser St or eKey <String> F<CormDnParan‘eters>]

Detailed Description

Configure database settings in SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example: Configuring HANA resource

g re- SnDat abase - Pl ugi nCode HANA -Resourceld "test" -HDBSQ.OSUser "test" -
Usér St oreKey "test”

Thi s exanpl e shows how to configure database credentials for HANA Dat abase.

Successful |y updated the database configuration details.
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Configure-SmOracleDatabase

Configures Oracle Database in SnapCenter. This includes configuring database authentication with
port, ASM authentication with port and Oracle Recovery Manager (RMAN) catalog database. For
Oracle RAC database, preferred nodes for backup operation can be configured.

ri
-Oracl e

- ASMPort  <| nt 32>
monPar anet er s>|

Detailed Description

- Dat abaseCr edenti al Nan‘e
nCat al o Tnsl\lane <String>] [-
- Dat abasePor

]<| nt32>] [-

Configures Oracle Database in SnapCenter. This includes configuring database authentication with
port, ASM authentication with port and Oracle Recovery Manager (RMAN) catalog database. For
Oracle RAC database, preferred nodes for backup operation can be configured.

Parameters
Name Description Required? Pipeline Input Default
Value

IAppObjectld Specifies the application object identifier of an Oracle true true

Database that needs to be configured. You need (ByPropertyName)

to specify the application object identifier format as

'host\database' for Oracle standalone database or

'clustername\database' for Oracle RAC database.
DatabaseCredentialName false true

(ByPropertyName)
IAsmCredentialName false true
(ByPropertyName)

(OracleRmanCatalogTnsName Specifies the TNS name of Oracle Recovery Manager |[false true

(RMAN) catalog database. (ByPropertyName)
(OracleRmanCatalogCredential false true
Name (ByPropertyName)
IASMPort Specifies the port where the Oracle ASM listener is false true 1521

running. Default: 1521 (ByPropertyName)
DatabasePort Specifies the port where the Oracle Database listener is [false true 1521

running. Default: 1521 (ByPropertyName)
(OracleRACPreferredNodes Specifies one or more Oracle RAC database preferred |[false true

nodes you want to configure for backup operation. (ByPropertyName)

(Oracle RAC Nodes must be specified in a comma
separated values in the order of their preference.

Examples
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Example 1: Configure database credentials for Oracle Database.

Conf j gur e- Snx a

cl eDat abase - AppQbj ect|d host-nane\ STDDB - Dat abaseRunAsNanme stddb_cred -
Dat abasePort 1521

Thi s exanpl e shows how to configure database credentials for O acle Database.

Example 2: Configure RAC preferred node settings for Oracle Database.

Conf i gur e- SnOr acl eDat abase - AppObj ectld oracl e-rac-cl uster\ RACDB - O acl eRACPr ef er r edNodes
rac- nodel. net app. com r ac- node3. net app. com r ac- node2. net app. com

Thi s exanpl e shows how to configure RAC preferred node settings for O acl e Database.
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Copy-SmPolicy

Copies an existing policy.

Syntax
Copy- SnPol i cy -PolicyName <String> - NewPol i cyName <String> [ <CommonPar anet er s>]

Detailed Description

Copies an existing policy, its attributes including retention and replication settings, and its scheduler
information.

Parameters
Name Description Required? Pipeline Input Default
Value
PolicyName Specifies the policy you want to copy. true true
(ByPropertyName)
NewPolicyName Specifies the new policy name. true true
(ByPropertyName)
Examples

Example 1: Creating a copy of a policy

Copy- SnPol i cy - PolicyNane Fi nancePolicy -NewPolicyName Newri nancePol i cy

Thi s exanpl e syntax creates a copy of the specified policy.

Appl ySnapvaul t Updat e . Fal se
Appl yRet enti on . Fal se
Ret ent i onCount : 0
Ret ent i onDays 0

Appl ySnapM rror Updat e . Fal se
SnapVaul t Label :
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M rror Vaul t Updat eRet r yCount
AppPol i ci es

Descri ption
PreScri pt Pat h
PreScri pt Argunent s
Post Scri pt Pat h
Post Scri pt Argunent s
Scri pt Ti meCut

Dat eModi fi ed

Dat eCr eat ed
Schedul e

Pol i cyType

Pl ugi nPol i cyType
Nanme

Type

I d

Host

User Nane
Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

7
{}

Fi nancePol i cy

60000

8/ 4/ 2015 4:20:51 PM

8/ 4/ 2015 4:20:51 PM

SMCor eCont r act s. SnSchedul e
Backup

SVBQL

NewFi nancePol i cy

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

Example 2: Discovering SnapCenter for Windows plugin resources on a host

Get - SmResour ces - Host Nane | ocal host - Pl ugi nCode scw - Ver bose

Thi s exanpl e sytnt ax discovers the resources for the SnapCenter for Wndows plug-in on the
st.

specified ho
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Copy-SmRole

Copies an existing role-based access control (RBAC) role.
Syntax
Copy- SnRol e - Rol eNane <String> - NewRol eName <String> [ <CommonPar anet er s>]

Detailed Description

Copies an existing role-based access control (RBAC) role.

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the name of the existing role. true true
(ByPropertyName)
NewRoleName Specifies the name of the new role. true true
(ByPropertyName)
Examples

Example 1: Copying and existing role

Copy- SnRRol e - Rol eNane ' App Backup and Cl one Admi n' - NewRol eNane app_backup_cl one_adni n_copy

Thi s exanpl e syntax copies the existing role "App Backup and C one Admin" to a new role
cal | ed app_batckup_cl one_adm n_copy.
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Disable-SmDataCollectionEms

Disables EMS data collection.

Syntax

Di sabl e- SnDat aCol | ect i onEns [ <ConmpnPar anet er s>]

Detailed Description

Disables EMS data collection. EMS data collection occurs weekly, by default. EMS data collection
gathers information about Server and plug-in hosts, and available plug-ins.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Disabling EMS data collection

Di sabl e- SnDat aCol | ecti onEns

Thi s exanpl e syntax di sabl es EMS data col |l ection.
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Enable-SmDataCollectionEms

Enables EMS data collection.

Syntax

Enabl e- SnDat aCol | ect i onEns [ <ConmonPar anet er s>]

Detailed Description

Enables EMS data collection. EMS data collection occurs weekly, by default. EMS data collection
gathers information about Server and plug-in hosts, and available plug-ins.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Enabling EMS data collection

Enabl e- SnDat aCol | ecti onEns

Thi s exanpl e syntax enabl es weekly EMS data col |l ection.
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Enable-SmRepositoryHAConfig

Enables SnapCenter repository HA configuration.
Syntax
Enabl e- SnReposi t or yHAConfi g [ - Sl aveNode] <String> [ <ConmpnPar anet er s>]

Detailed Description

Enables SnapCenter repository HA configuration.

Parameters
Name Description Required? Pipeline Input Default
Value
SlaveNode Specifies the IP address of the slave node. This IP must [true true
not belong to the master node IP or IP of the machine (ByPropertyName)
where this cmdlet is running.
Examples

Example 1: Enabling SnapCenter repository HA config

Enabl e- SmReposi t oryHAConfi g - Sl aveNode "sl ave_node_i p_address"

Thi s exanpl e syntax enabl es SnapCenter reposi torx, HA config, Slave node_| P nust not belong to
the nmaster node IP or P of the nachine where this cndlet is running. This cndl et nust be
executed on the Master (primary) node.

Enabl e- SnReposi t or yHAConf i g
Are you sure you want to enable MySQ HA Configuration ?

"y [Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

SnapCenter repository HA configuration is successfully configured.
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Get-SmAlert

Get details of the alert(s).

Syntax

Get-SmAlert [-Alertld <String>] Severlt% <SmAl ertSeverit?é -Status <SmAl ert Status>] |-
EntityType <SnEntityType>] [-Sea hText <String>] [<Common aran‘eters

Detailed Description

Get details of the alerts. This information includes the alert name, description, recommendation,
severity, status, entity, etc.

Parameters
Name Description Required? Pipeline Input Default
Value
Alertld Specify the Id of the alert. false true
(ByPropertyName)
Severity Specify the severity of the alert(s) needs to be filtered.  [false true
("Informational”, "Warning", "Critical") (ByPropertyName)
Status Specify the status of the alert(s) needs to be filtered. false true
("New", "Resolved") (ByPropertyName)
Entity Type Specify the entity type of the alert(s) needs to be filtered. |false true
("SnapCenterServer", "Host", "StorageSystem") (ByPropertyName)
SearchText Specify the Alert Name or Entity Name needs to be false true
filtered. (ByPropertyName)
Examples

Example 1: Get alert by Id

Get-SnmAlert -Alertld 100

This exanple syntax retrieves the information of an alert.

Id : 100
Cr eat edTi ne : 12/ 5/ 2018 2:47:05 AM
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Modi fi edTi e : 12/5/2018 2:47:05 AM

Narme . Aggregate assignnent check

St at us : New

Severity : Warning

Entity : SMCor eContracts. Confi gCheck. Smentity

Description : Aggr-list field is not set for the storage virtual machine

mendati on : To rectify this issue, see https://kb. netapp. conf app/ answers/

answer _vi ew a i d/ 10709 9/1 oc/en_US

Jobl d 1 2345

Sour ce . Server

EntityType : Host
EntityName : ntnme. engl ab. net app. com

Example 2: Get all alerts

Get - SmAl ert

This exanpl e syntax retrieves the information about all alerts.

I d ;100
Creat edTi me : 12/ 5/ 2018 2:47:05 AM
Modi fi edTi me : 12/5/ 2018 2:47:05 AM
Nane . Aggregate assignnent check
St at us © New
Severity : Warning
Entity : SMCor eContracts. Confi gCheck. SmEntity
Descri ption : Aggr-list field is not set for the storage virtual nachine

Recomrendation : To rectify this issue, see https://kb. netapp.com app/ answers/
answer _vi ew a_i d/ 1670989/ | oc/ en_US

Jobl d . 2345
Sour ce . Server

EntityType : Host
EntityNanme : ntne. engl ab. net app. com
Entityld 1
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Id : 101

Creat edTi me : 12/ 5/2018 2:48:15 AM

Modi fi edTi ne : 12/ 5/ 2018 2:48:15 AM

Narme : I MI check - OS platform version and patches for SCSQ Server
St at us : New

Severity : Critical

Entity : SMCor eContracts. Confi gCheck. SmEntity

Descri ption : Unsupported version of SQ. server instance is detected for the

host

Recommendation : Please refer to NetApp Interoperability Mtrix Tool for
supported versions

Jobl d . 3456
Sour ce . Server

EntityType : Host
EntityNane : ntne. engl ab. net app. com

Entityld o1

I d ;102

Creat edTi me : 12/ 5/ 2018 2:57:23 AM

Modi fi edTi ne : 12/ 5/ 2018 2:57:23 AM

Nane : SVYM duplicate Data LIF check

St at us : New

Severity : Warning

Entity : SMCor eContracts. Confi gCheck. SnEntity

Descri ption : Cluster Storage Virtual Machines have duplicate | P address

Recommendati o You shoul d ensure that ONTAP O uster storage virtual nachine
network interfaces have unl que | P addresses assigned to the

Jobl d : 3678

Sour ce : Server

EntityType : SVM
EntityNane : ntne-w n2k8r 2x64- 20. gdl . engl ab. net app. com
Entityld o1

Example 3: Get all the alerts based on severity

Get-SmAlert -Severity "Critical™

This exanple syntax retrieves all the critical alerts.
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Id : 101

Creat edTi me : 12/ 5/2018 2:48:15 AM

Modi fi edTi ne : 12/ 5/ 2018 2:48:15 AM

Name : I MI check - OS platform version and patches for SCSQ Server
St at us : New

Severity : Critical

Entity : SMCor eContracts. Confi gCheck. Smentity

Description : Unsupported version of SQ. server instance is detected for the

host

Recommendation : Please refer to NetApp Interoperability Mtrix Tool for
supported versions

Jobl d . 3456
Sour ce . Server

EntityType : Host
EntityNane : ntne. engl ab. net app. com
Entityld o1

Example 4: Get all the alerts based on status

Get-SmAl ert -Status "New'

This exanple syntax retrieves all the new alerts.

Id : 101
Creat edTi me : 12/ 5/ 2018 2:48:15 AM
Modi fi edTi me : 12/5/ 2018 2:48:15 AM
Nane : I MI check - OS platform version and patches for SCSQ Server
St at us © New
Severity : Critical
Entity : SMCor eContracts. Confi gCheck. SmEntity
host Descri ption : Unsupported version of SQL server instance is detected for the

Recommendation : Please refer to NetApp Interoperability Matrix Tool for
supported versions

Jobl d . 3456
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Sour ce : Server
EntityType : Host
EntityNane : ntne. engl ab. net app. com
Entityld o1
Example 5: Get all the alerts based on entity

Get-SmAlert -EntityType "Host"

This exanple syntax retrieves all the Host related alerts.

Id : 101
Creat edTi me : 12/ 5/ 2018 2:48:15 AM
Modi fi edTi me : 12/5/ 2018 2:48:15 AM
Nane : I Ml check - OS platform version and patches for SCSQ Server
St at us © New
Severity : Critical
Entity : SMCor eContracts. Confi gCheck. SmEntity
host Descri ption : Unsupported version of SQL server instance is detected for the

Recommendation : Please refer to NetApp Interoperability Matrix Tool for
supported versions

Jobl d . 3456
Sour ce . Server

EntityType : Host
EntityName : ntnme. engl ab. net app. com
Entityld o1

Example 6: Get all the alerts based on entity name

Get-SmAl ert - SearchText "ntne.engl ab"

This exanple syntax retrieves all the alerts whose entity name contains the text
"mme. engl ab':

114



host

101
Creat edTi me
Modi fi edTi ne
Nanme
St at us
Severity
Entity
Descri ption

12/5/ 2018 2:48:15 AM

12/5/ 2018 2:48:15 AM

I MI' check - OS platform version and patches for SCSQL Server
New

Critical

SMCor eCont ract s. Confi gCheck. SmEntity
Unsupported version of SQL server instance is detected for the

Recommendation : Please refer to NetApp Interoperability Matrix Tool for
supported versions

Jobl d
Sour ce

EntityType :
EntityNane :
Entityld

3456
Server

Host
nt me. engl ab. net app. com
1
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Get-SmAssignedGroups

Gets a list off all groups assigned to a role.

Syntax

Get - SmAssi gnedGr oups - Rol eNane <String> [ <CommonPar anet er s>]

Detailed Description

Gets a list off all groups assigned to a user.

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the name of the role for which you want to find [true true
the assigned groups. (ByPropertyName)
Examples

Example 1: Getting groups assigned to a particular role

Get - SmAssi gnedGr oups - Rol eNarmre Snapcent er Adnmi n

The exanpl e syntax gets the groups assigned to the SnapCenterAdnin role

Token :
TokenHashed
TokenTi me
Ful | Nane
Aut hor
Domai n
Descri ption

TokenNever Expi res

I sAdm n

{}

8/ 3/2015 5:07:50 PM

sddev

Fal se

Fal se
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Tenant Admi n
I sNewUser

User G oupOhj ect Type :

Rol eNane
Rol el d
Name

Type

Id

Host

User Name
Passphrase
Del et ed
Aut h

I sCl one

Cl onelLevel

G oup

0
admi ni strators

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Get-SmAssignedRoles

Gets the roles assigned to a specified user or Active Directory group.

Syntax

Get - SmAssi gnedRol es - User Name <String> [-User G oupObj ect Type <Smiser G oupObj ect Type>]
[ <CommonPar anet er s>]

Detailed Description

Gets the roles assigned to a specified user or Active Directory group.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Specifies the domain\username for the user about which [true true
you want to get role information. (ByPropertyName)
UserGroupObijectType Specifies that the domain\username for which you are  |[false true
requesting role information is a group. (ByPropertyName)
Examples

Example 1: Getting roles for a particular user

Get - SmAssi gnedRol es - User Nane sddev\ admi ni strat or

Thi s exanpl e syntax gets the roles assigned to a user.

Description :

Overall administrator of SnapCenter system
Name : SnapCent er Admi n
Type : Admi ni strator
Id 1
Host
User Nanme

Passphrase
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Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se
Cl oneLevel : O

Example 2: Getting roles assigned to a group

Get - SmAssi gnedRol es - User Nane sddev\ b-grp - User GroupObj ect Type G oup

Description :
Name :rolel
Type
Id : 20
Host
User Nane
Passphrase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se
CloneLevel : O
Host s {}
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Get-SmAssignedUsers

Gets the users assigned to a specified role.

Syntax

Get - SmAssi gnedUsers - Rol eNane <String> [ <CommonPar anet er s>]

Detailed Description

Gets the users assigned to a specified role.

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the role name. true true
(ByPropertyName)
Examples

Example 1: Gets users associated with a role

Get - SmAssi gnedUser s - Rol eName SnapCent er Admi n

Thi s exanpl e syntax gets the users associated with a role.

Token :
TokenHashed {}
TokenTi me 8/ 3/ 2015 5:30:59 PM
Ful | Nane sddev\ adm ni strator
Aut hor
Domai n sddev
Descri ption
TokenNever Expi res . Fal se
I sAdmi n Fal se

120




Tenant Admi n
I sNewUser

User Gr oupObj ect Type :

Rol eNane
Rol el d
Name

Type

Id

Host

User Nane
Passphrase
Del et ed
Aut h

I sCl one

Cl onelLevel

Token
TokenHashed
TokenTi me
Ful | Nane
Aut hor

Donmi n
Descri ption
TokenNever Expi res
| sAdmi n
Tenant Admi n
| sNewUser

User G oupObj ect Type :

Rol eNane
Rol el d
Nanme

Type

Id

Host

User Nane
Passphrase
Del et ed
Aut h

I sCl one

Cl onelLevel

User

0
adm ni strator

Fal se

SMCor eCont r act s. SmAut h

Fal se
0

{}
8/3/2015 5:30:59 PM

sddev\ snapdri ve

sddev

Fal se

Fal se

User

0
snapdrive

Fal se

SMCor eCont ract s. SmAut h

Fal se
0
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Get-SmAuditSettings

Retrieves the audit file retention, size and location.

Syntax

Get - SmAudi t Setti ngs [ <CommonPar anet er s>]

Detailed Description

Retrieves the audit file maximum size, the maximum number of audit file backups to retain, and
location for audit file.

Parameters

Name Description Required? Pipeline Input Default

Value
Examples
Example 1: Getting audit log settings
Get - SmAudi t Setti ngs
This exanpl e gets audit |og settings.
MaxFi | eSi ze ) . . MaxSi zeRol | Backups
Uni versal Time LogDirectory
10485760 10

Fal se C:\auditing\
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Get-SmBackup

Gets information about one or more backups.

Syntax

Get - SpBacku -B
PLiF

AppOoj ect 1 d

Detailed Description

me <String>] [-Backupld <
- Secondary] " [ - d oudPr

6] "B~ het 2PEF!

otec

ect Name <String>]
<ConmmonPar anet er s>

Gets information about one or more backups. You can specify whether to include information about

secondary backups.

Parameters
Name Description Required? Pipeline Input Default
Value
BackupName Specifies the name of the backup about which you want [false true
to retrieve information. (ByPropertyName)
Backupld Specifies the ID of the backup about which you want to  [false true
get information. (ByPropertyName)
IAppObjectName Specifies the name of the application object. false true
(ByPropertyName)
IAppObjectld Specifies the ID of the application object. false true
(ByPropertyName)
Secondary Specifies whether to list only the secondary backups. false true
(ByPropertyName)
CloudProtected Specifies whether to list only the cloud backups. false true
(ByPropertyName)
Details false true
(ByPropertyName)
Examples

Example 1: Getting information about all backups

Get - SnBackup

Thi s exanpl e syntax gets information about all

avai | abl e backups.
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Backupl d BackupNane BackupTi ne
BackupType

1 Payrol | Dataset_vise-f6_08... 8/4/2015 11:02: 32 AM
Ful' | Backup

2 Payrol | Dataset_vise-f6_08... 8/4/2015 11:23:17 AM

Example 2: Getting information about secondary backups

Get - SmBackup - Secondary

Thi s exanpl e syntax gets information about only secondary backups

Backupl d BackupNane BackupTi ne
BackupType

1 Payrol | Dataset_vise-f6_08... 8/4/2015 11:02: 32 AM

Example 3: Getting a backup information for a specific backup name

Get - SnBackup - BackupName "Payrol| Dataset_vise-f6_08-04-2015_11.02. 10. 3432"

Thi s exanpl e syntax gets backup information for the specified backup name

Backupl d BackupNane BackupTi ne
BackupType

1 Payrol | Dataset_vise-f6_08... 8/4/2015 11:02: 32 AM

Example 4: Getting backup information using the backup ID
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Get - SnBackup - Backupld 1

Thi s exanpl e syntax gets backup information using the specified backup ID.

Backupl d BackupNane BackupTi ne
BackupType

1 Payrol | Dataset_vise-f6_08... 8/4/2015 11:02:32 AM

Example 5: Getting backup information using the resource ID

Get - SnBackup - AppObj ectld vi se-f6\Payrol | Dat abase

Thi s exanpl e syntax gets backup information using the specified resource |ID

Backupl d BackupNane BackupTi ne
BackupType

Payrol | Dataset_vise-f6_08... 8/4/2015 11:02:32 AM

2 Payrol| Dataset vise-f6_08... 8/ 4/2015 11:23:17 AM
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Get-SmBackupReport

Gets reports about backup operations based on the options you specify.

Syntax

Get - SrrBackupRe ort [:; FronDat eTi ne <Dat eTi me>] [}ToDat eTime <DateTime>] [-Backup <Stri ng>1 [ -
Status <Strin olicy <Strin Resource oup <String>] [-Resource <Strihng>] [-HostNane
<String>] [- I ugl n <Pl ugi nCode> mronPar anet er s>]

Get - SnBackupReport [-Backupl d] <l nt64> [ <CommonPar anet er s>]
Get - SmBackupReport [-Jobld] <Int64> [<CommonPar anet er s>]

Detailed Description

Gets reports about backup operations based on the options you specify. You can specify whether
you want to get details about a specific backup or a summary of all backups performed using a
SnapCenter instance. For any integer value provided for date, value is taken as 1/1/0001 12:00 AM.

Parameters

Name Description Required? Pipeline Input Default
Value

FromDateTime Specifies that you want to get backup operations reports [false false
for backups run between a specified day and time. This
option provides the start date and time. You can specify
the date and time using any date and time format string.
For example, "2/2/2015 8:52PM". If the cmdlet is run?
from the remote computer, the output will be shown
based on the SnapCenter Server time zone.
ToDateTime Specifies that you want to get backup operations reports [false false
for backups run between a specified day and time. This
option provides the end date and time. You can specify
the date and time using any date and time format string.
For example, "2/2/2015 8:52PM". If the cmdlet is run?
from the remote computer, the output will be shown
based on the SnapCenter Server time zone.

Backup Specifies that you want to get a detailed backup report  [false true
for the given backup. (ByPropertyName)
Status Specifies that you want information about backup jobs  [false true
with a specified status. Valid values are: completed, (ByPropertyName)
failed, warning, and canceled.
Policy Specifies that you want reports about backup jobs false true
associated with a specified policy. (ByPropertyName)
ResourceGroup false true
(ByPropertyName)
Resource Specifies the resource for which you want backup false true
reports. (ByPropertyName)
HostName Specifies the name of the host on which the backup was |[false true
taken. (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
Backupld ID of the backup for which to get a report. true true
(ByPropertyName)
Jobld ID of the backup job for which to get a report. true true
(ByPropertyName)
Plugin Specify the plug-in code to generate the report. For false true
custom plug-ins, specify the custom plug-in name for (ByPropertyName)
lexample, hana, mysq|l.
Examples

Example 1: Getting a backup report for a date range

Get - SnBackupReport

-FronDat eTi me "1/29/2015" -ToDateTi ne "2/3/2015"

Thi s exanpl e syntax gets a report on backups from January 29th 2015 to February 3rd, 2015.

SnmBackupl d

113
Smlobl d
St art Dat eTi ne
EndDat eTi ne
Dur ati on
Cr eat edDat eTi e
St at us
Pr ot ect i onG oupNane
SnPr ot ecti onGroupl d
Pol i cyNane
SnPol i cyl d
BackupNane
VerificationStatus
Pl ugi nCode
Pl ugi nNane
Pl ugi nDi spl ayNane
JobHost

SnmBackupl d
Smlobl d
St art Dat eTi ne

2032

2/ 2/ 2015 6:57: 03 AM
2/ 2/ 2015 6:57:11 AM
00: 00: 07. 3060000

2/ 2/ 2015 6:57:23 AM
Conpl et ed

Cl one

34

Vaul t

18

Cl one_SCSPR0019366001_02- 02- 2015_06. 57. 08
Not Veri fi ed

SCcC

hana

SAP HANA
R60618C4A79V1

114
2183
2/ 2/ 2015 1:02: 41 PM
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EndDat eTi ne : 2/2/2015 1:02:38 PM

Dur ati on : -00: 00: 03. 2300000

Cr eat edDat eTi ne : 2/ 2/ 2015 1:02: 53 PM
St at us : Conpl et ed

Prot ecti onG oupName : C one

SnProtecti onGoupld : 34

Pol i cyNane : Vaul t

SnPol i cyl d . 18

BackupNarme . O one_SCSPR0019366001_02- 02- 2015_13. 02. 45
VerificationStatus : Not Verified

Pl ugi nCode : SCO

Pl ugi nNane . Oracl e Dat abase

Pl ugi nDi spl ayNane . Oracl e Dat abase
JobHost : R60618C4A79V1

Example 2: Getting a backup report for a dataset and status type

Get - SnBackupReport -Status conpl eted -Dataset Secondary

Thi s exanpl e s%/nt ax gets a report on all backups for dataset "Secondary" that have the
"Conpl et ed" status.

SmBackupl d . 24
Smjobl d ;310
Start Dat eTi me : 1/ 12/ 2015 8:50:49 AM
EndDat eTi e : 1/12/ 2015 8:50: 48 AM
Dur ati on : -00: 00: 00. 6900000
Creat edDat eTi e : 1/ 12/ 2015 8:51: 05 AM
St at us . Conpl et ed

Prot ecti onGroupName : Secondary
SnProtecti onGoupld : 5

Pol i cyNane : Vaul t

SnPol i cyl d : 18

BackupNane : Secondary_SCSPR0019366001_01- 12- 2015_08. 50. 49
VerificationStatus : Not Verified

Pl ugi nCode . SCC

Pl ugi nNane . hana
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Pl ugi nDi spl ayNane : SAP HANA

JobHost : R60618C4A79V1
SmBackupl d : b2

Smlobl d . 585

St art Dat eTi ne : 1/15/ 2015 6:49: 07 AM
EndDat eTi ne : 1/ 15/ 2015 6:49:21 AM
Dur ati on : 00: 00: 13. 8370000
Creat edDat eTi me : 1/ 15/ 2015 6:49:18 AM
St at us : Conpl et ed

Prot ecti onG oupName : Secondary
SnProtectionGoupld : 5

Pol i cyNane : Vaul t

SnPol i cyl d . 18

BackupNane : Secondary_SCSPR0019366001_01- 15- 2015_06. 49. 08
VerificationStatus : Not Verified

Pl ugi nCode : SCO

Pl ugi nNane . Oracl e Dat abase

Pl ugi nDi spl ayNane . Oracl e Dat abase

JobHost : R60618C4A79V1

Example 3: Getting a detailed backup report

Get - SnBackupReport -BackupName Secondary_SCSPR0019366001 01-15-2015_06. 49. 08

Get a detail ed backup for the backup "Secondary_SCSPR0019366001_01- 15-2015_06. 49. 08".

BackedUpObj ect s : {TestDB1, TestDB2, TestDB3, TestDB4...}
Fai | edObj ect s {}
BackupType : Full Backup
| sSchedul ed . Fal se
SmBackupl d : b2
Smlobl d . 585
StartDateTi me : 1/15/ 2015 6:49: 07 AM
EndDat eTi ne : 1/ 15/ 2015 6:49:21 AM
Dur ati on : 00: 00: 13. 8370000
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Cr eat edDat eTi me

St at us

Pr ot ect i onG oupNane
SnPr ot ecti onGroupl d
Pol i cyNane

SnPol i cyl d
BackupNane
VerificationStatus
Pl ugi nCode

Pl ugi nNane

Pl ugi nDi spl ayNane
JobHost

1/ 15/ 2015 6:49: 18 AM
Conpl et ed

Secondary

5

Vaul t

18
Secondary_SCSPR0019366001_01- 15- 2015_06. 49. 08
Not Veri fi ed

SCO

Oracl e Dat abase

Oracl e Dat abase
R60618C4A79V1
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Get-SmBackupsForPointinTimeRecovery

Get all the backups required to be mounted or cataloged for point in time recovery operation.

Syntax

Get - SmBackupsFor Poi nt | nTi reRecovery -AppCbLect Id <aPpCb{ ect | d> - Pl ugi nCode <PI ugi ncode>
[,-BackuW <String>] [-BackupName’ <Stri n? [-OracleUntil Scn <Int64>] [-Oracl eUntil Tinme
< g?/y— dd HH m:ss > -Archive <Hasht'abl e[]>] [-Di splayl nG oups] [-Onl yBackupsFor Mount ]
[- yBackupsFor Cat al og <CommonPar anet er s>]

Detailed Description

The backups of a tablespace, pluggable database, or tablespace in pluggable database should be
cataloged and mounted to perform point in time recovery. This command lists the backups required

to be mounted or cataloged based on scn or date and time.

Parameters
Name Description Required? Pipeline Input Default
Value
IAppObjectld Specifies the application object identifier about which youltrue false
lwant to get information. Specify the application object
identifier format as 'host\database' for Oracle standalone
database or 'clustername\database' for Oracle RAC
database.
PluginCode Specifies the plugincode. true false
Backupld Specifies the ID of the backup about which you want to [false false
|get information.
BackupName Specifies the name of the backup about which you want [false true
to retrieve information. (ByPropertyName)
OracleUntilScn Specifies the SCN till which you want to get backups to  [false true
recover. (ByPropertyName)
OracleUntilTime Specifies the date and time till which you want to get false true
backups to recover. You must specify the date and time (ByPropertyName)
in the 'yyyy-MM-dd HH:mm:ss' format. For example:
'2020-06-29 20:30:00'
IArchive Specifies the secondary (SnapVault or false true
[SnapMirror) storage location details (destination (ByPropertyName)
volume) for each unique primary storage
(source volume). For example: -Archive
®{Primary="oracle_vs1:db1_data_vol";Secondary="my_vg1:my_vol_isc$i SECONDARY"},
®{Primary="oracle_vs2:db1_log_vol";Secondary="oracle_|vs2_mirror:db[l_data_log_mirror"}
DisplaylnGroups Set this flag to get the result in groups of mounted or not [false true
mounted and cataloged or non cataloged backups. (ByPropertyName)
(OnlyBackupsForMount Set this flag to get the result in groups of only mounted or{false true
not-mounted backups. (ByPropertyName)
(OnlyBackupsForCatalog Set this flag to get the result in groups of only cataloged |[false true
or non-cataloged backups. (ByPropertyName)
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Examples

Example 1: Getting backups for Point In Time Recovery Until SCN

Get - SrrBacku sFor Poi nt I nTi mneRecovery - j e "li nux7-6.gdl.engl ab. netapp. com | vniL2" -
Backupld 5 p Pl ugi nCode SCO - Oracle tﬁf)gc ) 64 g g PP

Thi s exanpl e syntax gets backups for Point In Tine Recovery Until SCN 2693464.

Backupl d 5

i BackuPNama : )

i nux7-6_gdl _engl ab_net app_com | vml2_| i nux7- 6_08- 05- 2020_05. 21. 11. 0188_0
BackupType . Oracl e Dat abase Data Backup
Mount St at us
Cat al ogi ngSt atus : Not Cat al oged

Example 2: Getting backups for Point In Time Recovery Until Time

Get - SrrBackugsFoer ntlnTi ne c I tAf)? j ec Li 7
e il Tine

nux dl . engI ab. net aEp com | v -
Pl ugi nCode SCO - Backupld 5 " 0 08- 05

6 4: 40"~ - Onl yBackupsFor t og

Thi s exanpl e syntax gets backups for Point In Tine Recovery Until tinme "2020-08-05 05: 24: 40"

Backupl d 5

i BackuPNama : )

i nux7-6_gdl _engl ab_net app_com | vml2_| i nux7- 6_08- 05-2020_05. 21. 11. 0188_0
BackupType . Oracl e Dat abase Data Backup
Mount St at us
Cat al ogi ngSt atus : Not Cat al oged

Backupl d 7

. BackuloNan‘e : .
I'i nux7-6_gdl _engl ab_netapp_com | vml2_Iinux7-6_08-05-2020_05.21.11. 0188_1
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BackupType . Oracl e Database Log Backup
Mount St at us
Cat al ogi ngStatus : Not Cat al oged

Backupl d 9

I'i nux7- 6_ng§gEaP§giﬁet app_c:om_l viml2_| i nux7-6_08- 05-2020_05. 21. 11. 7922_0
BackupType . Oracl e Dat abase Data Backup
Mount St at us
Cat al ogi ngSt atus : Not Cat al oged

Backupl d 11

i nux7-6 BackuPNane : i

-6_gdl _engl ab_netapp_com | vml2_| i nux7- 6_08-05-2020_05. 21. 11. 7922_1
BackupType : Oracl e Database Log Backup
Mount St at us
Cat al ogi ngSt atus : Not Cat al oged

Example 3: Getting backups for PITR using secondary locators and Until SCN

Get - SnBackupsFor Poj nt | nTi neRecovery - Pl ugi nCode SCO - AppOhj ect | d

I|nux7—6.gd|.en9|ab.neta .com | vnil2" -Backupld 5 -Archive C{Prlnar%:"svnn—
scc2554-263-264: R706221F/756V1_NFS DB DB1_DATA"; Secondar y="hnkn_sec: R706221F756V1_NFS DB DB1 DATA 1 _
scc2554-263- 264: R706221F756V1"NFS DB DB1"REDO': Secondar y="hnkn”sec;: R706221F756V1_NFS_DB_DB1_REDO dS
scc2554- 263- 264: R706221F756V1_NFS_DB_DB1_LOG™; Secondar y="hnkn_sec: R706221F756V1_NFS DB DB1_LOG 1_ds
-Oracl eUntil Scn 2188355
Thi s exanpl e syntax gets backups for Point In Tine Recovery using secondary |ocators and

Until SgR 269%464. g P y g y
Backupl d 5

i BackuPNane :

i nux7-6_gdl _engl ab_net app_com | vml2_| i nux7- 6_08- 05- 2020_05. 21. 11. 0188_0
BackupType . Oracl e Dat abase Data Backup
Mount St at us
Cat al ogi ngSt atus : Not Cat al oged
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Get-SmCertificateSettings

Displays the certificate status for the SnapCenter Server or a SnapCenter plug-in host.

Syntax

Get-SntCertificateSettings [-Server] [<CommonParaneters>]

Get-SnCertificateSettings [-Host] [-HostNane] <String> [<ConmmonPar anet er s>]

Detailed Description

Displays the certificate status for the SnapCenter Server or a SnapCenter plug-in host.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Displays the certificate status for the server on which true false
SnapCenter is installed.
Host Displays the certificate status for the Snapcenter host.  |true false
HostName Specifies the name of the host only when the Host true false
parameter is specified.
Examples

Example 1: Displays certificate settings for server

Get-SnCertificateSettings -Server

Thi s exanpl e syntax displays certificate settings for server.

True

Example 2: Displays certificate settings for Host

Get-SnCertificateSettings -Host -HostNanme R71104B320CV1. nva. gdl . engl ab. net app. com

134




Thi s exanpl e syntax displays certificate settings for host.

Host Nane : R71104B320CV1. nva. gdl . engl ab. net app. com
CAEnabl ed . True
CASt at us . Connection is broken.

CAl ssues . : Host: R71104B320CV1. nva. gdl . engl ab. net app. com Reason:
Trusted chain certificates are mssing for the

o ) certificate ' R71104B320CV1. nva. gdl . engl ab. net app. comi .
Check if internediate and root CA certificates

exist in the trusted root store.

Nanme

Type

I d

Host

User Nane

Passphr ase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| s one . Fal se

Cl oneLevel 0

Host s {}

St or ageNane :

Resour ceGr oupNanes :

Pol i cyNanes

Key 0

Nsnmbj ect | D 0

Si zeOr Smbj ect . SMCor eCont ract s. Snbj ect Si ze
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Get-SmClone

Gets information about existing clones.

Syntax

Get - SnCl one [-Cl one
<String>] [: Backupl
oot pri nt

Li st St or age

c er> ] [ <CommonPar a

Detailed Description

ers>

<Str -Cloneld <String>] [-Dataset <Str
t np? pObj ect Nane <Si rlng>1 [-
ar ane ne

Aj)pPI ugl

n

>] [ - Backu
de <Pl ugin

de>] [-

Gets information about existing clones. You can also search existing clones based on clone name,
clone ID, application object, and backup ID.

Parameters
Name Description Required? Pipeline Input Default
Value
CloneName Specifies that you want informtion about a single clone. |[false true
(ByPropertyName)
Cloneld Provides a clone ID for the clone about which you want |[false true
information. You can get the clone ID by running Get- (ByPropertyName)
[SmClone without any input, and then use the clone ID
to retrieve more detailed information about the specified
clone.
Dataset Retrieves information based on dataset name. false true
(ByPropertyName)
BackupName Retrieves information based on backup name. false true
(ByPropertyName)
Backupld Retrieves information based on a specified backup ID.  |[false true
Get the backup ID by running Get-SmBackup without (ByPropertyName)
parameters.
IAppObjectName Retrieves information based on database name. false true
(ByPropertyName)
IAppPluginCode Specifies the application plug-in type of the resource. false false
Possible values are SCSQL and SCO.
ListStorageFootprint List the storage footprint information such as storage false false
resource name, type, and junction path in case of
volume. This parameter is applicable to SCC plug-in.
Examples

Example 1: Retrieving information about all clones

Get - SnCl one

Thi s exanpl e syntax retrieves informati on about all clones.
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Cl oneNane . cds__clone__06-18-2015_13.51. 03
CloneStartTine : 6/18/ 2015 1:50:57 PM
1

Cl oneEndTi me : 6/18/ 2015 1:51: 03 PM

Dat abases . {SourceDB = test, d oneDB = testabcdef g}

Cl oneld 4

Cl oneNane . payrollclone_dataset__clone__08-05-2015_14.41.11
CloneStartTime : 8/5/2015 2:40:41 PM

Cl oneEndTi ne : 8/5/2015 2:41:11 PM

Dat abases . {SourceDB = payroll,d oneDB = payroll__cl one}

Example 2: Retrieving information for a clone dataset

Get - SnCl one - Dat aset payrol | cl one_dat aset

This exanple syntax retrieves information for the specified clone dataset.

Cl oneld 4
Cl oneNane . payrollclone_dataset __clone__08-05-2015_14.41. 11
CloneStartTinme : 8/5/2015 2:40:41 PM
Cl oneEndTi ne : 8/5/2015 2:41:11 PM
Dat abases : {SourceDB = payroll, C oneDB = payrol | __cl one}

Example 3: Retrieving clone information for a backup

Get - SnCl one - BackupNane cds_vi se-f4_06-18-2015_13. 50. 52. 1978

This exanple syntax retrieves the clone information for the specified backup.
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Cl oneld 3

Cl oneNane . cds__clone__06-18-2015_13.51. 03
CloneStartTine : 6/18/2015 1:50:57 PM

Cl oneEndTi ne : 6/18/ 2015 1:51: 03 PM

Dat abases . {SourceDB = test, C oneDB = testabcdef g}

Example 4: Getting clone information for a database

Get - SnCl one - AppObj ect Nane vi se-f 3\ sql express\ payrol |

This exanple syntax retrieves information for the specified database.

Cl oneld 4
Cl oneNane . payrollclone_dataset__clone__08-05-2015_14.41.11
CloneStartTinme : 8/5/2015 2:40:41 PM
Cl oneEndTi ne : 8/5/2015 2:41:11 PM
Dat abases : {SourceDB = payroll, ConeDB = payrol | __cl one}

Example 5: Retrieving clone information using a backup ID

Get - SnCl one - Backupld 7

This exanpl e syntax retrieves clone informati on using the specified backup ID.

Cl oneld : 4
Cl oneNane . payrollclone_dataset__clone__08-05-2015_14.41.11
CloneStartTime : 8/5/2015 2:40:41 PM
Cl oneEndTi nme : 8/5/2015 2:41:11 PM
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Dat abases

{SourceDB =

payrol |, C oneDB = payroll__cl one}

Example 6: Retrieving clone information along with storage footprint for hana plug-in

resources

Get - SnCl one - Li st St or ageFoot pri nt

Thi s exaerI e syntax retrieves clone information along with storage footprint for hana plug-in

resources

Cl oneld ;38
Cl oneNane
CloneStart Ti me
Cl oneEndTi nme
Resour ces
St or ageFoot Pri nt

I'ab. net ag{beOm v :

buck. gdl .
I Sch4 83-f1

Juncti onPat

Cloneld

Cl oneNane

Cl oneStart Ti ne
Cl oneEndTi me
Resour ces

St or ageFoot Pri nt
buck: /vol / SAN_H1

scspr0965644001. gdl . engl ab. net app. com hana_NMDC_H14
11/ 15/ 2019 4:15:41 AM
11/ 15/ 2019 4:19:17 AM

Source = Hl4, Cone = Hl4
StorageResourceTBAe . SDStorageDir StorageResource
I/ NFS 234 131 _2291115190001059572,

cb- 4350- alal- Of 0629b62d3T’ - T

39

scspr0965644001. gdl .
11/ 15/ 2019 5:39: 06 AM

11/ 15/ 2019 5:40: 06 AM
Source = Hl4, Clone = Hl4

engl ab. net app. com hana_H14

eReso Pat h

. %E %eLun rageresource .
~SC DATA 10" 234 1985158211559 S 1557555 SARCHiA  SC bATA 10°234_176_120
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Get-SmCloneJob

Gets information about existing clone jobs.

Syntax
Get - SnCl oneJob_[ - Pl ugi nCode] <Pl ugi nCode> [[- ResourceG oupNane] <String>] [[-Resource]
<Hashta e[]1>] [ <CommonPar anet er S>]

Detailed Description

Gets and displays information about existing clone jobs based on the plug-in code and the resource
group.

Parameters

Name Description Required? Pipeline Input Default

Value
PluginCode true true
(ByPropertyName)

ResourceGroupName false false
Resource false false
Examples

Example 1: Getting information about the existing clone jobs running at the resource
group level.

Get - SnCl oneJob - Resour ceGroupNanme RGL - Pl ugi nCode SCSQL

Thi s exanpl e synt ax retrieves information about the existing clone jobs running at the
resource group level.

Cl oneJobNane Resour ceGr oupNane Resour ceNane
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Example 2: Getting information about the existing clone jobs running at the resource
level.

Get - STl oneJob Resource 'R70

" =' 8202074BV1 hnk2. cont'; "Type"="SQ
Dat abase"; " Nanes" =" R70820 074BV1\ SQ.2019\ MDML

_DB1"} - Plugi nOode SCSQL

Tlhi S IexaerI e syntax gets information about the existing clone jobs running at the resource
evel .

Cl oneJobNane Resour ceGr oupNane Resour ceNane

cl2
R708202074BV1\ SQL2019\ MDM._DB1
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Get-SmCloneReport

Get reports about clone operations based on the options you specify.

Syntax

Get - SnCl oneReport [-FronDateTi ne <Dat eTi rre>1 [- ToDat eTi me <Dat eTi me>] E- Resour ceG oup
:%}rl _nga]) [-Resource <String>] [-Status <String>] [-HostNane <String>] [-Plugin
ugi n

Get - SnCl oneReport [-Jobld] <Int64> [ <ConmonPar anet er s>]

de>] [ <CommonPar anet er s>]

Detailed Description

Get reports about clone operations based on the options you specify. For any integer value provided
for date, value is taken as 1/1/0001 12:00 AM.

Parameters

Name Description Required? Pipeline Input Default
Value

FromDateTime Specifies that you want to get clone operations reports  [false false
for clones run between a specified day and time. This
options provides the start date and time. You can specify
the date and time using the local date and time format
string. For example, "2/5/2015 8:17AM". If the cmdlet is
run?from the remote computer, the output will be shown
based on the SnapCenter Server time zone.

ToDateTime Specifies that you want to get clone operations reports  [false false
for clones run between a specified day and time. This
option provides the end date and time. You can specify
the date and time using the local date and time format
string. For example "2/5/2015 9:56AM". If the cmdlet is
run?from the remote computer, the output will be shown
based on the SnapCenter Server time zone.

ResourceGroup false false
Resource Specifies the resource for which you want clone reports. [false false
Status Specifies that you want information about clone jobs with [false false

the specified status. Valid values are: completed, failed,
lwarning, and canceled.

HostName Specifies the name of the host on which the clone false false
resides.
Plugin Specify the plug-in code to generate the report. For false false

custom plug-ins, specify the custom plug-in name for
lexample, hana, mysql.

Jobld ID of the clone job for which to get a report. true false

Examples
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Example 1: Getting a clone report for a date range

Get - SnCl oneReport

This command syntax gets a report for all

SnCl onel d

Smjobl d

Start DateTi me
EndDat eTi e
Dur ati on

St at us

Prot ecti onGr oupNane :
SnProtecti onG oupld :

Pol i cyNane

SnPol i cyl d
BackupPol i cyNane
SmBackupPol i cyl d
Cl oneHost Nane

Cl oneHost I d

Cl oneNane

Sour ceResour ces
Cl onedResour ces
SmJobErr or

Pl ugi nCode

Pl ugi nNane

Pl ugi nDi spl ayNane

-FronDat eTime "7/31/2015"

186

8/ 3/2015 2:43: 02 PM
8/ 3/ 2015 2:44:08 PM
00: 01: 06. 6760000
Conpl et ed

Dr aper

4

OnDemand_d one

4

OnDenmand_Ful | _Log

1

SCSPR0054212005. myconpany. com

4

clones after July 31st,

- Host Nane SCSPR0054212005. nyconpany. com

2015 on the given host.

Dr aper __cl one__08-03-2015_14. 43. 53

{Don, Betty, Bobby,

{Don_DRAPER Betty DRAPER, Bobby DRAPER Sal |y DRAPER}

SCO
Oracl e Dat abase
Oracl e Dat abase

Example 2: Getting a clone report for a clone job

Get - SnCl oneReport -Jobld 186

This command syntax gets a clone report for the given job ID.
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SnCl onel d 1

Smlobl d . 186

StartDateTi me : 8/ 3/2015 2:43:02 PM
EndDat eTi ne : 8/3/2015 2:44:08 PM
Dur ati on : 00: 01: 06. 6760000

St at us : Conpl et ed

Prot ecti onG oupNane : Draper
SnProtecti onG oupld : 4

Pol i cyNane : OnDenand_d one

SnPol i cyl d 4

BackupPol i cyNane : OnDemand_Ful | _Log

SnmBackupPol i cyl d 1

Cl oneHost Nane : SCSPR0054212005. myconpany. com

Cl oneHost I d © 4

Cl oneNane : Draper__clone__08-03-2015_14. 43. 53
Sour ceResour ces . {Don, Betty, Bobby, Sally}

Cl onedResour ces . {Don_DRAPER, Betty_ DRAPER, Bobby_ DRAPER, Sally_DRAPER}
SmJobErr or :

Pl ugi nCode : SCO

Pl ugi nNane . Oracl e Database

Pl ugi nDi spl ayNane . Oracl e Dat abase
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Get-SmCompatibilityFile

Obtains the latest version of the compatibility file from the NetApp Support Site.

Syntax

Get - SnConpati bilityFile [[-Auth] <String>] [<CommonParaneters>]

Detailed Description

Obtains the latest version of the compatibility file from the NetApp Support Site. The compatibility file
contains information about the latest supported SnapCenter and plug-in versions. SnapCenter uses
this information to identify when component upgrades are available.

Parameters
Name Description Required? Pipeline Input Default
Value
JAuth Specifies the authorization token. This is used for false false
lexecuting this cmdlet in scheduled jobs.
Examples

Example 1: Gets the latest compatibility file

Get - SnConpatibilityFile

l e
t he

syntax retrieves the | ate
version of the conpatib

est c
ity fi

Conpatibility file version: 1.0.8

(o]0

fromthe Net App Support Site, and
d on your system
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Get-SmConfigSettings

Displays the configuration settings for the SnapCenter Server host or a SnapCenter plug-in host.

Syntax

Get - SnConfigSettings [-Server] -Key <String> [ <CommonPar anet er s>]
Get - SnConfi gSettings [-Agent] [-HostNane] <String> -Key <String> [ <CommonPar anet er s>]

Get - SnConfigSetti ngs [-Plugin] [-HostNanme] <String> [-PluginCode] <PluginCode> -Key <String>
[ <CommonPar anet er $>]

Detailed Description

Displays the configuration settings for the SnapCenter Server host or a SnapCenter plug-in host.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Displays the configuration values for the server on which Jtrue false
SnapCenter is installed.
Key Specifies the configuration key information you wantto  [true false
display. You can specify a specific key name or specify
All to display all configuration information. You can
specify multiple keys in to double quotation with Comma
(like : "RESTTimeout,MaxVerificationJobPerServer").
IAgent Displays the configuration values for the SMCore agent. [true false
HostName Specifies the name or IP address of the host, only when [true false
the Agent or Plugin parameters are specified.
Plugin Displays the configuration information of the plug-in true false
host.
PluginCode Specifies which plug-in configuration you want to display. [true false
alid values are SCSQL and SCO.
Examples

Example 1: Getting configuration settings on a custom plugin host

Get - SnConfi gSettings - Agent -Host Name SNAPCENTER113. sccore.test.com -Key all

Thi s exanpl e syntax gets all configuration settings on custom plug-in host.
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Key: PLUG N_OPERATI ON_TI MEQUT | N_MSEC Val ue: 3600000
Details:Plug-in APl operafion Tineout

Key:; SERVER APl _TI MEOUT_ | N SEC Val ue: 180
Detal |l s: "Web~Servi ce”APT" Ti neout

Key: ALLOWED CMD
De

S Val ue: *;
tails: Alowed Host OS Commands

Example 2: Getting configuration value for a specific custom plugin configuration
parameter

Get - SnConfi gSetti ngs - Agent -HostNane SNAPCENTER113. sccore.test.com -Key ALLOAED CMDS

Thi s exanpl e syntax gets the configuration paraneter value for the key ALLOAED CMDS settting
on the custom plug-in host.

Ke?_{)é ALLOWNED CMDS Val ue: nount *; unnount *;
tails: Al owed Host OS Conmands

PS C:\ User s\ adni ni strator. SCCORE>

Example 3: Getting a single configuration value for the SnapCenter Server

Get - SnConfi gSettings -Server -Key W ndowsRenot el nstal | ProcessTi neout

Thi s exanpl e syntax displays the configuration value for a single SnapCenter Server key.

Key: do

W n Renot el nst al | ProcessTi neout Val ue;
Details: I'/u

WS 900
W ndows renote instal ninstall process wait tine (in seconds).

Example 4: Getting a more than one configuration values for the SnapCenter Server

Get - SnConfi gSettings -Server -Key "RESTTi neout, MaxVeri fi cati onJobPer Server"

Thi s exanpl e syntax displays the configuration value for a single SnapCenter Server key.
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Key: RESTTi neout ) . Value; 10800000
Details: REST Tineout for SnapManager proxy (in mlliseconds).

Key: MaxVeri ficati onJobPer Server Val ue: 20
Details: Maxinumverification job that can be run per server.

Example 5: Getting all configuration settings on a plugin host including custom port

Get - SnConf i gSettings - Agent 10.236.172.64 -Key all

Thi s exanpl e syntax displays all the configuration settings for a plug-in host, including the
cust om SMcore” port.

Keg: SMBSer ver URL ) Val ue: https://W NDONS-
D38BMBOU. engl ab. net app. com 8146 Details: SMS server url.
Key: SMsServer . Val ue: | ocal host
Details: SMS server.
Key: VSCPr ot ocol . Val ue: https
Details: VSC protocol.
Key: RESTTi neout ) . Val ue; 10800000
Details: REST Tineout for SMCore proxy (in mlliseconds).
Key: RESTConnecti onLi mt Val ue: 1500

) Details: The nmaxi nrum nunber of concurrent connections
al | oned on REST endpoi

nt.
Key: Servi cesBaseAddress . . Val ue: https://
| ocal host: 8152 Details: Service base address.
Key: SnapCent er Server Ver sjon ) Value: 1.0.0.0
Detai |l s: SnapCenter server version.
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Iory Val ue: W ndowsPower Shel |
0g

Ke)é: PSDi r ect . .
\'v1. O\ Modul es\ SnapCent er\ Details: PS directory.

Key: sntoreport . Val ue: 8152
Details: SMCore port.
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Get-SmCredential

Gets credentials of the plug-ins that are registered with the SnapCenter Server.

Syntax

Get - SnCredenti al [-Name <String>] [<CommonParaneters>]

Detailed Description

Gets and displays the credential information of all the plug-ins that are registered with the
SnapCenter Server.

Parameters
Name Description Required? Pipeline Input Default
Value
Name false true
(ByPropertyName)
Examples

Example 1: Get all Credentials

Get - SnCr edent i al

Example 2: Get particular Credential

Get - SnCredenti al - Name RunAsl

Example 3: Get particular Azure NetApp Credential

Get - SnCredenti al - Name RunAsAzurel

Qut put of above Get-SnCredential command:

Id 3

RunAsName : RunAsAzurel
Omner | d o1

Aut hMbde . AzureCredenti al
Subscriptionld : sub

Cl i ent Secret
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Tenant | d . ten
Cientld oocl
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Get-SmDataCollectionEmsSchedule

Retrieves the EMS data collection schedule.

Syntax

Get - SnDat aCol | ecti onEnsSchedul e [ <CommonPar anet er s>]

Detailed Description

Retrieves the EMS data collection schedule. By default, EMS data collection occurs every seven
days, starting one week from your installation date. You can also configure EMS data collection.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Getting the EMS data collection schedule

Get - SnDat aCol | ecti onEnsSchedul e

This exanpl e syntax retrieves your EMS data collection schedul e

StartTi nme
Daysl nt er val

"08/ 27/ 2015 2: 00 AM
7
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Get-SmDataCollectionEmsStatus

Retrieves the EMS data collection status.

Syntax

Get - SnDat aCol | ecti onEnsSt at us [ <ConmonPar anet er s>]

Detailed Description

Retrieves the EMS data collection status. Getting the status information shows whether you have
enabled or disabled your EMS data collection.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Getting EMS data collection status

Get - SnDat aCol | ecti onEnsSt at us

This exanpl e syntax retrieves your EMS data collection status.

Enabl ed
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Get-SmDataCollectionEmsTarget

Gets information about the EMS data collection target.

Syntax

Get - SnDat aCol | ecti onEnsTar get [ <ConmonPar anet er s>]

Detailed Description

Gets information about the EMS data collection target. The EMS data collection target is the storage
system to which you want to send the EMS messages.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Getting the EMS data collection target storage system

Get - SnDat aCol | ecti onEnsTar get

This exanpl e syntax retrieves the EMS collection target storage system

Tar get
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Get-SmDomain

Gets all the domains registered with the SnapCenter server.

Syntax

Get - SmDomai n [ - Name <String>] [<CommonParanet ers>]

Detailed Description

Gets and displays information of all the domains or a specific domain registered with SnapCenter
Server.

Parameters
Name Description Required? Pipeline Input Default
Value
Name NETBIOS Name of the registered domain to get the false true
information. (ByPropertyName)
Examples

Example 1: Gets all the domains registered with SnapCenter Server.

Get - SmDonai n
Resul t:
Id 2
Narre : adl2
Domai nFQDN : adl2.test.netapp.com

DCHost | PAddr esses
Trust edDonmai ns

Creat edOn : 4/ 11/2018 10:19:49 PM
Modi fi edOn : 4/13/2018 2:37:53 AM
Por t : 389

Pr ot ocol . LDAP

DCHost Nanes

Id o1
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Nane : adl9

Domai nFQDN : adl9.test.netapp.com
DCHost | PAddr esses

Tr ust edDomai ns :

Creat edOn : 9/22/2021 10:06: 34 PM

Modi fi edOn :9/23/2021 6:05:29 AM

Por t : 636

Pr ot ocol . LDAPS

DCHost Nanes : WB9K19DC. ad19. t est . net app. com

Example 2: Get a specific registered domain.

Get - SnDomai n - Name ad12

Resul t:

Id 2
Narre : adl2
Domai nFQDN : adl2.test.netapp.com

DCHost | PAddr esses
Trust edDonmai ns :
Cr eat edOn © 4/ 11/2018 10:19:49 PM

Modi fi edOn : 4/13/2018 2:37:53 AM
Por t : 389

Pr ot ocol . LDAP

DCHost Nanes
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Get-SmDownloadRepository

Provides the SnapCenter Server repository path on the local host. SnapCenter uses this path to
store Compatibility File and plug-in installation packages.

Syntax

Get - SnDownl oadReposi tory [ <CommonPar anet er s>]

Detailed Description

Provides the SnapCenter Server repository path on the local host. SnapCenter uses this path to
store Compatibility File and plug-in installation packages. You can also use this cmdlet after the Set-
SmDownloadRepository cmdlet to verify changes to the installation package download repository.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Verifying the plugin installation download repository location

Get - SnDownl oadReposi tory

Thi s exanpl e syntax verifies the |location of the plug-in installation downl oad repository.

O \i net pub\ wwwr oot \ SnapCent er\ Reposi t or y\
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Get-SmDownloads

Gets a supportability metrics between SnapCener Server version and plug-in version.
Syntax
Get - SmDownl oads [ <CommonPar anet er s>]

Detailed Description

Gets and displays the details of plug-in versions supported by SnapCenter Servers.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example: Get the details of all the plug-in versions supported by different
SnapCenter Server versions.

Get - SnDownl oads

This exanpl e syntax retrieves the supportability metrics between the SnapCener Server version
and the plug-in version.

Conpatibility file version: 4.4

SMS_Nane . SnapCenter Server 2.0

Ver si on © 2.0.0.2953

SM5_GUI D . 166EB1F4- 0BD6- 434E- B2D3- 85F64FF9969B

Fam |y_GUI D . 52B25C41- C093- 4B94- 87AA- CC3004A4482D

NOW Pat h : http://mysupport.netapp. conl NON cgi - bi n/ sof t war e/
Hash : 123123123123123123

Conment s . Supports Wndows Server 2012 R2

158



Downl oaded
Repository_Path

Suppor t edPl ugi nPackages :

I sCurrent

Rel easeVer si on
Name

Type

Id

Host

User Nane
Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes
Key

Nsnbj ect | D

Si zeOr Smbj ect

SM5_Nane

Ver si on

SM5_GUI D

Fam |y_GUI D
NOW Pat h

Hash

Comment s

Downl oaded
Repository_Path

Suppor t edPl ugi nPackages :

I sCurrent

Rel easeVer si on
Name

Type

Id

Host

User Nane
Passphrase

Fal se

{H ., ...}

Fal se
2.0

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

{}

0
0
SMCor eCont ract s. Smbj ect Si ze

SnapCenter Server 2.0 P1

2.0.1.21

8DBF2456- EB7E- 4E26- A324- 0AF8864208D3

52B25C41- C093- 4B94- 87AA- CC3004A4482D

http:// nmysupport. netapp. coni NON cgi - bi n/ sof t war e/

123123123123123123

Supports W ndows Server 2012 R2
Fal se

{H ., ., ...}

Fal se

2.0.1
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Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes
Key

NsnCbj ect | D

Si zeOF Smbj ect

SM5_Nane

Ver si on

SM5_GUI D
Famly_GU D
NOW Pat h

Hash

Comment s

Downl oaded
Repository_Path

Support edPl ugi nPackages :

I sCurrent

Rel easeVer si on
Nanme

Type

Id

Host

User Nane
Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes
Key

NsnCbj ect | D

Si zeOF Smbj ect

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

{}

0
0
SMCor eCont r act s. Snbj ect Si ze

SnapCenter Server 2.0 P2

2.0.1.26

AE5A8605- C9C5- 4162- 8663- EBDI993AB32A

52B25C41- C093- 4B94- 87AA- CC3004A4482D

http:// mysupport. netapp. conl NON cgi - bi n/ sof t war e/
123123123123123123

Supports W ndows Server 2012 R2

Fal se

L

Fal se
2.0.1

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

{}

0
0
SMCor eCont r act s. Snbj ect Si ze
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Note: This is just snippet of the output.
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Get-SmHost

Gets information about one or more hosts.

Syntax

Get - SnHost | {_— Host Names <String>] [-]ncludePl

I'ncl udeVeri ficationServerlnfo [ <Bool ean>]]
<Pl ugi nCode>] [ <ConmonPar anet er s>]

Detailed Description

ugi nl nfo [ <Bool ean>
-glsType <E ]

nOper at | nggy[sf enlfype>] [- Pl ugi nCode

Gets information about one or more hosts. The information includes the host status and plug-ins on

the hosts.
Parameters
Name Description Required? Pipeline Input Default
Value
HostNames false true
(ByPropertyName)
IncludePlugininfo false true
(ByPropertyName)
IncludeVerificationServerinfo false true
(ByPropertyName)
OsType Specifies the type of operating system running on false true
the host. Valid values are AlX, Windows, Linux, and (ByPropertyName)
vSphere.
PluginCode false true
(ByPropertyName)
Examples

Example 1: Get a SnapCenter registered AlX host

Get - SmHost - Host Nanmes ai x207-193. gdl . engl ab. net app. com

Thi s exanpl e syntax gets the registered Al X host.

GCslnfo

SMCor eCont r act s. SmOper at i ngSyst eml nfo
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Host Nane

P

Descri ption

Host I d

Domai nNane

Ver si on

Port

Cl ust er Host

Cl ust er Nanme
Menber s

Host St at us

Host Pl ugi nl nf os
Col oHost

Host Confi gurati on
Di scover Pl ugi n
Host UUI D

Host Bl OSI D

Host Mai nt enanceSt at us
| sNLBEnabl ed
VerificationServers
Hyper vi sor Type

| sHyper vi sor Confi gured :

Pref erence
Overal | Status
| sCat al ogHost
Nanme

Type

Id

Host

User Nane
Passphr ase
Del et ed

Aut h

| sC one

Cl oneLevel
Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes
Key

Nsmbj ect | D

ai x207-193. gdl . engl ab. net app. com
10. 10. 207. 193

63
gdl . engl ab. net app. com

8145
Fal se

{}
eHost Up

{}

Fal se

Fal se

Producti on
Fal se

Fal se
0

SMCor eCont r act s. SnHost Over al | St at usl nfo

Fal se

gdl . engl ab. net app. com

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Si zeOF Snmbj ect
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Get-SmJobSummaryReport

Initiates a job summary report.

Syntax

Get - SmlobSunmaryReport [[-Date] <DateTime>] [[-Jobld] <Int64>] [<CommonParaneters>]

Detailed Description

Initiates a job summary report. A job summary report provides information on every job initiated by
SnapCenter on a specified day, along with a breakdown of the job status. The job summary report
provides similar data to the job information in the Monitor page of the SnapCenter GUI, however
here the job information is limited to one day.

Parameters
Name Description Required? Pipeline Input Default
Value
Date Specifies the day for which you want to initiate the job  [false true (ByValue,
summary report. If the cmdlet is run?from the remote ByPropertyName)
computer, the output will be shown based on the
[SnapCenter Server time zone.
Jobld To be deleted. false true (ByValue,
ByPropertyName)
Examples
Example 1: Initiating a job summary report for one day
Get - SmlobSunmar yReport -Date "1/27/2015"
Thi s exanpl e syntax gets a job summary report of all jobs run on January 27th, 2015.

Smlobl d . 1750
JobCr eat edDat eTi ne :
JobSt art Dat eTi ne : 1/ 27/ 2015 12:18:13 PM
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JobEndDat eTi ne : 1/27/ 2015 12:18:24 PM

JobDur ati on : 00: 00: 11. 1600000

JobNane : Backup of dataset 'Test' with policy ' OnDemand'
JobDescri ption

St at us : Conpl et ed

| sSchedul ed

JobError

JobType . Backup

Pol i cyNane

Smlobl d © 1781

JobCreat edDat eTi e :

JobSt art Dat eTi me : 1/27/ 2015 1:07: 14 PM

JobEndDat eTi e : 1/27/ 2015 1:07: 03 PM

JobDur ati on : -00: 00: 10. 8830000

JobNare . Backup of dataset 'Clone' with policy 'Vault'
JobDescri pti on

St at us : Conpl et ed

| sSchedul ed

JobError

JobType . Backup

Pol i cyNane

Example 2: Initiating a job summary report for failed jobs on a given day

Get - SmJobSunmar yReport -Date "1/27/2015"| ?{$_.Status -eq "Failed" }

Get a job summary report for failed jobs on January 27th, 2015.

Smjobl d . 1770
JobCreat edDat eTi e :
JobSt art Dat eTi me : 1/27/ 2015 1:01: 22 PM
JobEndDat eTi e
JobDur ati on

o - JobNane Backup verification of dataset 'Test' with policy
"VerificationDefault'

JobDescri ption
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St at us . Failed

| sSchedul ed

JobError : Verification server(s) are not configured in the dataset
JobType . Dat aset

Pol i cyNane

Smlobl d C 1777

JobCr eat edDat eTi ne :

JobSt art Dat eTi me : 1/27/ 2015 1:06: 58 PM
JobEndDat eTi e

JobDur ati on

o ~JobNane Backup verification of dataset 'Test' with policy
"VerificationDefault'

JobDescri ption

St at us : Failed

| sSchedul ed

JobError : Verification server(s) are not configured in the dataset
JobType . Dat aset

Pol i cyNane
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Get-SmLoadBalanceNode

Lists Network Load Balance (NLB) nodes and Application Request Routing (ARR) status for them.
Syntax
Get - SmLoadBal anceNode [ <CommonPar anet er s>]

Detailed Description

Lists Network Load Balance (NLB) nodes and Application Request Routing (ARR) status for them.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Getting the current NLB nodes and ARR

Get - SnlioadBal anceNode

Thi s exarrBIoe syntax lists the current Network Load Bal ance (NLB) nodes and Application
Request uting (ARR) and their status.
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Get-SmLogs

Gets SnapCenter log files.

Syntax

Get - SnlLogs
Get - Snlogs
Get - Snlogs
Get - SnlLogs
Get - Snlogs

[ - Pat h]
[ - Pat h]
[ - Pat h]
[ - Pat h]
-Path

<String> [-AllLogs] [<CommonParaneters>]

<String> [-ServerLogs] [<ConmmonParaneters>]

<String> [-Jobld] <Int64> [ <CommonPar anet er s>]

<String> [-Pluginld] <Int64> [<CommonParanet er s>]

<String> [[-HostNane] <String>] [-PluginCode] <Pl uginCode>

[ <CommonPar anet er s>]

Detailed Description

Gets SnapCenter log files. Log files are returned in a .zip file. You can retrieve all SnapCenter logs,
or logs for a individual plug-in or SnapCenter instance. You can also get logs for a specified job.

Parameters
Name Description Required? Pipeline Input Default
Value

Path Specifies the path for the location to which you want the |true false
log .zip file to be written.

JAllLogs Indicates that you want to receive all SnapCenter logs, |true false
lwhich include SnapCenter server, managed host, and
plug-in logs.

ServerLogs Indicates that you want to receive logs for the true false
[SnapCenter server only.

Jobld Indicates that you want to receive information for a true false
specified job ID.

Pluginld Indicates that you want to receive information for the true false
specified plug-in ID.

HostName Specifies the host for the plug-in instance for which you |[false false
want to retrieve logs.

PluginCode Indicates that you want to create log settings pertaining |true false
to a specified plug-in instance. Valid plug-in values are
[SCSQL and SCO. For example, if you want to retrieve
the SnapCenter Plug-in for Microsoft SQL Server logs,
the plug-in code is SCSQL.

Examples

Example 1: Retrieving all logs

Get-SnlLogs -AllLogs -Path C\tenp\allLogs. zip
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This exanple syntax retrieves all log files.
Example 2: Retrieving SnapCenter Server logs
Get-SnlLogs -Path C \tenp\serverlLogs.zip ?ServerlLogs
This exanpl e syntax retrieves all Server |ogs.

Example 3: Retrieving plugin instance logs

Get - SnmLogs - Host Name host 123 -Path C:\tenp\snsql Logs. zi p - Pl ugi nCode SCSQL

This exanpl e syntax retrieves all plug-in instance |ogs for SnapCenter Plug-in for Mcrosoft
SQ Server.

Example 4: Retrieving logs for a designated job

Get- Smiogs -Jobld 1234 -Path C\tenp\job_1234. zip

This exanpl e syntax retrieves logs for job I D 1234.

170



Get-SmLogSettings

Retrieves log settings.

Syntax

Get - SmLogSettings [-Server] [<CommonParaneters>]
Get - SmLogSettings [-Agent] [-HostNanme] <String> [ <CommonPar anet er s>]

Get - SnlogSetti n?s [-Plugin] [-HostNane] <String> [-PluginCode] <Pl ugi nCode>
[ <CommonPar anet er s>]

Detailed Description

Retrieves the log settings for SnapCenter, a host, or a plug-in. Log setting determine the log severity
level, the maximum file size for the log file, the maximum number of log file backups to retain, and
the maximum size for all job log files.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Retrieves log file settings for SnapCenter Server. true false
IAgent Specifies that you want to retrieve log file settings for true false
[SnapCenter host agent.
HostName Provides the host name for the SnapCenter host that will jtrue false
capture the log files.
Plugin Specifies that you want to retrieve log file settings fora [true false
plug-in.
PluginCode Provides the plug-in code for the plug-in for which you  |true false
lwant to retrieve the log file settings. Valid plug-in codes
are SCSQL, SCV, and SCO. For custom plug-ins, the
plug-in code is the name of the custom plug-in.
Examples

Example 1: Getting log file settings for SnapCenter Server

Get - SmLogSettings - Server

This exanple syntax retreives log file settings for SnapCenter Server.
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LogSettingsld 1

LogSetti ngsType . Server
LogLevel A
MexFi | eSi ze : 10485760

MaxSi zeRol | Backups : 10
JobLogsMaxFi | eSi ze : 104857600
Host I d

Host Nane

Pl ugi nl nfol d

Pl ugi nCode

Example 2: Getting log file settings for SnapCenter host agent

Get - SnLogSetti ngs ?Agent ?Host Nanme host 123

This exanple syntax retrieves log files for the SnapCenter host agent.

LogSettingsld o1
LogSet ti ngsType . Agent
LogLevel AL
MaxFi | eSi ze : 10485760

MaxSi zeRol | Backups : 10
JobLogsMaxFi | eSi ze : 104857600

Host I d 1

Host Nane : bryankDev
Pl ugi nl nfol d

Pl ugi nCode

Example 3: Getting log file settings for plugins

Get - SnlLogSettings ?Plugin ?Pl ugi nCode SCSQL ?Host Nane br yankDev

This exanple syntax retrieves plug-in log file settings.
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LogSettingsld o1
LogSet ti ngsType
LogLevel
MaxFi | eSi ze

MaxSi zeRol | Backups :
JobLogsMaxFi | eSi ze :

Host I d

Host Nane

Pl ugi nl nfol d
Pl ugi nCode

Pl ugi n

I nfo
10485760
10
104857600
1
bryankDev
1

SMBQL
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Get-SmPluginConfiguration

Gets the plug-in configuration for a host.
Syntax
Get - SnPl ugi nConfi guration -Plugi nCode <Pl ugi nCode> - Host Nanme <String> [ <CommonPar anet er s>]

Detailed Description

Gets the plug-in information for a host.

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode The plug-in code. Valid values are SCW, SCSQL, and  [true true
SCO. (ByPropertyName)
HostName The name of the host on which the plug-in is installed.  [true true
(ByPropertyName)
Examples

Example 1: Getting plugin configuration information for a host

Get - SnPl ugi nConfi gurati on - Pl ugi nCode SCSQL - Host Nane | ocal host

Thi s exanpl e syntax gets the SnapCenter plug-in configuration for the specified host.

Pl ugi nl nfol d
Host Nane :
Pl ugi nNane : SnapCenter Plug-in for Mcrosoft SQL Server
Pl ugi nVer si on :
Instal |l Pat h
Descri ption
Vendor Narre :
Endpoi nt URI . http://1ocal host: 809/ Sql Managenent Servi ce
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Dat eCr eat ed

Dat eModi fi ed
Message

Resour ces

Pl ugi nCode

Pl ugi nConfi guration
Ser vi ceNanme

Di spl ayNane

Servi ceSt at us

Pl ugi nSer vi ceActi on
Por t

GU D

Pl ugi nConpati bilityStatus :

Li censeType

Li censeKey

Pl ugi nl nst al | St at us
Host Mai nt enancesSt at us
TCPPor t

Aut h

{}
SMBQL
SMCor eCont ract s. Sn5gl Confi gurati on

Unavai | abl e
None
0

None
None

ePl ugi nl nst al | St at usUnknown
Producti on

0

SMCor eCont ract s. SmAut h
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Get-SmPIluginPackage

Gets information about plug-in packages that have been uploaded for a specific custom plug-in.
Syntax
Get - SnPl ugi nPackage [[- Pl ugi nNane] <String>] [<CommonParaneters>]

Detailed Description

Gets information about the plug-in packages that are uploaded for a specific custom plug-in.

Parameters
Name Description Required? Pipeline Input Default
Value
PluginName Specifies the name of the custom plug-in for which you |[false false
want to determine the uploaded plug-ins.
Examples

Example 1: Get information about a custom plugin package

Get - SnPl ugi nPackage - Pl ugi nNane DB2

TBIBS exanpl e syntax gets all upl oaded package version infornmation of the custom plug-in named

Cust onPl ugi nNane . DB2
Cust onPl ugi nVer si on 1.0
Cust onPl ugi nType
GCslnfo : SMCor eContracts. SnOper at i ngSyst em nf o
Resour ces : {SMCor eContracts. SnSCCust onResour eceType}
Requi reFi | eSystenPl ugin : Fal se
Upl oadedFi | eNane : DB2_1.0.zip

Cust onPl ugi nDi spl ayNarme : | BM DB2

176



Cust onPl ugi nNane
Cust onPl ugi nVer si on
Cust onPl ugi nType
Cslnfo

Resour ces

Requi reFi | eSyst enPl ugin :

Upl oadedFi | eNane

Cust onPl ugi nDi spl ayNane :

DB2
2.0

SMCor eCont r act s. SnOper at i ngSyst eml nf o

{ SMCor eCont r act s. SmSCCust onResour eceType}
Fal se

DB2_2.0.zip

| BM DB2
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Get-SmPluginReport

Initiates a plug-in report.

Syntax
Get - SnPl ugi nReport [-Pl ugi n] <Pl ugi nCode> - Host Nape] <String> - Resour ceGr ou <String>
[[-DayCognt] EI nt3E>] [gTe]rse] [gCormDnPaﬁgn‘eterw] ] ol Ll Pl o]

Detailed Description

Initiates a plug-in report. A plug-in report provides backup information about resources managed by
a specified SnapCenter plug-in. For example, the report shows you how many SnapCenter Plug-

in for Microsoft SQL Server resources have been backed up, which resources have failed backups,
which resources are unprotected, and which resources do not have SnapVault updates. This report
provides information for a time period you specify. The default time period is 7 days.

Parameters
Name Description Required? Pipeline Input Default
Value
Plugin Specifies the plug-in code for which you want a plug- true true
in activity report. For example, if you want this report (ByPropertyName)
for SnapCenter Plug-in for Microsoft SQL Server, enter
[SCSQL. Valid plug-in values are SCW, SCSQL, and
SMO.
HostName Specifies the name of the host on which the plug-in false true
instance is installed. You can specify the host name or IP (ByPropertyName)
address if you want to run a plug-in activity report for only|
one instance of a plug-in.
ResourceGroup false true
(ByPropertyName)
DayCount Indicates the number of days for which you want plug-  [false true
in activity reported. For example, if you want to get (ByPropertyName)
information for the last 5 days, enter 5. The default is 7
days.
Terse Indicates that you want to receive only limited false false
information. Specifying terse gives you just the number
of databases that are protected, unprotected, with
backups that have failed, and that have no SnapVault
updates.
Examples

Example 1: Getting a plugin report

Get - SnPl ugi nReport - Pl ugi n SCSQ
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rver

BackupCount

T&s exanpl e syntax gets a plug-in report for the SnapCenter Plug-in for
29
AgedBackupCount 25
Pr ot ect edObj ect Count
Not BackedUpQbj ect Count 0
Unpr ot ect edCbj ect Count 1
Fai | edBackupObj ect Count 0
Unpr ot ect edBackupObj ect Count 0
Al | oj ect Count 6
Backups {Test, Test, Test, Test...}
Not BackedUp(hbj ect s {}
Unpr ot ect edbj ect s {Test DB6}
Fai | edBackupObj ect s {}
Unpr ot ect edBackupObj ect s {}
Resul t SMCor eCont ract s. SMResul t
Tot al Count 0
Di spl ayCount 0
Cont ext
Job SMCor eCont ract s. Smiob

Example 2: Getting a plugin report for a specific plugin instance and number of days

Get - SnPl ugi nReport

M crosoft SQL

-Plugin SCSQL - Host Nane SCSPR0019366001. gdl . myconpany. com

T&s exanpl e syntax gets a plug-in report for the SnapCenter Plug-in for Mcrosoft SQ
rver.

BackupCount

29
AgedBackupCount

25




Pr ot ect edoj ect Count

Not BackedUpQbj ect Count 0

Unpr ot ect edObj ect Count 1

Fai | edBackupObj ect Count 0

Unpr ot ect edBackupObj ect Count : O

Al | Qbj ect Count : 6

Backups . {Test, Test, Test, Test...}
Not BackedUpQhj ect s {}

Unpr ot ect edCbj ect s . {Test DB6}

Fai | edBackupObj ect s {}

Unpr ot ect edBackupObj ect s {}

Resul t : SMCor eContracts. SMResul t
Tot al Count 0

Di spl ayCount 0

Cont ext :

Job : SMCor eCont ract s. SmJob

Example 3: Limiting the amount of information in the plugin report

Get - SnPl ugi nReport -Plugin SCSQ - Terse

Thi s exanpl e s?/nt ax gets a plug-in report for the SnapCenter Plug-in for
that only includes resource counts.

BackupCount : 29
AgedBackupCount ;25
Pr ot ect edObj ect Count
Not BackedUpQbj ect Count
Unpr ot ect edbj ect Count
Fai | edBackupObj ect Count
Unpr ot ect edBackupObj ect Count
Al | Qbj ect Count

o O O +» O

M crosoft SQL Server
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Get-SmPolicy

Retrieves details about one or more policy.

Syntax

Get - SnPol i cy [-PolicyName <String>] [-DatasetNanme <String>] [<CommonParaneters>]

Detailed Description

Retrieves details about one or more policy. You can retrieve details about a specific policy or about
all policies in a resource group.

Parameters
Name Description Required? Pipeline Input Default
Value
PolicyName Specifies the name of the policy for which you want false true
details. (ByPropertyName)
DatasetName Specifies a dataset. This parameter retrieves policy false true
details for each policy in the dataset. (ByPropertyName)
Examples

Example 1: Retrieving information about a policy

Get-SnPolicy -PolicyName "Full Backup with Replication”

This exanpl e syntax gets informati on about the specified policy.

Appl ySnapvaul t Updat e True
Appl yRet enti on . True
Ret ent i onCount D2
Ret ent i onDays 0
Appl ySnapM rror Updat e . True
SnapVaul t Label ;. OneTi ne
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M rrorVaul t Updat eRetryCount : 7
AppPol i ci es {}
Descri ption :
PreScri pt Pat h

PreScri pt Argunent s

Post Scri pt Pat h

Post Scri pt Argunent s

Scri pt Ti meQut : 60000

Dat eMbdi fi ed : 6/10/2015 7:18:50 PM
Dat eCr eat ed : 6/8/2015 11:03: 07 PM
Schedul e : SMCor eCont ract s. SnSchedul e
Pol i cyType . Backup

Pl ugi nPol i cyType : SMBQL

Nane : Full Backup with Replication
Type :

Id 1

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Snsql BackupType . Ful | Backup

CopyOnl yBackup : Fal se

CopyOnl yLogBackup . Fal se

Ut nTy pe : None

Ut nCount s 7

Ut nDays c 14

RunLi veDBCCBef or e . Fal se

RunLi veDBCCAf t er . Fal se

Ret ent i onType

Truncat eLog : True
VerificationAfterBackup : Fal se

Tr ansLogMar k

TransLogDescri pti on

AGBackupType : UsePreferredBackupReplica
AGRepl i caType : Primary
AGBackupPriorityMn o1

AGBackupPri orit yMax : 100
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Veri f yLogBackup . Fal se

MaxDbConcur r ent Backup ;35

Cr eat eLogFol der Snapshot : True
Del et eLogFol der Snapshot . Fal se
LogFol der Snapshot Ret enti onType :

LogFol der Snapshot Count s 0
LogFol der Snapshot Days 0

Del et eLogl nShar e . Fal se

Logl nShar eRet ent i onType
Logl nShar eCount s
Logl nShar eDays

CopyLogToShar e . Fal se

CopyLogToShar eType

VerifyPolicy : SMCoreContracts. SnVeri ficationPolicy
Nanme

Type

Id

Host

User Nane

Passphrase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Example 2: Retrieving information for policies in a dataset

Get-SnPol i cy -DatasetNane DB_ON_ | _S DRI VE ds

Appl ySnapvaul t Updat e : True
Appl yRet enti on . True
Ret ent i onCount D2
Ret ent i onDays 0
Appl ySnapM rror Updat e : True
SnapVaul t Label : OneTine
M rror Vaul t Updat eRet ryCount : 7
AppPol i ci es {}
Description :

PreScri pt Pat h
PreScri pt Argunent s
Post Scri pt Pat h

Post Scri pt Argunent s
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Scri pt Ti meQut
Dat eModi fi ed
Dat eCr eat ed
Schedul e

Pol i cyType

Pl ugi nPol i cyType
Nanme

Type

Id

Host

User Nane
Passphrase
Del et ed

Aut h

I sCl one

Cl onelLevel

SnBql BackupType

CopyOnl yBackup

CopyOnl yLogBackup

Ut nTy pe

Ut nCount s

Ut nDays

RunLi veDBCCBef or e

RunLi veDBCCAf t er

Ret enti onType

Truncat eLog

Veri ficati onAfterBackup
TransLogMar k
TransLogDescri ption
AGBackupType

AGRepl i caType
AGBackupPriorityMn
AGBackupPri ori t yMax
Veri f yLogBackup
MaxDbConcur r ent Backup
Cr eat eLogFol der Snapshot
Del et eLogFol der Snapshot

60000
6/ 10/

2015 7:18:50 PM

6/ 8/ 2015 11:03: 07 PM
SMCor eCont r act s. SnSchedul e

Backu
SMVSQL
Ful |

Fal se

p

Backup with Replication

SMCor eCont ract s. SmAut h

Fal se
0

Fu

I 1 Backup

Fal se

Fal se

No
7
14

ne

Fal se

Fal se

Tr

ue

Fal se

UsePr ef err edBackupRepl i ca

Primry

1

100
Fal se

35

True

Fal se

LogFol der Snapshot Ret enti onType :

LogFol der Snapshot Count s
LogFol der Snapshot Days

184



Del et eLogl nShar e . Fal se
Logl nShar eRet ent i onType

Logl nShar eCount s

Logl nShar eDays

CopyLogToShar e . Fal se

CopyLogToShar eType :

VerifyPolicy : SMCor eContracts. SnVeri ficationPolicy
Nanme

Type

I d

Host

User Nane

Passphr ase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| s one . Fal se

Cl oneLevel 0

GetSmPolicy for custom DB2 plugin

Get - SnPol i cy - Pol i cyName SECONDARY SNAPM RROR

Custom plug-in DB2 policy with SnapMrror update enabl ed

BackupType . DATA
Schedul er Type : None
Ret ent i onCount ;24
Ret ent i onDays 0

VerificationEnabled : Fal se

Appl yRet enti on . True
Appl ySnapM rror Updat e : True
Appl ySnapvaul t Updat e . Fal se
M rrorVaul t Updat eRetryCount : 3

Ret ent i onCount .24
Ret ent i onDays 0
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SnapVaul t Label

AppPol i ci es
Dat eCr eat ed
Dat eModi fi ed
Descri ption

Pl ugi nPol i cyType

Pol i cyType

Post Scri pt Argunent s

Post Scri pt Pat h

PreScri pt Argunent s

PreScri pt Pat h
Schedul es
Schedul e

Scri pt Ti meCut
Nanme

Type

Id

Host

User Nane
Passphrase
Del et ed

Aut h

I sCl one

Cl onelLevel
Host s

Policyld
Pl ugi nNane

Pl ugi nPar ans :

Nanme

Type

Id

Host

User Nane
Passphrase
Del et ed
Aut h

I sCl one

Cl onelLevel
Host s

23
DB2

{}

8/ 21/ 2016 4:23:20 PM
8/ 21/ 2016 4:23:20 PM
testPolicy

DB2

Backup

{1
SMCor eCont ract s. SnSchedul e

60
SECONDARY_SNAPM RROR

23

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

{}

SMCor eCont r act s. SnKeyVal ueCol | ecti on

Fal se

SMCor eCont ract s. SmAut h

Fal se
0

{}
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Get-SmReportSchedule

Get the list of report schedules using this cmdlet.

Syntax

Get - SmReport Schedul e_ [ - Nane] <String> [-Plugin] <PluginCode> [[-Enabl ed] [<Boolean>]]

[ <CommonPar anet er s>]

Detailed Description

Get the list of report schedules created either by the logged in user or the users with the same role

as that of the logged in user.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Get the schedule based on the schedule name. true true
(ByPropertyName)
Plugin Get the schedule based on the Plug-in name. Specify true true
"all" to get the schedules configured with "All Plug-ins" (ByPropertyName)
Plug-in.
Enabled Get the schedules for a specific schedule status (enabledjfalse true
or disabled). Pass $true or 1 to fetch all the enabled (ByPropertyName)
schedules and $false or 0 to fetch all the disabled
schedules.
Examples

Example 1: Get the details of a specific report schedule.

Get - SmReport Schedul e - Name schedul el

This exanple gets the details of a specific schedule.

Schedul eReportld : 225
Schedul eNane . Schedul el
Enabl ed : True
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Pl ugi nCode : SCO

Pl ugi nNane . Oracl e Database

Pl ugi nDi spl ayNane : Oracl e Dat abase

For mat Type . PDF

Day Of TheWeek . Monday

DayOf TheMont h :

TriggerTinme : 21:00

Emai | Subj ect : SnapCenter Weekly Report for Oracle Database
Fr onEnai | © user®domai n. com

Reci pi ent's : user 1®donwi n. com user 2@donzai n. com
User | d 1

Rol el d 1

Repor t Dat a . Backup, O one, Restore, Protection
Frequency : 9:00 pm Monday every week

Cr eat edBy : Admi ni strator

Schedul eType : Weekly

Example 2: Get the report schedules based on plug-in name.

Get - SnReport Schedul e - Pl ugi n SCO

This exanple gets the |list of schedules created for a specific plug-in.

Schedul eReportld : 225

Schedul eNane : Schedul el

Enabl ed : True

Pl ugi nCode : SCO

Pl ugi nNane . Oracl e Dat abase

Pl ugi nDi spl ayNane : Oracl e Dat abase

For mat Type . PDF

Day Of TheWeek : Monday

DayOf TheMont h

Trigger Ti ne : 21:00

Enai | Subj ect : SnapCenter Weekly Report for Oracl e Database
Fr onEnsi | : user ®onwi n. com

Reci pi ent s : user 1®onai n. com user 2@donai n. com
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User | d

Rol el d
Report Dat a
Fr equency

Cr eat edBy
Schedul eType

Schedul eReportld
Schedul eNanme
Enabl ed

Pl ugi nCode

Pl ugi nNane

Pl ugi nDi spl ayNane :

For mat Type
Day Of TheWeek
DayOf TheMont h
TriggerTime
Enmi | Subj ect
Fr onEnmi |
Reci pi ent s
User | d

Rol el d
Report Dat a
Frequency

Cr eat edBy
Schedul eType

1
1

Backup, O one, Rest ore, Prot ecti on

9: 00 pm Monday every week

Admi ni strator
Weekl y

217

Schedul e2

True

SCO

Oracl e Dat abase
Oracl e Dat abase
PDF

01:01

SnapCenter Daily Report for O acle Database

user ®omai n. com

user 1®onmai n. com user 2Rdonai n. com

1
1

1: 01 am every day
Admi ni strator
Dai | y

Example 3: Get the enabled or disabled report schedules.

Get - SnRepor t Schedul e - Enabl ed $true

Thi s ex
schedu

Schedul eReportld

a
I

mpl e

es

al

8ets the list of
nd $false or 0 to

202
Schedul eNane
Enabl ed

Il e
etch

nabl ed
all t

Schedul e3
Fal se

schedul es.
he di sabl ed schedul es.

Pass $true or 1 to fetch all

the enabl ed
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Pl ugi nCode DA

Pl ugi nNane : Al Plug-ins

Pl ugi nDi spl ayNane : Al Plug-ins

For mat Type . PDF

Day Of TheWeek : Monday

DayOf TheMont h :

Tri gger Ti ne : 21:00

Enai | Subj ect : SnapCenter Weekly Report for Al Plug-ins
Fr onEnsi | . user®omai n. com

Reci pi ent s : user 1®onmi n. com user 2@donai n. com
Userld 1

Rol el d 1

Report Dat a . Backup, Cl one, Restore, Protecti on
Frequency : 9:00 pm Monday every week

Cr eat edBy : Admini strator

Schedul eType : Weekly

Schedul eReportld : 221

Schedul eNane : Schedul e4

Enabl ed . Fal se

Pl ugi nCode ;. SCO

Pl ugi nNane . Oracl e Database

Pl ugi nDi spl ayNane : Oracl e Dat abase

For mat Type . PDF, CSV

Day Of TheWeek : nonday

DayOf TheMont h

TriggerTinme : 01:10

Emai | Subj ect : SnapCenter Weekly Report for Oracle Database
Fr onEnai | © user®domai n. com

Reci pi ent's : user 1®donwi n. com user 2@donzai n. com
User | d 1

Rol el d 1

Repor t Dat a

Frequency : 1:10 am nonday every week

Cr eat edBy : Admi ni strator

Schedul eType : Weekly
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Get-SmRepositoryBackups

Gets the backup and saves the metadata to the active file system (AFS).

Syntax

Get - SnmReposi t oryBackups [[-Hostnanme] <String>] [[-SMsbaseUrl] <String>] [<CommonParaneters>]

Detailed Description

Gets the backup and saves the metadata to the active file system (AFS).

Parameters
Name Description Required? Pipeline Input Default
Value
Hostname Specifies the SnapCenter database host name. If the false true
[SnapCenter database is hosted by a failover cluster (ByPropertyName)
instance (FCI), then specify the FCI owner host name.
[SMSbaseUrl Specifies the SnapCenter Server URL. This is false true
required when executing a PowerShell command (ByPropertyName)
from a plug-in machine. For example: -SMSbaseUrl
https://172.17.166.128:8146
Examples

Example 1: Retrieving repository backups

Get - SnReposi t or yBackups

This exanpl e syntax retrieves repository backups.
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Get-SmRepositoryConfig

Displays the repository configuration information.
Syntax
Get - SmReposi toryConfig [[-SMsbaseUrl] <String>] [<CommonParaneters>]

Detailed Description

Displays the repository configuration information.

Parameters
Name Description Required? Pipeline Input Default
Value
[SMSbaseUrl Specifies the SnapCenter Server base URL. The base |[false true
URL includes the name or IP address of the SnapCenter (ByPropertyName)
Server, and, if the remote system is in a different domain
from that of the SnapCenter Server, the domain name.
For example: https://SNAPCENTER_SERVER_NAME/
DOMAIN_NAME.
Examples

Example 1: Displaying the MySQL repository details

Get - SmReposi toryConfi g

Thi s exanpl e syntax displays the MySQ repository details.

Acti veRepository :10.236.221.0
ReplicationServers : 10.236.221.0, 10. 236. 221. 34
ReplicationStatus : Healthy
Repl i cati onl ssues
Last Swi t choverTine : 4/28/ 2017 7:11:10 AM
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Example 2: Displaying MySQL repository details from a remote host to SnapCenter
using a base URL

Get - SnReposi toryConfi g - SMshaseUr| https://10.236.221. 75: 8146/

Thi s exanpl e syntax displ abs the MySQL repository details froma renote host to SnapCenter
using the specified base URL.

Acti veRepository : 10.236.221.0
ReplicationServers : 10.236.221.0, 10. 236. 221. 34
ReplicationStatus : Healthy
Repl i cati onl ssues
Last Swi t choverTine : 4/28/ 2017 7:11:10 AM
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Get-SmResourceCredentialName

Gets credential information of the SQL instance that are registered with the SnapCenter Server.

Syntax

Get - SmResour ceCr edent i al Nanme L- Host Nane <String>] [-ResourceNane <String>] [-Resourceld
<String>] [<CommonParaneters>]

Detailed Description

Gets and displays the credential information of the SQL instance that are registered with the
SnapCenter Server.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName false true
(ByPropertyName)
ResourceName false true
(ByPropertyName)
Resourceld false true
(ByPropertyName)
Examples

Example : Get the credential information of the SQL instance by the resource name.

Get - SnResour ceCr edent i al Name - Resour ceNane R708202074BV1\ SQ.2019

This exanpl e syntax retrieves the credential information of the SQL instance based on the
resource nane.

Nane : R708202074BV1\ SQL2019
Type . SQ Instance

Id : 20

Host : R708202074BV1. HNK2. com
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User Name
Passphrase :
Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h

I sCl one . Fal se

Cl onelLevel 0

Host s {}

St or ageNane

Resour ceG oupNanes :

Pol i cyNanes

Key 0

NsnCbj ect | D 0

Si zeOF Smbj ect : SMCor eContracts. Snbj ect Si ze
Id 3

RunAsNane Hnkn

Aut hMbde W ndows

User Nane HNK2\ admi ni strator
Passphar se

Omner | d

Host Nane

I nst anceNane

Checkf or Admi ni stratorPrivilage :

Tar get URL
| sSudoEnabl ed

Fal se

Fal se
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Get-SmResourceGroup

Retrieves details about resource groups.

Syntax

Get - SnResour ceGroup [ - Resour ceG oupNane <String>] [-ListResources] [-ListConfiguration] [-
Li st Pol i ci es] [<ComonParaneters>]

Detailed Description

Retrieves details about resource groups. Entering GetSmResourceGroup with no parameters
specifies retrieves information about all resource groups.

Parameters
Name Description Required? Pipeline Input Default
Value
ResourceGroupName Specifies a resource group name for which you want to [false true
retrieve details. (ByPropertyName)
ListResources Specifies whether or not resources for a resource group |[false true
are listed. (ByPropertyName)
ListConfiguration Specifies whether or not configuration information for a  [false true
resource group is listed. (ByPropertyName)
ListPolicies Specifies whether or not policies in a resource group are [false true
listed. (ByPropertyName)
Examples

Example 1: Getting all resource group information

Get - SnResour ceG oup

This exanple syntax retrieves informati on about all resource groups.

Descri ption :
CreationTi nme : 10/ 10/ 2016 4:45:53 PM
Modi fi cationTi ne : 10/ 10/ 2016 4:45:53 PM
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Enabl eEnmai |

Enai | SMTPSer ver

En=i | From

Emai | To

Enai | Subj ect

Enabl eSysLog

Prot ecti onG oupType
Enabl eAsupOnFai | ure
Pol i ci es

Host Resour ceMapi ng
Configuration

Last BackupSt at us
VerificationServer
Enai | Body

Emai | Noti ficationPreference :

VerificationServerlnfo
Schedul er SQLI nst ance
Cust onirext

Cust onSnapshot For nat
Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enanceSt at us

Pl ugi nProt ecti onG oupTypes
Tag

I sl nternal

Enabl eEnmi | At t achnent
VerificationSettings
Name

Type

Id

Host

User Nane

Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane

Resour ceG oupNanes

Fal se

Fal se
Backup
Fal se
{}

{}
SMCor eCont ract s. SnCl oneConfi gurati on

Conpl et ed

Never

Fal se
Fal se

Pr oducti on
{ smsQL}

Fal se
Fal se
{1
NFS_DB
G oup
2

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Pol i cyNanes

Descri ption
CreationTi nme
Modi fi cati onTi ne

Enabl eEnwi |

Emai | SMIPSer ver
Emai | From

Enmi | To

Emai | Subj ect

Enabl eSysLog

Pr ot ecti onG oupType
Enabl eAsupOnFai | ure
Pol i ci es

Host Resour ceMapi ng
Configuration

Last BackupsSt at us
VerificationServer
Emai | Body

Enmai | Noti fi cati onPreference :

VerificationServerlnfo
Schedul er SQLI nst ance
Cust onirext

Cust onSnapshot For mat
Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enancesSt at us

Pl ugi nProt ecti onG oupTypes
Tag

I sl nternal

Enabl eEnmi | At t achnent
VerificationSettings
Nanme

Type

Id

Host

User Nane

Passphr ase

Del et ed

Aut h

10/ 10/ 2016 4:51:36 PM
10/ 10/ 2016 5:27:57 PM
Fal se

Fal se
Backup
Fal se
{}

{}
SMCor eCont ract s. SnCl oneConfi gurati on

Fail ed

Never

Fal se
Fal se

Pr oducti on

{sveQ}

Fal se
Fal se
{}
Test
G oup
3

Fal se
SMCor eCont ract s. SmAut h
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I sCl one . Fal se
Cl onelLevel 0
Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes
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Get-SmResources

Discovers plug-in resources.

Syntax

Get - SmResour ces - Pl ugi nCode <Pl U?I nCode> - Host Name <String> [-UseKnownResources
<Sw t chPar anet er > ApPCb] ect Type <String>] [-ADPO)] ectld <String>] [-|sDAG
<Sw t chPar anet er > I nformati ohActi on <ACtionPreference> -InformationVariabl e <String>]
-What I f [<Sw tchParaneter>]] [-Confirm[<Sw tchParaneter>] <OomanPararTeters >]

Detailed Description

Discovers plug-in resources. For SnapCenter Plug-in for Microsoft SQL Server, resources
include databases, Availability Groups, and SQL Server instances. You can query one host

at a time and return information about any plug-in instances installed on that host. You can

use this cmdlet to get detailed information about resources located on the specified host. For
SnapCenter Plug-in for Oracle Database, resources include Oracle databases and application
volumes This is useful for creating appropriate disk and SMB shares and to include resources in
datasets for later data protection. If a request times out when running this cmdlet, you can add
the following rest timeout value key to the out from PowerShell config file located at "C:\Windows
\System32\WindowsPowerShell\v1.0\Modules\SnapCenter\SnapManager.PSModule.dll.config":
<add key="RESTTimeout" value="10800000" />

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode The name of the plug-in for which you want to discover [true true
resources. Possible inputs include SCSQL, SCW, SCO, (ByPropertyName)
HANA, SCU, SCE, and SP.
HostName Specifies the host name. You can query one host at a true true
time. (ByPropertyName)
UseKnownResources Indicates that you want to return the cached resources. [false true
'You can use this parameter when you have already (ByPropertyName)
queried resources from the SnapCenter GUL. In this
case, you receive information only about the already
discovered resources. You can use this parameter
for resource verification. Oracle application volume
resources are manually created by the user. These
resources will always be obtained from the SnapCenter
database because discovery on host is not applicable for
them.
IAppObjectType Specifies the type of application object. For example, false true
instance, database, or a SAP HANA SingleContainer (ByPropertyName)
or MultipleContainers. For SnapCenter Plug-in for
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Name Description Required? Pipeline Input Default
Value

(Oracle Database, valid object types are Database and
IApplicationVolume.

IAppObjectld Specifies the AppObjectld of resource. For example, -  [false true

IAppObjectld MVA-RX200-S13\SQLEXPRESS\DB16. For (ByPropertyName)
Oracle databases and application volume resources, the
ID is of the format HostName\ResourceName.

IsDAG Required parameter that enables SnapCenter to discoverifalse true

Microsoft Exchange Database Availability Groups (ByPropertyName)
(DAGs) when you use the SnapCenter Plug-in for
Microsoft Exchange Server.

\Whatlf false false
Confirm false false
DatabaseName [SAP HANA database name. false true (ByValue,
ByPropertyName)
ListStorageFootprint false true (ByValue,
ByPropertyName)
SID This is a SAP HANA database specific parameter. A SAP|false true (ByValue,
HANA system is identified by a unique 3 letter system ID ByPropertyName)
(SID). For example, ABC.
ResourceType Specifies the type of application object. For example, false true (ByValue,
instance, database, or a SAP HANA SingleContainer or ByPropertyName)
MultipleContainers.
TenantDatabaseName This is a SAP HANA database specific parameter. It false true (ByValue,
is the name of the tenant database for SAP HANA ByPropertyName)
Multitenant Database.
ResourceName This can be used to filter resources by their names false true (ByValue,
ByPropertyName)
Examples

Example 1: Discovering resources on a host

Get - SmResour ces - Host Nane ' vi se-f 6. sddev. nyconpany. com - Pl ugi nCode MSFT_SQL

Tﬂi stexarrpl e syntax discovers the resources for the Mcrosoft SQ plug-in on the specified
ost.

Pl ugi nCode OperationResults

MSFT_SQL { SMCor eCont r act s. Smbj ect Oper ati onResul t, SMCoreContract. ..

Example 2: Listing storage content of custom DB2 plugin resource
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Get - SnResour ces - Host Nane ' sccorel i nux6l. sccore.test.com -Plugi nCode DB2 - AppObj ect Name
financeDB - Li st St orageFoot pri nt

This exanpl e syntax lists resource details along with StorageFoot print details of the custom
pl ug-in resource named financeDB of DB2.

Conpl eted Di scovering resources: Job |d [123]

Resour ceNane . financeDB
Resour ceVer si on

Resourcel d : sccorelinux6l. sccore.test.com Db2\financeDB
Resour ceType . I'nstance

Prot ect ed : No

RunAsName

ResourceSettings :

Mount Pat hs

) St orageFootPrint : Stora eResourceTyp . SDStorageDir, StorageResource :
financeDB :/vol/SML_SRC sccorelinuxbl_sccore_téest_com

Example 3: Listing SAP HANA databases of type SingleContainer

Get - SmResour ces - Host Nane ' scspr0204312001. gdl . engl ab. net app. coni - Pl ugi nCode hana -
AppQbj ect Type Si ngl eCont ai ner

This exanple syntax lists all SAP HANA dat abases of resource type SingleContainer.

Conpl et ed Di scovering Resources: Job Id [564]

Dat abaseNane : NonMDC6
SID : LMN
User St or eKeys . bGLuOGE G3ef S1yJZQwy Ot t TQH5C283MUt NTI OHUI | YhUbAH+z Bt CpXAr /

v8In2| s9| o QUNK] OO0CeKD/ i v4vYaP
+2hKOVNMBYCOF 8z Al 8u24RZGTr Lj CLZXOOeHOJWPgGZSLj m 629Lk U7 Ar BM WKokq6Q==

Fi | eBackupPat h . [ hanal/ shar ed/ LM\ HDBO1/ backup/ dat a
Fi | eBackupPrefix : SnapCenter _
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OsDBUser :
Resour cel d : scspr0204312001. gdl . engl ab. net app. coml hana\ LMN

Resourceli d : LWN

Pl ugi nNane . hana

Host : scspr0204312001. gdl . engl ab. net app. com
Resour ceType . Singl eCont ai ner

Pr ot ect ed : No

RunAsNanme

ResourceSettings :

Mount Pat hs

Example 4: Listing SAP HANA databases of type Multitenant Database Container

Get - SnResour ces - Host Nane ' scspr0204312001. gdl . engl ab. net app. comi - Pl ugi nCode hana -
AppQbj ect Type Mul ti pl eCont ai ners

This exanpl e syntax |lists SAP HANA dat abases of resource type Miltipl eContainers.

Conpl et ed Di scovering Resources: Job |d [565]

Dat abaseNane : NewResl

SID . BGB

User St or eKeys . Ymdi Od9VI1Lui %/I 0AsPohXbl1l 32XN8nudkns XUT1eWA/
WsEBI r 0YbxAni %A Jxot 7 bw24xEf Tr 11 UCuP8WXGP4t /
DI uFo4Hf NI Yl p BuK9ehMagGY9Dwbsvt Tr r ueVzPC OE4LAf VA+\WsLdLaow==

Fi | eBackupPat h . | hanal/ shar ed/ PPP/ HDBO1/ backup/ dat a

Fi | eBackupPrefi x : SnapCenter _

OSDBUser :

Tenant Dat abaseNane : hhh

Tenant Type : Singl eTenant

Resourcel d : scspr0204312001. gdl . engl ab. net app. coml hana\ BGB\ hhh
Resourceli d : BGB\ hhh

Pl ugi nNane : hana

Host : scspr0204312001. gdl . engl ab. net app. com
Resour ceType : Miltipl eCont ai ners

Prot ect ed : No

RunAsNane

Resour ceSet ti ngs
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Mount Pat hs

Example 5: Listing all SAP HANA resources of specified host

Get - SnResour ces - Pl ugi nCode ' hana' -HostNane ' schana02. gdl . engl ab. net app. com -
UseKnownResour ces

This exanple lists all the SAP HANA dat abases of a sel ected host.

Conpl et ed Di scovering Resources: Job |d [21]

Dat abaseNane . R57

SID . R57

User StoreKeéE ; ch ul t RanENnBz p UMKFGVE
+sWer SOLwWLY h+BVhDJ Eh+hx GEBFOOt cKka6El Lgs);XEPDULj Xd Vi gQWGGm kI r +Uu| adzq
+pnGKl t 0zROMBE1ZxE8k 61 8HEI NgHr j Y3JUs Uv RNQ G 1 VC6R2n93Q¥ d

Fi | eBackupPat h

Fi | eBackupPrefi x . SnapCenter _

OSDBUser . r57adm

Tenant Dat abaseNanes : {R57, TDB01, TDB02, TDB03}

Tenant Type : Ml ti Tenant

Resourcel d . schana02. gdl . engl ab. net app. coml hana\ MDC\ R57

Resour ceUi d : MDQ\ R57

Pl ugi nNane : hana

Host . schana02. gdl . engl ab. net app. com

Resour ceType : Ml tipl eContai ners

Prot ect ed : No

RunAsNane

Resour ceSet ti ngs

Mount Pat hs :

Di scoveryType : Auto

I sAut hent i cat ed : Yes

Dat abaseNane . MDC

SID ; Mri

User St ore bXQxDY8049r vqv2j Pt r nFNCht YOCuhhNBSns SJ9Fz013L Yquhwnl DknCd
g%ﬁgﬁEFFSl EXOAxRFcYnQ)InnRRSKyZP30| 2vgEUr Pge0 Uon* Be/ Qgj Deeal r Bl r 4CNI i XZVWWKFxOrDoLxXcf 4Ul uo/
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Fi | eBackupPat h

Fi | eBackupPrefi x : SnapCenter _

OsDBUser : root

Tenant Dat abaseNanes : {}

Tenant Type : Mul ti Tenant

Resourcel d . schana02. gdl . engl ab. net app. coml hana\ MDC\ MT'1

Resour ceUi d : MDQ\MT1

Pl ugi nNane : hana

Host . schana02. gdl . engl ab. net app. com

Resour ceType : Miltipl eContai ners

Prot ect ed : No

RunAsNane

Resour ceSet ti ngs

Mount Pat hs

Di scoveryType : Manual

| sAut hent i cat ed : Not Applicable

Dat abaseNane : NonMDC_SN

SID : HO1

User St or eKe @U7i 7ph GLVxG/E8AxaUKy D2BeRnv
IH]:%SI uc?g%mstdeg\ggéﬁég%gBY{hhlPd(Q: i 2Dg f nbhPj wu9f Pg+nkhl Er Ly] Xp26t xx

Fi | eBackupPat h
Fi | eBackupPrefix : SnapCenter_

OsDBUser . user

Resourcel d . schana02. gdl . engl ab. net app. coml hana\ HO1
Resour ceUi d : HO1

Pl ugi nNane : hana

Host . schana02. gdl . engl ab. net app. com
Resour ceType . Si ngl eCont ai ner

Prot ect ed : No

RunAsNane

ResourceSettings :

Mount Pat hs

Di scoveryType : Manual

I sAuthenticated : Not Applicable

Example 6: Listing all the resources of a specified resource type

Cet - SnResour ces - Pl ugi nCode_' hana' -Host Nane ' schana02. gdl . engl ab. net agp com -
UseKnownResour ces - ResourceType ' Ml t i pl eCont ai ners' - Dat abaséNane

This exanple lists all the resources of a specified resource type.
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Conpl et ed Di scovering Resources: Job Id [47]

Dat abaseNane . R57
SID . R57
User St or eKeys

Fi | eBackupPat h

Fi | eBackupPrefi x : SnapCenter _

CsDBUser :

Tenant Dat abaseNane :

Tenant Type : Mul ti Tenant

Resourcel d . schana02. gdl . engl ab. net app. coml hana\ MDC\ R57
Resourceli d ;. MDQ\ R57

Pl ugi nNane : hana

Host . schana02. gdl . engl ab. net app. com
Resour ceType : Ml tipl eCont ai ners

Prot ect ed : No

RunAsNane

Resour ceSet ti ngs

Mount Pat hs :

Di scoveryType : Auto

I sAut henti cat ed : No

Example 7: Trigger plug-in discovery and list the resources of specified host

Get - SnResour ces - Pl ugi nCode ' hana' -HostNane 'schana02. gdl . engl ab. net app. com -
UseKnownResour ces: $f al se

This exanple syntax lists all resources of specified host.

Conpl et ed Di scovering Resources: Job Id [21]
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Dat abaseNane
SID
User St or eKe

R57
R57

U3ul t RwnENhBz p UnMKF

& : ch | | GV PL
+sWr SOLwLVh+BVhDJEh+hxGEBFO0t cKka6El LEJS);XEPDU_LJ xavaweGnl ki r+Uul a4Zq

+pnCKl t 0zRbMBEL1ZXE8k6r 8HEI NgHr | Y3J
Fi | eBackupPat h
Fi | eBackupPrefi x
CsDBUser
Tenant Dat abaseNanes :
Tenant Type
Resourcel d
Resour ceUi d
Pl ugi nNane
Host
Resour ceType
Prot ect ed
RunAsNane
Resour ceSet ti ngs
Mount Pat hs
Di scoveryType
| sAut hent i cat ed

Dat abaseNane

SI D

User St or eKeys ;
+QeJepEFFSI EXOAxRFcYnQ\/erﬂ.RRSKyZP3o
amAhw==

Fi | eBackupPat h

Fi | eBackupPrefi x

CsDBUser

Tenant Dat abaseNanes :

Tenant Type

Resourcel d

Resour ceUi d

Pl ugi nNane

Host

Resour ceType

Prot ect ed

RunAsNane

Resour ceSet ti ngs

Mount Pat hs

UsWv RNQ O 1 VC6R2n93CY d9A:
SnapCent er _

r57adm

{R57, TDBO1, TDB02, TDBO3}

Mul ti Tenant

schana02. gdl . engl ab. net app. coml hana\ MDC\ R57
MDC\ R57

hana

schana02. gdl . engl ab. net app. com
Mul ti pl eCont ai ners

No

Aut o
Yes

MDC
Mri

bXQxDY8049r qu2% Pt r MFNCht YOCuhhNBSnsSJ9Fz013LYquhwn
Be/ Qgj Deeal r Bl r 4CNI i XZVwKFxOnDoLxXc

I 2vgEUr Pge0UoHk

SnapCent er _

root

{}

Mul ti Tenant

schana02. gdl . engl ab. net app. com hana\ MDC\ MI'1
MDC\ MT'1

hana

schana02. gdl . engl ab. net app. com

Mul ti pl eCont ai ners

No

| DknCQd
f4U uo/
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Di scoveryType : Manual

| sAut hent i cat ed . Not Applicable

Dat abaseNane : NonMDC_SN

SID : HO1

User StoreKe% d( qzW0EU7i 70hDgGLVx G7 EBAxaUKy D2BeRnv
+f F3sl ucQaZDdPUyaV\ngg AAeO0l PBY/I 1PCKI T 2 f f nbhPj wu9f Pg+nKhl Er Lyj Xp26t xx
+CJIWHANI ekl AsJxLdc9aUr cKO4XnmbN2wdNg

Fi | eBackupPat h
Fi | eBackupPrefix : SnapCenter_

OsDBUser :user

Resour cel d : schana02. gdl . engl ab. net app. com hana\ HO1
Resourceli d : HO1

Pl ugi nNane . hana

Host . schana02. gdl . engl ab. net app. com
Resour ceType . Singl eCont ai ner

Prot ect ed : No

RunAsNanme

ResourceSettings :

Mount Pat hs

Di scoveryType : Manual

I sAut henticated : Not Applicable

Example 8: Listing the resources for given sid and resource type

Get - SmResour ces - Host Nane ' schana02. gdl . | ab. neta Bg com - Pl ugi nOode hana - ResourceType
Mul ti pl eCont ai ners - UseKnownr esour ces -SI "R5T' t abaseNane

This exanple lists all the resources of a specified host.

Conpl eted Di scovering Resources: Job |d [1692]

Dat abaseNane . R57
SID . R57
User,StoreKe¥W cj U3YuClvl Pi cEl 3zD+B60o/ . .
evIRROvi cLMY9+9i WBDGz0 lWAVHwasnSJh3vI ksKbR75f 2kl pf hgkl 27y TZPxuj a5HgHs TQVr WaZI Tf i r N9hf M61sHel 38

f
+RVt ht 1g==
Fi | eBackupPat h
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Fi | eBackupPrefi x : SnapCenter _

OsDBUser : r57adm

Tenant Dat abaseNanes : {R57, TDB01, TDB02, TDBO03}
Tenant Type : Milti Tenant

Resour cel d . schana02. gdl . engl ab. net app. com hana\ MDC\ R57
Resourceli d : MDQ\ R57

Pl ugi nNane . hana

Host . schana02. gdl . engl ab. net app. com
Resour ceType : Miltipl eContainers

Prot ect ed : No

RunAsNane

Resour ceSetti ngs

Mount Pat hs

Di scoveryType : Auto

| sAut henti cat ed © Yes

Example 8: Get details of the specified resource using AppObjectid

Get - SmResour ces - Pl ugi nCode ' SCSQL' - Host Nanme ' schana02. gdl . engl ab. net app. com - AppResourcel d

" MVA- RX200- S13\ SQLEXPRESS\ DB16'

Thi s exanpl e syntax displays the details of the resources (including cloud protection).

DBNare . DB16
DBVer si on : 11.0. 2100
DBl d © MVA- RX200- S13\ SQLEXPRESS\ DB16
DBType . SQL Dat abase
Prot ect ed . Yes

Overal |l Status :

d oudPr ot ect ed . Yes
Cl oudProt ect edPol i ces : sql _fulll og_backup_policy_daily

Example 9: Listing all Oracle Plug-in resources on a specified host

Get - SnResources - Pl ugi nCode ' SCO - Host Name ' R8092776CF4V1. HNK2. coml - UseKnownResour ces
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This exanple lists all

the SnapCenter Plug-in for Oracle resources on a specified host.

DBNane DB11
DBVer si on 19.0.0.0.0
DBI d R8092776CF4V1. HNK2. com DB11
DBType Oracle Single |Instance
Prot ect ed No

Overal | Status :

Not protected

DBNare DB13

DBVer si on 19.0.0.0.0

DBl d R8092776CF4V1. HNK2. coml DB13
DBType Oracl e Single |Instance

Pr ot ect ed No

Overal |l Status :

Not protected

Nane appVol Lun

uid appVol Lun

Id R8092776CF4V1. HNK2. com appVol Lun
Type Appl i cation Vol une

Prot ect ed No

Overal | Status :

Not protected

Name appVol

Ui d appVol

Id R8092776CF4V1. HNK2. com appVol
Type Application Vol unme

Prot ect ed No

Overal | Status :

Not protected

Example 10: Listing all Oracle application volume resources on a specified host

Get - SnResour ces - Pl ugi nCode ' SCO - Host Name ' R8092776CF4V1. HNK2. coml - UseKnownResour ces -
AppQbj ect Type ' Appl i cati onVol une'

This exanple lists all the Oracle application volunme resources on a specified host.
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Example 11: Listing all Oracle database resources on a specified host

Get - SmResour ces - Pl ugi nCode ' SCO - Host Nane ' RB092776CF4V1. HNK2. coni - UseKnownResour ces -

appVol Lun
Ui d
Id
Type
Prot ect ed

Overal |l Status :

Nanme

Ui d

Id

Type

Prot ect ed

Overal | Status :

Appoj ect Type ' Dat abase’

This exanple lists all

DBNare

DB11
DBVer si on
DBl d
DBType
Pr ot ect ed

Overal |l Status :

DBNane
DBVer si on
DBl d
DBType

appVol Lun

R8092776CF4V1. HNK2. com appVol Lun
Application Vol une

No
Not protected

appVol
appVol

R8092776CF4V1. HNK2. com appVol
Appl i cation Vol une

No
Not protected

the Oracl e dat abase resources on a specified host.

19.0.0.0.0

R8092776CF4V1. HNK2. com DB11
Oracle Single Instance

No
Not protected

DB13
19.0.0.0.0

R8092776CF4V1. HNK2. coml DB13
Oracl e Single |Instance
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Prot ect ed : No
Overall Status : Not protected

Example 12: Get Oracle Plug-in resources on a specified host and filter by resource
name

Get - SpResour ces - Pl ugi nCode ' SCO - Host Name ' R8092776CF4V1. HNK2. coml - UseKnownResour ces -
AppQnj ect Type ' Appl i cati onVol ume' - ResourceNane 'appVol Lun’

This exanpl e gets the SnapCenter Plug-in for Oracle resources on a specified host and filters
It by resource nane

Nane : appVol Lun
uid : appVol Lun
Id : R8092776CF4V1. HNK2. com appVol Lun
Type . Application Vol une
Prot ect ed : No

Overall Status : Not protected

Example 13: Trigger Discovery of Oracle Plug-in resources on a specified host and
lists them

Get - SnResour ces - Pl ugi nCode ' SCO - Host Nanme ' R8092776CF4V1. HNK2. com

Thi s exarrpl e
i

tri?%ers di scovery of SnapCenter Plug-in for Oracle resources on a specified
host and ts em

S

Conpl eted Di scovering Resources: Job |d [3172]

DBNane . DB11
DBVer si on : 19.0.0.0.0
DBl d : R8092776CF4V1. HNK2. com DB11
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DBType
Pr ot ect ed

Overal | Status :

DBNane
DBVer si on
DBI d
DBType
Prot ect ed

Overal | Status :

Name

Ui d

Id

Type

Prot ect ed

Overal |l Status :

Nanme

Ui d

Id

Type

Prot ect ed

Overal | Status :

Oracl e Single |Instance
No
Not protected

DB13

19.0.0.0.0

R8092776CF4V1. HNK2. com DB13
Oracle Single |Instance

No

Not protected

appVol Lun

appVol Lun

R8092776CF4V1. HNK2. com appVol Lun
Application Vol une

No

Not protected

appVol

appVol

R8092776CF4V1. HNK2. com appVol
Appl i cation Vol une

No

Not protected
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Get-SmRestoreReport

Initiates a restore report.

Syntax

Get - SnRest oreReport [-Jobld] <Int64> [<CommonPar anet er s>]

Get - SnRest or eReport [-FronDat eTi ne <Dat eTi me>
[-Plugi n <Pl ugi nCode>]

[ - Host Name <String>] {<

Detailed Description

- ToDat eTi ne <Dat eTi me>] [-Resource <String>]
mmonPar anet er s>]

Initiates a restore report. The restore report tells you which resource was restored on which host and
the job status. You can specify the time range for which you want this report. The default time range
is the last 7 days. You can also query for restore information about an individual resource. For any

integer value provided for date, value is taken as 1/1/0001 12:00 AM.

Parameters
Name Description Required? Pipeline Input Default
Value
Jobld To be deleted. true true
(ByPropertyName)

FromDateTime Specifies that you want to get a restore report for restore [false false

jobs run between a specified day and time. This option

provides the start date and time. You can specify the

date and time using any date and time format string. For

example, "2/2/2015 8:52PM". If the cmdlet is run?from

the remote computer, the output will be shown based on

the SnapCenter Server time zone.
ToDate Time Specifies that you want to get a restore report for restore [false false

jobs run between a specified day and time. This option

provides the end date and time. You can specify the

date and time using any date and time format string. For

example, "2/2/2015 8:52PM". If the cmdlet is run?from

the remote computer, the output will be shown based on

the SnapCenter Server time zone.
Resource Provides the name of a specific resource for which you [false true

lwant to get a restore report. (ByPropertyName)
Plugin Specify the plug-in code to generate the report. For false true

custom plug-ins, specify the custom plug-in name for (ByPropertyName)

lexample, hana, mysq|.
HostName Specifies the name of the host on which the restore was |[false true

taken. (ByPropertyName)
Examples
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Example 1: Getting a restore report

Get - SnRest or eReport

This exanpl e syntax gets a restore report.

Smlobl d . 2516
StartDateTi me
EndDat eTi ne
St at us
Resour ce
Recover yRequest
Pl ugi nCode
Pl ugi nNane

Pl ugi nDi spl ayNane :

Smjobl d

Start DateTi me
EndDat eTi e

St at us

Resour ce
Recover yRequest
Pl ugi nCode

Pl ugi nNane

Pl ugi nDi spl ayNane :

2/ 4/ 2015 1:09: 15 PM

2/ 4/ 2015 1:09:57 PM
Conpl et ed

SMCor eCont r act s. SnObj ect

SCO
Oracl e Dat abase
Oracl e Dat abase

2535

2/5/ 2015 6:02: 19 AM

2/ 5/ 2015 6:03:13 AM
Conpl et ed

SMCor eCont r act s. Snbj ect

SCC
SAP HANA
SAP HANA

Example 2: Getting a restore report for a specific resource

Get - SnRest or eReport - Resource Test Db3

Thi s exanpl e syntax gets a report on restores performed for the given resource.
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Smjobl d : 2516

StartDateTi me : 2/ 4/ 2015 1:09: 15 PM
EndDat eTi ne : 2/ 4/ 2015 1:09:57 PM

St at us : Conpl et ed

Resour ce : SMCor eCont ract s. Snbj ect
Recover yRequest

Pl ugi nCode : SCC

Pl ugi nNane : SAP HANA

Pl ugi nDi spl ayNane : SAP HANA

Example 3: Getting a restore report for a specific host

Get - SnRest or eReport - Host Name SCSPR0019366001. gdl . myconpany. com

This exanple syntax gets a restore report for all resources on the given host.

Smjobl d . 2516
StartDateTi me : 2/ 4/2015 1:09: 15 PM
EndDat eTi ne : 2/ 4/ 2015 1:09:57 PM
St at us : Conpl et ed
Resour ce : SMCor eCont ract s. Snbj ect
Recover yRequest
Pl ugi nCode : SCO
Pl ugi nNane . Oracl e Dat abase

Pl ugi nDi spl ayNane : Oracl e Dat abase

Smjobl d . 2535

St art Dat eTi me . 2/5/2015 6:02:19 AM
EndDat eTi e : 2/5/2015 6:03:13 AM

St at us : Conpl et ed

Resour ce : SMCor eCont r act s. Sntbj ect
Recover yRequest :

Pl ugi nCode : SCC

Pl ugi nNane : SAP HANA

Pl ugi nDi spl ayName : SAP HANA
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Get-SmRole

Get information for one or more RBAC roles.

Syntax

Get - SnRol e [-Nanme <String>] [<CommonParaneters>]

Detailed Description

Get information about all the roles associated with SnapCenter. If you specify a specific role, you will
return only information about the individual role. This information includes the role description, name.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the role for which you want false true
information. If you do not specify a role name, you will (ByPropertyName)
receive information for all available roles.
Examples

Example 1: Getting information about all roles

Get - SnRol e

This exanple syntax retrieves the informati on about all SnapCenter roles.

Description : Overall admi nistrator of SnapCenter system

Name : SnapCent er Admi n
Type : Admi ni strator
Id 1

Host

User Nane

Passphr ase
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Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h
| sC one Fal se

Cl oneLevel 0

Description : Backup and O one Vi ewer
Name Backup and C one Vi ewer
Type Backup and C one Vi ewer
Id 7

Host

User Nane

Passphr ase

Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h
| sC one Fal se

Cl oneLevel 0

Description : App Backup and C one Adnmin
Name : App Backup and C one Adnin
Type : App Backup and C one Adnin
Id 8

Host

User Nane

Passphr ase

Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h
| sC one Fal se

Cl oneLevel 0

Description : Infrastructure Admn
Name Infrastructure Admn
Type Infrastructure Admn

Id 9

Host

User Nane

Passphr ase

Del et ed Fal se

Aut h SMCor eCont ract s. SmAut h
| sC one Fal se

Cl oneLevel 0
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Example 2: Getting information about a specific role

Get-SnRol e -Nane "Infrastructure Adm n"

This exanple syntax retrieves the informati on about the specified role.

Description : Infrastructure Admn
Nane : Infrastructure Admin
Type : Infrastructure Admin
Id 9
Host
User Nane
Passphrase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se
CloneLevel : O
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Get-SmRoleAssignedPermission

Retrieves information about permissions assigned to a designated role.

Syntax

Get - SnRol eAssi gnedPer nmi ssi on - Rol eName <String> [ <CommonPar anet er s>]

Detailed Description

Retrieves information about permissions assigned to a specified role. The information includes the
permission name and its attributes. The attributes are Allow, Create, Read, Update, and Delete.

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the name of the role for which you want true true
permission and permission attribute information. (ByPropertyName)
Examples

Example 1: Getting permissions assigned to a role

Get - SnRol eAssi gnedPer i ssi on - Rol eName SnapCent er Adni n

Thi s exanpl e syntax gets the perm ssions assigned to the specified role.

AttribCode : create
Nanme . Dat aSet
Type
Id 1
Host
User Nane
Passphrase :
Del et ed . Fal se
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Aut h
I sC one
Cl oneLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

SMCor eCont r act s. SmAut h
Fal se
0

del ete
Dat aSet

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

read
Dat aSet

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

updat e
Dat aSet

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

create
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Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Pol i cy

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

delete
Pol i cy

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

updat e
Pol i cy

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

read
Pol i cy
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Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

create
Backup

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Backup

10

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

del ete
Backup

11

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

223



AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme

Type
Id

create
Host

13

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

del ete
Host

14

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

read
Host

15

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

updat e
Host

16
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Host
User Name

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

create
St or ageConnecti on

17

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

del ete
St or ageConnecti on

18

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

read
St or ageConnecti on

19

Fal se
SMCor eCont ract s. SmAut h
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I sCl one
Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Name

Fal se

updat e
St or ageConnecti on

20

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

create
Cl one

21

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

del ete
Cl one

22

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Cl one
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Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

23

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

updat e
Cl one

24

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

create
Pr ovi si on

25

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

del ete
Pr ovi si on

26
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Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

read
Provi si on

27

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

updat e
Provi si on

28

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

updat e
Backup

45

Fal se

SMCor eCont r act s. SmAut h
Fal se

0
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AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type
Id
Host

al | ow
DashBoar d

51

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Reports

52

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Rest ore

53

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Di scovery

54
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User Nanme

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Plugin_Installation

58

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
M gration

59

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Get-SmRolePermissions

Retrieves permissions and associated permission attribute codes available in SnapCenter.

Syntax

Get - SnRol ePer i ssi ons [-Nanme <String>] [<CommonParanet ers>]

Detailed Description

Retrieves permissions and associated permission attribute codes available in SnapCenter. If you
specify a permission hame, you receive attribute codes associated with that permission. If you do not
specify a name, you retrieve all permissions available in SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the Run As account that you want [false true
to get information about. (ByPropertyName)
Examples

Example 1: Getting information about a specified permission

Get - SnRol ePer m ssi ons - Nane Dat aSet

This exanple syntax lists the information for the specified perm ssion.

Per m ssi onNane Per m ssi onCode
Dat aSet create
Dat aSet del ete
Dat aSet r ead
Dat aSet updat e
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Example 2: Getting a list of permissions available in SnapCenter

CGet - SnRol ePer mi ssi ons

Thi s exanpl e syntax displays perm ssions for all perm ssions in SnapCenter.

Per m ssi onNane Per m ssi onCode

Dat aSet create
Dat aSet del ete
Dat aSet read

Dat aSet updat e
Pol i cy create
Policy del ete
Pol i cy updat e
Pol i cy read

Backup create
Backup read

Backup del ete
Host create
Host del ete
Host read

Host updat e
St or ageConnecti on create
St or ageConnecti on del ete
St or ageConnecti on r ead

St or ageConnecti on updat e
Cl one create
Cl one del ete
Cl one read

Cl one updat e
Provi si on create
Provi si on del ete
Provi si on read

Pr ovi si on updat e
Backup updat e
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DashBoar d

Reports

Restore

Di scovery
Plugin_Installation
M gration

al | ow
al | ow
al | ow
al | ow
al | ow
al | ow
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Get-SmSchedule

Retrieves the schedule information. This command migrates data from SnapManager to SnapCenter
plug-in for SQL Server. (This command works only if there are schedules present for SQL Server in
SnapManager.)

Syntax

Get - SnSchedul e - Host Name <String> [-Di sabl eCurrent GenSchedul e] - Pl ugi nCode <Pl ugi nCode> | -
SMSBaseUr| <String>] [<ConmonParanet er s>]|

Detailed Description

Retrieve the schedule information based on the host name and the plug-in code.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName true true
(ByPropertyName)
DisableCurrentGenSchedule false true
(ByPropertyName)
PluginCode true true
(ByPropertyName)
[SMSBaseUrl false true
(ByPropertyName)
Examples

Example : Retrieve the schedule information based on the host name and the plug-in
code.

Get - SnSchedul e - Host Name wi ndows2016 - Pl ugi nCode SCSQL

Thia exanpl e syntax retrieves the schedul e informati on based on the host name and the plug-in
code.

Schedul e detail for the followi ng Resources :
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khkhkhkhkhkkhkhkhkkkk*k

W ndows 2016\ | NSTANCE1\ anul

Schedul e I nformation :

khkhkhkhkhkhkhkhkhkhkkk*k

Schedul eSt at us
Schedul e

BackupType

TaskNare

Schedul eType

Schedul er Type

StartTi me

EndTi ne

Daysl nt er val

Daysof t heMont h

DaysOf TheWeek

I nterval Duration

Mont hl yFr equency

Mont hsof TheYear
Repeat Task_Every_Hour
Repeat Task_Every_M ns
Schedul er SQLI nst ance

retention
+Ret ent i on,

verificationsettings

hasVerificationSettings :

Retention Information :
ER R R R R R R E R E R EE R
BackupType . DATA
Ret enti onCount : 7
RetentionDays : O

Enabl ed

Backup Schedul e

Ful | BackupAndLogBackup
New2

OneTi me

W NDOWS

9/ 13/ 2020 11:32: 00 PM

{ SmPSShapi n. Get SnSchedul e+Ret ent i on,

SnPSSnapi n. Get SmSchedul e+Ret ent i on}
SnPSSnapi n. Get SnSchedul e+VerificationSettings

Fal se

SnPSSnapi n. Get SmSchedul e
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BackupType : LOG
Ret entionCount : O
Retenti onDays : 7

BackupType
Ret enti onCount : 8
RetentionDays : O

LOG_SNAPSHOT

o R R R

Schedul e detail for the followi ng Resources :

khkhkhkhkhkkhkhkhkkkk*k

W ndows 2016\ | NSTANCE1\ anul

Schedul e I nformation :
Schedul eSt at us

Schedul e

BackupType

TaskName

Schedul eType

Schedul er Type

StartTi me

EndTi ne

Daysl nt erval

Daysof t heMont h

DaysCOf TheWeek

I nterval Duration

Mont hl yFr equency

Mont hsof TheYear

Repeat Task_Every_Hour
Repeat Task_Every_M ns
Schedul er SQLI nst ance

retention
+Ret enti on,

verificationsettings

hasVerificationSettings :

Enabl ed

Backup Schedul e

Ful | BackupAndLogBackup
NEWS

OneTi me

W NDOWS

9/ 14/ 2020 4:52: 00 AM

{ SnPSSnapi n. Get Sn5chedul e+Ret ent i on,

SnPSSnapi n. Get SnSchedul e+Ret ent i on}

SnPSSnapi n. Get SnSchedul e

SnPSSnapi n. Get SmSchedul e+Veri fi cati onSetti ngs

Fal se
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Ret ention Informtion :
khkkkhkkhkhkhkkkkhkkkhkkkx
BackupType . DATA
Ret enti onCount : 7
RetentionDays : O

BackupType . LOG
Ret ent i onCount
Ret ent i onDays

BackupType : LOG_SNAPSHOT
Ret enti onCount : 8
RetentionDays : O

LR R R R R R R R R R R R

Schedul e detail for the followi ng Resources :
kkkkkkkhkkkhkkkkkkkk*x

W ndows2016\ | NSTANCE1\ anul

Schedul e I nformation :

kkkkkkkhkkkkkkkkkk*x

Schedul eSt at us . Enabl ed

Schedul e . Backup Schedul e
BackupType : Ful | BackupAndLogBackup
TaskNare : NEW

Schedul eType ;. OneTi ne

Schedul er Type ;W NDOWS

StartTi me : 9/ 14/ 2020 4:52:00 AM
EndTi me

Daysl nt erval
Daysof t heMont h
DaysCOf TheWeek

I nterval Duration
Mont hl yFr equency
Mont hsof TheYear
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Repeat Task_Every_Hour
Repeat Task_Every_M ns
Schedul er SQLI nst ance

retention . {SnPSSnapi n. Get Sn5chedul e+Ret enti on, SnPSSnapi n. Get SnSchedul e
+Ret enti on,

SnPSSnapi n. Get SnSchedul e+Ret ent i on}
verificationsettings : SnPSSnapi n. Get SmSchedul e+Veri ficati onSettings
hasVerificationSettings : Fal se

Retention | nformation :
khkkkkhkkhkkhkkhkhkhkhkhkkkkkk
BackupType . DATA
Ret enti onCount : 7
RetentionDays : O

BackupType . LOG
Ret ent i onCount
Ret ent i onDays

BackupType : LOG_SNAPSHOT
Ret enti onCount : 8
RetentionDays : O

khkhkhkhkhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhkhkhhkhkhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkkkkkkkk*kkkk*k*x*%
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Get-SmServerConfig

Retrieves information about the SnapCenter version currently configured.

Syntax

Get - SnSer ver Confi g [ <CommonPar anet er s>]

Detailed Description

Retrieves information about the SnapCenter version currently configured.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example : Gets information about the SnapCenter version currently configured.

Get - SnServer Confi g

Thi s exanpl e syntax gets information about the SnapCenter version currently configured.

St andal one Server Configuration
SnapCent er Server Version :
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Get-SmMSMTPServer

Retrieves information about the SMTP server currently configured to send data protection job
reports.

Syntax
Get - SnSMIPSer ver [ <CommonPar anet er s>]

Detailed Description

Retrieves information about the SMTP server currently configured to send data protection job
reports. The cmdlet displays the name of the SMTP server, the name of the recipient to whom email
messages are sent, and the name of the sender. There are no parameters for this cmdlet.

Related Commands

* Unknown
Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Retrieving SMTP server configuration information

Cet - SnSMIPSer ver

This exanple syntax retrieves information about the current SMIP server configuration for
SnapCenter.
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Get-SmSnapCenterVersion

Gets the SnapCenter Server version and build number.
Syntax
Get - SnSnapCent er Versi on [] [ <CommonPar anet er s>]

Detailed Description

Gets the SnapCenter Server version and build number.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example 1: Get SnapCenter Server Version

Get - SnSnapCent er Ver si on

This exanpl e syntax gets the installed SnapCenter Server version and build nunber.

ServerVersion : 4.5.0.6127
Pl ugi nVer si on
Product Version : 4.5

Pr oduct Nane : SnapCenter Server 4.5
Resul t : SMCor eContracts. SMResul t
Tot al Count 0

Di spl ayCount 0

Cont ext

Job : SMCor eCont ract s. SmJob
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Get-SmStorageConnection

Retrieves all storage system connections.

Syntax
Get - Sn5t or ageConnect j on -Storage] <String> - StorageType] <String> -
Azur eNet AppAccount | d] <b|[E:]i nt(20?>] [<Corm%n]3a¥£m‘etersg] ype] ol Ll

Detailed Description

Retrieves information about available storage system connections. You can get information about a
specified storage system, or about all of them.

Parameters
Name Description Required? Pipeline Input Default
Value
Storage false true
(ByPropertyName)
StorageType Specifies storage type. Valid values are DataOntap and |[false true
IAzureNetAppAccount. (ByPropertyName)
IAzureNetAppAccountld Specifies Azure NetApp Account ID. false true
(ByPropertyName)
Examples

Example 1: Getting storage system connections for a specified storage system

Get - SnSt or ageConnecti on - SVM 172. 17. 168. 13

This exanpl e syntax retrieves information for a specified storage system connecti on.

User Nane : vsadmin
Password :
Por t : 80
Transport Type D Htp
Modi fyTi me : 1/1/0001 12:00: 00 AM
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PDT 2014

Mbde

Ont api Maj or Ver si on
Ont api M nor Ver si on
Ver si on

St or ageSyst enOSType

Passphrase

Id

Ti meout

Uui d

Oper at i onCont ext
Pr ef erredl pAddr ess
Ali ases

Sml PAddr esses

SMCor eCont ract s. Sm PAddr ess,
SMCor eContr acts. Snl PAddress. ..}

172.17.168.

| gradfesses
Nanme

| sResol ved
Isvalid

Identity

Net App Rel ease 8.2.2X33 O uster-Mde: Fri Aug 22 06:04: 17

Dat aOnt ap

60

{}

{ SMCor eCont ract s. Sl PAddr ess, SMCor eContracts. Sm PAddr ess,

{172.17.168.13, 172.17.168.13, 172.17.168.13,

nva- dev- 3270- 02- d1. | ab. net app. com
True
True
nva- dev- 3270- 02- d1. | ab. net app. com

Example 2: Getting storage system connections for all available storage systems

Get - Sn5t or ageConnect i on

Thi s exanpl e syntax gets information about all

User Name

vsadm n
Passwor d
Port
Transport Type
Modi fyTi ne
Mbde
Ont api Maj or Ver si on
Ont api M nor Ver si on
Ver si on

avai | abl e storage system connecti ons.

80
Htp
1/1/0001 12:00: 00 AM
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SMCor eCont ract s. Sm PAddr ess,

172.17.124.

SMCor eCont r act s. Sml PAddr ess,

St or ageSyst enOSType

Passphrase
Id

Ti neout

Uui d

Oper at i onCont ext
Pr ef erredl pAddr ess

Ali ases
Sl PAddr esses

60

{}

{ SMCor eCont r act s. Sml PAddr ess, SMCor eContracts. Snl PAddr ess,

SMCor eContracts. Sml PAddress. ..}

o psses
Nanme

| sResol ved
Isvalid

Identity

User Nane
Passwor d

Por t

Transport Type
Modi fyTi ne
Mbde

Ont api Maj or Ver si on
Ont api M nor Ver si on

Ver si on

St or ageSyst enOSType :

Passphr ase
Id

Ti meout

Uui d

Oper at i onCont ext
Pr ef err edl pAddr ess

Al i ases
Sm PAddr esses

{172.17.124. 165, 172.17.124.165, 172.17.124. 165,

neeraj _vsl
True
True
neeraj _vsl

vsadm n

80
Htp
1/1/0001 12:00: 00 AM

{}

{ SMCor eCont r act s. Sml PAddr ess, SMCor eContracts. Snl PAddr ess,

SMCor eCont ract s. Sml PAddress. . .}

| PAddr esses
Nanme

| sResol ved
Isvalid

{10. 225. 13. 49, 10.225.13.49, 10.225.13.49, 10.225.13.49...}
rtp-rr1-d2. gdl. nyconpany. com

True

True
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ldentity

Example 3: Getting Azure NetApp Account with specified ID

Get - Snt5t or ageConnecti on - St orageType Azur eNet AppAccount

Thi s exanpl e gets informati on about Azure Net App Account with specified ID.

Net AppAccount I d

Net AppAccount Nane :
Resour ceGr oupNane :
St or ageOSType
Credenti al Nanme
Credential ld

Modi fyTi ne

Modi fyTi neTi cks

St or ageBasel d

rtp-rrl-d2.gdl.myconpany.com

9

t est

test

Azur eNet AppAccount
testl

209

3/ 4/ 2020 6:45:08 AM
637189011080000000
211

- Azur eNet AppAccount 1 d 1
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Get-SmTrustedDomains

Get the trusted domains details of the specified domain registered with SnapCenter Server.

Syntax

Get - Snilr ust edDomai ns_ - Par ent Domai nNane <String> - Credential <PSCredential >
[ <CommonPar anet er s>]

Detailed Description

Get the trusted domains of the specified domain.

Parameters
Name Description Required? Pipeline Input Default
Value
ParentDomainName NETBIOS Name of the registered domain. true true
(ByPropertyName)
Credential Credentials of any user in the registered domain. true true
(ByPropertyName)
Examples

Example 1: Get the trusted domains of the specified domain registered with
SnapCenter Server.

Get - Snilr ust edDonai ns - Par ent Domai nNanme nva - Credential mva\adm ni strator

Successful ly discovered the trusted domains of the specified domain nva.

Id 1
Name . nva

Donai nFQDN : nva. gdl . engl ab. net app. com
DCHost | PAddr esses :

Tr ust edDonai_ns : .
gdl . engl ab. net app. com GDL, nb. engl ab. net app. com NB, i ct. engl ab. net app. com | CT, wbu. engl ab. net app. com

.com SVL
Creat edOn : 4/11/ 2018 10: 06: 34 PM
Modi fi edOn . 4/ 20/ 2018 3:26:40 AM
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Get-SmUserAssignedPermission

Retrieves information about the permissions associated with a specified user.
Syntax
Get - SnmiJser Assi gnedPer mi ssi on - Name <String> [ <CommonPar anet er s>]

Detailed Description

Retrieves information about the permissions associated with a specified user.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Names the domain\user about whom you want to retrievejtrue true
permission information. (ByPropertyName)
Examples

Example 1: Getting permissions associated with a user

Get - Sniser Assi gnedPer m ssi on - Nane sddev\ adnmi ni strat or

Thi s exanpl e syntax di splays the perm ssions associated with the specified user.

AttribCode : create

Nane . Backup

Type

Id 9

Host

User Nane

Passphrase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
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I sCl one
Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Name

Fal se

r ead
Backup

10

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Host

15

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Dat aSet

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Pr ovi si on
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Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

27

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

read
Cl one

23

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Di scovery

54

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Rest ore

53
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Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

read
Backup

10

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

create
Host

13

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

del ete
Host

14

Fal se

SMCor eCont r act s. SmAut h
Fal se

0
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AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| sC one

Cl oneLevel

AttribCode :

Nanme
Type
Id
Host

r ead
Host

15

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

updat e
Host

16

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Dat aSet

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

r ead
Pol i cy
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User Nanme

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nane
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h
| sC one

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

create
Pr ovi si on

25

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

del ete
Pr ovi si on

26

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

read
Pr ovi si on

27

Fal se
SMCor eCont ract s. SmAut h
Fal se
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Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

0

updat e
Provi si on

28

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

read
Cl one

23

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

create
St or ageConnecti on

17

Fal se

SMCor eCont r act s. SmAut h
Fal se

0

del ete
St or ageConnecti on
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Id
Host
User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

| s one

Cl oneLevel

AttribCode :

Nanme
Type

Id

Host

User Nane

Passphrase :

Del et ed

18

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

read
St or ageConnecti on

19

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

updat e
St or ageConnecti on

20

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
DashBoar d

51

Fal se
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Aut h
I sC one
Cl oneLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

AttribCode :

Name
Type

Id

Host

User Nane

Passphrase :

Del et ed
Aut h

I sCl one

Cl onelLevel

SMCor eCont r act s. SmAut h
Fal se
0

al | ow
Di scovery

54

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Plugin_Installation

58

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

al | ow
Reports

52

Fal se

SMCor eCont ract s. SmAut h
Fal se

0
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Get-SmUsersAndGroups

Gets information of the user and the group.
Syntax
Get - SmiJser sAndGroups [[-Type] <FilterType>] [<CommonParaneters>]

Detailed Description

Valid session is required to get the information like, user, roles, and domain details.

Parameters
Name Description Required? Pipeline Input Default
Value
Type false false
Examples

Example 1: Get the user and the group details

Get - SmUser sAndGroups - Type ALL

Thi s exanpl e syntax gets the information of the user and the group.

PS C.\> Get- SnlUser sAndGroups - Type ALL

Name Type Rol es Domai n

adm ni strator User SnapCenter Adm n exchangel
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Get-SmVerificationServer

Gets information about existing verification servers.

Syntax

Get-Sn\VerificationServer [-Names <String>] [<CommonParaneters>]

Detailed Description

Gets information about existing verification servers. You can get information about specific servers,

or all SnapCenter verification servers.

Parameters
Name Description Required? Pipeline Input Default
Value
Names Specifies the names of the verification server about false true
lwhich you want to get information. If you omit the Names (ByPropertyName)
parameter, you get information about all SnapCenter
verification servers.
Examples

Example 1: Getting information about a specified verification server

Get-SnVerificati onServer -Nanmes nva-s51, nva-s51/instancel

Thi s exanpl e syntax gets information about a specified verification server.

Name © MVA-S51
Host Nane
Pl ugln
UseDriveLetterl fAvail
Def aul t Mount Poi nt Fol der
MaxJobCount
Descri ption

MVA- S51. nva. gdl . myconpany. com

SnapManager for SQ

True
c:\abc
1
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Endpoi nt URI
Pl ugi nVer si on

Nanme

Host Nane

Pl ugln

UseDriveLetterl fAvail
Def aul t Mount Poi nt Fol der
MaxJobCount

Descri ption

Endpoi nt URI

Pl ugi nVer si on

http://1 ocal host: 809/ Sgl Managenent Servi ce

nva- s51/i nstancel

MVA- S51. nva. gdl . myconpany. com
SnapManager for SQ

True

c:\tenp

1

http://1 ocal host: 809/ Sql Managenent Servi ce

Example 2: Getting information about all SnapCenter verification servers

Get - SnVeri ficati onServer

This exanpl e syntax gets information about all available verification servers.

MVA- S51
Host Nane
Pl ugln
UseDriveLetterlfAvail
Def aul t Mount Poi nt Fol der
MaxJobCount
Descri ption
Endpoi nt URI
Pl ugi nVer si on

Nanme

Host Nane

Pl ugln
UseDrivelLetterlfAvail
Def aul t Mount Poi nt Fol der
MaxJobCount

Descri ption

MVA- S51. nva. gdl . myconpany. com
SnapManager for SQ

True

c:\abc

1

http://1 ocal host: 809/ Sql Managenent Servi ce

MWA- S57- VM2

MWA- S57- VM2. nva. gdl . nyconpany. com
SnapManager for SQL

True

c:\tenp

1
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Endpoi nt URI
Pl ugi nVer si on

Nanme

Host Nane

Pl ugln
UseDrivelLetterlfAvail
Def aul t Mount Poi nt Fol der
MaxJobCount

Descri ption

Endpoi nt URI

Pl ugi nVer si on

Nane

Host Nane

Pl ugln

UseDrivelLetterl fAvail
Def aul t Mount Poi nt Fol der
MaxJobCount

Descri ption

Endpoi nt URI

Pl ugi nVer si on

MVA- S51\ MTSHASTA

MVA- S51. nva. gdl . myconpany. com
SnapManager for SQL

True

c:\tenp

1

http://1ocal host: 809/ Sql Managenent Servi ce

mva- s51/i nstancel

MVA- S51. nva. gdl . nyconpany. com
SnapManager for SQL

True

c:\tenp

1

http://1 ocal host: 809/ Sgl Managenent Servi ce
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Install-SmHostPackage

Installs or upgrades a host plug-in package on one or more hosts.

Syntax

I nst al

n | - SmHost Package [
[[L- Pl u%| nVer si ons
< t chPar anet er >

Detailed Description

- Host Nanmes] <Stri nP> [ - Pl ugi nCodes] <Upl oadedP!
sht abl e> E—I nstal'l Path] <String> HD Ski pPre
[[-GWBANanme] <String>] [[-Force] < chPar anet er

Installs or upgrades a host plug-in package on one or more hosts. When specifying multiple hosts, all
hosts must have the same OS.

Parameters
Name Description Required? Pipeline Input Default
Value

HostNames Specifies the hosts on which you want to install true true

or upgrade the plug-in. You can specify one host, (ByPropertyName)

or multiple, comma-separated host names. Host

names must be entered using the format -HostNames

("hostname") when installing to a single host, or

|§>-|ostNames ®("hostname1", "hostname2") when

installing to multiple hosts. You can specify the hostname

using either the host FQDN or IP address.
PluginCodes Specifies the code for one or more plug-ins in the true true

packages that you want to install. The following values (ByPropertyName)

are valid: SCSQL, SCO, SCW, SCE and hana. For

custom plug-ins, the value is the custom plug-in name.

For example "CustomPlugin1". You can use a comma-

separated list of plug-in codes to install multiple plug-ins.
PluginVersions Specifies in a hash table the custom plug-in name and  [false true

the version to install. The PluginVersions parameter uses (ByPropertyName)

the format ®{"customplugin" = "4.0"}
InstallPath Specifies the plug-in installation path, if the path different [false true

from the default. (ByPropertyName)
SkipPreinstallChecks Specifies that installation prechecks will not be triggered. [false true

(ByPropertyName)

GMSAName Specifies that group Managed Service Account (gMSA) |[false true

name will be used to run the plug-in services. (ByPropertyName)
Force Internal switch. false true

(ByPropertyName)

Examples

260




Example 1: Installing SnapCenter Plug-in for Microsoft SQL Server and SnapCenter
Plug-in for Microsoft Windows on a Windows host

I nstal | - SmHost Package - Host Names ®("host 2012r 2. myconpany. coni') - Pl ugi nCodes SCSQ., SCW

This exanpl e syntax installs SnapCenter Plug-in for Mcrosoft SQL Server and SnapCenter Pl ug-
in for Wndows” on the specified host.

Example 2: Installing SnapCenter Plug-in for Microsoft SQL Server and SnapCenter
Plug-in for Microsoft Windows on multiple hosts

I nst al | - SmHost Package - Host Nanes "sqgl - 1. myconpany. cont', "sql - 2. myconpany. conf') - Pl ugi nCodes
e ! 3N g ®"sq myconpany gl - 2. myconpany ) g

This exanpl e syntax installs SnapCenter Plug-in for Mcrosoft SQ Server and SnapCenter Pl ug-
in for Mcrosoit Wndows on nmultiple hosts.

Example 3: Installing a custom plug-in with SnapCenter Plug-in for Oracle and
SnapCenter Plug-in for Unix on a Linux host

I nstal | - SmHost Package - Host I\lanes;“scs%OO%?OSOOl. engl ab. n}/conpany. cont') - Pl ugi nCodes
QZJSBQ?PI ugi nl, SCO -Instal | Path /opt/ Net App/ snapcenter/ -PluginVersions & "custonpluginl" =

This exanpl e syntax installs a customplug-in along with SnapCenter Plug-in for Oracle and
SnapCenter Plug-in for Unix on a Linux host.

Example 4: Installing SnapCenter Plug-in for Microsoft Exchange Server

I nstal | - SmHost Package - Host Names Exchange2016DAG - Pl ugi nCodes SCE, SCW - Ver bose

Thi s exanpl e s¥nt ax installs SnapCenter Plug-in for Mcrosoft Exchange Server on the
speci fied host.

Example 5: Installing SnapCenter Plug-in for SAP HANA Database on the same
Windows host

I nst al | - SnHost Package - Host Nanes ' W ndows. Host . | ab. conmi - Pl ugi nCodes hana, SCW

Thi s exanpl e syntax installs the SnapCenter Plug-in for SAP HANA Dat abase on the sanme host
where SnapCenter Server Is installed.

Example 6: Installing SnapCenter Plug-in for SAP HANA database on a remote host

I nstal | - SmHost Package - Host Nanmes ' Host. fqdn. | ab. com -Plugi nCodes hana
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ntax installs the SnapCenter Plug-in for SAP HANA Dat abase on the specified
ndows and Li nux).

0
—~0

Example 7: Installing SnapCenter Plug-in for Oracle Database on a AIX host

I nstal | - SmHost Package - Host Nanmes ' ai x207-193. gdl . engl ab. net app. coml - Pl ugi nCodes SCO

Thi s exanpl e syntax installs the SnapCenter Plug-in for O acle Database on the specified Al X
host. Plugin tode SCC is not supported.

Example 8: Installing SnapCenter Plug-in for Microsoft SQL Server and SnapCenter
Plug-in for Microsoft Windows on a Windows host to run with group Managed
Service Account (gMSA)

I nstal | - SmHost Package, - Host Names ' host 2012r 2. NewDomai n. coni - Pl ugi nCodes SCSQL, SCW - GVSAName

" NewDonai n\ gMSANane$

This exanpl e syntax installs SnapCenter Plug-in for Mcrosoft SQ Server and SnapCenter Plug-
in forfngﬁwstto run with the nmentioned group Managed Service Account (gMsA) nane on the
speci fied host.
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Invoke-DiagnosticLogCollection

Gets SnapCenter log files.

Syntax

I nvoke- Di agnost i cLogCol | ection [-SnapCenter] [-Hosts <String>] [-svns_<String>] [-vcenter
<String>] "[-joblogS <Int64>] [-duster <String>] [<ConmonParaneters>]

Detailed Description

Gets SnapCenter log files. Log files are returned in a .zip file. You can retrieve all SnapCenter logs,
Svms, Vcenter, Cluster or logs for a individual plug-in or SnapCenter instance. You can also get logs
for a specified job.

Parameters
Name Description Required? Pipeline Input Default
Value
[SnapCenter false true
(ByPropertyName)
Hosts false true
(ByPropertyName)
svms false true
(ByPropertyName)
vcenter false true
(ByPropertyName)
joblogs false true
(ByPropertyName)
Cluster false true
(ByPropertyName)
Examples

Example 1: Retrieving all logs

I nvoke- Di agnosti cLogCol | ecti on - SnapCent er
This exanple syntax retrieves all log files.

Example 2: Retrieving logs for a designated jobs

I nvoke- Di agnosti cLogCol | ection -Jobl ogs 1234, 1235

This exanpl e syntax retrieves logs for job I D 1234 ad 1235.
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Example 3: Retrieving Cluster logs

I nvoke- Di agnosti cLogCol | ection -C uster host123

This exanple syntax retrieves all cluster node | ogs.

Example 4: Retrieving Hosts logs

I nvoke- Di agnosti cLogCol | ecti on -Hosts host nanel, host nane2
This exanpl e syntax retrieves all the hosts server,plugin and config |ogs.

Example 5: Retrieving svms logs

I nvoke- Di agnosti cLogCol | ection -svns Vserverl, Vserver 2

This exanple syntax retrieves all the vserver |ogs.
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Invoke-SCVOVAMigration

Migrates SCV to the virtual appliance.

Syntax
I nvoke- SCVOVAM gr ati on - Sour ceSCVHost <Stri _n?> - Dest i nati onSCVOVAHost <Stri n%> - O\/ACr edenti al
<String> j& ByPassVal | dati onCheck] [-Overwite] [-Conti M grationOnStoragekError] [-
Schedul e fset Time [<String>]] [<ComonPar aneter s>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
[SourceSCVHost The IP or hostname of the SCV host that will be migrated [true false
to the NDB host
DestinationSCVOVAHost The IP or hostname of the destination NDB host that the [true false
[SCV host will be migrated to
lOVACredential The name of the Run As credentials to use for true false
connecting to the OVA. These Run As credentials must
be created on the SnapCenter Server.
ByPassValidationCheck Skip validation that checks if the source SCV host is false false
registered to the same vCenter as the destination NDB
host.
(Overwrite If enabled, the MySQL database on the NDB host is false false
completely overwritten with the migrated metadata
from the source SCV host. All existing metadata on the
NDB host, with the exception of storage connections, is
deleted. This parameter is reccomended for large scale
setups.
(ContinueMigrationOnStorageError |If enabled, migration continues if there are any errors false false
lwhile migrating storage systems. After migration, you
must resolve all storage migration errors. Refer to
[documentation.
ScheduleOffsetTime Use this parameter if the source SCV host and the false false
destination NDB host are in different time zones. Value
should be a positive or negative time offset to adjust
scheduled backup run times. Specify time difference in
the format hh:mm:ss, such as 06:00:00, or -06:00:00 for
a negative value.
Examples

Example 1: Only required parameters

i nvoke- SCVOVAM gr ati on - Sour ceSCVHost 10.225.12. 187 - Desti nati onSCVOVAHost 10.225.43.91 -
O\/ACredentl al ova
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Example 2: Including optional parameters

i nvoke- SCVOVAM gr ati on - Sour ceSCVHost 10.225.12. 187 - Desti nati onSCVOVAHost 10. 225.43. 91
- OVACredenti al “ova -ByPassVal i dati onCheck -Overwite -ContinueM grati onOnStorageError -
Schedul eO f set Ti me 06: 00: 00

Thi s exanpl e includes the use of all optional parameters. See migration help for information
on these paraneters.
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Invoke-Sm_ExecuteQuery

This is a test cmdlet, for QA use only.
Syntax
I nvoke- Sm Execut eQuery -Query <String> [ <ConmonPar anet er s>]

Detailed Description

Parameters

Name Description

Required?

Pipeline Input

Default
Value

Query

true

true

(ByPropertyName)
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Invoke-SmBackupMigration

Migrates archived backups from SnapManager for Microsoft SQL Server to SnapCenter Plug-in for
SQL Server.

Syntax

I nvoke- SmBackupM grati on -Host Nane <String> - Pl ugi nCode <Pl ugi nCode> [-SMsBaseUrl <String>]
[ <CommonPar anet er s>]

Detailed Description

Invokes the operation of migrating archived backups from SnapManager for Microsoft SQL Server to
SnapCenter Plug-in for SQL Server.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName true true
(ByPropertyName)
PluginCode true true
(ByPropertyName)
[SMSBaseUrl false true
(ByPropertyName)
Examples

Example : Migrates archived backups from SnapManager to SnapCenter Plug-in for
Microsoft SQL Server

| g\égl((f— SmBackupM gration -Host Name wi ndows2016. snsql ga3. gdl . engl ab. net app. com - Pl ugi nCode

Th | exarr{JI e syntax invokes the operation of mgrati ng arch| ved backups from SnapManager for
crosoft SQ." Server to SnapCenter Plug-in for SQL Se .
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Invoke-SmBackupVerification

Initiates a verification job. [This command is being deprecated in Snapcenter 4.4 and the support to
the command will be stopped in future releases.]

Syntax

| nvoke- SmBackupVeri fication [-Dataset Napne] <Stri n9> BVeri ficationPolicy] <String> |-

BackupPol i ci es <String>] [-Schedul eOnly] [-SchedulerCredential Nape <String>] [-Backupl D
<String> - NunBackups® <I nt 32>] [-Auth <Strin >]30[-IsSchedul ed [ <Bool ean>] - O ust er Nane
<Stri n%t> [ -SMsBaseUr| <String> -1 sNLBHost [ <Bool ean>L -Schedul eNane <Stri nga [-

Quidl <String>] [-Quid2 <String>] [-Schedul eType <String - BackupSchedul eType <String>]

[ <CommonPar anet er s>]

Detailed Description

Initiates a verification job by specifying the dataset backup you want to verify and the verification
policy for the operation. When you start a verification job, the Snapshot copy you specify is mounted.
The mount operation creates a clone and the cloned database is attached to the verification server
you specified in the verification policy. DBCC checkdb is run and any error are recorded for that
particular backup. Once verification has finished, the clone database is deleted and the Snapshot
copy is unmounted.

Parameters

Name Description Required? Pipeline Input Default
Value

DatasetName Specifies the dataset name for the backups you want to |true false
verify. You can use the verification policy and the backup
policy to govern how many and what kind of dataset
backups you want to verify.
erificationPolicy Specifies the verification policy you want to use during  [true false
backup verification. The verification policy is used to
provide scheduling, replication pre-and post script
information, and DBCC CHECK options. A verification
policy is required for every verification job.
BackupPolicies Specifies one or more backup policies to select the false true
backups to be verified. For example, if you have a Daily, (ByPropertyName)
a Weekly, and a Monthly backup policy attached to
a dataset. You can specify Monthly, to just verify the
monthly backups.

ScheduleOnly Indicates that you want to schedule verification jobs false true
I(or the future, rather than run one now. The scheduling (ByPropertyName)
information is in the verification policy you specified with
the VerificationPolicy parameter.
[SchedulerCredentialName false true
(ByPropertyName)
BackuplD Specifies a backup ID. This parameter allows you to false false

verify specific backups, rather than a group of backups
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Name Description Required? Pipeline Input Default
Value
created for a given dataset. If you use this parameter,
you do not need to provide the DatasetName.
NumBackups Indicates the number of backups you want to verify for  [false false
a given dataset. If provided, this parameter overrides
the verification policy settings. This allows to you run
quick verification checks, without altering the verification
policy.
JAuth Provides authorization credentials to run this verification |[false false
job. Authorization credentials allows you to provide
different credentials to run verification operations. You
want to provide these credentials when your original
PowerShell session does not have sufficient RBAC
permissions to run the desired operation.
IsScheduled This is for internal use only. This switch parameter false false
indicates that the verification job has been invoked by a
schedule.
ClusterName This is for internal use only. This parameter identifies false false
the cluster host name for which the verification job is
scheduled.
[SMSBaseUrl This is for internal use only. This parameter identifies the [false false
[SnapCenter-based URL.
IsNLBHost Internal switch that indicates whether this host is part of [false false
Network Load Balancing.
[ScheduleName Specifies the name of the schedule you want to use for |[false false
performing deferred verification jobs.
Guid1 false false
Guid2 false false
ScheduleType false false
BackupScheduleType false false
Examples

Example 1: Verifying backups from a specified backup policy

I nvoke- SnBackupVeri ficati on -Dataset Nane test

backup ?Verbose

Thi s exanpl e syntax verifies backups created by a specific policy.

PS C:\ Sof t war e> | nvoke- SmBackupVerification -Dataset Nane test
I1cies backup -Verbose

VERBGOSE:
VERBOSE:
VERBCSE:
VERBGOSE:

BackupPo

Start | nvoke- SnmBackupVerification

-VerificationPolicy verifp -BackupPolicies

-VerificationPolicy verifp -

ProcessRecord | nvoke- SmBackupVeri ficaiton -

ProcessRecord | nvoke- SmBackupVeri ficaiton -

Begi n
End

I nvoke- SnBackupVeri ficati on ended successfully.
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Example 2: Verifying one backup using a backup ID

Iangke- SnmBackupVeri fication -Dataset Nane test -BackuplD 109 -VerificationPolicy verifp -
er bose

Thi s exanpl e syntax verifies backups using a specific backup ID.

VERBCSE: Start | nvoke- SnBackupVerification
VERBOSE: ProcessRecord | nvoke- SnBackupVerificaiton - Begin
VERBOSE: ProcessRecord | nvoke- SmBackupVerificaiton - End
VERBCSE: | nvoke- SnBackupVerificati on ended successfully.

Example 3: Scheduling a backup verification

I nvoke- SmBack

upVerificati - Dat aset Name test -VerificationPolicy verifp -BackupPolicies
backup - Schedu

i on
I eOnly -Schedul er RunAsNane nmvawi n - Ver bose

Thi s exanpl e syntax schedul es a backup verification job for a future tine.

VERBCSE: Start |nvoke- SnBackupVerification
VERBOSE: ProcessRecord | nvoke- SnBackupVerificaiton - Begin
VERBOSE: ProcessRecord | nvoke- SnmBackupVerificaiton - End
VERBCSE: | nvoke- SnBackupVerificati on ended successfully.

Example 4: Running a verification job with alternate authentication credentials

I nvoke- SnBackupVerification -DatasetNane test -VerificationPolicy verifp -BackupPolicies
backup -Auth mvawi n

This exanple syntax runs a verification job with alternate authentication credentials.
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Example 5: Verifying your most recent backups

I nvoke- SmBackupVeri fication -DatasetNane test -VerificationPolicy verifp

Thi s exanpl e syntax verifies your nost recent backups.

Example 6: Overwriting the number of backups to be verified in verification policy

I nvoke- SmBackupVeri fication -DatasetNane test -VerificationPolicy verifp -BackupPolicies
backup ?NunBackups 1

Thi s, ]g_xagpl e syntax overwites the verification policy specified nunmber of backups to be
verified.
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Invoke-SmConfigureResources

Moves an existing Microsoft SQL Server database from a local disk to a NetApp LUN.

Syntax

I nvoke- SnConf i gur eResour ces - Resour ces <Hasht abl e[ > [:{ Dat aPat h <Stri ngé) [-LogPat h

<Stri ng>l [-Fi'les <Hashtabl e ka] - Del et eOri gl na - Pl ugi nCode <Pl ugi hCode> [ - DBCC_NO NDEX
“DBCC ALL._ERRORMBGS| [ - DBCC NO | NFOVBGS] [ - DBCC TABL [- DBCC PHYS| CALONLY] . [ -
dat eTabl eSt at sBef or eDet ach] ~[ - RUnDBCCBetf or eM grati on] [-RunDBCCAfterM grati on]

<CommonPar anet er s>]

Detailed Description

Moves an existing Microsoft SQL Server database from a local disk to a NetApp LUN. This

cmdlet moves and configures either system or user databases for the following configurations:

- Configuration of databases on standalone SQL server instances - Configuration of Availability
Group SQL databases. - Configuration of SQL Failover Cluster Instance databases. In an Availability
Group, you must run this cmdlet separately on both the primary and secondary nodes to ensure
databases are moved for all nodes.

Parameters
Name Description Required? Pipeline Input Default
Value
Resources Specifies the resources, in a hashtable, including host,  |true true (ByValue)
type, name, files, and destination. Host indicates the
name of the host from which the database is being
moved. Type is the type of database being moved. The
type is SQLDatabase.
DataPath Specifies the destination disk path for database data files|false true (ByValue)
to be moved.
LogPath Specifies the destination path to which all the database |[false true (ByValue)
log files will be moved.
Files Specifies the logical name of the database file and the |[false true (ByValue)
destination path to which the file will be moved.
DeleteOriginal Specifies that all the database files are deleted from the |[false true (ByValue)
source location.
PluginCode Specifies the plug-in code of the destination host. The  |true true (ByValue)
valid code is SMSQL.
DBCC_NOINDEX false false
DBCC_ALL_ERRORMSGS false true
(ByPropertyName)
DBCC_NO_INFOMSGS false true
(ByPropertyName)
DBCC_TABLOCK false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

DBCC_PHYSICALONLY false true

(ByPropertyName)
UpdateTableStatsBeforeDetach false true

(ByPropertyName)
RUNnDBCCBeforeMigration false true

(ByPropertyName)
RunDBCCAfterMigration false true

(ByPropertyName)
Examples

Example 1: Moving a single database at the database level

I nvoke- SnOonfl gur eResour ce

s -Resources ®"Host"="scspr0088723007";" y%e“ ="SQL
Dat abase"; " Nane" ="scspr 00887230 \ NST1\ d1"} ’JDat aPath G\ -Logpath \ ?P

I"'ugi nCode SMsQL

Example 2: Moving multiple databases at the database level

I nvoke- SnOonfl gur eResources - urces ®"Host"="nfsl";" Xpe Q_
Dat abase”; "Nanme" ="nf s1\ SQL121 NST1\ newnfs"}, ® "Host " = "nfs P SQL
Dat abase"® " Name" =" nfsl\S 121 1\ chk1";}" - Dat aPath E:\ ~LogPath EV P ugi nCode SMSQL

Example 3: Moving a single database at the file level

Invoke SrrConfl ur eResour ces - Resour ces,
“““ nfs " Type" =" Q_Dat abase”; "Nane"="nf s1\ SQL12| NST1\ newl”; " Fi
\“ ®{7 Logl cal Name“- newl %0 "Destination"="E:\"} & "Logi cal Nane" -“f‘
1 ?DeléteCriginal ?PI ugl nCode SMSQL

Thi s exanpl e syntax noves a single database fromon disk to another.

Example 4: Moving multiple databases at the file level

I nvoke- SnConf i ur eResour ces - Resour ces,

st"=" nfs "Type" =" SQ.Pat abase” ; " Nang" =" s1\ SQL12I NST1\ newnf s”; " Fi | es" =@® " Logi cal Nane" =" newn
\“ @ ? Log| cal Name" =" newnfs Io " "Destinat] on" = E
} Host " ="nfs1" K[J)_e t abase” Narre = nfsl\ SQL12I NST1\ chkl1": "Fil es' -®g Logi cal Nanme" ="ch
, ® " Logi cal Nane"="ch | og ;"Dest i nation"=" F:\"}} ?DeleteOrigi nal ’7PI ugi nCode NBQ?

Thi s exanpl e syntax noves nultiple database files fromone disk to another.

Example 5: Moving a database in a failover cluster instance

I nvoke- SnConf i gur eResour ces - Resour ces

"Host " =" Hos ;o Type" ="SQ Dat abase"; " Namre! =" Host 1\ DB1"; "Fi | es" -®{ " Logl cal Nanme"="DB1"; "Destinatio
\"1.® "Logi cal Name" =" Iog‘,‘“Destl {lon
\"1}, ® "Host " =" st 2" Pe ="'SQLDat abas Na “““ Host2\RahuIDB "=@{" Lo %o cal Nama “““ Rahul DB"
\ "}, ®" Logi cal Name“ =" F’ahu 1 og™; "Desti natl on"="F:\ 11 ?Del eteCri gi nal ’7PI ugi nCode
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Thi s exanpl e syntax noves a database from one shared vol ume to another shared volunme in a
failover cluster instance.
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Invoke-SmReportSchedule

Run an existing schedule using this cmdlet.
Syntax
I nvoke- SnReport Schedul e [-Nane] <String> [ <ConmpnPar anet er s>]

Detailed Description

Perform an on-demand run operation of an existing schedule using this cmdlet.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specify the schedule name to perform on-demand run  |true true
operation. (ByPropertyName)
Examples

Example 1: Run a report schedule.

| nvoke- SnReport Schedul e - Nane schedul el

This exanpl e runs a report schedul e on-denand. Pass nane of the schedul e to perform on-demand
run operation.
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Invoke-SmResourceSplit

Initiates the split clone operation.

Syntax

I'n

o2

\Y
[<
| nvo
DoNo

—x

Est 1 mat e] [
ComonPar are
0

[<

nvoke- SmResour ceSp
[ <CommonPar anet er s>]
nvo
[<

mai | ] ference <Sntnai |

Detailed Description

e- SmResourceSplit [-Estimate] [-AppOojectld <String>] [-C oneName <String>]
monPar anet er s>]

e- SmResour ceSpl 1 Of I
tificationPreference

it [-Start - Qojectld <String> -Cl oneNane <String> -
]bl e[‘i {- rrépPPrJe % [\Io gl L]
I>it [-Stop] [-AppObjectld <String>] [-C oneNane <String>]

ke- SnResourceSplit [-Status] [-AppObjectld <String>] [-C oneNane <String>]
ComonPar anet er s>]

You can use SnapCenter to split the database clone from the parent database. The split clone
database becomes independent of the original database.

Parameters
Name Description Required? Pipeline Input Default
Value
Estimate Specifies that details be provided for volumes that are  [false true (ByValue)
being split.
IAppObjectld Specifies the AppObjectld of the clone where the split willffalse true (ByValue)
be performed.
CloneName The name of the clone where the split will be performed. [false true (ByValue)
EmailBody false true
(ByPropertyName)
EmailFrom true true
(ByPropertyName)
EmailTo true true
(ByPropertyName)
EmailSubject true true
(ByPropertyName)
EnableEmailAttachment false true
(ByPropertyName)
Start Triggers the split clone operation. false true (ByValue)
DoNotEstimate Specifies that details should not be provided for the false true (ByValue)
volumes that are being split.
EnableEmail Enables email notifications. false false
EmailPreference Specifies when you will received email notifications. false false
Possible values include Always, Never, OnError,
(OnErrorOrWarning.
Stop Stops the split clone operation. false true (ByValue)
Status Determines the status of the split clone operation. false true (ByValue)
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Examples

Example 1: Clone split estimate
e- SmResour CeSRI!Ai t - ﬁgg(:bjsect I d )
SC14110001040- 3\ NAVEDI NSTI\ SC14110001040_3_SDM._1_Cl one_103255' - Esti mate

Thi s exanpl e syntax displays the estimate details for the volume that is going to be split.

Clone Split Estimate Job Summary:

Jobl d . 221

Li st Vol umeAggSpaceMappi ng : {SC14110001040_3_SDM__Dat a_Vol 1115172233091381,
SC14110001040_3_SDM._Log_Vol 1115172233079350}

CanSpl it : True

AppQbj ect | d : SC14110001040_3_SDM._1_Cl one_103255

Cl oneNane ;
Resour ceG oup_SDM__45212443__cl one__11-15-2017_22. 33. 25

Resul t : SMCor eContracts. SMResul t
Tot al Count 0

Di spl ayCount 0

Cont ext :

Job : SMCor eContracts. Smlob

Estination Details for the volunes involved in Clone Split:

Vol uneName : SC14110001040_3_SDM__Dat a_Vol 1115172233091381
Requi r edSpace . 24 MB

Aggr egat eNane © aggr_anu

Avai | abl eSpacel nAggregate : 3528 GB

St or ageSystem :10.225.85.51

| sVol uneAl readySpl it . Fal se

Vol urmreNare : SC14110001040_3_SDM._Log_Vol 1115172233079350
Requi r edSpace : 22 MB
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Aggr egat eNane aggr _anu
Avai | abl eSpacel nAggregate : 3528 GB

St or ageSystem 10. 225.85.51
| sVol uneAl readySpl it . Fal se

Example 2: Clone split status

I nvoke- SmResourceSplit -d
" Resour ce_G oup_Il nstance_.

oneNane
45212443 clone__11-15-2017_22.44.24" -Status

Thi s exanpl e syntax di splays the status of a clone split operation.

Clone Split Status Job Summary:

Jobl d

AppQoj ect | d
Cl oneNane
Resul t

Tot al Count
Di spl ayCount

237

SC14110001040_3_MDSL_4_Cl one_104322

Resource_G oup_| nstance_45212443__cl one__11-15-2017_22.44. 24
SMCor eCont ract s. SMResul t

0

0

Example 3: Starting a clone split operation

I nvoke- SmResourceSplit -d
" Resour ce_G oup_Il nstance_.

oneNane .
45212443 clone__11-15-2017_22.44.24" -confirm$false -Start

This exanpl e syntax starts a clone split operation.

Clone Split Start Job Summary:
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Jobl d . 238
AppQbj ectld : SC14110001040 3 _MDSL_4_ O one_104322

Cl oneNane : Resource_Goup_| nstance_45212443__clone__11-15-2017_22. 44. 24
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eCont ract s. SmJob

Example 4: Stopping a clone split operation
I nvoke- SnResour ceSRIAi t -ﬁgq_(bjsect I d
"'SC14110001040- 3V NAVEDI NSTI\ SC14110001040_3_MDM._4_Cl one_105129' - Stop

This exanpl e syntax stops a clone split operation.

Clone Split Stop Job Summary:

Jobl d . 246

AppQbj ectld : SC14110001040_3_MDM__4_C one_105129

Cl oneNane : Resource_Goup_|l nstance_45212443__cl one__11-15-2017_22.52. 47
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext :

Job : SMCor eContracts. Smlob

Example 5: Clone split estimate for a SAP HANA MultiTenant Database Container
resource clone

I nvoke- SmResourceSplit -Estimate -C oneName SNAPCENTER40. sccore.test.com hana\ H30\ H30_cn

Thi xanpl e syntax disp
ne n

s e the estim
Cl oneNa may” be obt ai

S or the volume that is going to be split.
by running t

y
ne conmand.

-4
oo
&
2
!
o—

| a
ed
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Clone Split Stop Job Summary:

Jobl d : 773

Li st Vol umeAggSpaceMappi ng : {ng_pvol 04021807440550}

CanSpl it : True

AppQoj ect | d : H30_cn

Cl oneNane : SNAPCENTER40. sccore. t est . coml hana\ H30\ H30_cn
Resul t . SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount 0

Cont ext :

Job : SMCor eCont ract s. SmJob

Estination Details for the volunes involved in Cone Split:

Vol uneNane : ng_pvol 04021807440550
Requi r edSpace : 48 MB

Aggr egat eNane : aggrl_old

Avai | abl eSpacel nAggregate : 4670 GB

St or ageSyst em :10. 200. 200. 100

I sVol uneAl readySpl it . Fal se

Example 6: Starting a clone split operation for a SAP HANA MultiTenant Database
Container resource clone

I nvoke- SnResourceSplit -start -C oneNane SNAPCENTER40. sccore.test.com hana\ H30\ H30_cn

Thi s exanpl e syntax starts a clone split operation. ConeName nmay be obtained by running the
t - SnCl one conmand.
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This may take several minutes to conplete for |arge volumes. Al backups taken on the clone
w | be deleted
Do you still want to continue?

oy [Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Clone Split Start Job Summary:

Jobl d . 774

AppQbj ectld : H30_cn

Cl oneNane : SNAPCENTER40. sccore. t est. coml hana\ H30\ H30_cn
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eCont ract s. SmJob

Example 7: Stopping a clone split operation for a SAP HANA MultiTenant Database
Container resource clone

I nvoke- SmResourceSplit -stop -C oneNanme SNAPCENTER40. sccore. test.con hana\ H30\ H30_cn

Thi s exanpl e syntax stops a clone split operation. C oneName nay be obtained by running the
t - SnCl one conmmand

Clone Split Stop Job Summary:

Jobl d . 775

AppQbj ectld : H30_cn

Cl oneNane : SNAPCENTER40. sccore. t est . com hana\ H30\ H30_cn
Resul t : SMCoreContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext :
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Job . SMCor eContracts. Smlob
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New-SmAlert

Create new alert.

Syntax

New SmAl ert - Nane <String> -Descriptio n<Str|n>-Recomrendat|on <Str| ng> Se erit y
<SmAl ert Severity> -Sa us <SpAl ert St atus>]50- nt|t Type <SnmeEntityType>T[-EntityNane
<String>] -Jobld <String> -Source <SmAl ert Source> [ <CommonPar ane ers>]

Detailed Description

To create new alert, Valid connection is required. You should provide alert severity like Informational,
Warning or Critical and EntityType can be All, SnapCenterServer, Host or StorageSystem. The
Source parameter should be ConfigurationChecker or SnapCenterServer.

Parameters
Name Description Required? Pipeline Input Default
Value
Name true true
(ByPropertyName)
Description true true
(ByPropertyName)
Recommendation true true
(ByPropertyName)
Severity true true
(ByPropertyName)
Status false true
(ByPropertyName)
Entity Type true true
(ByPropertyName)
EntityName false true
(ByPropertyName)
Jobld true true
(ByPropertyName)
Source true true
(ByPropertyName)
Examples
Example 1: Create new alert
New- SmAl ert - Nane TestAlert - pt on For Sna Oenter -Rec omrendatl on AnyRecom - Sev

Infornational -Status New - Ent| yType Host -EntityName W N- SCServer. Donai nl. com - bId XGZ -
Sour ce SnapCent er Server

This exanpl e syntax creates an alert.
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Cr eat edTi ne : 1/1/0001 12:00:00 AM

Modi fi edTi ne : 1/1/0001 12:00: 00 AM

Nane : TestAlert

St at us © New

Severity : Informati ona

Entity : SMCor eContracts. Confi gCheck. SnEntity
Descri ption . For SnapCent er

Recomendati on : AnyRecom

Jobl d . 162

Sour ce . SnapCent er Server

| sRul ePassed . Fal se

EntityType : Host

EntityNane : W N- SCServer. Donai n1. com
Entityld

User nane

Passwor d

Port
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New-SmBackup

Initiates a new Snapshot copy job.

Syntax
W acku sources <Hashtabl e[] > aset Name <String> - Resour ceG oupNane
New SpBack - Re Hasht abl - Dat aset Nal St P Re €] Na|
<String> oI | cy] <Str| ng> [[-Au <String >1 [[-LsSchedul'ed <Bool eanKl]a] F-CI ust er Nane]
<St ring> [r U] <String>] [[-ILsNLBHost] . [ <Bool ean,>]£ EESpheduI eNane] <String>]
- Schedul e }/E L <SrrScheduI er Type 1 -Quidl <Stri ng;ge[ -Quid2_ <3tri n%>] \/[ - SnapShot Label
< nSPSna Sho el ] - Host Nane <Stri ng>] [-Verify condary] [-EnableVerification]

CommonPar anet er s>

Detailed Description

Initiates a new Snapshot copy job on the provided resource or the resources mapped to the provided

resource group.

Parameters
Name Description Required? Pipeline Input Default
Value
Resources Specifies the resource which you want to backup. false true
For Oracle Application Volume resource, format (ByPropertyName)
is -Resources ®{"Host"="host1";"Application
'olume"="appVol1"}
DatasetName Names the dataset you want to back up. false false
ResourceGroupName false false
Policy Specifies the policy you want to use for the backup true false
operation.
JAuth This parameter is for internal use only. false false
IsScheduled Internal switch to determine Cmdlet invocation by false false
scheduler.
ClusterName |Interna| switch for identifying the cluster host. false false
[SMSBaseUrl |Interna| switch that points to the SMS Base URL. false false
IsNLBHost Internal switch that indicates whether this host is part of [false false
NLB.
ScheduleName Internal switch that indicates schedule name. false false
ScheduleType false false
Guid1 false false
Guid2 false false
[SnapShotLabel false false
HostName Determines the host name (FQDN) for which the backup [false false
job has been scheduled.
erifyOnSecondary Specifies whether verification is enabled on secondary [false false
storage.
EnableVerification Specifies whether verification of backups is enabled. false false

alues are either $True or $False.
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Examples
Example 1: Backing up a resource group
New SMBackup - Resour ceG oupNane Ful | Onl i neDat aset1 - Policy Ful | BackupPolicy

Thi s exanpl e syntax backs up the specified resource group.

Example 2: Backing up resources

New SMBackup -Policy Full BackupPoI cy -Resources ®"Host"="scspr0101826001-
sunmanr. | ab. net app. cont'; " Oracl e Dat abase"="ong"}

Thi s exanpl e syntax backs up the specified resources.

Example 3: Enabling verification of a backup

New SMBacku Enabl eVerifi

ation $true -VerjfyOnSecondary $true -Policy Full BackupPoI icy -
Resour ces "Host " = 'scspr010182600 }

1- sumanr. | ab. net app. con'; " Oracl e Dat abase"=

Thi s exaerI e syntax backs up the specified resources and verifies the backup when it
conpl etes.

Example 4: Triggering a new backup of the HANA resource

New- SMBackup - our ces "Host " ="schana02. ?dl engl ab. net app. cont'; " Ui d"
\R57"; " Pl ugi nNan*e ="hana"} - PoI i cy " HANAPCL

Thi s exanpl e backs up the specified resources.

Nane . : Backup of Resource Group 'schana02_gdl _engl ab_net app_com hana_MDC R57'
with policy ' HANAPCLI CY'

I d . 25

StartTi me : 02-Cct-19 21:49: 46
EndTi me

I sCancel | abl e . Fal se

| sRestartabl e . Fal se

| sConpl et ed . Fal se

I sVisible . True
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| sSchedul ed Fal se
Per cent ageConpl eted : 0
Descri ption

St at us Queued
Owner

Error

Priority None
Tasks {}

Par ent Jobl D 0
Event | d 0
JobTypel d 0

Api sJobKey

Objectld 0

Pl ugi nCode SCC

Pl ugi nNane Pl ugi nCr eat or
Host I d 0

Rol el d

Jobl ds {}

Example 5: Backing up an Oracle Application Volume Resource

New- SMBackup - PoI i i:y ndvpol i cy - Resources ®& "Host"="R809278EA03V1. HNK2. coni'; " Appl i cation

Vol une" =" appVo

Thi s exanpl e syntax backs up the specified Oacle Application Volune resource.
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New-SmClone

Initiates a clone operation.

Syntax

New- SnCl one [ - Dat aset NamaDl3 <String> [-Poli c¥ <String> [-APBPI u?i nCode] <Pl ugi nCode>
[ - PDBNane <String>] [-PDBC oneNane < trln%a L-CDBTargetS <String>] |-

PdbsToBeExc| uded <Stiri ng>] CL_ enPl uggabl e abaseAfterC one [ <Bool ean> - .

Ski pTenpTabl espaceTenpFil eCreat i 08] f- LogAr chi vedLocat ors <Hasht abl e[ ] -Aut h] <String>]
[[-LsSchedul ed] [ <Bool ean>]s]c [[-AusterNane] <Strin >£r[[-SNBBaseUrI <String> - .

| SNLBHost <Bool eana] [ [-Schedul eName] <String>] [[-CreateRenoted one] [<Bool ean>]] [-CGuidl
<String>] [-Guid2 <Siring>] [<CommonParaneters>]

New SnCl one [[- BackupName] <Stri n?>] [ - Resources] <Hashtabl e[]> [-AppPlugi nCode] <Pl ugi nCode>
[[-ConeUid] <Stri ng>l~I [-C oneTol' nst ance] <String> ul-Aut 0Assi gnMount Poi n g { -

Ar chi vedLocat ors] <Hasht abl el] >] [LQASS' nhount Poi nt Under Pat h1r <String> L SSuffix]
<Strin >1&—Lothr,ch| vedLocat ors <Hashtable[]> [{—LogRestore Yﬁe] <SirBql LogRest or eType>]
[E—CLO fDateTi ne] <DateTi rre>1 [[\léLo Count] <Int32> - Au J <String> -

I sSchedul ed] _ [ <Bool ean>l] [[-C usterNane] <String>] [ - selr <Str|n%r>] [ -1 sNLBHost ]
<Bool ean> [ - Schedu eNameL <Stri ng>] g[—,d onelLas cku <| nt 32>] [L— eat eRenot eC one]
<Bool ean> -Quidl <Strin [___)—GJI 2’ < r|ng>1 [[-C oneNane] <Str|ngl [ - Enabl eEmai | ]
-PreScrip fmrand <Str|ng_>? -PreScript Argunments <String>] [-PostScript Command <String>
- Post Scri pt Argunents <String>] N{)—Scrl pt Ti neQut_ <| nt 32> -PreCloneScriptPath <String> -

Post O oneScri pt Pat h <String>] [ - Mbunt Conmands <String>] [ <ConmonPar anet er s>

Detailed Description

Initiates a clone operation. You can initiate a clone job from either a clone dataset or an existing

backup.

Parameters
Name Description Required? Pipeline Input Default
Value
DatasetName Specifies the name of the clone dataset. true false
Policy Specifies the clone policy you want to use. true false
IAppPluginCode Specifies the application plug-in type of the resource. true false
Possible values are SMSQL and SCO.
PDBName Source Oracle pluggable database name. false false
PDBCloneName Pluggable Clone Oracle pluggable database name. false false
CDBTargetSID Target container database SID. false false
PdbsToBeExcluded List of Oracle pluggable databases to be excluded from |[false false
newly cloned container database.
(OpenPluggableDatabaseAfter To open pluggable database after clone creation. false false
Clone
[SkipTempTablespaceTempFile Skips creating a tempfile for the default temporary false true
Creation tablespace of the cloned database. (ByPropertyName)
LogArchivedLocators Specifies the secondary storage system details for false false
leach unique primary storage system resource in
the dataset. For example: -LogArchivedLocators
[®{Primary="my_vs1:my_vol_iscsi";Secondary="my_vs1:my_vol_iscsi_ SECONDARY"}
JAuth This parameter is for internal use only. false false
IsScheduled This parameter is for internal use only. false false
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RedologNumber, TotalSize, BlockSize. The following
is an example of using the RedoLogFileConfiguration
parameter: -RedoLogFileConfiguration ®{"FilePath"="/

mnt/db12c_data_STAND/STAND/redolog/

Name Description Required? Pipeline Input Default
Value
ClusterName This parameter is for internal use only. false false
[SMSBaseUrl This parameter is for internal use only. false false
IsNLBHost false false
ScheduleName false false
CreateRemoteClone false true
(ByPropertyName)
Guid1 false false
Guid2 false false
(OracleUntilCancel Specifies recovery will be performed using the latest false true
available log backup. If archive log pruning is configured, (ByPropertyName)
the latest log backup having archive logs prior to pruning
is selected for recovery.
OracleUntilScn Specifies the SCN of logs till which you want to recover |[false true
the cloned Oracle Database. (ByPropertyName)
OracleUntilTime Specifies the date and time till which you want to recover [false true
the cloned Oracle Database. You must specify the date (ByPropertyName)
and time in the 'MM-dd-yyyy HH:mm:ss' format. For
lexample: '07/02/2018 06:12:15'.
ExternalArchiveLogMountPaths Specifies the alternate paths for archive logs to be used |[false true
for recovery. Multiple alternate archive log paths can be (ByPropertyName)
specified in a comma separated list.
DataFilesMountPaths Specifies, in a hash table, the destination mount false true
path, source directory path, and disk location type. (ByPropertyName)
For example: ®{"DestinationMountPath" = "/mnt/
db12c_data_STAND";"SourceDirectoryPath"=<br>"/mnt/
db12c_data";"DiskLocationType"="MountPoint"}
DatabaseSID Specifies the Oracle system ID, which is used to uniquelyftrue true
identify a particular database. The maximum length of (ByPropertyName)
a clone SID is 8 characters. Example: -DatabaseSID
STAND
DisableArchiveLogMode Specify if archive log mode to be disabled. false true
(ByPropertyName)
EnableOSAuthentication false true
(ByPropertyName)
OracleOsUserName Specifies the OS user name. For example: - true true
(OracleOsUserName oracle (ByPropertyName)
OracleOsUserGroup Specifies the name of the Oracle OS user group. For true true
lexample: oinstall (ByPropertyName)
databaselLoginUserName Specifies the login name of the database user. false true
(ByPropertyName)
databaselLoginPassword Specifies the database user's login password. false true
(ByPropertyName)
OracleVersion Specifies the Oracle version. Example: -OracleVersion |[false true
12.1.0.2 (ByPropertyName)
(OracleHome Specifies the Oracle home directory. Example: - false true
(OracleHome /oraO1/app/oracle/product/11.2.0/db_1 (ByPropertyName)
ControlFileConfiguration Specifies the path for the control file in a hash table. true true
For example: -ControlFileConfiguration ®{"FilePath"="/ (ByPropertyName)
mnt/db12c_data_STAND/STAND/control/control01.ctl"},
[®("FilePath"="/mnt/db12c_data_ STAND/STAND/control/
control02.ctl"}
RedoLogFileConfiguration Specifies the redo log file details in a hash table. true true
The following parameters are required: FilePath, (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
redo01.log";"RedologNumber"="1";"BlockSize"="512";"TofalSize"="50"},
® "FiIePath"="/mnt/db1Zc_data_STAND/STAND/redolog/]:
l;ezdoOZ.Iog";"RedologNumber"="2";"BIockSize"="512";"To ISize"="50"},
®("FilePath" ="/mnt/
db12c_data_ STAND/STAND/redolog/
redo03.l0g";"RedologNumber"="3";"BlockSize"="512";"TofalSize"="50"}
PostCloneSqlQueries Specifies any post-clone SQL queries. Multiple queries  [false true
are separated by a semicolon ';'". (ByPropertyName)
(CustomParameters Specifies custom parameters in a hash table. At least false true
one custom parameter is required. For example: - (ByPropertyName)
[CustomParameters ®{"Key" = "audit_file_dest";"Value"="
u01/app/oracle/admin/DB12C/adump_STAND"},
®{"Key"="log_archive_dest_1";"Value"="LOCATION=/
u01/app/oracle/product/12.1.0.2/db_1/STAND"} You can
use this parameter when you have a clone of a clone
that fails with the error "ORA-00058: DB_BLOCK_SIZE
must be 32768 to mount this database (not 8192)" to
lexplicitly pass the custom parameter, for example: -
(CustomParameters ®{"Key" = "DB_BLOCK_SIZE
";"Value"="value"} and substituting the correct block size.
RenamePDBConfiguration Renames the PDB configuration in a hash table using  |[false true
the following format: -RenamePDBConfiguration (ByPropertyName)
[®{"CurrentName"="", "NewName"=""}
SkipRecovery Indicates that you want to skip the recovery operation of [false false
the cloned database.
DatabasePort false true
(ByPropertyName)
IASMPort false true
(ByPropertyName)
DatabaseCredentialName false true
(ByPropertyName)
IAsmCredentialName false true
(ByPropertyName)
SkipNIDCreation To skip new DBID creation for the cloned Oracle false true
Database. (ByPropertyName)
EmailBody false true
(ByPropertyName)
EmailFrom Specifies the sender's e-mail address. true true
(ByPropertyName)
EmailTo Specifies the receipient's e-mail address. true true
(ByPropertyName)
EmailSubject Specifies the subject of the e-mail. true true
(ByPropertyName)
EnableEmailAttachment false true
(ByPropertyName)
BackupName Specifies the name of the backup from false false
lwhich you want to clone. The following is an
lexample of a SnapCenter Plug-in for Oracle
Database backup name: -BackupName
ICDBPS_scomaddev_04-07-2016_06.14.38.8575_0
Resources Specifies the list of resources from which to clone. true false
Use the Resources parameter when you are creating
a clone from an existing backup. You must provide
the resource information in a hashtable, and it
must contain the resource name and type, as
well as the host on which the resource is located.
For example, ®{"Host"="localhost";"Type"="SQL
Database";"Names"="Instance\Database"}
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run before Clone operation. The script should be located
either at /var/opt/snapcenter/spl/scripts/ or any directory

inside the path on the Oracle Plug-in host.

Name Description Required? Pipeline Input Default
Value
alid Type value are SQL Database,
Oracle Database, Windows Filesystem. For
Oracle Database, the format is -Resources
[®{"Host"="host.example.com";"Oracle Database"="db"}.
For Oracle Application Volume, the format is -
Resources ®{"Host"="host.example.com";"Application
'olume"="appVol"}.
CloneTolnstance Specifies the SQL Server instance that you want to clone|true true
to. All databases in the clone dataset are cloned to this (ByPropertyName)
instance. For Oracle application volume resource, it
specifies the host on which clone should be mounted.
[AutoAssignMountPoint Specifies that the file system mount point is assigned false true
automatically. (ByPropertyName)
JArchivedLocators Specifies the secondary storage system details false true
for each unique primary storage system resource (ByPropertyName)
in the dataset. For example: -ArchivedLocators
(®{Primary="my_vs1:my_vol_iscsi";Secondary="my_vs1:nmy_vol_iscsi_SECONDARY"}
JAssignMountPointUnderPath Specifies that the file system mount point is created false true
automatically under the specified mount path. (ByPropertyName)
CloneUid Provide a target HANA clone UID. Use this parameter if [false true
you are creating a HANA clone on the same host as that (ByPropertyName)
of the source. You can use the -CloneUid parameter only
with a HANA resource.
Suffix Provides a clone name suffix. All clones you create with [false true
one clone job are appended with the same suffix name. (ByPropertyName)
Use this parameter if you are creating a clone from an
lexisting backup. You can use the -suffix parameter or the
-clonename parameter, but not both.
LogRestoreType Specifies the recovery type for clones. Valid values are, |[false true
the roll forward time, the number of logs to roll forward, (ByPropertyName)
or that you want to roll all logs forward.
LogCutOffDateTime \When you specify the date and time in the false true
LogRestoreType parameter, you can use (ByPropertyName)
LogCutOffDateTime parameter to indicate the cut off
time. If the server and plug-in host are in different time
zones, the input must be as per the plug-in host time
zone.
LogCount \When you specify a number of logs in LogRestoreType, |[false true
use LogCount to specify the number of logs you want to (ByPropertyName)
roll forward.
CloneLastBackup false false
CloneName Enables you to specify a new name for the cloned false true
database or resource. You can use the -clonename (ByPropertyName)
parameter or the -suffix parameter, but not both.
EnableEmail [Specifies whether to enable or disable e-mail. false false
PreScriptCommand [Specifies commands that are executed before the false true
restore operation. (ByPropertyName)
PreScriptArguments Specifies arguments to the prescript command. false true
(ByPropertyName)
PostScriptCommand Specifies the commands that are executed after the false true
restore operation. (ByPropertyName)
PostScriptArguments Specifies the arguments to the postscript command. false true
(ByPropertyName)
PreCloneScriptPath This is an Oracle Application Volume specific parameter. [false true
It specifies absolute path of the executable script to be (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
PostCloneScriptPath This is an Oracle Application Volume specific parameter. [false true
It specifies absolute path of the executable script to be (ByPropertyName)
run after Clone operation. The script should be located
either at /var/opt/snapcenter/spl/scripts/ or any directory
inside the path on the Oracle Plug-in host.
MountCommands This is an Oracle Application Volume specific parameter. [false true
It specifies commands to mount a file system to a (ByPropertyName)
the Clone Host. Mount command format is : mount
<Source_SVM>:%<SOURCE_VOLUME_NAME>_Clone
<mount_directory> To clone from secondary,
the secondary volume name will be the
[SOURCE_VOLUME_NAME. Enter multiple mount
lcommands separated by semi colon (;).
ScriptTimeOut Specifies the maximum time to wait for the script to false true
complete before timing out. (ByPropertyName)
InitiatorName Specifies the iISCSI IQN or FCP WWPN of the host on  [false true
lwhich the new clone will be created. (ByPropertyName)
IgroupProtocol Specifies the Igroup protocol type (mixed, fcp, or iscsi) to [false true
be used for the new clone. (ByPropertyName)
Examples

Example 1: Creating a clone from a dataset

New- SnCl one - Dat aset Nane payrol | cl one_dat aset -Policy clonefronprinary_ondenand

This exanple s

Resul t

I s creates
cl onefronprimary_ondenand' .

SMCor eCont ract s. SMResul t
Tot al Count

0

Di spl ayCount : O

Cont ext
Job

I d
StartTi me
EndTi me

I sCancel | abl e
| sRestartabl e

SMCor eCont r act s. Smlob

85

. Nanme . : Clone life cycle of dataset
policy 'clonefronprimary_ondemand'

,a new clone using the 'payrollclone_dataset'

' payrol | cl one_dat aset"’

8/ 5/ 2015 2:21:06 PM

Fal se
Fal se

dat aset and policy

with
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| sConpl et ed . Fal se

I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0O
Descri ption :

St at us : Queued
Omner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0

Example 2: Creating a clone from backup with all logs

New- SnCl one - BackupNane payrol | _dataset _vi se-f3 08-05-2015_15. 28. 28. 9774 - Resou s
® " Host "="vi se-f 3. sddev. nyco_n‘pan¥. con'7" Type"="SQL Dat abase"; " Nanes" ="vi se-f 3\ SQLExpr es

\payroll"} -d oneTol nstance vise-f3\sql express -Aut oAssi gnMountPoint -Suffix _c
-LogRestoreType Al -Policy clonefronprimary_ondemand

This exanpl e syntax creates a clone fromthe specified backup with all | ogs.
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eCont ract s. Smlob

Cl ones {}

Example 3: Creating a clone from backup with the specified number of logs

New- SnCl one - BackupNane payrol | _dat aset _vi se-f3_08-05-2015_15. 28. 28. 9774 - Resources &"

Host " ="vi se-f 3. sddev. nyconpany. coni’; " Type" =" St Dat abase"; "Nanmes" ="vi se-
f 3\ SQLExpr ess\ payrol [ "} -d oneTg}/ns{ng\ncg vi se-f yP o

3\ sql express - Aut oAssi gnMount Poi nt -Suffix _cl onefronmbackupl -LogRestoreType
ByTr ansact i onLogs -LogCount 2 -Policy clone

fronpri mary_ondenmand

This exanpl e syntax creates a clone frombackup with the specified nunmber of |ogs.
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Resul t . SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eCont ract s. SmJob
Cl ones {}

Example 4: Creating a clone from backup with no logs

New- SnCl one - BackupNane payrol | _dataset _vi se-f3_08-05-2015_15. 28. 28. 9774 - Resources @]

Host " ="vi se-f 3. sddev. nyconpany. coni’; " Type" =" St Dat abase"; "Nanmes" ="vi se-
f 3\ SQLExpr ess\ payrol [ "} -d oneTg}/ns{ng\ncg Vi se- yP o

. 3\ sql express - Aut oAssi gnMount Poi nt -Suffix _cl onefronbackupl -LogRestoreType None -
Pol i cy cl onefronprinmary_ondenand

This exanpl e syntax creates a clone fromthe specified backup with no |ogs.

Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job : SMCor eCont ract s. SmJob
Cl ones {}

Example 5: Creating a clone to Microsoft SQL Server instance

New- SnCl one - BackupNane "BackupDS1 NY- VM SC- SQL 12-08- 2015 09.00. 24.8367" -

Resour ces "host "="ny-vm sc-sql"; "Type" =" SQL Dat abase”"; "Nanes"="ny-vm sc- sql .

\ Advent ur eWor ks2012_dat a“L ;APpPI ugi hCode SMBQ - C oneTol nstance "ny-vmsc-sql" -Suffix
_CLPGCSH - Aut 0Assi gnMbunt Poi nt * - AsSi gnhMbunt Poi nt Under Pat h " C: \ SCvbunt s*

This exanpl e syntax creates a clone to the specified Mcrosoft SQU Server instance.
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Example 6: Creating an on demand clone of multiples resources of custom plugin
DB2 on alternate host from primary Storage

New- SnCl one - Back%
Verify Cone_fro
- Resources . .
"Host " ="sccorel i nux61. sccore.test.coni;"U d"="Inst 1\ DB1"}, ®L Host " ="sccorel i nux61l. sccore.test.
- oneTal nstance sccoreld6.sccore.test.com-Suffix '_clone'”  -AutoAssi gnMunt Poi nt -
AppPl ugg nCode '"DB2' -initiatornane 'iqn.1994-05. comredhat:a24a75da948e’ -1 gr ouppr ot ocol
m xe

Name
ackup_Mul tiple_vols_w th_multiple_resources_Alternate_Host_sccorelinux6l_08-21-2

Thi s exanpl e syntax creates a clone of 2 resources, hosted on Storage type LUN, and creates a
Gg\évdcl one on an alternate host, which takes initiatorNane of new host and protocoltype to be
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext :

Job : SMCor eContracts. Smlob

Cl ones {}

BI e_resources_Al ternate_Host_sccorel i nux6l_08-21-

) Nanme . Cone fr
"Verify_ O one_fronbackup_Miltiple_vols w mu
Id ;1043
Start Ti me : 8/21/2016 7:05:11 PM
EndTi ne
| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
IsVisible : True
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :
St at us . Queued
Onner
Error
Priority : None
Tasks {}
Par ent Jobl D 0
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Event I d 0
Pl ugi nCode : NONE
Pl ugi nNane :

Example 7: Creating an on demand clone from Secondary Storage for custom plugin
resource

New SpCl one - BackupNane

Verity_clone_secondary SM on_Qtree_uni x_sccor el | nux61 08-21-2016 16.57.18. 8490
- Resources Host "="5Tcorel inux6i~sccore. t est.coni: " U d"="QTREESML"}
-Cl oneTol nstance sccorel i nux6l. sccore. test. com Suffl X' reeCl one4'
recl onecr eat ecommands ' nmkdi r /gt reeVol 6_clone' - Archi vedLocat ors
( Primary="vserver scauto _secondary: %Bree vol 6_sccorel inux6l_sccore_test_cont; Secondary="vserver
O0AsSS| gnl\/bunt Poi nT - AppP]’ugl nCode -mountcomrand ‘' mounT vserver_scauto _primary:
°/qtree vol 6_sccorel i nux61_sccore_test_conm qtreeVol 6_Cl one /qtreeVol 6_clone’

Clone Qlree to sane host from Secondary Storage using nmount command.
At run-tine, %gtree_vol 6_sccorel i nux61l_sccore_test_com Fsource vol une nane) will

resol ve to new cloned Vol ume nane and new cl one exported—Qiree will be nounted on folder "/
qtreeVol 6_cl one

Example 8: Creating a clone of an ASM database

New- SnCl one - BackupName "RG 084825 _rhel 68 asnsan_03-04-2017 08. 49. 52. 1104_0" - AppPl ugi nCode
SCO - Dat abaseSI D cl one - Resour ces  ®& "HosT"="10,228.9.250": "Oracl e Dat abase"="sandb"} -

Aut 0Assi gnMount Poi nt - d oneTol nstance. 10. 228, 9. 250 - Cont rol Fi | eConfi guration ®"FilePath"="

hone/ or acl e/ cont roI o1 ctl “} - RedoLogFi I eConf i gur ation ®"FilePath"="/hone/oracle/

redo03. Re ol ogNumber " =" 3" ; " Tol'al Si ze 0", "Bl ockSize"="512"}, ® "Fi | ePat h" ="/ home/

oracl el re o2. 8 Red | ogNurrber “““ "Total Si ze" ='50"; "Bl ockSi ze"="512"} ®£ Fi | ePat h"="

hore/ or acl e/ redo 1 | og“ . Redol ogNunber ="1", “T tal Si ze"="50": "Bl ockSi ze"="512"} -

Cust onPar anet er s Key" = "audit file_ dest™; " Val ue" ="/ var/t est "}

This exanpl e syntax creates a clone of an Automatic Storage Management (ASM database.

Example 9: Creating a clone using a Windows file system resource

New- SnCl one - Cl oneLast Backup 0 Resourc ®g Host " ="I| ocal host" 'LI'%
Fi | esystent; " Napes" =" F\"} AppPI ugi nCode SCW - Assi gnMount Poi nt der Pat h C \scrmpt\ -
d oneTokost | ocal host

Example 10: Creating a remote clone

New SnCl one -Backu Nane SQ_ Prod_nydb_SQ. Prod_10-23-2017_15. 56. 12. 1837
R&PPI ug| nCode Q. -Suffix _TloneZ -Resources ®{“ Host" =" SI
SQL Dat abase”; " Names" ="SQ. - PRD\ nydb“ 2 d oneTol nst ance
-Archl vedLocators (® Primary="svnil:sql data"; Secondary=" s vl-
dr s I data vault"}, & Primary="svnl: sql _| og"; Secondary="svnil-dr:sql |l og_vault"}) -

Aut 0AsSi gnhbunt P0| nt
Thi s exanpl e syntax creates a clone fromsecondary storage with the follow ng details:

Primary data volume path: svml:sql _data
Secondary data volune path: svmil-dr:sql_data_vault
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Primary | og vol une path: svni:sql _I og
Secondary |og volume path: svnil-dr:sql_l| og_vault

The "ArchivedLocators" attribute is populated as a hash table with Primary and
Secondary val ues for each volune that hosts the S& dat abase you want to clone.

Example 11: Creating an on demand clone for hana database from primary backup
and using NFSExportIPs to export the cloned volumes

New- SnCl one - BackupNane
cn2_sccore test com hana_NonDat aVol ume_C21 CN cn2_06-21-2018_03. 21. 14. 6261 - Resources
"Host " ="Ttn2"; "Ul D"=" NonDat aVol urme\ C2T\ CN"}
de hana -d oneTol nstance rhel 182 -nfsexPorn ps

"RHEL182, 10 532 806 116, sccorel 1 nux6l. sccore. test.coni' -nountcommand "nmount 10.232. 206. 5:
%n _p2_Cone /cn vol test”

speci fy the comma separated host nane

Example 12: Creating a HANA Clone on same centralized host with mount command
and NFS Export IPs

New SnCl one p me "nva-s63 gdl _englab _com hapa MXC H
\Sg%UO]:? 22- 2021 .43.49. 8438" -ReSourceS ® "Host"= schanaOl ng engl ab. net app. cont'; " Ui d"="MDC
-C oneTol nstance "nva-s63. gdl . engl ab. com' - AppPl ugi nCode HANA - Cl oneUi d " MDC\ H70"

-nfsex%ortl ps "10.232.206. 116, nva-s63. gdl . engl ab. cont' -rmount command "rmount 10. 232. 206. 5:
one /cn_vol _test

HANA clone will be created using the sane centralized host. In case of the sane host, use -
CloneU d paranter to specify the target clone U D.

Example 13: Creating an on demand clone for hana database from secondary backup
and using NFSExportIPs to export the cloned volumes

New- SnCl one - BackupNane
cn2_sccore test com hana NonDat aVol ume_C21 CN cn2_06-21-2018_03. 21. 14. 6261 - Resources
@ "Host "="¢tn2"; U D"="NonDat aVol une\ C2T\ CN"}

pPI u?| nCode hana -C oneTol nstance rhel 182 - Archi vedlLocat ors
est 1: p2"; "secondary"="vs_testl:cn p2 vaultl"} -nfsexporti

®EHELIBZ XO 232 206. 116 sccorel i nux6l.5ccore test.coni™ -mountconmand “nount 1 232 206. 5:
%n_p2_Oone /cn_vol test”

Cl one from secondary st or age backuP using NFS Export IP field to specify the conma separat ed
host nane or address on which the cloned vol umes are exported

Example 14: Creating an Oracle database clone from secondary using
LogArchivedLocators
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New- SrrCl one -Oracl eCsUser Nane oracle -O acl eOsUserGroug oi nstal | -Backu Narre " aut o-
nfs %I ab_netapp_com nasdb_05-02-2018 08.39.11.51 A{Jp Pl ugi nCode SCO -
Dat al aseSl G on32. - Resources "Host " ="auto- nfs. gdl . englrab. ne apP com"“OracI e
abase"="nasdb"} -AutoAssignMunt Pojnt -C oneTol nst ance aut o-nfs. engl ab. net ap{) com
-Control Fi| eConfiguration Fi |l ePat h"="/mt/Data_C on32/ d on32/ con roI /cont rol 01 "
- RedolLogFi | eConfiguration ®"Fi|ePath"="/mt/Data_C on32/C on32/ red g
redoO1. | og‘é' " Redol ogNunber"="3"; " Tot al Si ze"="50"; "Bl ockSi ze"="512" ®{ Il ePath"="/
Mht Pt St aDB/ Dat a_d on32/ G on32/ I edol og/
redo0Z. | OCL])‘I‘B. " Redol ogNumber "="2"; "Tot al' Si ze" ="50"; "Bl ockSi ze"="512"}, & "Fi | ePat h" ="/
Mt Pt St aDB/ Data_Cl on32/ 0 on32/ f edol o
redo03. | og"; "Reddl ogNumber " =" ;" Total'Si ze"="50": "Bl ockSi ze"="512"} -
CustopParaneters @ "Key" =" "audit _file dest”; " Val ue"="/var/test"} -archivedl ocators
®F Pri rmltly:" é.IO 22t5. 1187 251: aut o_nfs_data"; Secondar y="ongqat hr ee_man: ongqaone_nan_aut o_nf s_dat a_vaul
-l ogarchivedl ocators
® P?i mary="10. 225. 118. 251: aut o_nfs_I| og"; Secondar y="ongqat hr ee_nan: ongqaone_nan_auto_nfs_l og_vaul t"

Thlts exanpl e uses the -LogArchi vedLocators to create an Oracl e database clone from secondary
st or age.

Example 15: Creating an SQL clone using the clonename parameter to specify a new
clone name

New- SOl one - BackupName SCNEWB_| NSTANCEL_ SCNEWB_NMDM_2_SCNEWB_02- 28- 2018_02. 27. 53

7034 - Resources "Host " =" SCNEWB": " T Be = 8
Dat abase"; " Nanes" =" SCNEWB\ | NSTANCE1\ SCNEVB__ "} -doneTol nstance SCNE

V\B\I NSTANCEL -clonenange ' CI one 035231' -LogRestoreType 'None' -
Aut 0Assi gnMount Poi nt - AppPl ugi nCode™ SCSQC'

This exanple creates a new cl one _C one_035231 using the -cl onenanme paraneter.

Example 16: Creating an ASM Oracle database clone using the backupname
parameter

New- SnCl one - Oracl eCsUser Nane oracle - O acl eGsUser G oup oinstall - Backugl\lane
"scodev-usl gdl _engl ab_net ap%rcom asnmud2_scodev-usl 04-13-2020_08. 15.50. 6683_0

- AppPl ugi nCode SCO - DaTabaseSI'D abc3 - ReSources @ "Host"="scodev- .
usl. gdl . engl ab. net app. com Orac e Dat abase ="asnud2"} - Aut 0Assi gnMount Poi nt

ZC oneTol hst ance scode - gdl . net agp com - Dat aFi | esMount Pat hs __

! Destl nat i onMount Pat h" = = SC 24430 6968 abc ;"D skLocat | onTyBe“ ="Asm Di skG oup":" Sour ceDirectoryP

-Control Fi |l eConfigur atl on "Fi | ePat h" 2443056968 abc3/ abc3/ cont Fol /control b1. "}

- RedoLogFi | eConfi guration “Fi [ ePat h" =" SC‘2443056968 abc3/ abc3/ redol og/
rgdg;):% Ido?g“ ; " Redol ogNunber“ ="3";"Total Si ze"="50"; "Bl ockSi ze"="512"}, & " Fi'|l ePat h" =" +SC_2443056968_ab
abc3/redo
redo02. | OP "Redol og rTb “““ 2";"Total Sj ze" =" 50"; "Bl ockSi ze"="512"} ®["Fi | ePat h"="+SC _2443056968_ab
abc3/redol og/ redoOl g el Redol ogNunber " = ° l“ ;" Total Si ze"="50"; "Bl ockSi ze"="512"
Cust onPar anet er s ®{ Key" = "audit_file_dest";"Val ue"="/ora0l/ app/ or acl e_softv\are/oracl e_base/
adm n/ abc3/ adunp"

This exanpl e creates a new ASM O acl e dat abase clone abc3 using the -BackupNanme paraneter.

Example 17: Creating an Oracle PDB clone

New- SnCl one - Oracl eOsUser Nane oracle -Oracl e(xUserG’oug oinstal | -BackupName
"R706261C8F1V1 ZCDBl R706261C}3F1V1_08- 03-2020 03.36.23. 5540 _0" ABPPI u |nCOde -
PDBNane PDB3 - PDBCI onel\lane SCJOBI D - CDBTar get SI'D zZCDB1 enPI uggabl eDa abaseAfterCl one
- Resources ® "Host"=" scodev- usl. gdl . engl ab. net app. cont'; acl e Dat abase" ="asnud2"
Aut 0AssI ganunt Point - oneTol nstance scodev:-usl. gd| . engl ab. net app com - Dat aFi | es unt Pat hs
"Dest i nat i onMount Pat h" =" SC 2443056968 abc3"; " Di skLocat|onType"="Asm D skG oup Sour ceDirectoryP
ntrol Fi I eOonfl gurati on ®&FilePath"="+SC 2443056968 abc3/a ¢3/ cont roI [ cont roI 01 "}
edoLogFi | eCon iguration ®"FilePath"="+SC 2443056968 abc3/ abc 3/ redol og/
redo03. | 0g"; "Redol ogNunber " ="3"; "Tot al Si ze"="50"; "Bl ockSi ze"="512"}, & " Fi'| ePat h"="+SC_2443056968_ab
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abc3/ redol og/

redo02. Io? Redo IogNurrb “““ "Total Si ze" =" 50"; " Bl ockSi ze" =" 512"}, & "Fi | ePat h!="+SC_2443056968_ab
abc3/ redol og/ redoQ1. | og';" Redol ogNunber " = 28 l“ . Tot al Si ze"=" 50" "Bl ockSl ze"="51

tonParameters ® "Key"' = "audit_file_dest"!"Vvalue™= “Ior a01/ app/ oracl e_ softwar &/ or acl e_base/
adm n/ abc3/ adunp"};

This exanple creates an Oracle PDB cl one.

Example 18: Cloning an Oracle Application Volume from backup

w SnCl on pPI llial nCode SCO - Back
Ne R809277 coma VoI 1 R809 77GCF4V1 11-06-2021_03. 04, 13. 5289" -Resources
® " Host " =" R809'Z776CF4V1 H om'; 8| i catl on Vol une" = apB Vol 1"} -C one
test Exanpl ed o oneTol nstance R8 6CF4V1. HNK2 com - PreC oneScr | pt Path /var/opt/
shapcent er /dp /scrl pt s/ pred one. sh" Nbunt Commands "nount Test SVM %ol testl _Cone /mt/
test" - Post neScri pt Pat h /var/opt/snapcenter/spl / scripts/postd one. sh"

Thi s exanple clones an Oracle Application Volume from backup.

Example 19: Cloning an Oracle Application Volume from secondary storage backup

ne —\A}{JJ_pPI lligi nCode SCO - Back B
6CF4 com a E\Z/OI 1_R809 7760F4V1 11-06- 2021_03 04, 13.5289" - Resources
="R8092776CF4V1, H Iication Volume"="appVol 1"} -d oneNare

t eC one - aneTol nstance R8 2776CF4AV1. HNK2. com - Ar chi vedLocators
®"primary"="Source_SVM vol _source"; "secondary"="Dest _SVM vol _source_dest"}

This exanpl e clones an Oracle Application Volunme from secondary storage backup.
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New-SmMountBackup

Initiates a mount operation for a given backup.

Syntax
New- Smvbunt Backup - BackupNanme <String> - Host Nane <St g ij t <Stri na> [-
Arch |vedLocators <Hasht abl e[ ]>] [-AsnCredenti al Nane tri [ t <l nt 32>]
[ <CommonPar anet er s>]|
Detailed Description
Initiates a mount operation for a given backup.
Parameters
Name Description Required? Pipeline Input Default
Value
BackupName Specifies the name of the backup being mounted. true true
(ByPropertyName)
HostName Specifies the name of the host on which you want to true true
mount the backup. (ByPropertyName)
IAppObjectld Specifies the application object name and type. For true true
lexample: -AppObijectld "linux.serengeti.com\orcl" (ByPropertyName)
JArchivedLocators Specifies in a hash table, the primary and false true
secondary storage system and volume (ByPropertyName)
locations. For example: -ArchivedLocators
Primary="my_vs1:my_vol_iscsi";Secondary="my_vs1:my_vol_iscsi_ SECONDARY"}
IAsmCredentialName false false
IAsmPort Specifies the port on which the Oracle ASM instance is [false false
available.

Examples

Example 1: Mounting a backup

New Smivbunt Backup ’7BackupNane dal
'l nux. serengeti.

il
- AppQbj ect I d

y|e1|
ing

I .serengeti.comorc

Thi s exanpl e syntax mounts an Oracl e backup.

nux_10-12-2015 18I 19.07.1866_0 - Host Nane

Example 2: Mounting an ASM database backup using a Run As account and port

New Smivbunt Backup - BackupNane "dbM gSrcAsm Dat aset _scspr0070373002_12- 14-2015_09. 56. 41.
- AppOoj ect | d

7460
"scspr0070373002. gdl .

st

0" -Host Name "scs r0070373002 gdl .
net app. co

- ASMRunAsNane "nounter" -ASMPort 1521

net app. cont
dbM gSrcA PP
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Thi stexanpl e syntax nounts an ASM dat abase backup using the specified ASM Run As account and
port.

Mount started successfully

dbM gSr cAsmElaDg?aset _scspr 007037:30%\)/25%- ?2958[13.5_09. 56.41.7460_0
Id © 1479
StartTi me : 12/ 14/2015 10: 01: 43 AM
EndTi ne
I sCancel | abl e . Fal se
| sRestart abl e . Fal se
| sConpl et ed . Fal se
I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :
St at us : Queued
Omner
Error
Priority : None
Tasks {}
Par ent Jobl D 0
Event I d 0

Example 3: Mounting a backup using archived locators

New- Smivbunt Backup ?BackupNane dailyset1 |inux_10-12-2015_ 18, 19.07.1866_0 - Host Nane
I i nux. serengeti.com A{) oj ect1d”"li nux. serengeti.comorcl” -ArchivedLocators
@& Primary="test_vsl:testl_vol"; Secondary=

"test_vsl:testl_vol _SECONDARY"}

Thi s exanpl e syntax mounts a backup using archived | ocators.
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New-SmRole

Enables you to create a role, assign users, assign groups, and assign permissions.

Syntax
New- SpRol e - Nane <String> [-Description <Stri n%z] [-Perm ssions <String>] {-Assi gnedUsers
<String>] [-AssignedG oups <String>] [-SharedObjects] [<ConmonParaneters>

Detailed Description

Enables you to create a role, assign users, assign groups, and assign permissions.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the new role. true true
(ByPropertyName)
Description Specifies an optional description of the role. false true
(ByPropertyName)
Permissions Specifies what permissions are assigned to the role. false true
(ByPropertyName)
IAssignedUsers Specifies users assigned to the role. false true
(ByPropertyName)
[AssignedGroups Specifies groups assigned to the role. false true
(ByPropertyName)
SharedObjects false true
(ByPropertyName)
Examples

Example 1: Creating a new role

New- SmRol e - Nane Test Rol e

This exanple syntax creates a newrole with the specified nane.

Description :
Nane . TestRol e
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Type

Id

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

CloneLevel : O

Example 2: Creating a new role and assigning a user

New- SnRol e - Nane Test Rol eWt hUser - AssignedUsers sddev\snapdrive

This exanpl e syntax creates a new role and assigns the specified user.

Description :
Narme . Test Rol eWt hUser
Type
Id
Host
User Nane
Passphr ase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
| s one . Fal se
Cl oneLevel : O

Example 3: Creating a new role and assigning multiple users

New SnRol e - Nane Test Rol eWt hUsers - Assi gnedUsers "sddev\ adni ni strator, sddev\ snapdrive"

Thi s exanpl e syntax creates a new role and assigns nultiple users to the role.
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Description :

Nane . Test Rol eWt hUsers

Type

Id

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

CloneLevel : O

Example 4: Creating a new role and assigning a group

New- SnRol e - Nane Test Rol eW t hG oup - Assi gnedG oups sddev\ admi ni strators

Thi s exanpl e syntax creates a new rol e and assigns the specified group to the role.

Description :
Name . Test Rol eWt hG oup
Type
Id
Host
User Nane
Passphr ase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
| s one . Fal se
Cl oneLevel : O

Example 5: Creating a role and assigning multiple groups

'\%V' SnRol e - Name Test Rol eW t hGroups - Assi gnedG oups "sddev\ adni ni strators, sddev\ Domain
m ns
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This exanpl e syntax creates a new role and assigns nultiple groups to the role.

Description :
Name : Test Rol eWt hG oups
Type
Id
Host
User Nane
Passphr ase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
| sC one . Fal se
Cl oneLevel : O

Example 6: Creating a new role and assigning permissions

'\%V' SmRol e - Name Test Rol eW t hGroups - Assi gnedG oups "sddev\ adni ni strators, sddev\ Domain
m ns

Thi s exanpl e syntax creates a new role and assigns the specified perm ssions the groups
assigned to the role.

PS C:\> New SnRol e - Nane Test Rol eW t hPer mi ssi ons -Perm ssions "Host: read, update, delete,
crea

te; dataset: read, update, create, delete"

Description :

Name . Test Rol eWt hPer mi ssi ons
Type

Id

Host
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User Name
Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl oneLevel : O
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New-SmUnmountBackup

Initiates an unmount operation.

Syntax

New- SmUnnount Backup - BackupNane <String> [ <ConmpnPar anet er s>]

Detailed Description

Initiates an unmount operation.

Parameters
Name Description Required? Pipeline Input Default
Value
BackupName Specifies the name of the backup you want to unmount. [true true
(ByPropertyName)
Examples

Example 1: Unmounting a backup

New Smnnount Backup - BackupNanme ny_linux_10-20-2015_14. 07. 32. 8158_0

Thi s exanpl e syntax unnounts a nounted Oracl e backup.
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Open-SmConnection

Initiates a PowerShell connection session with SnapCenter, for a specified user.

Syntax

Open- SnConnecti on_-Credenti al <PSCredential > [-SMsbaseUr| <String>] [-Port <String>] [-
Rol eNane <String>] [<ComonPar anet ers>]

Detailed Description

Initiates a PowerShell connection session with SnapCenter, for a specified user. The session is valid
for 24 hours. To end a PowerShell connection session, exit PowerShell by either entering the Exit
command at the PowerShell prompt, or by closing the PowerShell window. You can open separate
PowerShell sessions to the same SnapCenter Server by using different user credentials for each
session.

Parameters
Name Description Required? Pipeline Input Default
Value
Credential Provides domain user credentials for the user for whom |true true
you wish to establish a PowerShell session. (ByPropertyName)
[SMSbaseUrl Specifies the SnapCenter Server base URL. The base |[false true
URL includes the name or IP address of the SnapCenter (ByPropertyName)
Server, and, if the remote system is in a different domain
from that of the SnapCenter Server, the domain name.
For example: https://SNAPCENTER_SERVER_NAME/
DOMAIN_NAME.
Port Enables you to specify the port number when the port is [false true
different than the default of 8146. (ByPropertyName)
RoleName If a user is assigned to multiple roles, specifies the role [false true
lwith which you want to log in. (ByPropertyName)
Examples

Example 1: Opening a PowerShell session

Open- SnConnecti on

This command syntax opens a Power Shel | session.

Example 2: Opening a PowerShell session with a specific role
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Open SnConnection -Credential sddev\admi ni strator

This command syntax opens a Power Shell session for the specified role.

Example 3: Opening a PowerShell session to SnapCenter Server from a remote host
using the SnapCenter Server name and domain in the base URL

Open- SnConnecti on ?SMSbaseUr| https:// SnapCenter Serverl -Rol eNane " SnhapCent er Adm n"

Thi s exarrPI e syntax opens a Power Shell session to SpapCenter froma renote host in a
different domain using the SnapCenter Server name in the base URL and the specified role.

Example 4: Opening a PowerShell session from a remote host to SnapCenter using
the SnapCenter Server IP address in the base URL

Open- SnConnecti on - SMSbaseUr| https://172.17.166.128: 8146 - Rol eName ShapCent er Admi n - Ver bose

Thi s exanpl e syntax opens a Power Shel| session to SnapCenter froma renote host using the
SnapCenter Server |P address in the base URL.

Example 5: Opening a PowerShell session using a port that is not the default

Open- SnConnection -Port 1694

opens a Power Shell connection using a port that is different fromthe

Example 6: Opening a PowerShell session from a remote host to SnapCenter using a
base URL and a port that is not the default

Open- SnConnecti on - SMSbaseUr| https://SnapCent er Server 1. net app. com 8156

This exanpl es syntax opens a Power Shell session to SnapCenter froma renote host using a base
URL and a port“that is not the default port, 8146.
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Protect-SmRepository

Sets the configuration that is required to create a backup of the SnapCenter database.

Syntax
Pr ot ec_t-SrrRepositor}/ E- Host Nane] <Stri n?> [-Path] <String> [-Schedul e] <Hashtable> [[-
Ret entionCount] <Int32>] [<CommbnPar aneters>]

Detailed Description

Sets the configuration that is required to create a backup of the SnapCenter database.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName Specifies the SnapCenter database host name. If the true true
[SnapCenter database is hosted by a failover cluster (ByPropertyName)
instance (FCI), then specify the FCI owner host name.
Path Specifies the NetApp destination disk path where MySQL[true true
dumps are stored. Virtual disks are not supported. (ByPropertyName)
Schedule Specifies in a hash table the schedule to use when true true
backing up the repository. For example: -Schedule (ByPropertyName)
®{"ScheduleType"="hourly";"StartTime"="10/21/2016
5:18 PM"}
RetentionCount Specifies the number of backups to retain. By default, 7 [false true
backups are retained. (ByPropertyName)
Examples

Example 1: Configuring a database backup for MySQL DB

Pr ot ect - SnReggsi tory_-Host Name NB- MVA- DEVO57. nbsdsm rrycongany. net ﬁ/{) .in -Path E \DATA -

Schedul e ®"Schedul eType"="hourly";"Start Ti ne"="10/21/ 2016 518 P ?

Thi s exanpl e syntax configures an hourly backug for the file system specified and uses the
Path argunment”to i ndicate the Net App disk path where the repository dunps w Il be placed.
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Refresh-SmBackup

Clears the stale backup entries from the SnapCenter Server.

Syntax

Re
[

fresh- SnBacku - bj ect Li st <String> - eanupAl | Obj ects -Auth <String>
<Con‘n*onParan‘ePe¥s§fp ) o] P ) I o]

Detailed Description

Clears the stale backup entries from the SnapCenter Server.

Parameters
Name Description Required? Pipeline Input Default
Value
IAppObjectList false true
(ByPropertyName)
CleanupAllObjects false true
(ByPropertyName)
JAuth false true
(ByPropertyName)
Examples

Example 1: Clears the stale backup entries from the SnapCenter Server for all
resources

Ref r esh- SmBackup - d eanupAl | Obj ects

Thi s exanpl e syntax clears the stale backup entries fromthe SnapCenter Server for all
resources.

Example 2: Clears the stale backup entries from the SnapCenter Server by resource
name

Ref r esh- SmBackup - AppQbj ect Li st R708202074BV1\ SQL2019\ MDSL_DB3

This exanpl e syntax clears the stale backup entries fromthe SnapCenter Server by resource
name.
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Remove-SmAlert

Removes the alert(s) from SnapCenter.

Syntax

Renove- SmAlert [-Alert]ds <SEri ng>] -EntityTyg]e <SnEntityType>] [-EntityNane <String>] [-

Severity <SmAl ert Severity>]

<CoimonPar anet er s

Detailed Description

Removes the alert(s) from SnapCenter. Either Alert Id(s) or Entity Type and Entity Name or Severity

must be provided!

Parameters
Name Description Required? Pipeline Input Default
Value
Alertlds Specify the list of alert ids to be deleted. false true
(ByPropertyName)
EntityType Specify the entity type of the alert(s) needs to be deleted.[false true
("Server", "Host", "Storage") (ByPropertyName)
EntityName Specify the entity name of the alert(s) needs to be false true
deleted. (ByPropertyName)
Severity Specify the severity of the alert(s) needs to be deleted. |[false true
"Informational”, "Warning", "Critical") (ByPropertyName)
Examples

Example 1: Remove one or more alerts by id(s)

Renmove- SmAl ert -Alertlds 100, 101

Thi s exanpl e syntax renoves the specified alerts from SnapCenter.

Renove- SmAl ert

Are you sure you want to renove the alert(s) ?

"y [Y] Yes

[A] Yes to All [Nl No [L] No to Al

[S] Suspend

[?] Help (default is
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Example 2: Remove one or more alerts by id(s) without confirmation dialogue

Renove- SmAl ert -Alertlds 100, 101 - Confirm $f al se

Thi s exanpl e syntax renoves the specified alerts from SnapCenter.

Example 1: Remove one or more alerts by EntityType and EntityName

Renove- SmAl ert -EntityType Host -EntityNane ntne.engl ab. net app. com

Thi s exanpl e syntax renoves all the alerts of the given Host.

Rermove- SmAl ert
Are you sure you want to renove the alert(s) ?

"y [Y] Yes [A] Yes to Al [N] No [L] No to AIl [S] Suspend [?] Help (default is

Example 1: Remove one or more alerts by Severity
Renpve- SmAl ert - Severity Warning

Thi s exanpl e syntax renoves all the warning alerts.

Rermove- SmAl ert
Are you sure you want to renove the alert(s) ?

ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is
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Remove-SmBackup

Removes one or more backup.

Syntax
Renmpve- SnBackup [ - BackupNanes <Strin%>l [ - Backupl ds <Stringr] [-DeIeteSecondaryNEtadatal
[-d eanu SecondaryBackupsg [ - SourceVol unes [<String>]] [-U eanupBackups] [-Force] [-Auth
<String>] [-AppQbjectld <String>] [<ConmonParaneters>
Detailed Description
Removes one or more backup.
Parameters
Name Description Required? Pipeline Input Default
Value
BackupNames Specifies the list of backup names to be deleted. false true
(ByPropertyName)
Backuplds Specifies the list of backup ids to be deleted. false true
(ByPropertyName)
DeleteSecondaryMetadata Specifies that the secondary backup metadata should be [false true
deleted. (ByPropertyName)
(CleanupSecondaryBackups Specifies that the secondary backups that have no false true
secondary Snapshot copies are cleaned up. (ByPropertyName)
[SourceVolumes Specifies the source volumes whose secondary volumes [false true
are deleted. Use this option to clean-up the secondary (ByPropertyName)
backup metadata for the deleted volumes.
CleanupBackups This cmdlet cleans up the backups that do not have false true
[Snapshot copies. (ByPropertyName)
Force Forces the removal of a backup. false true
(ByPropertyName)
JAuth false true
(ByPropertyName)
IAppObjectld false true
(ByPropertyName)
Examples

Example 1: Removing multiple backups using the backup ID

Renove- SmBackup - Backuplds 3,4

Thi s exanpl e syntax renoves nul tiple backups using the backup IDs.
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Renove- SmBackup
Are you sure want to renove the backup(s).

ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Example 2: Removing multiple backups using the backup name

Renove- SnBackuP - BackupNanes "Payrol| Dataset_vise-f6_08-04-2015_12. 01.56.2744", " Payrol |
Dat aset _vi se 16_08-04-2015_12. 02. 27.8732"

Renove- SmBackup
Are you sure want to renove the backup(s).

ey [Y] Yes [A]l Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

BackupResul t : {}

Resul t : SMCor eContracts. SMResul t
Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eContracts. Smlob

Example 3: Removing secondary backup metadata

Renove- SnBackup - Backuplds 1 -Del et eSecondar yMet adat a

Thi s exanpl e syntax renpves secondary backup netadat a.

Renove- SnBackup
Are you sure want to renove the backup(s).

oy [Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is
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BackupResul t
Resul t

Tot al Count
Di spl ayCount
Cont ext

Job

{}
SMCor eCont ract s. SMResul t

0
0

SMCor eCont r act s. Smlob

Example 4: Cleaning up secondary backups without a confirm dialogue

Renove- SnBackup - eanupSecondar yBackups - Confirm $fal se

Thi s exanpl e syntax cleans up secondary backups that do not have secondary Snapshot copi es.

BackupResul t : {}
Resul t
Tot al Count

Di spl ayCount

Cont ext
Job

SMCor eCont ract s. SMResul t
0
0

SMCor eCont r act s. Smlob

Example 5: Cleaning up secondary backups where secondary volume is deleted

Renove- SnBackup - eanupSecondar yBackups - Sour ceVol unes SVML: Vol unel, SVM2: Vol une2

Thi s exanpl e syntax cleans up the secondary backups that do not have any secondary shapshot

copi es or the secondary vol unes are deleted for

BackupResult : {}
Resul t
Tot al Count

Di spl ayCount

Cont ext

he specified source vol unes

SMCor eCont r act s. SMResul t
0
0
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Job . SMCor eContracts. Smlob
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Remove-SmClone

Removes an existing clone.

Syntax
Renpve- SnCI one [ oneNane] <Strin \/] E Pl ugi nOode{ <Pl ugj nCode> [[ Co neApPij ect | d]
<Str|n [[- ocgl] [[-Is aI Ol ] <String>] [[-PreU oneDel eteScriptPath] <String>] [[-
Uanunt mrands] <String>] [< n araneters>]
Detailed Description
Removes an existing clone.
Parameters
Name Description Required? Pipeline Input Default
Value
CloneName Specifies the name of the clone you want to remove. false false
PluginCode Specifies the plug-in code for the plug-in host whose true false
clone you want to remove.
(CloneAppObjectld Specifies the ID of the clone application object. false false
Force Enables you to unregister a clone that has been removedfialse true
outside of SnapCenter. (ByPropertyName)
IsOracleAppVol This is a Oracle Application Volume specific parameter. |[false true
It specifies the flag which enables to provide Pre-clone (ByPropertyName)
Deletion script and Unmount cmds to be run before
(Oracle Application Volume Clone Deletion.
PreCloneDeleteScriptPath This is an Oracle Application Volume specific parameter |[false true
and IsOracleAppVol flag needs to be set to use this. It (ByPropertyName)
specifies absolute path of the executable script to be run
before Clone deletion. The script should be located either|
at /var/opt/snapcenter/spl/scripts/ or any directory inside
the path on the Oracle Plug-in host.
UnMountCommands This is an Oracle Application Volume specific parameter [false true
and IsOracleAppVol flag needs to be set to use this. It (ByPropertyName)
specifies commands to unmount a file system from the
Clone Host before Clone deletion. Enter multiple mount
commands separated by semi colon (;).
Examples

Example 1: Removing a clone

Renove- SnCl one - C oneNane payrol | cl one_dat aset

__clone__|

Thi s exanpl e syntax renoves the specified clone.

08- 05-2015_14.41.11
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Renove- SnCl one
Are you sure you want to renove the cl one?

"Y"):

Nanme ;
' payrol | cl one_dat aset __cl one__08-

y

[Y] Yes

Id

StartTi me
EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us

Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d

[A] Yes to Al

[Nl No [L] Noto Al
Del eting cl one
05-2015714.41. 11
91

8/5/2015 2:47:14 PM

Fal se
Fal se
Fal se
Fal se
Fal se
0

Queued

None
{1

[S] Suspend

Example 2: Removing a clone without the confirm dialogue

Renove- SnCl one - C oneNane payrol | cl one_dat aset __cl one__08-05-2015_14.41. 11 -Confirm $f al se

Thi s exanpl e syntax renoves the specified clone.

[?] Help (default

Del eting clone 'payrollclone_dataset__clone__08-05-2015_14.41. 11'

is
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Id ;91

StartTi me : 8/5/2015 2:47:14 PM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0

Example 3: Removing an Oracle Application Volume clone with PreCloneDeletion
Script and Unmount Command

Renove- SnCl one CI n Nane R809277GCF4V1_HNK2 com__apPVoI 4 clone_ 3221 11-06-2021_05.57.33 -
Pl 'ugi nCode SCO -1 sOr acl eAppVol - PreC oneDel eTeScri pt Pat h™™/ var/opt/snapcenter/spl/scripts/
pred oneDel . sh" - UnMunt Conmands "unnount /mmt/test"”

Thi s exarrp e synt ax removes the specified Oracle Application Volunme clone, PreC oneDel etion
Sc ript and Un mount Commrand are specified.

Rerove- SnCl one
Are you sure you want to renove the clone?
[Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

"Y'):
Narmre . Deleting_cl o

' RB092776CF4V1_HNK2_com appVol 4___ cI one__3221_ 06 2021_05. 57. 33’
I d © 3222
StartTine : 11/ 6/ 2021 6:35:42 AM

EndTi ne
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| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Obj ect 1 d

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Fal se
Fal se
Fal se
True
Fal se

Queued

None

{}

0
SCO

SnapCenter Plug-in for O acle Database

0

{}

Example 4: Removing an Oracle Application Volume clone

Renmove- SnCl one - Cl oneNanme R8092776CF4V1_HNK2_com appVol 4__clone__3221_11-06-2021_05.57.33 -

Pl 'ugi nCode SCO

Thi s exanpl e syntax renoves the specified Oracle Application Volunme clone

Renove- SnCl one
Are you sure you want to renove the cl one?

"Y"):

Nanme :
' RB092776CF4V1_HNK2_com appVol 4_

[Y] Yes

[A] Yes to Al

[Nl No
Del eting ¢
clone__3221

[L] Noto All

one

[S] Suspend

“11- 06- 2021_05. 57. 33'

[?] Help (default

is
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Id 1 3222

Start Ti me : 11/ 6/ 2021 6:35:42 AM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d 7

Api sJobKey :

bj ectl d 0

Pl ugi nCode : SCO

Pl ugi nNane : SnapCenter Plug-in for Oracle Database
Host I d 0

Rol el d :

Jobl ds {}
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Remove-SmCloneJob

Removes an existing clone job.
Syntax
Renove- SnCl oneJob [-d oneJobNane] <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes an existing clone job based on the name of the clone job provided.

Parameters
Name Description Required? Pipeline Input Default
Value
CloneJobName true true
(ByPropertyName)
Examples

Example 1: Remove a clone job by clone job name

Renove- SnCl oneJob - d oneJobNane cl 2

Thi s exanpl e syntax renoves a clone job based on the nane of the clone job provided.

Renove- SnCl oneJob

Are you sure you want to performthis action?

[Y] Yes [A]l Yes to AIl [N No [L] No to AlIl [S] Suspend [?] Help (default is "Y'): Y
No clones associated with 'cl2' Resource G oup.

Del eted Protection Goup 'cl2' successfully.

Del eted clone policy 'cl2_d onePolicy' successfully.

Example 2: Removes a clone job by clone job name without a confirmation dialogue.
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Renove- SnCl oneJob - d oneJobNane cl 2 - Confirm $f al se

Thi s exanpl e syntax renoves a clone job based on the name of the clone job provided
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Remove-SmCredential

Unregister a registered credential.

Syntax

Renove- SnCredenti al -Nane <String> [ <ConmpnPar anet er s>]

Detailed Description

Remove a registered credential from the SnapCenter Server.

Parameters
Name Description Required? Pipeline Input Default
Value
Name true true
(ByPropertyName)
Examples

Example 1: Remove Credential

Renove- SnCr edenti al - Name RunAsl
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Remove-SmDomain

Unregister a registered domain.

Syntax

Renove- SnDonai n - Nane <String> [ <ConmpnPar anet er s>]

Detailed Description

Remove a registered domain from SnapCenter server.

Parameters
Name Description Required? Pipeline Input Default
Value
Name NETBIOS Name of the registered domain to be true true
removed. (ByPropertyName)
Examples

Example 1: Unregister a registered domain from SnapCenter Server.

Renove- SmDonai n - Nane dom newadO1

Renove- SmDornai

The, domai n "dom newad01"

domai n users

[Y] Yes

Yy

n

[A] Yes to Al

. will be unregistered from SnapOenter Server and the
wi 'l no longer be able to access the SnapCenter Server

[Nl No [L] No to All

[S] Suspend

[?] Help (default is
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Remove-SmDRFailoverBackups

After failback, delete special backups taken during failover.

Syntax

Renove- SnDRFai | over Backups - AppObj ect | d [ <ConmpnPar anet er s>]
Renove- SnDRFai | over Backups - AppObj ect | d - BackupNanmes [ <CommonPar anet er s>]
Renove- SnDRFai | over Backups - AppQbjectld -Primary [ <CommonPar anet er s>]

Detailed Description

After failback, delete special backups taken during failover.

Parameters
Name Description Required? Pipeline Input Default
Value
IAppObjectld Specifies the application object identifier of an SQL true true
database. (ByPropertyName)
BackupNames Specifies one or more backups of an application object to|false true
delete. (ByPropertyName)
Backuplds Specifies one or more backups of an application object to|false true
delete. (ByPropertyName)
Primary Specifies to delete backups from the primary storage. false true
(ByPropertyName)
Examples

Example 1: Delete all special backups of the SQL resources after failback from
secondary

Renmpve- SnDRFai | over Backups - AppObj ectld Host 1\ | nst\ DB1

Thi s exanpl e syntax deletes all the special backup of the resource fromthe storage where the
backup was taken (secondary storage).

Renove- SnDRFai | over Backups
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Are you sure you want to renove the backups?
[Y] Yes [A] Yes to Al [N] No [L] No to AIl [S] Suspend [?] Help (default is

"Y'): yes
Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job : SMCor eCont ract s. SmJob

Example 2: Delete few special backups of the SQL resource after failback

Renove- SnDRFai | over Backups - AppCbj ectld Host 1\ I nst\ DBl - BackupNanes Backupl, Backup2

Thi s exanpl e syntax deletes the specified special backups fromthe storage where the backup
was taken (secondary storage).

Renove- SnDRFai | over Backups
Are you sure you want to renove the backups?
[Y] Yes [A] Yes to All [N No [L] Noto All [S] Suspend [?] Help (default is

"Y'): yes
Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext :
Job : SMCor eContracts. Smlob

Example 3: Delete all special backups of the SQL resources after failback from the
secondary and the primary.

Renpve- SnDRFai | over Backups - AppObj ect|d Host 1\ I nst\ DBl -Prinary

T e syntax renoves all the resource backups taken duri ng failover fromthe secondary
s

S
imary storage. For SnapMrror relationship, during subsequent SnapMrror update,

i e
n e pr
el eted Eackups inthe primary storage wll be reflected in"the secondary storage.

e
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Renove- SnDRFai | over Backups
Are you sure you want to renove the backups?
[Y] Yes [A] Yes to All [N No [L] Noto All [S] Suspend [?] Help (default is

"Y'): yes
Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job : SMCor eContracts. Smlob

Example 4: Delete few special backups of the SQL resources after failback from the
secondary and the primary.

Renove- SnDRFai | over Backups - AppObj ect | d Host 1\ I nst\ DBl - BackupNanes Backupl, Backup2 -Prinary

Thi s exanpl e syntax renoves all the resource b_ackuR_s taken_ duri ng failover fromthe secondary
and the EI’I mary storage. For SnapMrror relationship, during subsequent SnhapMrror update,
del et ed backups in the primary storage wll be reflected in"the secondary storage.

Renove- SnDRFai | over Backups
Are you sure you want to renove the backups?
[Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

"Y'): yes
Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job : SMCor eContracts. Smlob
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Remove-SmGroup

Removes an AD group or local group from SnapCenter.
Syntax
Renove- SnGroup -G oup <Snftring> [-Donain <String>] [<ConmonParanet er s>]

Detailed Description

Removes an Active Directory group or local group from SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
Group Single group or list of groups belonging to the same true true
[domain or local host. (ByPropertyName)
Domain The domain to which the group belongs to. Local group [false true
should skip this parameter. (ByPropertyName)
Examples

Example 1: Removing a single group

Renove- Snizroup - Group groupl -Donmi n donai nl

Example 2: Removing multiple groups of same domain

Renmove- Sniaroup - Group groupl, group2 -Domain domainl

Example 3: Removing a local group

Renove- Snizroup - Group Local Groupl
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Remove-SmGroupFromRole

Removes a group from a specified role.

Syntax

Renpve- Sn3 oupFronRol e [-Donain <String>] -G oup <Snftring> -Rol eNane <String>
[ <CommonPar anet er s>]

Detailed Description

Removes a group from a specified role.

Parameters
Name Description Required? Pipeline Input Default
Value
Domain Specifies the domain to which the group belongs. false true
(ByPropertyName)
Group Specifies the group you want to remove from the role. true true
(ByPropertyName)
RoleName Specifies the name of the role from which you wantto  [true true
remove a group. (ByPropertyName)
Examples

Example 1: Removing a group from a role

Renove- Snizr oupFr onRol e - Donai n sddev - Group admini strators -Rol eNanme Snhapcent er Adm n

Thi s exanpl e syntax renoves the specified group fromthe SnapCenterAdmi n role.

Renove- Snizr oupFr onRol e
Are you sure you want to unassign the group fromrole?.

ey [Y] Yes [A]l Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Successful | y UnAssigned G oup From Rol e
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Example 2: Removing a group from a role without confirm dialogue

Renpve- Snar oupFr onRol e - Donai n sddev - Group admi ni strators -Rol eNane SnapcenterAdmn -
Confirm $f al se

Thi s exanpl e syntax renoves the specified group fromthe SnapCenterAdnm n role.

Successful |y UnAssigned Group From Rol e
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Remove-SmHost

Removes one or more hosts from SnapCenter.

Syntax

Renmpve- SmHost

Detailed Description

PRy H [EHost>]Narres] <String> [[-Force]] [-PluginCode <Pl ugi nCode>]
nmmonPar anet er s

Removes one or more hosts from SnapCenter. Note: For this command to succeed, the host you
are removing must be resolvable in DNS or in the SnapCenter Server's hosts file. This applies even
when you use the -force option.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Specifies one or more hosts that you want to remove. true true
You can remove a cluster and all its nodes by specifying (ByPropertyName)
the cluster name.
Force Forces the removal of discovered resources and hosts. [false true
For Oracle databases, if the backup is cataloged, (ByPropertyName)
land you force deletion of a host, cataloged backups
associated with that host are not uncataloged. Therefore,
if you want to force delete an Oracle database host, you
must first uncatalog all the cataloged backups for that
host before forcing the deletion of the host.
PluginCode Provides the plug-in code for the host you want to false true
remove. Valid plug-in codes include SCSQL, SCO and (ByPropertyName)
ISCV. For example, if you want to remove SnapCenter
Plug-in for Microsoft SQL Server host, the plug-in code is
SCSQL.
DoNotIncludeClusterNodes Specifies that the host plug-in packages are not false true
uninstalled from cluster nodes. If you set the parameter (ByPropertyName)

to True, then the host package is uninstalled only from
the specified host. The default value is False, which
means that when you provide a cluster name, the host

package is uninstalled from all nodes in the cluster.

Examples

Example 1: Removing a host without backups or clones

Renove- smhost

- Host Nanes | ocal host

Thi s exanpl e syntax renoves a host from SnapCenter.
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Renove- SmHost

Are you sure you want to renove the host and its resources.?

"Y'): yNa
I d
StartTi me
EndTi me
I sCancel | abl e
| sRestartabl e
| sConpl et ed
I sVisible
| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane

Yes Al Yes to Al
me[Y] LA . Renove Lllaust

[S] Suspend [7?]

No L] No to Al'l
Probthang:
44390

4/17/2017 2:07:51 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

10

NONE

Example 2: Removing a host without a confirm dialogue

Renpve- smhost

- Host Nanes | ocal host

-Confirm $fal se

Thi s exanpl e syntax renoves a host from SnapCenter.

Hel p (defaul t

is
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Renpbve Host
Id
StartTi me
EndTi ne
| sCancel | abl e
| sRestartabl e
| sConpl et ed
I sVisible
| sSchedul ed
Per cent ageConpl et ed :
Descri ption :
St at us
Onner
Error
Priority
Tasks
Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
bj ect 1 d
Pl ugi nCode
Pl ugi nNane

' Host nane’
44391
4/ 17/ 2017 2:08:50 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

10

NONE

Example 3: Removing a host with backups and clones

Renove- smhost

- Host Nanes | ocal host

- Force

Del ete the resource backups and clones associated with this host as part of

oper ati on.

Renove- SmHost
Are you sure you want

"Y'): yNa

Yes Al Yes to Al No L] No to Al
me[Y] LA . Renove Lllaust 'Ho[stLlame'

to renove the host and its resources.?
[S] Suspend

the del ete host

[?] Help (default

is
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Id

StartTi me
EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane

44392
4/17/2017 2:10: 09 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

10

NONE

Example 4: Removing a host with clones on an alternate host

Renove- smhost

Del ete resources that are cloned or nounted on an alternate host as part of the del ete host

oper ati on.

Renove- SnHost

Are you sure you want to renove the host and its resources.?
[Y] Yes [A] Yes to All hlsl] No [L] No to Al
me : Renove st '

"Y'): yNa
Id
StartTi me
EndTi ne

I sCancel | abl e

- Host Nanes | ocal host

- Force - ForceDel et ed ones

' Host Nane
44392
4/ 17/ 2017 2:10: 09 AM

Fal se

[S] Suspend

[?] Help (default

is
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| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane

Fal se
Fal se
True

Fal se

Queued

None
{1

10

NONE
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Remove-SmJobs

Removes completed jobs.

Syntax

Renpve- Smlobs

Detailed Description

[-Jobld <Int32>] [-StartTime <DateTi me>] [-EndTinme <DateTime>] [-Auth <String>]
[ <CommonPar anet er s>]

Removes completed jobs using either the job ID of a specific job or all jobs within a specified date

and time.
Parameters
Name Description Required? Pipeline Input Default
Value
Jobld Specifies the ID of the job you want to remove. false false
StartTime Specifies that jobs completed after the specified date andjfalse false
time should be removed.
EndTime Specifies that jobs completed before the specified date  [false false
land time should be removed.
Auth | false false
Examples

Example 1: Removing a job using a specific job ID

Renove- SmJobs -Jobld 1002

Thi s exanpl e syntax renoves the job associated with the specified job ID.

Renmove- SmJobs

Are you sure want to renove all the jobs(s) ?

[Y] Yes

"Y"):

[A] Yes to All [Nl No [L] Noto All [S] Suspend

[?] Help (default is
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Example 2: Removing jobs completed within specific start and end dates without a
confirm dialogue

Renove- Smlobs -Start Ti ne 02/12/2015 - EndTi me 07/02/ 2015 - Confirm $f al se

Thi s exanpl e syntax renoves jobs conpl eted between the specified begi nning and end dates.
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Remove-SmPermissionFromRole

Removes one or more permissions from a specified role.

Syntax

Renove- SnPer mi ssi onFronRol e - Rol eNane <String> -Perm ssions <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes one or more permissions from a specified role. Use the format <SnapCenter Resource
Name>:<Permission Name> where the SnapCenter Resource name is Dataset, Policy, Backup,
Host, Storage Connection, Clone, Provision, Dashboard, Restore, Reports, Discovery, Plugin Install/
Uninstall, Migration, Mount, and Unmount, and the permission name is create, read, update, delete
and allow.

Parameters
Name Description Required? Pipeline Input Default
Value
RoleName Specifies the name of the role from which you wantto  |true true
remove permissions. (ByPropertyName)
Permissions Specifies one or more permissions you want to true true
remove from a role. Use the format <SnapCenter Role (ByPropertyName)
Name>:<Permission Name>. Permission include: create,
read, update, delete and allow.
Examples

Example 1: Removing a specific permission from a role

Renmove- SmPer mi ssi onFronRol e - Rol eNane "I nfrastructure Adm n" -Perm ssions DataSet:create

Thi s exanpl e syntax renoves the specified permssion froma role.

Renove- SnPer mi ssi onFr onRol e
Are you sure you want to unassign the permission fromrole?.

341



ey [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Example 2: Removing a specific permission from a role without a confirm dialogue
ve- SnPer nmi ssi onFronRol e - Rol eNane "I nfrastructure Adm n" -Perm ssions DataSet:create -
Conf irm $f al se

Thi s exanpl e syntax renoves the specified permi ssion froma role.

Example 3: Removing multiple permissions from a role

Renmove- SnPer i ssi onFr onRoI e -RoleName "Infrastructure Admin" -
Per m ssi ons("Host: read", "Host: update", "Host: del ete")

Thi s exanpl e syntax renoves nmultiple permssions froma role.
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Remove-SmPlugin

Removes the specified plug-ins on one or more hosts.

Syntax

Renpve- SnPl ugi n [ - Host Nanes] <String> [-Plugi nCodes] <Pl ugi nCode> [[-Force]]

[ <CommonPar anet er s>]

Detailed Description

Removes the specified plug-ins on one or more hosts.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Name of one or more hosts from which you want to true true
uninstall the specified plug-ins. (ByPropertyName)
PluginCodes Provides the code for the plug-in you want to uninstall.  |true true
Valid plug-in codes include SCSQL, SCO, SCE and (ByPropertyName)
hana. For custom plug-ins, the value is the custom plug-
in name. For example "CustomPlugin1". For example, if
you want to uninstall SnapCenter Plug-in for Microsoft
SQL Server, the plug-in code is SCSQL.
Force Internal switch. false true
(ByPropertyName)
Examples

Example 1: Uninstalling SnapCenter Plug-in for Microsoft SQL Server from a host

Renmpve- SnPl ugi n - Host Names nyHost nanme - Pl ugi nCodes SCSQL

Tﬂi st command syntax uninstalls SnapCenter

ost.

Renove- SnPl ugi n

Are you sure you want to uninstall

Pl ug-

in for Mcrosoft SQ Server fromthe specified

plugin(s) fromthe host(s)?
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ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default

Example 2: Uninstall single plug-in from a single host without a confirmation
dialogue

Renove- SnPl ugi n - Host Nanes host . exanpl e. com - Pl ugi nCodes DB2 - Verbose -Confirm $fal se

Uninstall single Plug-in from single host

VERBOSE: Start Renove- SnPl ugin

Nane : Plug-in Uninstallation on host
' scspn0115971001. | ab. eng. bt c. netapp. i'n’

Id . 56
StartTi me : 6/16/2016 1:37:25 AM
EndTi ne

I sCancel | abl e . Fal se

| sRestart abl e . Fal se

| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us : Queued
Omner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0

Example 3: Uninstall multiple plug-ins from multiple hosts without the confirm
dialogue

Renove- SnPl ugi n ?Host nanes nyhost nanel, nyhost nane2 ?Pl ugi nCodes DB2, MongoDB - Confirm $f al se

is
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One main %ob will be created for renoving PI ug-ins fromthe hosts. Separate tasks will be
created for renoving each of the plug-in fromthe host.
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Remove-SmPluginPackage

Removes a custom plug-in package from the SnapCenter repository.
Syntax
Renove- SnPl ugi nPackage [ - Pl ugi nNane] <String> [-PluginVersion] <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes a custom plug-in package from the SnapCenter repository.

Parameters
Name Description Required? Pipeline Input Default
Value
PluginName Specifies the name of the plug-in package you wantto  [true false
remove.
PluginVersion Specifies the version of the plug-in you want to remove. [true false
Examples

Example 1: Removing a custom plugin package

Renove- SnPl ugi nPackage - Pl ugi nNane CustonPl ugi n - Pl ugi nVersion 1.0

is exanple syntax renoves the 1.0 plug-in version of the custom plug-in named CustonPl ugin
fromthe SnapCenter repository.
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Remove-SmPolicy

Removes one or more policies from SnapCenter.

Syntax

Renpve- SnPol i cy -PolicyNanes <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes one or more policies from SnapCenter. In order to delete polices from SnapCenter, you
must have already detached them from any datasets with which they are associated.

Parameters
Name Description Required? Pipeline Input Default
Value
PolicyNames Identifies the policy you want to delete. You can provide [true true
an individual policy name or a comma-separated list. (ByPropertyName)
Examples

Example 1: Deleting a policy from SnapCenter

Renove- SnPol i cy -PolicyNanes ?SQ. Ful | Backup?

Thi s exanpl e syntax renoves a specified policy.

Renove- SnPol i cy

Are you sure you want to renove the dataset policy. Its association with dataset
al so gets renoved. ?

ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Example 1: Deleting a policy from SnapCenter without confirmation dialogue

Renmove- SnPol i cy -PolicyNanes ?SQL Ful | Backup? -Confirm $fal se
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Thi s exanpl e syntax renoves a specified policy.
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Remove-SmProtectResource

This command helps remove the protection for the resources.

Syntax

Renpve- SnPr ot ect Resour ce - Resources <Hashtabl e[]> [-Force] [-UnnanageOnly]
[ <CommonPar anet er s>]

Detailed Description

Remove-SmProtectResource removes the protection for the resources provided.

Parameters
Name Description Required? Pipeline Input Default
Value

Resources The list of protected resources from which protection will [true true

be removed. You must provide the resource information (ByPropertyName)

in a hashtable, and it must contain the resource name

and type, as well as the host on which the resource is

located. For example, ®{"Host"="localhost";"Type"="SQL

Database";"Names"="Instance\Database"}

alid Type values are: SQL Database, SQL

Instance, SQL Availability Group. You can

include comma-separated values for Names.

For Oracle Database, the format is -Resources

"Host"="host.example.com";"Oracle Database"="db1"}.
For Oracle Application Volume, the format is -
Resources ®{"Host"="host.example.com";"Application
'olume"="appVol1"}.

Force The force flag indicates that the protection will be deleted|false true

even if it has an associated policy and backup. (ByPropertyName)
UnmanageOnly false true

(ByPropertyName)

Examples

Example 1: Removes the protection of the resources

Renove- SnPr ot ect Resource - Resour ces
®["Host"="t est. myconpany. conl'; "Type" =" SQ Dat abases" ;" Names" ="t est\ SQLExpr ess .
\i nls:t 1"}, & "Host"="t est. nyconpany: coni'; " Type" =" SQ.Dat abases"; "Nanes" ="t est \ SQLExpr ess\i nst 2"}
- Force

Thi s exanpl e syntax renoves the protection of the two resources
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Renove- SnPr ot ect Resour ce
Are you sure you want to delete the Protection of the selected resource?

ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Example 1: Removes the protection of the resources without confirmation dialogue

Renpve- SnPr otect Resource - Resources

® "Host" ="t est. nyconpany. com'; " Type"="SQ Dat abases"; " Names" ="t est\ SQLExpr ess .

\|n's:t 1"}, & Hpst“ é%eist myconpany- com"“ ype“—“SQ_Databases“;“ Nan‘es‘z‘test\SQ_Express\lnst 2"}
-Force -Confirm $fal se

Thi s exanpl e syntax renoves the protection of the two resources

Example 3: Unprotecting a single volume

Renove- SnPr ot ect Resour ce - Resources .
®" Type" =" St or ageVol une"; " Resour ceCui ds" ="f 37b4bae- 72a2- 48b3- 8504- 7cc8eef 15031"; }

Example 4: Unprotecting multiple volumes

Rermve SnPr ot ect Resource, - Resour ces
' St or ageVol une" ; " Resour ceCQui ds" ="f 37b4bae- 72a2- 48b3- 8504- 7cc8eef 15031, b806a86a- 1374- 4bel-
bb 3 c0d33947a9 "}

Example 5: Removes the protection of the Oracle Application Volume resources

Renpve- SnPr ot ect Resour - Resourc ®gg: R809277GCF4V1 HNK2. cont'; App
277 4Vl HNK2 "

tion
Vol unme" =" appVol 1 },®{ ® Host " =" R80 cont’; " Appli cation Vol ume app Vol 2"})

Thi s exanpl e syntax renoves the protection of the two Oracle application vol ume resources

Renove- SnPr ot ect Resour ce
Are you sure you want to delete the Protection of the selected resource?

ey [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is
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Remove-SmReportSchedule

Delete a report schedule using this cmdlet.

Syntax

Renpve- SnReport Schedul e [-Nane] <String> [ <ConmpnPar anet er s>]

Detailed Description

Delete an existing report schedule using this cmdlet.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specify the schedule name to delete it. true true
(ByPropertyName)
Examples

Example 1: Delete a report schedule.

Renove- SnmReport Schedul e - Nane schedul el

This exanpl e deletes a report schedul e.

Pass the nanme of the schedule to delete it.
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Remove-SmRepositoryProtection

Removes the protection for the NSM database from SnapCenter Server.
Syntax
Renpve- SnReposi t oryProt ecti on [ <ConmonPar anet er s>]

Detailed Description

Removes the protection for NSM database from SnapCenter Server.

Parameters
Name Description Required? Pipeline Input Default
Value
Examples

Example : Removes the protection for the MySQL database from SnapCenter Server.

Renpve- SnReposi t oryProt ecti on

Thi s exanpl e syntax renoves the protection for the M/SQL database from SnapCenter Server.
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Remove-SmResource

Removes a custom plug-in resource or an Oracle plug-in application volume resource.

Syntax

Renpve- SnResour ce - Host Nane <String> - Pl ugi nCode <Pl ugi nCode> [ <ConmpnPar anet er s>]

Detailed Description

Enables you to delete a custom plug-in resource or an Oracle plug-in application volume resource
from SnapCenter. This deletes only the SnapCenter object, not the actual application object. If
the resource is protected, then the resource is only soft-deleted and is available for recall Undo-
Resource cmdlet; otherwise, the resource is permanently deleted from SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName Specifies the name of host from which you want to true true
remove the resource. (ByPropertyName)
PluginCode Specifies the name of the plug-in associated with the true true
resource you are removing. Possible inputs include (ByPropertyName)
HANA or any SCC Custom Plug-in name or SCO.
ResourceType The type of application object. For example, instance, true true
database, or a SAP HANA SingleContainer or (ByPropertyName)
MultipleContainers. This parameter is not applicable for
Oracle application volume resource.
ResourceName Specifies the name of the resource which you want to true true
remove. (ByPropertyName)
SID This is a SAP HANA database specific parameter. A SAP|true true
HANA system is identified by a unique 3 letter system ID (ByPropertyName)
(SID). For example, ABC.
TenantDatabaseName This is a SAP HANA database specific parameter. It false true
is the name of the tenant database for SAP HANA (ByPropertyName)
Multitenant Database.
Examples
Remove a custom plugin resource
Renove- SmResour ce - Host Nane ' sccorel i nux188. sccore.test.com -Plugi nCode 'DB2' -Instance |NST
- Resour ceType Dat abase - ResourceNane Dbl

Renove a resource of type Database of custom plug-in type DB2
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A resource will be soft deleted (narked as deleted) if the resource being del eted
contai ns backup or is protected.

Successfully renmoved | nventory sccorelinux188.sccore.test.com DB2: 1 NST1\ Dbl

Remove a custom plugin resource without confirmation dialogue

Renove- SnResour ce - Host Name ' sccorel i nux 88 c%:or
Confir

.com -PluginCode 'DB2' -Instance |NST
- Resour ceType Dat abase - ResourceNane Dbl

e.test
m $f al se

Renove a resource of type Database of custom plug-in type DB2

A resource will be soft deleted (narked as deleted) if the resource being del eted
contai ns backup or is protected.

Renove- SmResour ce
Are you sure you want to renove the resource?

"y [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Successfully renmoved | nventory sccorelinux188. sccore.test.com DB2: 1 NST1\ Dbl

Remove SAP HANA Multitenant Database Container

Renove- SnResour ce, - Host Nane scspr0204312001 gdl . engl ab. net apP com - Plugi nCode ' hana'

ResourceType Ml ti pl eCont ainers -SI D NBC - Tenant Dat abaseNa

Renove Ml tijtenant Database Contai ner of SnapCenter Plug-in for SAP HANA, A resource wll
be ?ofE gel eted (marked as deleted) if the resource being del eted contains backup or is
protect ed.
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Renove- SmResour ce
Are you sure you want to renove the resource?

"y [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Successfully renmoved | nventory scspr0204312001. gdl . engl ab. net app. com hana: NBC\ ttt

Remove SingleContainer SAP HANA Database

Renove- SnResour ce - Host Nane ' scsBr 0204312001. gdl . engl ab. net app. com - Pl ugi nCode ' hana' -
Resour ceType Singl eContai ner -SID H14

Renove Singl eCont ai ner dat abase of SnapCenter Plug-in for SAP HANA

. A resource will be soft deleted (narked as deleted) if the resource being del eted
contai ns backup or is protected.

Renove- SmResour ce
Are you sure you want to renove the resource?

"y [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Successfully renoved | nventory scspr0204312001. gdl . engl ab. net app. com hana: H14

Removes an Oracle Application Volume resource

Renove- SnResour ce - Host Nane ' R8092776CF4V1. HNK2. coml - Pl ugi nCode ' SCO - ResourceNane 'appVol'

Renmoves an Oracl e application volume resource.

. A resource will be soft deleted (narked as deleted) if the resource being del eted
contai ns backup or is protected.

Renove- SnResour ce
Are you sure you want to renove the resource : 'appVol' ?

ey [Y] Yes [A]l Yes to AIl [N] No [L] No to AIl [S] Suspend [?] Help (default is
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Successful |y renoved resource R8092776CF4V1. HNK2. com SCO appVol

356



Remove-SmResourceCredentialName

Unregister a registered SQL instance credential.
Syntax
Renpve- SnResour ceCr edent i al Nane - Resour ceNane <String> [ <ConmpnPar anet er s>]

Detailed Description

Unregister a registered SQL instance credential based on the parameters provided.

Parameters
Name Description Required? Pipeline Input Default
Value
ResourceName true true
(ByPropertyName)
Examples

Example 1: Removes a registered SQL instance credential by the SQL instance
name.

Renove- SnResour ceCr edent i al Nane - Resour ceNane R708202074BV1\ SQL2019

Thi s exanpl e syntax renoves a regi stered SQL i nstance credential based on the SQL instance
nanme provi ded:

Renove- SmResour ceCr edent i al Nanme
Are you sure you want to performthis action?
[Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is "Y'): Y

Example 2: Removes a registered SQL instance credential by the SQL instance name
without a confirmation dialogue.

Renove- SnmResour ceCr edent i al Nane - Resour ceName R708202074BV1\ SQL2019 - Confirm $f al se
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Thi s exanpl e syntax renpves a registered SQL instance credential based on the SQL instance
nanme provi ded:
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Remove-SmResourceDRMode

Remove resources from disaster recovery mode.

Syntax

Renpve- SnResour ceDRMbde [ - Host Nanes] [ <ConmonPar anet er s>]
Renove- SmResour ceDRMWbde [ - AppQhj ect | ds] [ <CommonPar anet er s>]

Detailed Description

Remove the resources from disaster recovery mode.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Specifies one or more hosts (FQDN) to remove all the  [true true
resources of the hosts from disaster recovery mode. (ByPropertyName)
IAppObjectlds Specifies one or more application object identifier of an  [true true
[SQL database to remove from disaster recovery mode. (ByPropertyName)
Examples

Example 1: Removing all resources of the host from disaster recovery mode

Renove- SmResour ceDRWbde - Host Nanes host 1. gdl . net app. com

Thi s exanpl e syntax renoves all

Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount 0
Cont ext
Job SMCor eCont r act s. SmJob

the resources of the host fromdisaster recovery node.
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Example 2: Removing all resources of multiple hosts from disaster recovery mode

Renmove- SmResour ceDRWbde - Host Names host 1. gdl . net app. com host 2. gdl . net app. com

Thi s exanpl e syntax renoves all the resources of hosts fromdisaster recovery node.

Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext :
Job : SMCor eContracts. Smlob

Example 3: Removing all resources of the cluster host from disaster recovery mode

Renpve- SnResour ceDRMbde - Host Nanes O ust er host . net app. com Nodel. net app. com Node2. net app. com

This exanpl e syntax renoves all the resources of cluster host fromdisaster recovery node.
Specify cluster host wth all the nodes.
Resul t : SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext :

Job . SMCor eContracts. Smlob

Example 4: Removing SQL resource from disaster recovery mode

Renove- SmResour ceDRVbde - AppObj ect | ds Host 1/ I nst 1/ DB1

Thi s exanpl e syntax renoves SQL resource fromdi saster recovery node.

360



Resul t . SMCor eContracts. SMResul t

Tot al Count 0

Di spl ayCount : O

Cont ext

Job : SMCor eCont ract s. SmJob

Example 5: Removing multiple SQL resources from disaster recovery mode

Renpve- SmResour ceDRVbde - AppObj ect | ds Host 1/ I nst 1/ DB1, Host 1/ | nst 1/ DB2

Thi s exanpl e syntax renoves SQ resources fromdisaster recovery node.

Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext :
Job : SMCor eContracts. Smlob
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Remove-SmResourceFromUser

Removes a SnapCenter resource assigned to specified user.

Syntax
Rermve SnResour ceFronser -User Nane <String>_- ResourceNanes <Stri n?> - Resour ceType
erati onAssi gnment Type> [ - User GroupOhj eCt Type <Smser GroupQpj ect Type>]
[ mronPar anmet er s>]
Detailed Description
Remove a SnapCenter resource assigned to specified user.
Parameters
Name Description Required? Pipeline Input Default
Value
UserName Name of the domain\user. true true
(ByPropertyName)
ResourceNames Name of the resources to be removed. Allow comma true true
seperated resources names. The resource name is the (ByPropertyName)
policy name, resource group name, storage connection
name, credential name, host name or IP address, or
plug-in name created by the user.
ResourceType Type of resource. The SnapCenter resource types true true
are Credential, Host, ResourceGroup, Policy, (ByPropertyName)
[StorageConnection or Plugin.
UserGroupObijectType Specifies the user type whose resources are removed. |[false true
Possible values are User or Group. (ByPropertyName)
Examples

Example 1: Removing a specific resource from a user

Renove- SmResour ceFronlJser - Resour ceNanes Payrol | Dat aset - ResourceType ResourceG oup - User Nane
nva\ adm ni strat or

Thi s exanpl e syntax renoves the specified resource name fromthe user indicated.

Renmove- SmResour ceFr omJser
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Are you sure want to performthis action?

Yy [Y] Yes [Al Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is

Example 2: Removing a specific resource from a user without confirmation dialogue

Renmove- SmResour ceFronlJser - Resour ceNanmes Payrol | Dat aset - ResourceType ResourceG oup - User Nane
mval adm ni strator -Confirm $fal se

Thi s exanpl e syntax renoves the specified resource name fromthe user indicated.

Example 3: Removing a specific resource from a group.

Renpve- SnResour ceFr onUser - Resour ceNanes Payrol | Dat aset - Resour ceType ResourceG oup - User Nane
mva\ groupl -User G oupOhj ect Type G oup

Thi s exanpl e syntax renoves the specified resource name fromthe identified group.
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Remove-SmResourceGroup

Removes a resource group.

Syntax

Renpve- SnResour ceG oup - Resour ceG oupNanes <String> [-Force] [<ConmonParaneters>]

Detailed Description

Enables you to delete a resource group from SnapCenter based on the resource group name

provided.
Parameters
Name Description Required? Pipeline Input Default
Value
ResourceGroupNames true true
(ByPropertyName)
Force false true
(ByPropertyName)
Examples
Example 1: Removes a resource group by the resource group name
Renove- SmResour ceG oup - Resour ceG oupNanes RQX
Thi s eéagpl e syntax renobves a resource group from SnapCenter based on the resource group nane
provi ded.
Renove- SmResour ceG oup
Are you sure you want to del ete the Resource G oup_sel ected?Resource Group will be renpved
fromall the nenmber hosts of the Resource G oup. The backups of the Resource Gro_uP w il be
del et ed when the Resource Group is renmbved. Also all the association of policy wwth this
Resource Group will be detached.

[Y] Yes [A] Yes to Al

[N No

[L] Noto All

[S] Suspend

[?] Help (default

is "

Yoy
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Example 2: Removes the resource group by resource group name without a
confirmation dialogue.

Renove- SnmResour ceG oup - Resour ceG oupNanes RG2 - Confirm $f al se

Thi s exanpl e syntax renoves a resource group from SnapCenter based on the resource group
name provi ded:
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Remove-SmRole

Removes an RBAC role.

Syntax

Renove- SnRol e - Nane <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes an RBAC role.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Names the RBAC role you want to delete. true true
(ByPropertyName)
Examples

Example 1: Removing a specific role

Renove- SnRol e - Nane BackupAdni n

Thi s exanpl e syntax renoves the specified role from SnapCenter.

Renove- SnRol e

Are you sure you want to renove the role ?

[Y] Yes [A]l Yes to AIl [Nl No [L] No to Al

"Y'):

[

Suspend

Example 2: Removing a specific role without confirmation dialogue

Renove- SnRol e - Nane BackupAdmi n - Confirm $f al se

Thi s exanpl e syntax renoves the specified role from SnapCenter.

[?] Help (default

is
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Remove-SmServer

Removes the SC server from the High Availability cluster.

Syntax

Renpve- Snerver -Credential <PSCredential > [-ServerNane [<String>]] -ServerlP <String>
[ <CommonPar anet er s>]

Detailed Description

Removes the given SC server from the High Availability cluster. The SC server should be removed
from the load balancing configuration and, SnapCenter should be uninstalled on the server to be
removed.

Parameters

Name Description Required? Pipeline Input Default

Value
Credential Provides domain user credentials for the user to remove [true true
High Availability cluster configuration. (ByPropertyName)

ServerName [Secondary SC server name. false false
ServerlP [Secondary SC server IP Address. true false
Examples

Example 1: Removing SnapCenter Server from High Availability cluster

Renove- SnServer -Credential sddev\adm nistrator -Serverl P 10.225.231.178 - Server Nane
SecondSer ver . domai n. com

Thi s exanpl e renoves SnapCenter Server fromH gh Availability cluster.

Renove- SnServer -Server| P 10.225.231. 178
WARNI NG Uni nstallation of SnapCenter Server on secondary node is recomrended.

) .. Nane Renovi ng SnapCenter Server 10.225.231.178 from Hi gh
Availability Custer
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Id © 1606

Start Ti me : 9/25/2019 1:23:11 AM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 100
Descri ption :

St at us : Runni ng
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d ;38
Api sJobKey :

bj ectl d 0

Pl ugi nCode : NONE
Pl ugi nNane : NONE
Host I d 0

Rol el d :

Jobl ds {}
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Remove-SmServerCluster

Removes the High Availability cluster configuration on the SnapCenter Server

Syntax

Renpve- SnSer ver d

€ ster -Credential <PSCredential > [-ClusterNanme [<String>]] -ClusterlP
<String> [ <Commmo

HPar anet er s>]
Detailed Description

Removes the High Availability cluster configuration on the SnapCenter Server. This can be used to
convert to Standalone configuration.

Parameters

Name Description Required? Pipeline Input Default

Value
Credential Provides domain user credentials for the user to remove |[true true
High Availability cluster configuration. (ByPropertyName)

ClusterName F5 cluster name. false false
ClusterlP F5 Cluster IP Address. true false
Examples

Example 1: Removing High Availability cluster configuration on the SnapCenter
Server

R]ggovel- SnBerver C uster -Credential sddev\adm nistrator -Custerl P 10.235.236. 190 - d ust er Nane
poo

This removes the High Availability cluster configuration on the SnapCenter Server.

Name : Renove High Availability for SnapCenter Server
I d . 972
StartTine : 10/ 5/ 2019 6:19:26 AM
EndTi ne

370



| sCancel | abl e . Fal se

| sRestartabl e . Fal se

| sConpl et ed . Fal se

I sVisible . True

| sSchedul ed . Fal se

Per cent ageConpl eted : 0

Descri ption :

St at us : Runni ng

Omner

Error

Priority : None

Tasks {}

Par ent Jobl D 0

Event I d 0

JobTypel d ;38

Api sJobKey :

Ooj ect 1 d 0

Pl ugi nCode : NONE

Pl ugi nNane : NONE

Host 1 d 0

Rol el d

Jobl ds {}

Moni tor the progress of job 972 in the Job Mnitor page or by running the cndlet:
' Get - SmlobSunmar yReport -Jobld 972
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Remove-SmStorageConnection

Removes a storage system connection.

Syntax

Renpve- Sntt or ageConnection [[-Storage] <String>] [-AzureNet AppAccount|ds <bi gi nt(20)>]
[ <CommonPar anet er s>]

Detailed Description

Removes a storage system connection. You can remove one storage system connection at a time.

Parameters
Name Description Required? Pipeline Input Default
Value
Storage false true
(ByPropertyName)
Examples

Example 1: Removing a storage system connection

Renove- St or ageConnecti on - SVM 172, 17. 168. 13

Thi s exanpl e syntax renoves a storage system connection

Renove- St or ageConnect i on
Are you sure you want to renove the storage connection?

"y [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Renpve Storage connection successful

Example 2: Removing a storage system connection without confirmation dialogue

Renove- Snt or ageConnecti on - SVM 172. 17. 168. 13 - Confirm $f al se
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Thi s exanpl e syntax renoves a storage system connection

Renpve Storage connection successful

Example 3: Removing Azure NetApp Account

Renove- St or ageconnecti on - Azur eNet AppAccountlds 1

Thi s exanpl e renoves Azure Net App Accounts with specified Azure Net App Account | Ds.
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Remove-SmUser

Removes AD users or local workgroup users from SnapCenter.
Syntax
Renove- SmUser -User Nane <Snftring> [-Donain <String>] [<ConmonParaneters>]

Detailed Description

Removes Active Directory users or local workgroup users from SnapCenter.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Single user or list of users belonging to the same domain [true true
or workgroup. (ByPropertyName)
Domain [The domain to which the user belongs to. Workgroup false true
users should skip this parameter. (ByPropertyName)
Examples

Example 1: Removing a single user 1

Renove- SmiJser -User Nanme userl1l -Domai n domai nl

Example 2: Removing multiple users of same domainle 2

Renove- Smser - User Name user 1, user2 -Donain donai nl

Example 3: Removing workgroup user

Renove- Smser - User Nane Local User1
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Remove-SmUserFromRole

Deletes a user from an RBAC role.

Syntax

Renpve- SnUser FronRol e - User Nane <Snftring> - Rol eNane <String> [-Donain <String>]

[ <CommonPar anet er s>]

Detailed Description

Deletes a user from an RBAC role.

Parameters
Name Description Required? Pipeline Input Default
Value
UserName Specifies the user you want to remove from the RBAC  [true true
role. (ByPropertyName)
RoleName Specifies the name of the role from which you wantto  [true true
remove the user. (ByPropertyName)
Domain Domain to which user belongs to. Workgroup users false true
should skip this parameter. (ByPropertyName)
Examples

Example 1: Deleting a role from a specific user

Renove- Smser FronRol e

Thi s exanpl e syntax renoves the specified user froma role.

Renove- Smser Fr onRol e

-UserName admi ni strator -Domain nva - Rol eName BackupAdm n

Are you sure you want to unassign the user fromrole?.

[Y] Yes

"Y'):

[A] Yes to Al

BackupAdmi n
mva\ admi ni strator

[Nl No [L] No to All

[S] Suspend

[?] Help (default is
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Example 2: Deleting a role from a specific user without confirmation dialogue

g}gn})ve— Smiser FromRol e - User Nane admi ni strator -Donmai n mva - Rol eName BackupAdmin -Confirm
al se

Thi s exanpl e syntax renoves the specified user froma role.

Renove- SmJser Fr onRol e
BackupAdmi n
mva\ admi ni strator
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Remove-SmVerificationServer

Removes one or more verification servers.

Syntax

Renove- Sn\eri fi cati onServer -Nanes <String> [ <ConmpnPar anet er s>]

Detailed Description

Removes one or more verification servers. When you run Remove-SmVerificationServer, you do
not remove the SQL Server instance you are using as the verification server, you simply remove the
verification server settings so that the SQL Server instance can no longer be used as a SnapCenter

verification server.

Parameters
Name Description Required? Pipeline Input Default
Value
Names Specifies the names of the verification server or servers [true true
you want to remove. (ByPropertyName)
Examples

Example 1: Removing a verification server

Renove- Smeri ficati onServer -Nanes nva-s51/instancel

Thi s exanpl e syntax renoves a verification server.

Renmove- Smeri fi cati onServer

Are you sure you want to renove the host and its resources.?

[Y] Yes

"Y'):

[A] Yes to Al

[N No

[L] Noto All

[S] Suspend

[?] Help (default is
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Example 2: Removing a verification server without confirmation dialogue

Renove- Sn\Veri fi cati onServer -Names nva-s51/instancel -Confirm $fal se

Thi s exanpl e syntax renoves a verification server.
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Rename-SmBackup

Renames an existing backup.

Syntax

Rtanarre- SnBackup [-BackupNanme] <String> [-NewBackupNanme] <String> [-PluginType] <Pl ugi nCode>

<ComonPar anet er s>]

Detailed Description

Renames an existing backup.

Parameters

Name Description Required? Pipeline Input Default

Value
BackupName Name of the existing backup. true false
NewBackupName The new name you will give the backup. true false
PluginType Provides the SnapCenter plug-in type. You can specify |true false
one of the following: SCSQL or SCW.

Examples

Example 1: Renames an existing backup

Rename- SmBackup - BackupNane SQL_DATASET_CLONE csndev-snsql - 02_08-03-2015_13. 45. 19. 4400

- NewBackupNarme SQL_DATASET_CLONE_RENAMED - Pl ugi nType SCSQL - Ver bose

Thi s exanpl e command syntax renanmes an exi sting backup to a new nane that you specify.

VERBOSE: Start Renane- SnBackup
VERBOSE: Renane- SmBackup ended successful ly.
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Reseed-SmBackup

Restores the particular database and joins it back to the Availability Group.

Syntax

Res e ed- SmBackup [[- PI ugi nCode] <Pl ugi nCode>] [-AppObjectld] <String> [[-BackupNane] <String>]
[ <CommonPar anet er s>

Detailed Description

Restores the particular database and joins it back to the Availability Group. This operation is
supported only with the database of secondary replica.

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode false false
IAppObjectld true false
BackupName false false
Examples
Example 1: Reseed Secondary Database of an availability Group
Reseed- SnBackup - AppObj ect | d CHAN- Newh | NST4\ Aut o_DB_CHAN_ESX7_I NST1_MDM__1
Thi s exanpl e, syntax reseeds the secondarg copy of the database pentioned by t pB bjectld
g]d brings it"to sync with primary database and joins the database back to A lability
up.
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Reseed-SmDagReplicaCopy

This command will restore or reseed the failed copy of the database.

Syntax

Reseed- SnDagRepl i ca py [-_Repl i caHost] <String> [-Database] <String> [][- BackuP st] <String>]
[[-PreScript Command]  <String>] [[-PreScriptAr un‘entsl <String>] [F Post Scri pt Conmand
<String>] F Post Sc |ptArgunents <String>] [F—SCI’I ptTi neQut] <Int32>] [<OommnParaneters>]

Detailed Description

Restores an unhealthy replica by using either the most recent copy on the same host or the most
recent copy from an alternate host.

Parameters
Name Description Required? Pipeline Input Default
Value
ReplicaHost true false
Database true false
BackupHost false false
PreScriptCommand false true
(ByPropertyName)
PreScriptArguments false true
(ByPropertyName)
PostScriptCommand false true
(ByPropertyName)
PostScriptArguments false true
(ByPropertyName)
ScriptTimeOut false true
(ByPropertyName)
Examples

Example 1: Reseed a replica

reseed- SmDagRe IlcaCom/ - Repl i caHost "nva-rx200. net app. com' - Dat abase execdb - BackupHost
"nva- rx201 net app. co
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Restore-SmBackup

Restores a backup.

Syntax

store- ackup [ - Pl ugi nCode] . <Pl ugi nCode> [ - AppQbj ect <String> [[-Backu
Re SnBack Pl ugi nCod Pl ugi nCod bj I d Stri Backupl d
<Stri n%] H1-_Bac upNane] <St '”P?N [[-LogRe_storeTy e] <SnBSql LogRest or eType> -
Rest or eWhen I!ne]_] E[— et ai nRepl'i catl onSettings]] -Creat eTransacti onLog]] -
Fai | OnTr ansact i onLo a_ckugFal ure]] [[-RecoveryMde <Snt5ql Recover yMdel >] " [[ - )
UndoLogDi r_ectorxea <String>] [[-Archive] <Hashtabl e[L>] [-Aum I|ar{Des ination <Str

-LogArchive <Hashtable[]>] _[[-AlternatePath] <Hashtable[]>] [[-LogCount] <Int32>

g- LogCut O f Dat eTi ne] <DateTine>] [[-Fall mLogBackuPFal lure]] [[-SceRecoveryMdel
<SCERecover yMdel >] -ExistingFiles]] [[-TargetHost] <String> [[-NoVenfyi/] [-
| sRecover Mount | [EEP eScri pt Command] " <String>] [[-PresScriptArgunents] <String>] [
SQ.I nst anceNane] <String>] E[-DataoaseNama] <String>]_ [[-CustonlogDi rectory] <Sirif
RecoveryType] <HanaRecoveryType> [ - Recovertinezone]] [[-Tenant DatabaseNan‘e]s <Str

- Vol une ,evertl [{—Post r1 ptConmand] <String> [ - Post Scri pt Argunents] <Strin

-Script Ti meCu <l nt 32>] [ -OracleControl Fi | eRes are]l [I_[- acl eFu] | Rest_oreL

acl eSki pRecovery]] [[-Oacleuntil Scn] <Int64> [E—O_rac eTabl es acesl <String
O acl eChangeSt at ei/ [] -Oracl ePl ugdgabl ebDat abases] <Stri n9>{h[[—Al er nat eAr chi veLogs
<String>] - O acl eOpenDat abase terRecover}/]] [[-OracleUnti] Ti me] <DateTi me>] ?[
Rest or eLast Backup] <Int32>] [[-RestoreOnC uster Hostb<$tr| ng>1r H est or eOr acl eRed
[[- Oracl eOpenPl uggabl eDat abasesAft er Recover¥ ] [[-Oacl eOpenTabl espacesAft er Recover
For cel npl aceRest or e [[- PI _u?! nCr eat or Cust o St or ePar am;lD <Hasht abl e>] [- Enabl eEmai
Enai | Preference <Sntnai [ NotificationPreference> [<CommonParanet er s>]

Detailed Descripti

on

Restores a backup. You can specify whether to restore log files or not, and the types of log files. You

can restore databases

even if existing databases are online.

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode Specifies the plug-in code of the resource to be restored. [true false
Valid plug-in codes are SCW and SCSQL.
IAppObjectld Specifies the ID of the application object. true false
Backupld Specifies the ID of the backup to use for restore. false false
BackupName Specifies the name of the backup to use for restore. false false
LogRestoreType Specifies the log restore type. User can choose to apply |[false false
no logs, all logs or specific logs.
RestoreWhenOnline Restore databases even if existing databases are false false
online.
RetainReplicationSettings Retain SQL database replication settings. false false
CreateTransactionLog Create transaction log backup before restore. false false
FailOnTransactionLogBackup Quit restore if transaction log backup fails before false false
Failure restore.
RecoveryModel Specifies the SQL recovery model for applying logs. false false
UndoLogDirectory Specifies a location where the standby files are created, [false false
so that the recovery effects can be reversed.
IArchive Specifies the secondary storage system details for false false

restore.
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(Change Number.

Name Description Required? Pipeline Input Default
Value

IAlternatePath Specifies an alternate location to restore the database. |[false false
LogCount Specifies the number of logs to apply. false false
[AuxiliaryDestination [Auxiliary destination on the database host required to  [false false

perform Oracle point in time recovery.
LogArchive Specify the archive location of the archive logs from false false

lwhere the Oracle database resource is to be restored
LogCutOffDateTime Specifies the cutoff time to restore the database. If the [false false

server and plug-in host are in different time zones, the

input must be as per the plug-in host time zone.
FailOnLogBackupFailure false false
[SceRecoveryModel false false
ExistingFiles Restore from Existing files specified in AlternatePath. false false
TargetHost false false
NoVerify false false
IsRecoverMount false false
PreScriptCommand Specifies commands that get executed before the restoreffalse true

operation. (ByPropertyName)
PreScriptArguments Specifies arguments to the prescript command. false true

(ByPropertyName)

[SQLInstanceName Specifies the SQL Server instance to which the database|false false

is restored in an alternate path scenario.
DatabaseName Specifies the new database name when restoring the false false

database to an alternate path.
CustomLogDirectory This parameter is required for specifying a custom path, [false false

either a network share path or a drive path, where you

have stored the logs. This parameter is used for restore

operations from both primary and secondary copies.
RecoveryType Specifies the recovery type for HANA resources. false false
Recovertimezone Timezone of the client. This parameter is applicable false false

to HANA plug-in resource when the RecoveryType

specified is 'RecoverUntilDateTime'. Acceptable format:

GMT+HH:MM or GMT-HH:MM.
TenantDatabaseName Name of the HANA tenant database to be restored. false false

This parameter is applicable to MultiTenant Database

(Containers resources. No recovery will be performed for

the specified tenant database.
VolumeRevert Enables file system restore in case of Complete Restore |[false false

for Auto-discovered resources. This parameter is used

mainly for auto-discovered resource backups and this

option can be used to prevent volume based restore

and cleaning up of later backups if an older backup is

selected for restore.
PostScriptCommand Specifies the commands that get executed after the false true

restore operation. (ByPropertyName)
PostScriptArguments Specifies the arguments to the postscript command. false true

(ByPropertyName)

ScriptTimeOut Specifies the maximum timeout to wait for the scriptto  [false true

complete. (ByPropertyName)
(OracleControlFileRestore Indicates that you want to restore the Oracle control file. [false false
OracleFullRestore Indicates that you want to perform a full Oracle database [false false

restore.
OracleSkipRecovery Indicates that you want to skip Oracle database false false

recovery.
OracleUntilScn Indicates that you want to restore to a specific System [false false
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Name Description Required? Pipeline Input Default
Value
(OracleTablespaces Indicates the Pluggable database (PDB) tablespaces to [false false
be restored.
(OracleChangeState Indicates that the database state should be changed false false
to the state required to perform restore and recovery
operations. The states of a database from higher to lower|
are open, mounted, started, and shutdown.
(OraclePluggableDatabases |[indicates the Pluggable databases to be restored. false false
[AlternateArchiveLogsPath Indicates an alternate archive logs path. false false
(OracleOpenDatabaseAfter Specifies that the databases must be opened after false false
Recovery recovery is performed.
OracleUntilTime false false
RestoreLastBackup Restore the Nth Backup of a resource with provided false false
JAppObjectld. For example, value entered as 5 with
IAppObjectld "testResource", it will restore the 5th backup
for resource found with AppObijectld "testResource”
provided that at least 5 backups are available.
RestoreOnClusterHost Specifies the cluster node on which the restore operation [false false
must be performed. You must specify this option only for
an Oracle RAC database. If this option is not specified,
restore operation is performed on the node where the
backup was created.
RestoreOracleRedolLogFile Indicates that you want to restore Oracle redo log files. [false false
Redo log file restore is only supported for Data Guard
and Active Data Guard standby database.
OracleOpenPluggableDatabases |Specifies that the pluggable databases must be opened |[false false
[AfterRecovery after recovery is performed.
(OracleOpenTablespacesAfter Specifies that the tablespaces must be opened after false false
Recovery recovery is performed.
ForcelnplaceRestore Indicates that you want to perform in-place restore and [false false
bypass all restore validations.
PluginCreatorCustomRestore false false
Params
EnableEmail Enables e-mail. false false
EmailPreference Specifies when you will receive e-mail notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
EmailFrom Specifies the sender's e-mail address. true true
(ByPropertyName)
EmailTo Specifies the recipient's e-mail address. true true
(ByPropertyName)
EmailSubject Specifies the e-mail subject. true true
(ByPropertyName)
EnableEmailAttachment Enables email attachments. false true
(ByPropertyName)
Examples
Example 1: Restoring from a primary backup
PS C:\> Restore-SmBackup -Pl ugi nCode SCSQ - AppObj ectld 'vise-f6\Payroll Dat abase' -BackupNam

e ' Net App_Payrol | Dat aset _Backup Policy_vi se-f6_Net App_08-07-2015_08. 48. 59. 6962' -

Rest or eWhenOnl i ne

This exanple syntax restores froma primary backup.
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Nane . Restore 'vise-f6\Payrol | Dat abase’

Id : 199
StartTi me : 8/7/2015 9:21:36 AM
EndTi ne

I sCancel | abl e . Fal se

| sRestart abl e . Fal se

| sConpl et ed . Fal se

I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0O
Descri ption

St at us : Queued
Omner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0

Example 2: Restoring to an alternate path from a primary

PS C:\> Restore-SnBackup -Pl ugi nCode SCSQL - AppCbj ectld 'vise-f6\Payrol | Dat abase' -BackupNam

e ' Net App_Payrol | Dat aset _Backup Policy_vi se-f6_Net App_08-07-2015_08. 48. 59. 6962' -
Al ternatePath ® Source='1:\Payrol | Datab

ase. mdf ' ; Desti nati on=' H:\ Payr ol | Dat abase_copy_| og. mdf ' }, & Source="1:
\ Payr ol | Dat abase_| og. | df ' ; Desti nati on=' H:\ Payr ol | Dat

abase_copy |l og.ldf'} -SQInstanceName 'vise-f6\ BRAVEHEART' - Dat abaseName

' Payr ol | Dat abase_copy

Thi s exanpl e syntax restores a backup to an alternate path

Nane . Restore 'vise-f6\Payrol | Dat abase’
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Id . 203

StartTi me : 8/7/2015 9:30: 32 AM
EndTi ne

| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Onner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event I d 0

Example 3: Restoring from a secondary backup

PS C.\> Restore-SmBackup -Pl ugi nCode SCSQ. - AppObj ectld 'vise-f6\Payroll Dat abase' -BackupNam

e ' Net Payr ol | Dat aset _Backup Policy_vise-f6_Net 08-07-2015_08. 48. 59. 6962' -
Archive @Pri rrar)e\gpr_t pyrrl-dz. gdl .engla P Y- —Net App_ -

b. net app. com vol _src"; Secondary="vs1l:vsl vol _src_vault"} -RestoreWenOnline

Thi s exanpl e syntax restores froma secondary backup.

Nane . Restore 'vise-f6\Payrol | Dat abase’
Id . 208
StartTi me : 8/7/2015 9:40:12 AM
EndTi ne
I sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible . Fal se
| sSchedul ed . Fal se

Per cent ageConpl eted : 0
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Descri ption :
St at us : Queued

Onner

Error

Priority : None
Tasks {}
Par ent Jobl D 0
Event I d 0

Example 4: Removing a Run As account from a resource

PS C.\> Restore-SmBackup -Pl ugi nCode SCSQ. - AppObj ectld 'vise-f6\Payrol | Dat abase' -BackupNam

Ng onpan gr ol | Dat aset BackuPI Pol i cy vise-

Ny orrpany 08-07-2015_08. 48. 59. 6962 ive &Primry="rt ri- .
2gdl nycorrﬁa comvol_src"; Secondary="vs1l:vsl _vol _src”vaul } - Rest oreWhenOnl i ne -
Al't &r nat ePat ®¥Source T\ Payrol | Dat abase.

; Destination=' H:\ Pa%/r ol | Dat abase COBa | og. mdf ' }, & Source="1:
\ Payr ol | Dat abase log.1df"; Destination="H\Payrol | Databas

copy_log.ldf'} -SQInstanceNane 'vise-f6\ BRAVEHEART' - Dat abaseNane
' Payrol | Dat'abase —_copy’

Thi s exanpl e syntax renoves a Run As account from a resource.

Nane . Restore 'vise-f6\Payrol | Dat abase'
Id : 210
StartTi me : 8/7/2015 9:46:54 AM
EndTi ne
I sCancel | abl e . Fal se
| sRestart abl e . Fal se
| sConpl et ed . Fal se
I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption
St at us : Queued
Omner
Error
Priority : None
Tasks {}
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Par ent Jobl D 0
Event I d 00

Example 5: Restore complete Resource of Custom plugin DB2 from Primary Storage

Rest or e- SnBack& - Pl ugi nCode ' DB2' - AppObjectld 'sccorelinux6l. sccore.test.com DB2\ NTP\DB1' -
Backupl d 191 - ConfirnT $f al se - mount cormands ' sh /var/opt/ mount Cnd. sh® - unnount conmands ' sh /
var / opt / unnount Cnd. sh’

Restore conpl ete Resource of type Database of Customplug-in DB2 fromPrinary Storage with
mount and unount commands

Example 6: Restore Complete custom plugin resource from Secondary storage

Rest or e- SmBackup - Pl ugi nCode ' DB2' -%pcoj ectld 'sccorelinux6l.sccore.test.com
\ DB2\ SECONDARYSMSV1' - Backupl d 198 -Confirm $fal se, -custonr est or epar ans

®" KEY_PARAML" =" CUSTPARAML"} -prescriptargunents 'PreScri pt Conmand

> PreScri pt Command. txt' -prescriptconmand echo -Postscrl ptargunents .
' Post Scri pt Command > Post Scri pt Command. t xt' -postscri ptconmand echo - Archive
®"Primary"="vserver_scauto_prinmary: SMSV1_SRC sccorel i nux6l_sccore_test_cont; " Secondary"="vserv

2

Rest ore Conpl ete custom plug-in resource from Secondary storage with custom key-val ue pairs
and pre-post conmands

Example 7: Restore files/[LUNs from Primary storage of Custom plugin resource

Rest or e- SmBackup - Pl ugi nCode ' DB2' -AploCbJ ectld 'sccorelinux6l.sccore.test.com
\DB2\ RN\VOL' -Backupl d~313 -Confirm $fal se’ -path vserver_scauto_primary:/

vol /' ng_rvol 1_sccorel i nux6l_sccore _test_com filel, vserver_scauto_primary:/vol/
ng_rvol2_sccorel i nux6l_sccore_test_conffilel

Restoring multiples files fromnultiplel/single volunes can be conbi ned together

Example 8: Restoring to a cluster host

Rest or e- SmBackup - Pl ugi nCode ' SCO__- AppOhj ect 1 d ' snp-suse-11g. gdl . engl ab. net apP. comitdb’
- BackupNanpe 96skdb_sio-suse-11g 02-15-2017_18.11. 43. 3978_0 -oracl echangestat e
Rest or eOnd ust er HosT ' cl ust er hoSt. coni

Restore to a cluster host. This is applicable only for Oracle RAC Dat abase.

Example 9: After restore change the state of tablespaces to online

Rest or e- SnBackup - Pl ugi nCode ' SCO - Ohj ectld 'scspr0198204001. gdl . engl ab. net app. com
\itdb' - BackuloNan‘e rgl scspr0198204001 02-15-2017_16.53.38.9804 0 -oracl echangestate -
Or acl eOpenTabl espaceSATt er Recovery -Oracl eTabl espaces newts - Forcel npl aceRes

After restoring the database, changes the state of the tabl espaces to online
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Example 10: After restore change the state of PDBS to read write

Restore SmBackup - Pl ugi nCode ' SCO —Ag llectl ' smo- suse- 11g. gdl . engl ab. net a{)p com skdb'
- Bac uPNarre 96skdb_smo-suse-11g_02 2017_17.46.09.0207 0 -oracl echangest a
O acl ePl uggabl eDat abases ' SKPDBI™, ' SKPDB2" =Or acl eCpenPl uggabl eDat abasesAft er Recovery

After restoring the database, changes the state of the PDBS to read wite.

Example 11: Restoring from existing files specified in alternate path from a primary

PS C.\> Restore-SmBackup -Pl ugi nCode SCSQ. - AppObj ectld 'vise-f6\Payroll Dat abase' -BackupNam

Payrol | Dat aset _Backup Policy_vise-f6_Net 08-07-2015_08. 48. 59. 6962' -
AIternatePath @%Brcex :\ Payrol | Dat ab P - App_

e. mdf ' ; Dest i atl on='H: \Payrol | Dat abase copy | og. mdf ' }, & Source='1:
\ Payr ol | Dat abase | og I df ' ; Desti nati on=' H:\ Payro
abase_copy_| og. | df" * - SQLI nst anceNane ' vi se-f 6\ BRAVEHEART' - Dat abaseNane
' Payr ol | Dat abase_copy' ~- Exi stingFiles

Thi s exanpl e syntax restores a backup using existing files specified alternate path

Nane . Restore 'vise-f6\Payroll Dat abase’
Id . 203
StartTi me : 8/7/2015 9:30: 32 AM
EndTi ne
| sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
IsVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :
St at us . Queued
Onner
Error
Priority : None
Tasks {}
Par ent Jobl D 0
Event I d 0
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Example 12: Restore files/LUNs from Primary storage of Custom plugin resource
using All File Restore option

ec "scclinuxl. scc. test.com DumyPl ugi n

Rest or e- SnBackuP - Pl ugi nCode ' Du Plugin' -AppQbjectld (
\ R d eRestorePat h vserver_scauto_primary:/vol/

NVOL' - Backup 313 -Confirm $false "-AllFi
ng_rvol 1_scclinuxl_scc_test_com

rvers by providing a

Al File Restore can be performed o | e
(] s to be perforned

n
comma separ at ed st of vol unme paths

Example 13: Restore files from Primary storage of SAP HANA MultiTenant Database
Container resource using All File Restore option

Rest or e- SnBack& - Pl ugi nCode ' hana' —Agg(}aj ectld scspr43002. scc. test.com hana\ RO1\ RO1 -
Backupld 313 -Confirni$false -AllFileRestorePath vs_test:/vol/cn_pl,vs_test:/vol/cn_p2

Al File Restor

e e Vservers by providing a
conma separ at ed

can be perforne |
I s to be perforned

d
st of vol une pa

Example 14: Restore files and LUNs from a Primary storage of SAP HANA
MultiTenant Database Container resource

Rest or e- SnBack& - Pl ugi nCode ' hana' -AﬂpOoj ectld scspr043002. scc. test.com hana\ RO1\ RO1
- Biackupl F/ 3 | nfirm$false -AlFileRestorePath vs_test:/vol/cn_pl -Path vs_test:/vol/
cn_lun_vol/cn_lun

Al File Restore can be performed on multiple volu (
a comma separated |ist of volume paths fromwhich Al File Restor
path can be provided as a value for Path paraneter.

mes and on nultiple Vservers b¥ provi di ng
e is to be perfornmed. Lun

Name : Restore 'scspr043002. scc.test.conm hana\ RO1\ RO1'
Id : 1363
StartTi me : 9/28/2019 10:22:11 AM
EndTi me
I sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
IsVisible : True
| sSchedul ed . Fal se

Per cent ageConpl eted : 0
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Descri ption :
St at us : Queued

Oaner

Error

Priority : None
Tasks {}
Par ent Jobl D 0
Event I d 0
JobTypel d 1
Api sJobKey :

Ooj ectl d 0

Pl ugi nCode . SCC
Pl ugi nNane : Pl ugi nCreat or
Host 1 d 0
Rol el d

Jobl ds {}

Example 15: Restore LUNs from a specific backup of SAP HANA MultiTenant
Database Containers resource
Rest or e- SnBa

c
"schana02_gd
' schana02-gd

Pl ugi nCode ' hana' -Backu%Nane
ab”net app_com hana_MDC R70 schana02_08-19-2019 21. 07. 33, 2537' - AppObj ectld
a

kup
|
| bTnet app-coni"hanaTMDCVR70™ - RecoveryType Recover ToSpeci fi cBackup

_ené
—engl

Restore perforned to specific backup on Hana resource

Nane . Restore 'schana02. gdl . engl ab. net app. coml hana\ MDC\ R70
Id : 1363
StartTi me :9/30/2019 12:40: 44 PM
EndTi ne
I sCancel | abl e . Fal se
| sRestart abl e . Fal se
| sConpl et ed . Fal se
I sVisible . True
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption
St at us : Queued
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Omner
Error
Priority
Tasks
Par ent Jo
Event I d
JobTypel

bl D

d

Api sJobKey

Ooj ectl d
Pl ugi nCo
Pl ugi nNa
Host I d
Rol el d
Jobl ds

de
ne

None
{}

0

scc

Pl ugi nCr eat or
0

{}

Example 16: Restore the HANA resource to a specific date or time (Point in time

restore)

Rest or e- SmBackup - Pl
-Confirm $false -re
recoverytype Recover

Restore perforned to a specific date or tinme on a HANA resource.

Id

ugi nCode '
covertime
Until Da

Restore

StartTinme

EndTi ne

| sCancel
| sRest ar
| sConpl e
I sVi si bl
| sSchedu

| abl e
tabl e
ted
e

| ed

hana' - BCbgectld Aut oMT'S| es253\ hana\ MDC\

zone -recoveruntiltine

Dat eTi ne

" Aut oMT'S| es253\ hana\ MDC\ MTI'1"
1371
9/ 30/ 2019 12:59:42 PM

Fal se
Fal se
Fal se
True

Fal se

Per cent ageConpl eted : 0O

Descri pt
St at us
Owner

ion

Queued

10/

\
0

1/19

M
0

1
5:46

- Backuﬁ/ll d ' 469

392



Error

Priority : None
Tasks {}
Par ent Jobl D 0
Event I d 0
JobTypel d 1
Api sJobKey :

Ooj ectl d 0

Pl ugi nCode . SCC
Pl ugi nNane : Pl ugi nCreat or
Host 1 d 0
Rol el d :

Jobl ds {}

Example 17: Restoring to a custom log directory

Rest or e- SmBackup - Pl ugi nCode SCSQL - E ectld ' RAHUL-123- 123\ | NSTANCE2\ db1' BackupNane
RAHUL- 123-123 INST 2_dbl Sq_ 123-123 06 18-2018_15. 53. 55, 4944 - Al t er nat ePat h
@ Sour ce='F; \Né fol der\dbl ; Destinati on=' C\rtah\dbl, ndf’ ¥,®{Source=' F: \ New
fol der\dbl | o%a f' ; Dest nat| on— C.\rtah\dbl | og.|df % SQLI nst anceNane ' RX200-
10\ I NST™ I\lame DBl _RTAH —Tar%etFlos ' rx200- whql 10. sdwdc net app com
Lg%RestoreType AII -OJS m_ogDi rectory ML\ net share" -Archive ® Prinary=" RAHUL_fsl-
smhv: Rahul _5csql “'Secondary RAHUL_f s 1-smhv: RAHUL_fs1_snmhv_Rahul _sc sql vault“}

Thi s exanpl e syntax specifies a customlog directory when restoring backups.

Nane: : Restore ' RAHUL- 123- 123\ | NSTANCE2\ db1' to instance ' RX200- WHQL10\ | NST'
Id ;48
Start Ti me : 6/20/2018 1:31:25 AM
EndTi ne
| sCancel | abl e . Fal se
| sRestartabl e . Fal se
I sVisible . True
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Description :
St at us . Queued
Owner
Error
Priority : None
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Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

0

SCSQL
SnapCent er
0

Plug-in for

M crosoft SQL Server

Example 18: Trigger file system restore without volume based restore

Rest or e- SnBa
hanal 08- 20-
\ hanaVv"MDC\ N9

ckup - ' vp- hanal gd
%plg 22 35 2 9698 p-PIuglngb

englab net a|

RecoveryType Ski pRecovery - VbluneRever

con1hana VDC_N9
hana AppEBPec

vp-hanal. gﬁ

Thi s exanpl e syntax supports file systemrestore w thout volune based restore

Id
StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d

Restore 'vp-hanal. gd

7
6/ 22/ 2018 1:55:10 AM

Fal se
Fal se
True
Fal se
0

Queued

None
{1

.engl ab. net app. com hana\ MDC\ N92'
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Api sJobKey :
Ooj ectl d 0

Pl ugi nCode SCC
Pl ugi nNane hana
Host 1 d 0

Rol el d

Example 19: Trigger tenant database restore

Rest or e- SnBackuB - ' vp- hanal %gl engl ab nete&p com hana_MDC_N9
hanal_08- 20- 2019 22. 35 2 9698 -Plugin jectld vp -hanal. ga’l
\'hanaVMDC\ N92' - Recover yType Ski pRecovery - Tenant Dat abaseNane

Thi s exanpl e syntax restores the given tenant database.

Nane Restore 'vp-hanal. gdl . engl ab. net app. com hana\ MDC\ N92'
Id . 78
Start Ti me 6/ 23/ 2019 1:55:10 AM
EndTi ne
| sCancel | abl e Fal se
| sRestartabl e Fal se
IsVisible True
| sSchedul ed Fal se
Per cent ageConpl eted : 0
Descri ption
St at us Queued
Owner
Error
Priority : None
Tasks {}

Par ent Jobl D 0
Event | d 0
JobTypel d o1
Api sJobKey :
Objectld 0

Pl ugi nCode SCC
Pl ugi nNane : hana
Host I d 0

pengI ab. net app. com
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Rol el d

Example 20: Trigger HANA database restore with all logs

RS SIBREND LIRS AN \RBRCH et L TRI0STAEPRI age MRELLY, s aghuptare
Recover ToMost RecentState -1nitiali zeLogArea -

Thi s exanpl e syntax restores the gi ven HANA dat abase.
Name . Restore ' R708057AFB8V1\ hana\ MDC\ H14'

Id : 8025

Start Ti me : 8/ 25/2020 3:49:10 AM

EndTi ne

| sCancel | abl e . Fal se

| sRestartabl e . Fal se

| sConpl et ed . Fal se

I sVisible : True

| sSchedul ed . Fal se

Per cent ageConpl eted : 0

Descri ption :

St at us . Queued

Onner

Error

Priority : None

Tasks {}

Par ent Jobl D 0

Event I d 0

JobTypel d 1

Api sJobKey :

bj ectl d 0

Pl ugi nCode : SCC

Pl ugi nNane : PluginCreator

Host I d 0

Rol el d :

Jobl ds {}
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Example 21: Oracle Tablespace point in time recovery (TSPITR)

Rest or e- SmBackup - Pl ugi nCode SCO -
a

- Backupl ryDestinatio

987450

Thi s exanpl e syntax performs an Oracl e point

d 65 -Auxili

AppCDj

n - /m

ec
t/a

t1d_' SLES11SPANONE.
Dest'’

ux

dl . engl ab. net a|
-Oracl eTabl espaces TS1 -

Rest ore ' SLES11SPANONE. gdl . engl ab. net app. com Pl TNASDB'

Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed
IsVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d

208

9/ 11/ 2020 9:40:12 AM

Fal se
Fal se
Fal se
Fal se
Fal se
0

Queued

None
{}

Example 22: Oracle Pluggable database point in time recovery

2t

net ap
ases

%(p. com Pl TNASDB'
acl e n

Until Sc

in time recovery for a tabl espace using SCN

B. com Pl TNASDB'
DBUNQ -

Rest or e- SmBackup - Pl ugi nCode SCO - AppChj ect|d ' SLES11SPANONE. gdl . en
-Backupl d 65 -AuxiliaryDestination "/ mt/auxDest' -O aclePluggable

OracleUnti| Scn 987450

Thi s exggR‘I e syntax perforns an Oracle point in time recovery for a Pluggabl e dat abase(PDB)
usi ng .
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Rest ore
Id
StartTi me
EndTi me
I sCancel | abl e
| sRestartabl e
| sConpl et ed
I sVisible
| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d

' SLES11SP4ANONE. gdl . engl ab. net app. com Pl TNASDB'

209
9/11/2020 10:40:12 AM

Fal se
Fal se
Fal se
Fal se
Fal se
0

Queued

None
{}

Example 23: Oracle point in time recovery for tablespace of a pluggable database

(TSPITR)

Rest or e- SnBack —PI ugi nCode, SCO - AppOhj e t
S

\ Pl TNASDB'

Oracl ePl uggabl eDaPabases PDBUNQ -

Thi s exanpl
pl uggabl e

5 - Auxili

|gerforms an
se(

a DB) usi ng
Rest ore

Id

StartTi nme

EndTi ne

I sCancel | abl e
| sRestartabl e

Id ' SLES11SP4ANONE. gdI . engl ab. net app. com
aryDe tination_'/mt/auxDest' >OracléTabi espaces 1S109 -
cleUntilTime '2020-09-11 20: 39: 00

tOracle point in tine recovery for a tabl espace belonging to a
ime

' SLES11SP4ANONE. gdl . engl ab. net app. com Pl TNASDB'

210
9/ 11/ 2020 10:40:12 AM

Fal se
Fal se
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| sConpl et ed . Fal se

I sVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us . Queued
Owner

Error

Priority : None
Tasks {}

Par ent Jobl D 0
Event | d 0

Example 24: Oracle Tablespace point in time recovery (TSPITR) from secondary

Rest or e- SnBackuE - Pl ugl nCode, SCO - AppQbj ect|d ' SLES11SPANONE. gdl engl ab. net app. com
\ PI TNASDB' - Bac u I d 5 -AuxiliaryDestination '/ mt/auxDest'

O acl eTabI es -OracleUntil Scn 987450 - Archive ®Primry="svni-

scE2554— 64 R706221F756V1 NFS DB_DB1_DATA"; Secondar y="hnkn_sec: R706221F756V1_NFS_DB_DB1_DATA ds
scc2554- 263 2%1 R7062§1F756V1 NFS_DB DB1_LOG'; Secondar y="hnkn_sec: R706221F756V1_NFS DB DB1_LOG mirr

Thi s exanpl e syntax performs an Oracle point in time recovery for a tabl espace using SCN from
secondary.

Name : Restore ' SLES11SPANONE. gdl . engl ab. net app. coml Pl TNASDB'
Id : 232
StartTi me : 9/11/2020 11:40:12 AM
EndTi me
I sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
IsVisible . Fal se
| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Description :
St at us . Queued
Owner
Error
Priority : None
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Tasks
Par ent Jobl D
Event | d
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Restore-SmRepositoryBackup

Restores the SnapCenter database.

Syntax

Rest or e- SrrReBg
<String>] -

Backu
me <String> [-Res

oreFile

Detailed Description

Restores the SnapCenter database.

[ - Host Narrel <Stri ng> [[-SMSbaseLkI
ystem [ <Comon

]3 <String>
ar amet er s

L] [ - BackupPat h

Parameters
Name Description Required? Pipeline Input Default
Value

HostName Specifies the SnapCenter database host name. If the true true

[SnapCenter database is hosted by a failover cluster (ByPropertyName)

instance (FCI), then specify the FCI owner host name.
[SMSbaseUrl Specifies the SnapCenter Server URL. This URL false true

is required when you are executing the PowerShell (ByPropertyName)

command from a database host.
BackupPath Specifies the path where the SnapCenter repository is  [false true

stored. (ByPropertyName)
BackupName Specifies the name of the backup to restore. true true

(ByPropertyName)

RestoreFileSystem Specifies that the file system can be restored when false true

backups are missing. (ByPropertyName)

Examples

Example 1: Restoring a database backup

tore- SnRRe ositorgBac
6_10. 32. 00

Res
s09_09-15-20

Thi s exanpl e syntax restores the specified database backup.

ku
‘a3

45

BackupNane MYSQL_DS_SC Reposi t ory_nva- x3550-

You can retrieve -BackupName by using Get-snRepositoryBackups.

401



Send-SmDataCollectionEms

Starts the EMS data collection process. This is primarily an internal cmdlet and generally should not
be used by customers.

Syntax
Send- SnDat aCol | ecti onEms [ <CommonPar anet er s>]

Detailed Description

Starts the EMS data collection process. EMS data collection messages are sent by default on a
weekly basis. You can use the Set-SmDataCollectionEmsSchedule cmdlet to change the default
schedule. This is primarily an internal cmdlet and generally should not be used by customers.

Parameters

Name Description Required? Pipeline Input Default
Value
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Set-SmAuditSettings

Set the audit file retention, size and location.

Syntax

Set - SmAudi t Settings - MaxFil eSi ze <String> - MaxSi zeRol | Backups <EntityType> -AuditLogDirectory
<String> [-Universal Time <Severity>] [<ComonPar aneters>]

Detailed Description

Sets the audit file maximum size, the maximum number of audit file backups to retain, and location
for audit file.

Parameters
Name Description Required? Pipeline Input Default
Value
MaxFileSize The audit file size that triggers a roll over. true false
MaxSizeRollBackups The number of roll over audit files that are retained. true false
IAuditLogDirectory The location where audit files are generated. true false
UniversalTime Enables message logging in UTC time for installations  [false false
in different geographical locations. Use $True to enable
UniversalTime or $False to disable UniversalTime.
Examples

Example 1: Setting audit log settings

Set - SmAudi t Setti ngs - MaxFil eSize 10MB - MaxSi zeRol | Backups 10 - AuditLogDirectory C:\auditing\

This exanpl e sets audit |og settings.

MaxFi | eSi ze . . . MaxSi zeRol | Backups
Uni versal Time LogDirectory

10485760 o 10
Fal se C:\auditing\
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Set-SmCertificateSettings

Enables you to modify the certificate settings for the SnapCenter Server host or a SnapCenter plug-
in host.

Syntax

Set-SnCertificateSettings [-Server] [-Enable] [-Disable] [<ComonParaneters>]

Set-SnCertificateSettings [-Host] [-HostNane] <String> [-Enable] [-Disable]
[ <CommonPar anet er s>]

Detailed Description

Enables you to modify the certificate settings for the SnapCenter Server host or a SnapCenter plug-
in host.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Enables the Snapcenter server to perform SSL Secure |true false
validations.
Host Specifies that you want to perform SSL Secure true false
validations on Snapcenter Host.
HostName Specifies the name of the host on which you want to true false
perform SSL Secure validations.
Enable Specifies the Snapcenter server or host to enable SSL  |true false
Secure validations.
Disable Specifies the Snapcenter server or host to disable SSL  |true false
Secure validations.
Examples

Example 1: Updating certificate settings for server

Set-SnCertificateSettings -Server -Enable

This exanpl e syntax sets certificate settings for server. Enables the server to perform SSL
secure validations.
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Enabling certificate validation on server

Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Obj ect 1 d

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

51

3/12/ 2021 1:42:58 PM
3/ 12/ 2021 1:42:59 PM
Fal se

Fal se

Fal se

True

Fal se

100

Conpl et ed

None
{1

38

NONE
NONE

{}

Example 2: Updating certificate settings for Host

Set-SnCertificateSettings -Host

Thi s exanp

secure

Nane :
R71104B320CV1. nva. gdl

val

e
id

I d

- Host Name R71104B320CV1. nva. gdl . engl ab. net app. com - Enabl e

s%/_nt ax sets certificate settings for host. Enables the host to perform SSL
ations.

Enabling certificate validation on Host
.engl ab.’ net app. com

52
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StartTi nme :3/12/2021 1:47:06 PM

EndTi ne : 3/12/2021 1:47:13 PM
I sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True
| sSchedul ed . Fal se
Per cent ageConpl eted : 100
Descri ption :

St at us : Conpl et ed
Owner

Error

Priority : None
Tasks {}
Par ent Jobl D 0
Event | d 0
JobTypel d . 38
Api sJobKey :
Objectld 0

Pl ugi nCode : NONE
Pl ugi nNane : NONE
Host I d 0

Rol el d :

Jobl ds {}
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Set-SmCloneDataSet

Modifies an existing clone dataset.

Syntax

Set - SnCl oneDat aSet [ - Dat aSet Nane] <Stri n?> [[-Description] <String> [LEPOI icies] <String>]
[ - Pl ugi nCode] <Pl ugi nCode> [-C oneTol nstance] <String> [-Resources] <Hashtable[]> [[-Suffix]
<String>] [[-Schedul erCredential Name] <Stri ,ng>1, [[-ArchivedLocat ors] <Hashtabl e[]> L—

Enabl eEnmi | | [-Enmi | Preference <Snknmi| NotificalionPreference>] [[-Email Froni <Siring ]: [[-

Emai | To] <String>] [F[ - Emai | Subj ect] <Stri n%j] [[-Emai | Body] <String>] [-CustonSnapShotFomat
<String>] [-CuStomText <String>] [-RenoveCustonSnapShot]” [ <ComonPar aneters>]

Detailed Description

Modifies an existing clone dataset.

Parameters
Name Description Required? Pipeline Input Default
Value
DataSetName Specifies the name of the clone dataset you want to true true
modify. (ByPropertyName)
Description Modifies the optional description of the clone dataset. false true
(ByPropertyName)
Policies Modifies which policies are attached to the clone false true
dataset. (ByPropertyName)
PluginCode true true
(ByPropertyName)
CloneTolnstance (Changes the SQL Server instance that you want to clone [true true
to. All databases in the clone dataset are cloned to this (ByPropertyName)
instance.
Resources Modifies the list of resources you want to add to true true
the clone dataset. You must provide the resource (ByPropertyName)
information in a hashtable, and it must contain the
resource name and type, and the host on which it is
located. For example, ®{"Host"="localhost";"Type"="SQL
Database";"Names"="Instance\Database"} Valid
Type values are: SQL Database, SQL Instance, SQL
[Availability Group. You can include comma-separated
values for Names.
Suffix Modifies a clone name suffix. All clones you create with [false true
one clone job are appended with the same suffix name. (ByPropertyName)
SchedulerCredentialName false true
(ByPropertyName)
JArchivedLocators false true
(ByPropertyName)
EnableEmail Specifies whether to enable or disable e-mail. false false
EmailPreference Specifies when you will receive e-mail notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
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Name Description Required? Pipeline Input Default
Value

EmailFrom [Specifies the sender's e-mail address. false true
(ByPropertyName)

EmailTo Specifies the recipient's e-mail address. false true
(ByPropertyName)

EmailSubject Specifies the subject of the e-mail. false true
(ByPropertyName)

EmailBody Specifies the body of the e-mail. false true
(ByPropertyName)

CustomSnapShotFomat Specifies the custom Snaphsot copy naming format. false true
(ByPropertyName)

CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)

RemoveCustomSnapShot Specifies the removal of the custom Snapshot copy false true
naming format associated with the dataset. (ByPropertyName)

Examples

Example 1: Modifying a clone dataset with a new suffix

Set - SnTCl oneDat aSet

Dat aSet Name

f 3. sddev. n%/corrpany comd' ;" Typ
s

Cl oneTol n

ance vise-

newSuf fi x

ayrol |
Dat abases”; "

falsq express -Suffix

dat aset —Resources
Names" ="vi se-

This exanpl e syntax nodifies a clone dataset by adding a new suffix.

Descri ption

CreationTi nme
Modi fi cationTi ne

Enabl eEnwi |

Emai | SMTPSer ver
Emai | From

Enmi | To

Emai | Subj ect

Enabl eSysLog

Pr ot ecti onG oupType
Enabl eAsupOnFai | ure
Policies

Host Resour ceMapi ng
Configuration

8/ 6/2015 2:27: 08 PM
8/ 6/ 2015 2:27:08 PM

Fal se
Cl one
Fal se
{}
{}

" Host " ="vi
3\ SQLExpr ess\ payrol | "}

SMCor eCont ract s. SnCl oneConfi gurati on
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Last BackupsSt at us
VerificationServer
Enwi | Body

Enai | Noti fi cati onPreference :

VerificationServerlnfo
Schedul er SQLI nst ance

Cust onirext

Cust onSnapshot For nat

Sear chResour ces
ByPassRunAs

| sCust onSnapshot

Mai nt enanceSt at us

Pl ugi nProt ecti onG oupTypes
Nane

Fal se
Fal se

Producti on

payrol | _dat aset

Type G oup
I d
Host
User Nane
Passphrase
Del et ed Fal se
Aut h SMCor eCont ract s. SmAut h
I sCl one Fal se
Cl onelLevel 0
Example 2: Modifying a clone dataset
PSS ey My comaany. ot 2T %y pare: EQ{ng{ Ielﬁggteg§¢‘t‘ %gogrs:ageq 3\ SQ_"E;;)I’ ess\ payrol |, vise-

f3 sddev conpan com"“T e"=
\SQ_EXptr’TgSS{ngl’vae } d/p

oneTol nstance vi se' f3\ sql express

Thi s exanpl e syntax nodifies a clone dataset

Descri ption

CreationTi ne
Modi fi cati onTi ne

Enabl eEnmi |
Emai | SMIPSer ver
Emai | From

8/ 6/ 2015 3:06: 25 PM
8/ 6/ 2015 3:06: 25 PM
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Emai | To
Emai | Subj ect

Enabl eSysLog . Fal se

Pr ot ecti onG oupType : Cone

Enabl eAsupOnFai | ure . Fal se

Pol i ci es {}

Host Resour ceMapi ng {}

Configuration : SMCor eCont ract s. SnCl oneConfi gurati on

Last BackupsSt at us
VerificationServer

Emai | Body

Enwi | Noti ficationPreference :
VerificationServerlnfo
Schedul er SQLI nst ance

Cust onirext

Cust onSnapshot For mat

Sear chResour ces . Fal se
ByPassRunAs . Fal se

| sCust onSnapshot

Mai nt enancesSt at us : Production

Pl ugi nProt ecti onG oupTypes

Nane . payrol | _dataset
Type . Group

Id

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContract s. SmAut h
I sCl one . Fal se

Cl onelLevel 0
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Set-SmCloneJob

Modifies an existing clone job.

Syntax
Set - SnCl oneJob [- G oneJobNanme] <String> [-Plugi nCode] <Pl ugi nCode> [-Cl oneTol nst ance]
<String> [-C oneToHost] <String> [-Descri |ot| on <String>] r Resour ceG oupNanme <Stri ng>] [
Resour ces <Hasht abl eL] >1 [ - Enabl'eAsupOnFal | ure [,<Boo| ean>]] [-Enabl eSysLog [ <Bool ean>] -
Enabl eEnwmi I'] [-Enmi | Preference <Snknmil NotificationPreference>] [<ConhonParaneters>]
Detailed Description
Modifies an existing clone job based on the parameters provided.
Parameters
Name Description Required? Pipeline Input Default
Value
CloneJobName true true
(ByPropertyName)
PluginCode true true
(ByPropertyName)
CloneTolnstance true true
(ByPropertyName)
CloneToHost true true
(ByPropertyName)
Description false true
(ByPropertyName)
ResourceGroupName false true
(ByPropertyName)
Resources false true
(ByPropertyName)
EnableAsupOnFailure false true
(ByPropertyName)
EnableSysLog false true
(ByPropertyName)
EnableEmail false false
EmailPreference false false
[AutoAssignMountPoint false true
(ByPropertyName)
IAssignMountPointUnderPath false true
(ByPropertyName)
CloneType false true
(ByPropertyName)
Suffix false true
(ByPropertyName)
[ArchivedLocators false true
(ByPropertyName)
[CustomSnapShotFomat false true
(ByPropertyName)

411



Name Description Required? Pipeline Input Default
Value
CustomText false true
(ByPropertyName)
[SchedulerCredentialName false true
(ByPropertyName)
Schedules false true
(ByPropertyName)
SchedulerType false true
(ByPropertyName)
[Schedulerinstance false true
(ByPropertyName)
DeleteCloneOnScheduleExpiry false true
(ByPropertyName)
PreScriptCommand false true
(ByPropertyName)
PreScriptArguments false true
(ByPropertyName)
PostScriptCommand false true
(ByPropertyName)
PostScriptArguments false true
(ByPropertyName)
ScriptTimeOut false true
(ByPropertyName)
EmailBody false true
(ByPropertyName)
EmailFrom true true
(ByPropertyName)
EmailTo true true
(ByPropertyName)
EmailSubject true true
(ByPropertyName)
EnableEmailAttachment false true
(ByPropertyName)
Examples
Example 1: Modifying a clone job to add a suffix.
Set - SnTCl oneJob - Resour ceGr oupNa - Cl oneJobNane CLMJob Pl ugi nCode Q_ C1 oneTol nst ance
R708202074BV1\ SQL2019 - oneToHost 708202074BV1. hnk2. com - Suf fi x cI one

Thi s exanpl e syntax nodifies a clone job by adding a new suffix.

Resul t . SMCoreContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
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Cont ext
Job

CLMJob Cl onePol i cy

Id

StartTi me
EndTi ne

I sCancel | abl e
| sRest art abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

SMCor eCont r act s. SmJob

Clone life cycle of Resource G oup

151
8/ 25/ 2020 6:14: 05 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

NONE
NONE

{}

Example 2: Modifying a clone job

'CLMJob' with policy

Set - SnTCl oneJob - Resour ceGr oupNane RGL - C oneJobNane CLMJob - Pl ugi nCode SCSQL - Cl oneTol nst ance

R70E202074BV1\SQL2019 OO oneToHost R708202074BV1. hnk2. com - Assi gnMount Poi nt Under Path ' C

\ wor - Suf f

Thi s exanpl e syntax nodifies a clone job
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Resul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job

Name . ;
"CLMJob_Cl onePol i cy
I d :
StartTi me

EndTi ne

I sCancel | abl e

| sRestart abl e

| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed
Descri ption

St at us

Omner

Error

Priority

Tasks

Par ent Jobl D

Event I d

JobTypel d

Api sJobKey

Ooj ectl d

Pl ugi nCode

Pl ugi nNane

Host I d

Rol el d

Jobl ds

SMCor eCont ract s. SMResul t

SMCor eCont r act s. SmJob

Clone life cycle of Resource Goup 'CLMIob' with policy

157
8/ 25/ 2020 6:17:34 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

NONE
NONE

{}
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Set-SmConfigSettings

Enables you to modify the configuration settings for the SnapCenter Server host or a SnapCenter
plug-in host.

Syntax

Set - SnConf i gSettings [-Server] -configSettings <Hashtabl e> [ <CommonPar anet er s>]

Set - SnConfi gSettings_[-Agent] [-HostNane] <String> -configSettings <Hashtabl e>
[ <CommonPar anet er $>]

Set - SnConf i gSetti ngs [-Pl ugi n%o[ - Host Nan‘el <String> [-Plugi nCode] <Pl ugi nCode> -
configSettings <HaSht abl e>"[ <ComonPar anet er s>|

Detailed Description

Enables you to modify the configuration settings for the SnapCenter Server host or a SnapCenter
plug-in host.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Modifies the configuration values for the server on which [true false
[SnapCenter is installed.
configSettings Specifies in a hash table the configuration settings you  [true false
lwant to modify.
IAgent Specifies that you want to modify configuration values fortrue false
the SMCore agent.
HostName Specifies the name of the host on which you want to true false
modify configuration settings.
Plugin Specifies that you want to modify the configuration true false
information of the plug-in host.
PluginCode Specifies the plug-in code for the plug-in host for which  [true false
you are modifying configuration settings.
Examples

Example 1: Modifying multiple configuration settings for a custom plugin

Set - SnConfi gSettings -Agent -Host Name SNAPCENTERL113. sccore.test.com - con

figSettings
®( " SERVER_API _TI MEQUT_I'N_SEC'="300"; "ALLOAED_CMDS"="nount *; unnmount *"} g g

This exanpl e syntax sets 2 configuration settings key-values for a custom plug-in.
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Nane Val ue

SERVER_API _TI MEQUT_I N_SEC 300
ALLOWNED_CMDS nmount *; unnount *

Example 2: Modifying a single configuration setting on the SnapCenter Server

Set - SnConfi gSettings -Server -configSettings & "W ndowsRenot el nstal | ProcessTi neout "="900"}

Thi s exanpl e syntax nodifies the specified configuration setting on the SnapCenter Server.

Nane Val ue

W ndowsRenot el nstal | Process. .. 900

Example 3: Setting the chunk size for which files are grouped for a directory restore
from primary storage

Set - SnConfi gSettings -Server -configSettings & "PrinmaryRestoreFil eChunkSi ze"="500"; }

This exanpl e syntax specifies the file chunk size to restore from pr
default primary restore chunk is 500. You can increase or decrease
size nmust be greater than O.

the hank" 30%e, That the
Example 4: Setting the chunk size for which files are grouped for a directory restore
from secondary storage

Set - SnConf i gSettings -Server -configSettings &" SecondaryRestoreFil eChunkSize "="8";}

Thi s exanpl e syntax specifies the file chunk size to restore fromsecondary storage. The
default secondary restore chunk is 8. You can increase or decrease the chunk size, but the
size must be greater than O.

Example 5: Setting a custom port
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Set - SnConfi gSettings - Agent -configSettings & "PORT"="8174"} - Host Nane
SNAPCENTERIL13. sccore. test.com

Thi s exanpl e syntax specifies the custom port nunber for the SMCore agent as 8174

Nane Val ue

PORT 8174

Example 6: Setting load sharing mirror retry
Set - SnConfi gSetti ngs -Agent -configSettings & "|snsl eep"="9997"} - HostNane | ocal host

This exanpl e syntax sets the |oad sharing mrror retry time to 9997 nmlliseconds to enable
load sharing mrrors to finish updating before retrying nount or restore operations
Narre Val ue
| ssl eep 9997

Example 7: Setting the access method of SQL log backups for reseed and restore
operations of availability group database

Set - SnConfi gSettings -Server -configSettings ®& "ReseedLogBackupMunt"="true"]

The exanpl e s¥ntax,sets the | og backup's access as nount and copY for restore and reseed
operations of availability group database. Setting the flag to frue indicates that the SQ
avallablllt% group databaSe reseed and restore opérations Shoul d mount the | og backups on
the target hoSt rather than accessing themas a network share

The default value is "false".
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Set-SmCredential

Modify a credential registered with the SnapCenter Server.

Syntax
Set-SrrCredenti al -Name <Stri ng> -Ty e <SrrAut hMbde> [ Subscri p nld <Stri ng>1 [-CientSecret
<Secu tr| ng;]sé eTenant Id <Stri ng -Cientld <String>] [- anceNan‘e <String>] [-Force]

-Credenti al dential > [ <Combn ar anet er s>]

Detailed Description

Modify a credential registered with the SnapCenter Server. It could be for other plug-ins or for other
NetApp cloud storage.

Parameters
Name Description Required? Pipeline Input Default
Value

Name Specifies the name of the Credential Account. true true

(ByPropertyName)
Type Specifies the authentication mode. true true

(ByPropertyName)
Subscriptionld Specifies the Azure NetApp subscription ID. false true

(ByPropertyName)
ClientSecret Specifies the Azure NetApp client secret. false true

(ByPropertyName)
Tenantld Specifies the Azure NetApp tenant ID. false true

(ByPropertyName)
Clientld Specifies the Azure NetApp client ID. false true

(ByPropertyName)
InstanceName false true

(ByPropertyName)
Force false true

(ByPropertyName)
Credential true true

(ByPropertyName)
Examples
Example 1: Set Azure Credential
Set - SnCredenti al - Nane azure - TyBe AzureCredential -Subscriptionld 546698hg-6e2a-43fb-
a43b- 0f 2a97108756 - C i ent Secret ” 99634c34- 6d2a- 9 f b-a47b-0j hg9710037d - Tenant | d

25434c84-982a- 9 f b- a47b- 0h6f 97076037d -Clientld 87dg98hg- 6€2a- 498b- nB3b- 0p2a97134756

Example 1: Modify AIX Credential
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Set - SnCredenti al -Nanme ' RunAsl' -Credential Type 'A X
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Set-SmDataCollectionEmsSchedule

Sets your EMS data collection schedule.

Syntax

Set - SnDat aCol | ecti onEnsSchedul e [-Credenti al Nape] <String> [-Daysinterval] <Int16> [[-
Start Dat eTi ne] <DateTi me>] [ <ConmonPar anet er s>|

Detailed Description

Sets your EMS data collection schedule. When scheduling EMS data collection you must configure a
Run As account. You can configure the start date and time, as well as the frequency of the EMS data
collection.

Parameters
Name Description Required? Pipeline Input Default
Value
CredentialName true false
DayslInterval Specifies the frequency with which you want to run EMS [true false
data collection, in days. The default is every 7 days.
StartDateTime Specifies the date and time you want to start EMS data |[false false
collection. For example, -StartDateTime "6/20/2015 1:00
AM"
Examples

Example 1: Configuring the EMS data collection schedule

Seig 6(5)% aCol | ecti onEnmsSchedul e -Daysl nterval 14 -RunAs runas_nane -StartDateTi me "6/20/2015

configures your EVMS data collection schedule to run every two weeks,
th at “1: 00 am and provides a valid Run As account nane:
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Set-SmDataCollectionEmsTarget

Specifies the target storage system to which you want to send your EMS data collection messages.

Syntax

Set - SnDat aCol | ecti onEnsTarget [-Target] <String> [ <CommonPar anet er s>]

Detailed Description

Specifies the target storage system to which you want to send your EMS data collection messages.
You are not required to set up the EMS data collection target storage system. If you omit the EMS
data collection target, SnapCenter sends the EMS storage collection messages to the first in your list
of storage system connections, and retries subsequent connections upon failure.

Parameters
Name Description Required? Pipeline Input Default
Value
Target Specifies your target storage system name. If you true false
need to identify the storage system name, run Get-
[SmStorageConnection to view a list of storage system
names.
Examples

Example 1: Setting the EMS data collection target storage system

Set - SnDat aCol | ecti onEnsTar get - Target SVML

Thi s exanpl e syntax sets the target storage systemto which you want to send your EMS data
col |l ection messages.

Tar get
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Set-SmDatasetMaintenance

Sets a dataset to maintenance or production mode.

Syntax

Set - SnDat aset Mai nt enance - Dat aset Name <String> [-Mai ntenanceSt at us] <SmVai nt enanceSt at us>

[ <CommonPar anet er s>]

Detailed Description

Sets a dataset to maintenance or production mode. No scheduled jobs are executed for a dataset in

maintenance mode.

Parameters
Name Description Required? Pipeline Input Default
Value
DatasetName The dataset name. true true
(ByPropertyName)
MaintenanceStatus The maintenance status of the dataset. The maintenancelftrue true
status is Production or UnderMaintenance. (ByPropertyName)

Examples

Example 1: Setting a dataset to production mode

Set - SnDat aset Mai nt enance - Dat aset Nane Payrol | _Dat aset

Thi s exanpl e syntax set the specified dataset to producti on node.

- Mai nt enanceSt at us Producti on
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Set-SmDisasterRecovery

Enables storage disaster recovery.

Syntax

Set - SnDi sast er Recovery [-Enabl e] [<CommonPar anet er s>]

Set - SnDi sast er Recovery [-Di sabl e] [ <ConmonPar anet er s>]

Detailed Description

Enables or disables storage disaster recovery.

Parameters
Name Description Required? Pipeline Input Default
Value
Enable Specifies the SnapCenter Server to enable storage true false
disaster recovery.
Disable Specifies the SnapCenter Server to disable storage true false
disaster recovery.
Examples

Example 1: Enabling storage disaster recovery

Set - SnDi sast er Recovery - Enabl e

Thi s exanpl e syntax enabl es storage di saster recovery.

Set - SnDi sast er Recovery
Bef ore enabl i n? this optio
o]

active on the secondary s

ey [Y] Yes

Id

[A] Yes to AIl [

1971

n, make sure all the SCSQ. resources are online and

Nl No [L] Noto All

[S] Suspend

rage. Are you sure you want to enable di saster recovery??
[?] Help (default is
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StartTi nme

EndTi ne

I sCancel | abl e . Fal se
| sRestartabl e . Fal se
| sConpl et ed . Fal se
I sVisible : True

| sSchedul ed . Fal se
Per cent ageConpl eted : 0
Descri ption :

St at us : Runni ng
Owner

Error

Priority : None
Tasks {}
Par ent Jobl D 0
Event | d 0
JobTypel d

Api sJobKey :
Objectld 0

Pl ugi nCode : NONE
Pl ugi nNane

Host I d 0

Rol el d

Jobl ds

ErrorRecords : {}
_nessage
_error Code 0

Example 2: Disabling storage disaster recovery

Set - SnDi sast er Recovery -Di sabl e

Thi s exanpl e syntax disabl es storage di saster recovery.
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Id

StartTi me
EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

Er r or Recor ds

_message
_error Code

1970

Fal se
Fal se
Fal se
True
Fal se

Runni ng

None
{1

NONE
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Set-SmDomain

Modify a domain registered with SnapCenter Server.

Syntax
Set - SmDonmi n - Name <String> [-Protocol <String> {-FQDN <String>] [-|PAddresses <String>] [-
DCHost Nanmes <String>] [-Credential <PSCredential >] [ <ConmonParanet ers>]
Detailed Description
Modify a domain registered with SnapCenter Server.
Parameters
Name Description Required? Pipeline Input Default
Value
Name NETBIOS name of the registered domain to be modified. [true true
(ByPropertyName)
Protocol Protocol of the domain to be modified. By default the false true
protocol value is LDAP. You can specify LDAPS to use (ByPropertyName)
the secured windows active directory communication.
FQDN FQDN of the domain to be modified. Used for both false true
LDAP and LDAPS protocol, when you provide the (ByPropertyName)
correct FQDN while adding or modifying the domain with
LDAP protocol, the domain resolves and the IP address
that you might have entered using the IPAddresses
parameter is not stored.
IPAddresses Domain IP Addresses of the disjoint domain to be false true
modified. When you provide the correct FQDN while (ByPropertyName)
adding or modifying the domain, the domain resolves
and the IP address is not stored.
DCHostNames Domain host name of the disjoint or the same domain  |[false true
to be modified. For LDAPS protocol, DCHostNames is (ByPropertyName)
a mandatory parameter. The IP address should resolve
and the user should not be permitted to manually provide
the IP address.
Credential Provides local workgorup administrator credentials to false true
execute a Set-SmDomain cmdlet. This is an optional (ByPropertyName)
parameter only can exercise if Open-SmConnection is
broken due to Active Directory connectivity using LDAPS
protocol.
Examples

Example 1: Modify a domain registered with SnapCenter Server.

Set - SnDormai n - Nane adl12 - FQDN adl2.test. netapp. com -1 PAddresses 192.168. 0. 44
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Modi fied the domain adl2.

Id 0

Name ©adl2

Donai nFQDN : adl2.test.netapp.com
DCHost | PAddr esses : 192.168.0.44

Trust edDonai ns

Creat edOn

Modi fi edOn :

Por t : 389

Pr ot ocol . LDAP

DCHost Nanes

Example 2: Modifying a registered domain protocol from LDAP to LDAPS.

Set - SnDorai n - Nanme adl12 - DCHost Nanmes W52K12DC. ad12.t est. net app. com - Prot ocol LDAPS

Modi fied the domain adl2.

Id 0

Narme ©adl2

Donai nFQDN : adl2.test.netapp.com

DCHost | PAddr esses : 192.168.0.44

Trust edDonai ns

Cr eat edOn

Modi fi edOn

Por t : 636

Pr ot ocol . LDAPS

DCHost Nanes : WB2K12DC. ad12. t est . net app. com

Example 3: Modifying a registered domain protocol from LDAPS to LDAP.

Set - SnDonmai n - Nane adl2

Modi fied the domain adl2.

Id 0
Nanme ;. adl2
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Dormai nFQDN
DCHost | PAddr esses
Tr ust edDomai ns
Creat edOn

Modi fi edOn

Port

Prot oco

DCHost Nanes

Example 4: Execute Set-SmDomain when Open-SmConnection is broken due to

Active directory.

adl2.test.netapp.com

389
LDAP

Set - SmDomai n - Nane adl2 - FQDN adl2.test. netapp.com -Credenti al adm ni strator

Modi fi ed the domain adl2

Id

Nanme

Dormai nFQDN
DCHost | PAddr esses
Tr ust edDomai ns
Creat edOn
Modi fi edOn

Port

Prot oco

DCHost Nanes

0
adl2
adl2.test.netapp.com

389
LDAP
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Set-SmDownloadRepository

Modifies the location of the installation package download repository.

Syntax

Set - SmDownl oadRepository -Path <String> [ <CommonPar anet er s>]

Detailed Description

Modifies the location of the installation package download repository.

Parameters
Name Description Required? Pipeline Input Default
Value
Path New plug-in repository path. true true
(ByPropertyName)
Examples

Example 1: Modifying the installation download repository location

Set - SnDownl oadReposi tory -Path "c:\inet pub\ ww oot\ SnapCent er\ Reposi tory"

Thi s exanpl e syntax specifies a new repository |ocation.
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Set-SmESXInfo

Updates the parent ESX information for SQL hosts.
Syntax
Set - SMESXI nf 0o - Host Name <String> [ <CommonPar anet er s>]

Detailed Description

Updates the parent ESX information for SQL hosts. The host must be of SQL type.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName The name of the SQL host. true true
(ByPropertyName)
Examples

Example 1: Updating the parent ESX information for an SQL host

Set - SnESXI nf o - Host Name csndev-snsql - 02. sddev. myconpany. com - Ver bose

Thi s exanpl e syntax updates the parent ESX information for the specified SQ host.

VERBCSE: Start Set-SmESXI nfo
ESX i nfornation updated successfully
VERBOSE: Set - SWESXI nfo ended successful ly.
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Set-SmHost

Modifies either the port or the group Managed Service Account (gMSA) or the credential name of the
host.

Syntax
Set - SnHost - Host Name <String> [-Port <UI nt 16>b[ Crede al Name <String>] [-UseGVBA
<Bool ean>] [-GVSANanme <String ] [ - Push Ser ver Credenti al sToSCV <Switc h ranmet >] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>

Detailed Description

Modifies either the port or the group Managed Service Account (QMSA) or the credential name of the
host. Only one parameter can be modified at a time.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName The name of the host whose port or credential name will |true true
be modified. (ByPropertyName)
Port The port to be modified. false true
(ByPropertyName)
CredentialName The credential name to be modified. false true
(ByPropertyName)
UseGMSA Modify the plug-in services logon from gMSA to domain |[false true
or LocalSystem. (ByPropertyName)
GMSAName The group Managed Service Account (QMSA) name to  [false true
be modified. (ByPropertyName)
PushServerCredentialsToSCV Push the credentials to the SCV host. false true
(ByPropertyName)
Force false true
(ByPropertyName)
Examples

Example 1: Modifying port from 8145 to 8185

Set - SnHost - Host Nane hl -Port 8185

This exanpl e nodifies the port of host hl to 8185.

Example 2: Modifying credential name from RunAs1 to RunAs2

Set - SnHost - Host Nane hl - Credenti al Nane RunAs2
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This exanpl e nodifies the credential name of host hl to RunAs2.

Example 3: Modifying group Managed Service Account (JMSA) name from
NewDomain\gMSAName1$ to NewDomain\gMSAName2$

Set - SmHost - Host Nane hl1. NewDomai n. com - UseGVBA: $t rue - GVSANane NewDomai n\ gMSANane2$

This exanple nodifies the gMSA nanme for host hil. NewDormai n. com to NewDomai n\ gMSANanme2$.

Example 4: Disabling group Managed Service Account (gMSA)

Set - SnHost - Host Nane hl. NewDomnmi n. com - UseGVBA: $f al se

Thi s exanpl e _di sabl es the gMSA and nodifies the plug-in services to Domain or Local System for
host h1. NewDonai n. com
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Set-SmHostKey

Set-SmHostKey [-HostNames] [-Whatlf] [-Confirm] []

Syntax

synt axltem

{ & nanme=Set - SnHost Key;

CommonPar anet er s=Tr ue; Wor kf | owConmonPar anet er s=Fal se;
par anet er =System Cbj ect[]}}

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
(Confirm false false
HostNames Specifies list of hostnames to generate unique key true true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
\Whatlf false false
Input Type
inputType --------- ®ftype=}

Return Values

returnValue ----------- ®{type=}
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Set-SmLogSettings

Sets the log file retention for SnapCenter, hosts, and plug-ins.

Syntax

Set - SmLogSettings. [-Se
-JobLogSMaxFi | eSi ze <
[ <ConmDdnPar anet er s>]

Set - SnlLogSetti ngs
<l nt 32>"-JobLogs
[ <CommonPar anet er s>]

Set - SnLogSettings [-Plu
<| nt 64> - MaxS| zeRol | Ba
Uni ver sal Ti ne [ <Bool ean

gi n]
ckups <l nt32> -
1110

I nt 64> -LogLeve

[—I—Iostl\lane% <String> [-P
obLogsMaxFi |l e
<CommonPar anet er s>]

Detailed Description

| ugi nCodel3
Si ze <Int64> -LoglLevel

- NE\XFi | eSi ze <Int64> - MaxSi zeRol | Backups _<I nt 32>

r
6]4> -LoglLevel <LoglLevel > [-Universal Ti me [ <Bool ean>]]

Ng-AgentS] [ -Host Name] <String> - MaxFil eSi ze <|nt64> - MaxSi zeRol | Backups
xFi'leSi ze <LogLevel > [ - Uni versal Ti ne [ <Bool ean>]]

<Pl ugi nCode> - MaxFil eSi ze
<LoglLevel > [-

Sets the log file retention for SnapCenter, hosts, and plug-ins. Log file settings govern log severity

level, the maximum log file size, the maximum number of log file backups to retain, and the

maximum size for all the job log files.

Parameters
Name Description Required? Pipeline Input Default
Value
Server Indicates that you want to create log settings for the true false
SnapCenter server.
MaxFileSize The log file size that triggers a roll over. true false
MaxSizeRollBackups [The number of roll over log files that are retained. true false
JobLogsMaxFileSize Specifies the maximum file size of all job log files. true false
Job logs are created on an individual job basis.
JobLogsMaxFileSize specifies the total size for all job log
files. When job log files exceed the maximum size, the
oldest files are deleted.
LogLevel Sets the log severity level. Valid values are: all, debug, [true false
info, warn, error, fatal, or off.
UniversalTime Enables message logging in UTC time for installations  [false false
in different geological locations. Use $True to enable
UniversalTime or $False to disable UniversalTime.
IAgent Indicates the SnapCenter agent on which you wantto  [true false
create the log settings. Possible values are -server, -
host, or -plugin.
HostName Specifies the host name on which the log files are true false
created. The host should be part of the SnapCenter
managed host list and the host is required when you
lwant to create log settings for the SnapCenter host agent
or plug-ins.
Plugin Indicates that you want to specify log file settings fora  |true false

plug-in host.
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Name Description Required? Pipeline Input

Default
Value

PluginCode Indicates the plug-in code for the plug-in host on which  |true false
lyou want to specify log settings. Valid plug-in values are
[SCSQL, SCO, SCV.

Examples

Example 1: Setting SnapCenter server log settings

bLogsMaxFi | eSi ze 100MB - LogLevel Al -MaxFileSize 10MB -

Set - SmLogSetti ng
u Server

{ s -Jo
MaxSi zeRol | Backtps 10

Thi s exanpl e syntax sets SnapCenter server |og settings.

LogSettingsld 1
LogSetti ngsType . Server
LogLevel A
MaxFi | eSi ze : 10485760

MaxSi zeRol | Backups : 10
JobLogsMaxFi |l eSi ze : 104857600
Host I d

Host Nane

Pl ugi nl nfol d :

Pl ugi nCode : NONE

Example 2: Setting plugin log settings

Set - SnlLogSet ti n%g 2Pl u%i n ?Plugi nCode SMSQL - Host Name host 123 - JobLogsMaxFi |l eSi ze 100MB -

LogLevel "I nfo - MaxFil eSize 10MB - MaxSi zeRol | Backups 10

Thi s exanpl e syntax sets plug-in log settings.

LogSettingsld 1
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LogSetti ngsType
LogLevel
MaxFi | eSi ze

MaxSi zeRol | Backups :
JobLogsMaxFi | eSi ze :

Host 1 d

Host Nane

Pl ugi nl nfol d
Pl ugi nCode

Pl ugin
Info

10485760

10

104857600

SVBQL

Example 3: Setting SnapCenter host agent log settings

Set - SmLogSetti ngs -Agent -HostNane br

MaxFil eSrze 10

- MaXSi zeRol | Backups

Thi s exanpl e syntax sets plug-in |og settings.

LogSettingsld

1

LogSetti ngsType
LogLevel
MaxFi | eSi ze

MaxSi zeRol | Backups :
JobLogsMaxFi | eSi ze :

Host 1 d

Host Nane

Pl ugi nl nfol d
Pl ugi nCode

Agent
Info

10485760

10

104857600

NONE

zeRol | Backups

Thi s exanpl e syntax sets | og nessaging to Universal

Example 4: Setting log messaging to UTC time

Set - SnlogSetti ngs -Aﬁ/gnts_ - Host Name <pl ugi n- host name>_- JobLo
XSi

- MaxFi | éSi ze 10MB - 0 -Universal Time $Tr

tine.

XgnkDev -JobLogsMaxFi | eSi ze 100MB - LogLevel Info -

gsMaxFi | eSi ze 10MB - LogLevel Debug
ue
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Set-SmMaintenanceMode

Sets a host to maintenance or production mode.

Syntax

Set - SmVai nt enanceMbde [ - Host Nanmes] <String> [-MaintenanceSt at us] <SmVai nt enanceSt at us>

[ <CommonPar anet er s>]

Detailed Description

Sets a host to maintenance or production mode. No scheduled jobs are executed for a host in

maintenance mode.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames The names of the hosts for which you want to change theltrue true
maintenance mode. (ByPropertyName)
MaintenanceStatus Specifies the maintenance status of the specified true true
hosts. The maintenance status is Production or (ByPropertyName)

UnderMaintenance.

Examples

Example 1: Setting a host to production mode

Set - Smivai nt enanceMbde - Host Nanes ®(" SQ._Host")

Thi s exanpl e syntax sets the specified host to production node.

Example 2: Setting multiple hosts to maintenance mode

Set - SmVai nt enanceMbde - Host Nanes ®(" SQ._Host ",

Under Mai nt enance

"Verification_Host")

Thi s exanpl e syntax sets the specified hosts to mai ntenance node.

- Mai nt enanceSt at us Producti on

- Mai nt enanceSt at us
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Set-SmPluginConfiguration

Sets the host plug-in configuration.

Syntax
Set - SpPl ugi nCo n i ura i on - Pl ugi nCode <Pl ugi nCode> - Host Name <String> [-HostLogFo Iders
<Hasht abl'e FCI nst ancelLogFol ders <Hashtabl e[]>] [-1gnoreVscConfI guredCheck
[ <Bool ean> mmnPar anet er 5>]
Detailed Description
Sets the host plug-in configuration.
Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode Specifies the plug-in type. Valid types are SCW and true true
SCSQL. (ByPropertyName)
HostName Specifies the host name for which you are setting the true true
plug-in configuration. (ByPropertyName)
HostLogFolders Specifies the host log folders. false true
(ByPropertyName)
FClinstanceLogFolders Specifies the FCI instance log folders. false true
(ByPropertyName)
IgnoreVscConfiguredCheck false true (ByValue,
ByPropertyName)

Examples

Example 1: Setting the plugin configuration for a standalone host

S(e@t{ SnPl ugi, nConf%gy.rgn on_- Pl ugi nCode SCSOQL - Host Nanme | ocal host - Host LogFol ders

"Host " ="vi se Log Fol der"="S:\LOGB, CKUP" }

This exanpl e syntax sets the plug-in configuration for the specified standal one host.

Set - SnPl ugi nConfi gurati on
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SnapCenter has detected that your host is running on a VM |f you use an VMK or
RDM envi r onnen ou nust add a Virtual orage Consol e for vSphere type host; however, if
your VM uses i SCSI direct attached disks, you can proceed with the existing host setup!

if you are using a VMin a VMDK or RDM envi ronment
if you are using a VMwith i SCl direct attached disks only
[S] Suspend [?] Help (default is

Choose Yes,
Choose No,

"y [Y] Yes [A] Yes to All [N] No [L] No to All
Example 2: Setting the plugin configuration for a cluster host

Set - SnPl ugi nConfi guration - Pl ugi nCode SCSQL

- Host Nane V67VMCLUS - Host LogFol ders q Host " ="vevm2012r 2" 09 Fol der"="S:
% ® " Host ' ="v/ymw2012r 2" o0g, Fol der "="S; \ LogBackup"} -FC|Ins anceLogFoI ders
ance"="vi se-f6\ FCl | nstance" " Log Fol der"="R°\"}

\ LogBacku
®{g FCl Iﬁs

Thi s exanpl e syntax sets the plug-in configuration for the specified cluster

Set - SnPl ugi nConfi guration

SnapCent er has detected that our host is running on a VM |f you use an VMX or
RDM envi ronnmen ou nust add a Virtual Storage Consol e for vSphere type host; however, if
you can proceed with the existing host setup.

your VM uses i SCSI direct attached disks,

if you are using a VMin a VMDK or RDM envi ronnent
if you are using a VMwith i SCl direct attached disks only
[N] No [L] No to All [S] Suspend [?] Help (default is

Choose Yes,
Choose No,

Y [Y] Yes [A] Yes to All
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Set-SmPolicy

Modifies an existing policy.

Syntax

Set - SnPol i cy - Poli cyNane [<St ring> -Poli cyTyg]e <SnPol i cyType> - Pl ugi nPol i cyType <Pl ugi nCode>

[-Description <String>]

<ConmbnPar anet er s

Detailed Description

Modifies an existing policy.

Parameters
Name Description Required? Pipeline Input Default
Value
PolicyName Specifies the policy you want to change. true true
(ByPropertyName)
PolicyType Specifies the policy type. Valid value is Backup. true true
(ByPropertyName)
PluginPolicyType Specifies the type of plug-in. You need to specify a plug- [true true
in type because policies are settings that are specific (ByPropertyName)
to one type of plug-in. Valid plug-in policies types are
[SCSQL, SCO and HANA.
Description Specifies an optional description of the policy. false true
(ByPropertyName)
UtmType Type of up to the minute (UTM) retention settings to false true
apply to log backups. Possible values are days and (ByPropertyName)
count.
UtmCount Up to the minute (UTM) retention by count. false true
(ByPropertyName)
UtmDays Up to the minute (UTM) retention by days. false true
(ByPropertyName)
SqlBackupType [SQL backup type. Possible values are LogBackup, true true
FullBackup, and FullBackupAndLogBackup. (ByPropertyName)
DatabasesPerGroup Maximum number of databases in a group. This is false true
applicable only for full backup. (ByPropertyName)
[CopyOnlyBackup Determines whether the full backup is a copy only false true
backup. (ByPropertyName)
IAGBackupType IAvailability Group backup type. Possible false true
values are UsePreferredBackupReplica and (ByPropertyName)
UseSpecifiedBackupReplica.
IJAGBackupReplicaType [Availability Group backup replica type. Possible values [false true
are Primary, Secondary, and All. (ByPropertyName)
IAGBackupPriorityMinimum IAvailability Group backup minimum priority. false true
(ByPropertyName)
JAGBackupPriorityMaximum IAvailability Group backup maximum priority. false true
(ByPropertyName)
CreateLogFolderSnapshot Create Log folder Snapshot copy. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
EnableLogFolderSnapshot Enable Log folder Snapshot copy retention. false true
Retention (ByPropertyName)
DeleteLogFolderSnapshotin Delete log folder Snapshot copies in excess of specified |[false true
Excess count. If other options are specified, then that will be (ByPropertyName)
ignored and only the log snapshot retention value will get
modified.
DeleteLogFolderSnapshotOlder Delete log folder Snapshot copies that are older than false true
Than specified days. (ByPropertyName)
erifyLogBackup Enable log backup verification after backup. false true
(ByPropertyName)
DBCC_NOINDEX DBCC options NOINDEX. false false
DBCC_ALL_ERRORMSGS DBCC options ALL_ERRORMSGS. false true
(ByPropertyName)
DBCC_NO_INFOMSGS DBCC options NO_INFOMSGS. false true
(ByPropertyName)
DBCC_TABLOCK DBCC options TABLOCK. false true
(ByPropertyName)
DBCC_PHYSICALONLY DBCC options PHYSICALONLY. false true
(ByPropertyName)
UpdateSnapMirrorAfterbackup Update SnapMirror copy after backup. This option is not |[false true
applicable for SAP HANA policy of File-Based Backup (ByPropertyName)
type.
UpdateSnapVaultAfterbackup Update SnapVault copy after backup. This option is not |[false true
applicable for SAP HANA policy of File-Based Backup (ByPropertyName)
type.
MirrorVaultUpdateRetryCount Number of retries to ensure SnapMirror or SnapVault false true
update is triggered. (ByPropertyName)
[SnapVaultLabel Label for SnapVault copy. false true
(ByPropertyName)
[AllowSavedStateBackup JAllow saved state backup. false true
(ByPropertyName)
DeleteBackuplnExcess Delete backup in excess of specified days, it is false true
applicable to only SnapCenter Plug-in for VMware (ByPropertyName)
vSphere, if it is used with other plug-ins it will be
ignored.
DeleteBackupOlderThan Delete backups older than specified days, it is applicable [false true
to only SnapCenter Plug-in for VMware vSphere, if it is (ByPropertyName)
used with other plug-ins it will be ignored.
PreScriptCommandVerification false true
(ByPropertyName)
PreScriptArgumentsVerification false true
(ByPropertyName)
PostScriptCommandVerification false true
(ByPropertyName)
PostScriptArgumentsVerification false true
(ByPropertyName)
ScriptTimeOutVerification false true
(ByPropertyName)
ScheduleType The schedule type. Possible values are None, Hourly, false true
\Weekly, Daily, and Monthly. (ByPropertyName)
RetentionSettings Specifies in a hashtable the retention settings for the false true
policy. (ByPropertyName)
PreScriptCommand Prescript file UNC path with proper privileges for scripts |[false true
accessibility, (?\\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PreScriptArguments Specifies the prescript arguments. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
PostScriptCommand Postscript file UNC path with proper privileges for scripts [false true
accessibility, (?\\\\server\\share\path\\file? for Universal (ByPropertyName)
Naming Convention (UNC) names).
PostScriptArguments Specifies the postscript arguments. false true
(ByPropertyName)
ScriptTimeOut Specifies script timeout value in seconds. false true
(ByPropertyName)
erificationSchedule Type Specifies when to run verification. false true
(ByPropertyName)
DeleteCloneOnScheduleExpiry Removes a clone during the last run of a scheduled false true
job. If this parameter is not set, then the last run of a (ByPropertyName)
schedule also runs a clone life cycle and creates a
cloned database. This parameter does not apply to jobs
that are not scheduled or to one time job schedules.
BackupPolicyName Specifies the backup policy name. true true
(ByPropertyName)
CloneType Specifies the clone type. Possible values are Primary false true
and Secondary. (ByPropertyName)
VerifyOnSecondary Specifies whether to verify on Secondary or not. false false
NumOfBackups Number of backups to be verified. false false
PluginParams false true
(ByPropertyName)
DominoChangelnfoPath false true
(ByPropertyName)
DominoDatabaseType false true
(ByPropertyName)
DominolniPath false true
(ByPropertyName)
DominoRestoreFilePath false true
(ByPropertyName)
DominoRestoreTime false true
(ByPropertyName)
Lotus false true
(ByPropertyName)
NotesExecDirectory false true
(ByPropertyName)
DominoDisableReplication false true
(ByPropertyName)
DominolgnoreCorruptedDB false true
(ByPropertyName)
DBMCIiCmd false true
(ByPropertyName)
HandleLogWriter false true
(ByPropertyName)
MaxDBBGServerPrefix false true
(ByPropertyName)
MaxDBUpdateHistLog false true
(ByPropertyName)
[SQLCIiCmd false true
(ByPropertyName)
XUserEnable false true
(ByPropertyName)
DB2Cmd false true
(ByPropertyName)
SybaselSQLCmd false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
[SybaseManifest false true
(ByPropertyName)
[SybaseManifestDelete false true
(ByPropertyName)
[SybaseManifestFormat false true
(ByPropertyName)
SybaseTranDump false true
(ByPropertyName)
SybaseTranDumpCompress false true
(ByPropertyName)
[SybaseTranDumpFormat false true
(ByPropertyName)
(OracleBackupType Modifies the Oracle backup type. Type values are Online,|true true
Offline mount, and Offline shutdown. (ByPropertyName)
(OracleBackupScope Modifies the Oracle backup scope. This parameter is true true
only valid when the backup type is Online. Backup scope (ByPropertyName)
\values are Full, Data, and Log.
(OracleSkipPDBSaveState Modifies the skip PDB save state. This parameter is only [false true
available when you select Offline shutdown backup type. (ByPropertyName)
Values are either True or False.
DeleteAllArchivelLogs Prunes (deletes) all archive logs after Full or Log false true
backups. (ByPropertyName)
DeleteArchiveLogsOlderThan Modifies the number of days before archive logs older  |[false true
than a specified number of days are pruned (deleted). (ByPropertyName)
This parameter supports the use decimals to enable
you to specify a fraction of a day. For example, 2.5
represents 2 days and 12 hours, and 0.04 represents 1
hour.
DeleteArchiveLogFromAll Modifies whether archive logs are pruned on all false true
Destination destinations or only on backed up destinations. If the (ByPropertyName)
value is True, archive logs are pruned on all destinations.
If the value is False, archive logs are pruned only on
backed up destinations.
DeleteArchiveLogBackuplnExcess |Modifies the number of archive log backups deleted in  [false true
excess of the specified backup count. (ByPropertyName)
DeleteAchiveLogBackupOlder Modifies the number of archive log backups deleted false true
Than that are older than the specified number of days. This (ByPropertyName)
parameter supports the use decimals to enable you to
specify a fraction of a day. For example, 2.5 represents 2
days and 12 hours, and 0.04 represents 1 hour.
(CatalogBackupWithOracleRMAN false true
(ByPropertyName)
ScwBackupType Specifies the type of SnapCenter for Windows true true
backup. Valid values are CrashConsistent and (ByPropertyName)
FilesystemConsistent.
SceBackupType Specifies the backup type you want SnapCenter for true true
Microsoft Exchange Plug-in to use. (ByPropertyName)
UtmCounts false true
(ByPropertyName)
BackupTruncatedTransactionLog false true
(ByPropertyName)
BackupActiveCopies false true
(ByPropertyName)
BackupCopiesOnServer false true
(ByPropertyName)
BackupType This is a SAP HANA database specific parameter. true true
Specifies the type of SAP HANA backup. The (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

possible values are FileBasedBackup and
[SnapshotBasedBackup.

Examples
Example 1: Modifying an existing Microsoft SQL policy

Set - SnPol i cy -PolicyNane test -PluginPoli cyTyPe SCSQL - Pol i chype Backup - Sgl BackupType
Ful | Backup™ - Schedu eTer Hourly - slnterval 8 -StartTinme $Systemlime - EndTi me
$Syst emli meExpi re - Schedul er Type SQ{

Thi s exanpl e syntax nodifies an existing Mcrosoft SQL policy.

Example 2: Modifying an existing Oracle policy

Set - SnPolicy -PolicyName 1 -PolicyType Backup -Pl
- Oracl eBackupScope” FULL - Del et eAl'l Archi veLogs $t
$true -Del et eArchi veLogBackupl nExcess 5

nPol i c¥Type SCO - Oracl eBIackuP_Typte
- na

< ONLI NE
Del et eAr chi veLogFr onmAl | Desti on

Modi fies an existing Oracle policy.

Example 3: Modifying an existing Windows backup policy

Set - SnPol i cy - Pol i cyName scw _policy3 -PolicyType Backup - Pl ugi nPolicyType SCW - ScwBackupType
CrashConsi st ent

Thi s exanpl e syntax nodifies an existing Wndows SCW policy.

Example 4: Modifying an existing SAP HANA backup policy of type
SnapshotBasedBackup

Set - SnPol i cy - Poli C%Nan'e hana_snapshot based - Pol i cyType BackuP - Pl ugi nPol i cyTx/pe HANA -
BackupType ShapShot BasedBackup —UBdateSnapM rror After backup $true —%pdateSnap aul t Af t er backup
$true -SnapVaul t Label sl abel

Thi s exanpl e syntax nodifies an existing SAP HANA backup policy of type Snapshot BasedBackup.
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Set-SmProtectResource

Modifies policies and schedules of the resource.

Syntax

Set - SnPr ot ect Resour ce
Enabl eEnai | ] [-Enai | Pr
[ <CommonPar arnet er s>]

[ef rence <SnEmai

Archi vedLocat ors
| No |

Detailed Description

Modifies policies and schedules of the resource.

Parameters

Hasht abl e[b] } - Pl ug
icationPre erence>] [-

i nCode]

Remnov

< Iugi

nCode>
CusSt onSnapS

LE)t]

Name

Description

Required?

Pipeline Input

Default
Value

JArchivedLocators

Specifies in a hashtable the secondary storage
system details for each unique primary storage
system resource in the resource group. For example: -
IArchivedLocators ®{Primary="my_vs1:my_vol_iscsi";
[Secondary="my_vs1:my_vol_iscsi SECONDARY"}

false

true
(ByPropertyName)

PluginCode

Specifies the plug-in code of the host for which you
are creating a backup resource group. Valid values are
[SCSQL, SCW, and SCO.

true

true
(ByPropertyName)

EnableEmail

Specifies whether to enable or disable email.

false

false

EmailPreference

Specifies when you will receive e-mail notifications.
Possible values: Always, Never, OnError,
(OnErrorOrWarning.

false

false

RemoveCustomSnapShot

Specifies removal of the custom naming format of the
[Snapshot copy.

false

true
(ByPropertyName)

BackupArchiveLogsAfterRecent
MissingOne

This option is only valid for SCO plugin code. Specifies
that you want to backup archive log files, which are
created after the most recent missing archive log files
and ignore the files created prior to it. If this option is not
specified, then all archive log files except the missing
archive log files are be backed up.

false

true
(ByPropertyName)

ExcludeArchiveLogPathsFrom
Backup

This option is only valid for SCO plugin code. Specifies
the archive log destinations to be excluded from backup.
IArchive log files present in the specified destinations
will be excluded during log backup. Multiple entries can
be specified using comma separated list. For example:
-ExcludeArchiveLogPathsFromBackup ‘/arch/logs/on/
local/disk1, /arch/logs/on/local/disk2'.

false

true
(ByPropertyName)

Resources

Specifies the resource you want to protect. You
must provide the resource information in a key value

format, and it must contain the resource name, type,
and the host on which it is located. For example, -
Resource ®{"Host"="host.example.com";"Type"="SQL
Database";"Names"="NB-MVA-DEV054\newdb"}

For Oracle Database, the format is -Resources

true

true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
[®{"Host"="host.example.com";"Oracle Database"="db"}.
For Oracle Application Volume, the format is -
Resources ®{"Host"="host.example.com";"Application
'olume"="appVol"}.
Description Modifies policies and schedules of the resource. false true
(ByPropertyName)
Tag Enables you to apply a unique tag to help identify the false true
resources. (ByPropertyName)
Policies Specifies the list of policies associated with the resource |[false true
group. Multiple policies can be added as a comma- (ByPropertyName)
separated list.
[SchedulerCredentialName false true
(ByPropertyName)
[Schedulerlnstance Specifies the SQL Server Instance where the schedule is|false true
created and managed. This is mandatory if the policy has| (ByPropertyName)
SQL scheduler enabled.
erificationServers Specifies the list of verification servers to be associated |[false true
with the resource group. Multiple verification servers can (ByPropertyName)
be added as a comma-separated list. This parameter
is only required when you want to verify backups for
[SnapCenter Plug-in for Microsoft SQL Server resource
[groups.
[CustomSnapshotFormat Specifies that you want to use a custom Snapshot false true
copy naming format. By default, a timestamp is (ByPropertyName)
appended to the Snapshot copy name. Valid values for
[CustomSnapshotFormat are : $ResourceGroup, $Policy,
$HostName, $ScheduleType, $CustomText
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
DeleteBackupForDetachPolicies false true
(ByPropertyName)
Schedules Specifies the schedule parameters to be used in the false true
resource group. Schedule parameters can include (ByPropertyName)
the policy name, schedule type, schedule start and
lend times. You can specify multiple schedules in
a comma-separated list, for example: -Schedules
®{"PolicyName"="BackupPolicy";"ScheduleType"="OneTime"},
®{"PolicyName"="BackupPolicy";"Schedule Type"="Hourly";"StartTime"={'
05/27/2016 6:13 PM";"EndTime"="05/27/2016 6:30
PM™}
SchedulerType Specifies the scheduler type. Possible values are false true
\Windows, SQL, None. (ByPropertyName)
erificationSchedules Specifies the verification schedules you want to add false true
to the resource. The verification schedule includes (ByPropertyName)
the following parameters: "VerificationType" which
defines if and when verification is performed. The
following values are available: VERIFY_SCHEDULED
ERIFY_AFTER_BACKUP NONE "ScheduleType"
represents the schedule type for the verification.
"BackupScheduleType" represents the schedule type for
the backup -VerificationServers "WIN-DVGQDI73QR6"
needs to be provided in the above command if we
are creating verification enabled resource group for
IE?SQL plugin. Example: -VerificationSchedules
"BackupScheduleType"="Hourly";"DeferredBackupCoupt"="1";"Verification Type"="VERIFY_|SCHEDULED;"VerifyO
Jul-16 6:42:12 PM";"EndTime"="25-Jul-16 6:42:12 PM"}
(ConsistencyGroupSnapshot false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

[ConsistencyGroupWaflSync false true
(ByPropertyName)

(ConsistencyGroupTimeOut false true
(ByPropertyName)

[SnapShotCreateCommand false true
(ByPropertyName)

UseFileSystemConsistent false true

[Snapshot (ByPropertyName)

UseSnapcenterWithoutFileSystem false true

Consistency (ByPropertyName)

PreAppQuiesceCmd false true
(ByPropertyName)

PostAppQuiesceCmd false true
(ByPropertyName)

IAppQuiesceCmd false true
(ByPropertyName)

IAppUnQuiesceCmd false true
(ByPropertyName)

PreAppUnQuiesceCmd false true
(ByPropertyName)

PostAppUnQuiesceCmd false true
(ByPropertyName)

PreExitCmd false true
(ByPropertyName)

PreSnapshotCmd false true
(ByPropertyName)

PostSnapshotCmd false true
(ByPropertyName)

[ApplgnoreError false true
(ByPropertyName)

UseExternalSnapShot false true
(ByPropertyName)

ExternalSnapshotRegex false true
(ByPropertyName)

[ConfigParams false true
(ByPropertyName)

Examples

Example 1: Modifying the Protection of a resource

Set - SnPr Qt ect Resour ce - Pl ugji nCode SCSg_ -Pol i ci es ‘I‘Backup‘l?o‘l‘l cy Resour ces .

® " Host host . exanpl e. com'; Yﬁ QL Dat abase”; " Nanes A- DEVO54\ newdb" }

Descrlptlon "The protection of e resource is nodified"

- Enabl eAsupOnFai |l ure

Thi s exanpl e syntax nodifies the protection of a resource.

Example 2

Set - SnPr ot ect Resour ce - Resour ces

'Host "="sccorel i nux188. sccore, test.conf,;"U d"="Set CG Ti neout 6"; " Type"="I nst ance"; " Names" =" Set
I ugi nCode DummyPl ugi n' - consi st encygroupt i meout " Medi u
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Example 3: Enable email during protecting resource

Set - SnPr ot ect Resour ce - Pl ugi nCode ' HANA' - Resour ces
® " Host "="hanahost 01. t est ['ab. net app. com"“u d"="MDC\ R71"}

. abl eEmai | - Emai | Preference OnError O War nj n? - Emai | From ' snapcent er ®@net app. com -
Emai | To backupt ean®net app. coml - Emai | Subj ect ' SnapCenter HANA Backup Failure'

Thi s exanpl e syntax enables email notification during the protection of a HANA resource.

Example 4: Modifying the Protection of an Oracle Application Volume resource

Set - SnPr ot ect R ce -PluginCode SCO -Policies "ap
=' u

esour Vol Pol i ¢ Nbdl fied" -Resources
"R8092776CF4V1. HNK2. coni'; " Appl 1 cati on Vol ="

ﬁe appVol "} -Description "protection is
rrodlfled

Thi s exanpl e syntax nodifies the protection policy of an Oracle application volune resource.
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Set-SmReportSchedule

Modify the report schedule using this cmdlet.

Syntax
t - SmRepor t Schedul e [-Narre{ <Strj n%>v\‘[‘i Plu |n1 <Pl u Ood > H- Enabl ed [<Boo| ean>]]
[ - Schedul eTypgl <String> | Da%/OfT ek] [<S r| ng>frlE [[- TheMont h <String>] [
Tr| gerTime] " <String> [-Docunent Type] <Str| ng> |- mal I] Str ing> [-RecipientS] <String>
mmonPar anet er s>]

Detailed Description

Modify the report schedule by passing the required schedule name and the parameters. This
command can be used to enable or disable a schedule.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specify the name of the schedule to be modified. true true
(ByPropertyName)
Plugin Specify the plug-in code to generate the report. For true true
custom plug-ins, specify the custom plug-in name for (ByPropertyName)
lexample, hana, mysql. Specify 'all' to generate report for
"All Plug-ins".
Enabled Specify the state as $true or 1 to enable the schedule false true
land $false or O to disable the schedule. Disabled (ByPropertyName)
schedules will not be triggered.
[ScheduleType Specify the schedule type. Valid values are 'daily’, true true
'weekly', and 'monthly’. (ByPropertyName)
DayOfTheWeek Specify the day of the week to run the schedule. Valid  [false true
values are 'monday’, 'tuesday’, 'wednesday', 'thursday’, (ByPropertyName)
friday’, 'saturday’, 'sunday’. This field is applicable only
for weekly schedule.
DayOfTheMonth Specify the day (number) of the month to run the false true
schedule. The value should be between 0 and 28. Enter (ByPropertyName)
zero to run the schedule for the last day of the month.
This field is applicable only for monthly schedule.
TriggerTime Specify the TriggerTime HH:MM in 24 Hours format. true true
(ByPropertyName)
DocumentType Specify the format of the report to be sent over e-mail.  [true true
The valid formats are PDF and CSV. Add the comma (ByPropertyName)
separator if both the formats are needed.
FromEmail Specify the e-mail address from which the report has to  [true true
be sent. (ByPropertyName)
Recipients Specify the e-mail address to send the report. For true true
multiple e-mail ID's, seperate them by comma. (ByPropertyName)
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Examples

Example 1: Modifying plug-in of a report schedule.

Set - SmReport Schedul e - Nane schedul el - Pl ugi n SCO

This exanpl e nodifies the plug-in of an existing schedule to 'SCO . Plug-in value can be any
specific plug-in or "all'. Specify "all', to generate the report for all the configured

ug-ins. For the custom plug-ins specify the plug-in nane instead of the plug-in code for
exanpl e, hana, nysql.

Example 2: Modifying frequency of a report schedule.

S(la; -lgrrReportScheduI e -Name schedul el - Schedul eType weekly - DayOf TheWeek sunday -TriggerTinme

Thi s exanpl e nodifies the frequency of an existi ntq, schedul e to weekly. The Schedul eType,
yOf TheWeek/ DayOf TheMont h, and Trigger Ti ne constitutes a frequency; hence all these val ues
shoul d be specified to nodify the frequency.

Example 3: Modifying From and Recipients e-mail id(s) of a report schedule.

Set - SmReport Schedul e - Nane schedul el - FronEmai | user ®omai n. com - Reci pi ents
"user 1®donmai n. com user 2@donai n. cont'

Thi s exanpl e nodi fies Fromand Recipients e-mail ids of an existing schedule. FronEmail can
b_eI a_n)é single valid e-mail 1d and cipients can be a single or miltiple comm separated e-
mai | 1ds.

Example 4: Disabling a report schedule.

Set - SnmRepor t Schedul e - Name schedul el - Enabl ed $f al se

Thi s gxarrpl e di sabl Iels

re t schedul e. The paraneter $true or 1 will enable the schedul e
and $false or 0 w d

a or
di saBI e the schedul e. D sabled schedules will not be triggered.
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Set-SmRepositoryConfig

Enables you to rebuild the slave repository from the master repository and enables you to fail over
the repository to the specified node.

Syntax

Set - SnRepositoryConfig [-Server ToRebuild] <String> [[-Force]] [<ConmmonParaneters>]
Set - SnRepositoryConfig [-Rebuil dSlave] [[-Force]] [<ComonParaneters>]

Set-SrTR(LaPosi toryConfig [-ActiveMaster] <String> [[-Force]] [[-Credential] <PSCredential>] [[-
SMSbaseUr| ] <String>] [ <ConmonPar anet er s>]

Detailed Description

Enables you to rebuild the slave repository from the master repository and enables you to fail over
the repository to the specified node.

Parameters
Name Description Required? Pipeline Input Default
Value
ServerToRebuild Specifies the slave node for which you want to rebuild its [true true
repository from the master repository. (ByPropertyName)
Force Specifies that you want to force failover even when false true
the slave repository data is not in sync with the master (ByPropertyName)
repository data. NOTE: Forcing failover might result in
data loss.
RebuildSlave Specifies that SnapCenter automatically identifies the true true
slave node for which to rebuild the repository from the (ByPropertyName)
master repository.
JActiveMaster Specifies the slave node that should become the master [true true
node. (ByPropertyName)
Credential Enables you to provide domain user credentials required [false true
to perform failover operations. (ByPropertyName)
[SMSbaseUrl Specifies the SnapCenter Server base URL. The base |[false true
URL includes the name or IP address of the SnapCenter (ByPropertyName)
Server, and, if the remote system is in a different domain
than the SnapCenter Server, the domain name. For
lexample: https://SNAPCENTER_SERVER_NAME/
DOMAIN_NAME.
Examples

Example 1: Failover SnapCenter repository to the specified database server

Set - SnRepositoryConfig -ActiveMaster 10.236.221.0 -Credential nva\adm nistrator
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This exanple syntax fails over the SnapCenter repository to the specified database server.

Set - SnReposi toryConfi g
Are you sure want to failover SnapCenter repository to '10.236.221.0'7?
[Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default

"Y"):

Y

Nane

Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Oaner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Obj ect 1 d

Pl ugi nCode
Pl ugi nNane

SnapCent er Repository Failover to host '10.236.221.0
25

4/ 28/ 2017 8:20:35 AM

4/ 28/ 2017 8:20:35 AM

Fal se

Fal se

Fal se

True

Fal se

100

Conpl et ed

None
{1

35

NONE

Example 2: Rebuilding a specified slave repository

Set - SnReposi toryConfi g - Server ToRebui | d 10. 236. 221. 34

Thi s exanpl e syntax rebuilds the specified slave repository.

is
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Set - SmReposi toryConfi g

Are you sure want to rebuild SnapCenter repository on host

"y [Y] Yes

Hi gh Avai l a%liaInFty
Id
StartTi me
EndTi ne
I sCancel | abl e
| sRestart abl e
| sConpl et ed
I sVisible
| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane

[A] Yes to Al

[NN No [L] Noto All [S] Suspend

SnapCent er Repository Rebuild on host

17
4/ 28/ 2017 8:15:12 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{1

35

NONE

Example 3: Rebuilding the current slave repository

Set - SnReposi toryConfi g - Rebuil dSI ave

Thi s exanpl e syntax rebuilds the current slave repository.

'10. 236. 221. 34" ?

[?] Help (default

' 10. 236. 221. 34’

for

is
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Set - SnReposi toryConfi g
Are you sure want to rebuild SnapCenter passive repository?
[Y] Yes [A] Yes to All [N No [L] No to All

"Y'): Y

) . _Nane
H gh Availability

I d

StartTi me
EndTi me

I sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane

[S] Suspend [?] Help (default is

SnapCent er Repository Rebuild on host '10.236.221.34" for

11
4/28/2017 8:12:25 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None
{}

35

NONE

Example 4: Failing over the SnapCenter repository to the specified database server
from a remote host to SnapCenter using a base URL

Set - SnRe
https:/

P

oSi

10.

toryConfi g - Acti
2367 221. 75: 8146/

veMast er 10.236.221.34 -Credential mnva\adninistrator -SMsbaseUrl
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Sha

TOo

Set - SnReposi toryConfi g
Are you sure want to failover SnapCenter repository to '10.236.221.34"'?

"Y'): Y

[Y] Yes [A] Yes to

Nane

Id

StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed :

Descri ption
St at us
Oaner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Obj ect 1 d

Pl ugi nCode
Pl ugi nNane

ver the SnapCenter r
Center using a base

All [N No [L] Noto All

(Leﬁfsitory to the specified database server

[S] Suspend [?] Help (default is

SnapCenter Repository Failover to host '10.236.221. 34"

20

4/ 28/ 2017 8:17: 47 AM
4/ 28/ 2017 8:17:47 AM
Fal se

Fal se

Fal se

True

Fal se

100

Conpl et ed

None
{}

35

NONE

Example 5: Forcing SnapCenter repository failover with possibility of data loss

Set - SnRepos
https://10.

itoryCo

orce

or nfig -ActiveMaster 10.236.221.34 -Credential nva\adm ni strator -SMsbaseUrl
236.221. 75: 8146/ -F
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Thi s exanpl e syntax forces a SnapCenter repository failover even though data | oss m ght

occur.

Set - SnReposi toryConfi g

There could be a possible data |oss after SnapCenter repository failover to
' 10. 236. 221. 34’

"Y"):

Y

Do you still
[Y] Yes [A]

Nane

Id

StartTi me
EndTi ne

want to continue?
Yes to All  [N] No

SnapCent er
32

[L] No to All

Repository Failover to host

4/ 28/ 2017 8:24:48 AM
4/ 28/ 2017 8:24:48 AM

| sCancel | abl e Fal se
| sRestartabl e Fal se
| sConpl et ed Fal se
I sVisible True

| sSchedul ed . Fal se
Per cent ageConpl eted : 100
Descri ption

St at us Conpl et ed
Onner

Error

Priority None
Tasks {}

Par ent Jobl D 0
Event I d 0
JobTypel d 35
Api sJobKey

Obj ectl d 0

Pl ugi nCode NONE
Pl ugi nNane

[S] Suspend

[?] Help (default

' 10. 236. 221. 34’

is
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Set-SmRepositoryConfigSettings

Enables you to set MySQL High Availability repository configuration settings for the SnapCenter
Server host.

Syntax

Set - SnReposi tor%/Oonfi gSettings [-NLBO usterl P] <String> [-NLBNodel Ps] <String>
[ <CommonPar anet er s>]

Detailed Description

Enables you to set MySQL High Availability repository configuration settings for the SnapCenter
Server host.

Parameters
Name Description Required? Pipeline Input Default
Value
NLBClusterlP Specifies the NLB Cluster IP address to which the true true
SnapCenter Server NLB host is configured. (ByPropertyName)
NLBNodelPs Specifies the list of NLB node IP addresses that are part [true true
of the NLB Cluster. (ByPropertyName)
Examples

Example 1: Set MySQL High Availability repository configuration settings

Set - SnRRe Oii tlgrxcc)lo gs -NLBC uster| P 10.236.221. 0 - NLBNodel Ps

nfi t
10. 236. 221. . 236.221.

This exanpl e syntax sets the MySQL Hi gh Availability repository configuration settings.
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Set-SmRepositoryPassword

Enables you to set the repository password for the SnapCenter Server host.

Syntax

Set - SnReposi t or
[ <CommonPar ane

Detailed Description

Enables you to set the repository password for the SnapCenter Server host.

Password [-NewPassword] <SecureString> [-ConfirnPassword] <SecureString>

Parameters
Name Description Required? Pipeline Input Default
Value
NewPassword Specifies the new password to be configured for the true false
repository.
[ConfirmPassword Specifies the confirmation password to be configured for [true false
the repository.
Examples

Example 1: Set the MySQL repository password

Set - SnReposi t or yPasswor d

Thi s exanpl e syntax sets the MySQL repository password to the specified val ue.

459



Set-SmResource

Modifies custom plug-in resource or an Oracle plug-in application volume resource settings.

Syntax

<Pl ugi nCode> [ monPar anet er s>

Set - SmResour ce [[- Resourcel dl: <Stri ng>L - Host Name <String> - Pl ugi nCode <Pl ugi nCode> [-
RunAsNane <String>] [<ComonPar anet er s>]

Set - SmResour ce [<E(-)UndoDeI etion]] {[- Resourcel d] <String>] -HostNane <String> -Pl ugi nCode

Detailed Description

Used for modifying allowed attributes of a custom plug-in resource or an Oracle plug-in application
volume resource. Also used for re-adding a resource that was soft deleted (resource which is
protected).

Parameters
Name Description Required? Pipeline Input Default
Value
UndoDeletion false true
(ByPropertyName)
Resourceld : System-generated unique ID of a resource. For Oracle [false true
IApplication Volume Resource, its resource ID is of the (ByPropertyName)
format HostName\ResourceName.
HostName Specifies the name or IP address of the host, only when [true true
the Agent or Plugin parameters are specified. (ByPropertyName)
PluginCode Specifies which plug-in configuration you want to modify. [true true
Possible inputs include MSFT_SQL, SCW, SCO, HANA (ByPropertyName)
and SCU. For example, for SnapCenter Plug-in for
Microsoft SQL Server instances, the plug-in code is
MSFT_SQL.
RunAsName false true
(ByPropertyName)
[TenantDatabaseName This is a SAP HANA database specific parameter. It false true
is the name of the tenant database. This parameter (ByPropertyName)
is deprecated for MultiTenant database container
resources, it will be ignored and auto discovered
internally.
TenantType This is a SAP HANA database specific parameter. This  [true true MultiTenant
specifies the tenant type of SAP HANA Multitenant (ByPropertyName)
Database Container. SingleTenant as tenant type is
deprecated.
Examples

Example 1: Modifying custom plugin DB2 resource
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Set - SmResour ce - Host Nanme ' sccorelinux188. sccore. test. coni -Plugi nCode

"DB2' - ResourceNanme Dat abasel - ResourceType Dat abase - St or age oot Print

(I®{"tQTREE I\IQI\S/E ="l nventory_vol _sec"; " Vol umeNane"="i1 nventory_vol "; " St or ageSyst enf ="vserver_scauto_s
-l nstance

Mbdi fy Storage footprint for Database of DB2 plug-in

Cmdl et Qutput: Successfully updated the resource

Pl ugi nNane . DB2

Ui d : | NST\ Dat abasel

Par ent Ui d

SmAppFi | es :

SmAppFi | eSt orageG oups : {}

Pl ugi nPar ans : SMCor eCont ract s. SnKeyVal ueCol | ecti on
Mount Pat hs

Last BackupDat e
Last BackupsSt at us

| sProtected . Fal se

Name . Dat abasel

Type . Dat abase

Id : sccorelinux188. sccore. test.com DunmyPl ugi n\ | NST\ Domi noA
ut oDat abase

Host : sccorelinux188. sccore.test.com
User Nane

Passphrase

Del et ed . Fal se

Aut h

I sCl one . Fal se

Cl onelLevel 0

Host s

Example 2: Modifying SAP HANA Multitenant Database Container

Set - SnResource - t Name ' sc pr0204312001 gd| . | ab. net app. co -Resourceld
"scspr0204 312001 ng engl ab. neta Pp com hana\ M)1' - Plugin de "hana’ - Dat abaseNane
‘newname' - ResourceType~ 'MiltipleContainers' -SID"’ NDl' - Tenant Type ' Si ngl eTenant'
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Modi fy Dat abaseNane for SAP HANA dat abase of type Milti pl eCont ai ners.

cndl et Set- SmResource at command pi peline position 1

Successful |y updated the resource

Pl ugi nNane
ud
Par ent Ui d

SmAppFi | es

SmAppFi | eSt or ageG oups :

Pl ugi nPar ans
Mount Pat hs

pl ugi nConfi guration
Last BackupDat e
Last BackupSt at us

| sProtected

| sSW ndowsResour ce
Nanme

Type

Id

Host

User Nane
Passphrase

Del et ed

Aut h

I sCl one

Cl onelLevel

Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes

Key

NsnCbj ect | D

hana
MDC\ M1

{1
SMCor eCont r act s. SnKeyVal ueCol | ecti on

SMCor eCont r act s. SnSCSAPHANAResour cePar anet er s

Fal se

Fal se

newname

Mul ti pl eCont ai ners

scspr0204312001. gdl . engl ab. net app. coml hana\ MDC\ MD1
scspr0204312001. gdl . engl ab. net app. com

Fal se

SMCor eCont r act s. SmAut h
Fal se

0
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Example 3: Undo SmResource deletion

Set - SpResour ce - Host Name ' sccorel i nux188. sccore.test.com -Plugi nCode 'DB2' -ResourceNane
Dat abasel - UndoDel eti on

Adds the deleted resource and is available for protection.

Example 4: Edit the database name and HDB Secure User Store Key for MultiTenant
database container with multi tenants resource type.

Set - SmResour ce - Host Nane ' vp- hana2. gdl . engl ab. net R\/BP com -Plugi nCode ' HANA' - )
Dat abaseName MDC _MI nodi fi ed _agai n - ResourceType tipleContainers -StorageFoot Print

"Vol upeNane' = VP_HANA2 data' ;' St orageSystem =' buck. gdl . entql ab. netapp.co0'}) -sid’
user st orekeys ' A12KEY_nodi fi1 ed_agai n' -Tenant Type ' Mil ti Tenant"’

Al2' -

This sets the database nanme and HDB Userstore Key for Milti Tenant database container with
mul ti tenants resource type.

cndl et Set- SnResource at command pi peline position 1

Successful | y updated the resource

Pl ugi nNane : hana

Ui d : MBC\ Al2

Par ent Ui d

SmAppFi | es :

SmAppFi | eSt orageG oups : {}

Pl ugi nPar ans : SMCor eContract s. SnKeyVal ueCol | ecti on

Mount Pat hs :

pl ugi nConfi guration : SMCor eCont r act s. SnWSCSAPHANAResour cePar anet er s

Last BackupDat e
Last BackupsSt at us

| sProtected . Fal se

| sW ndowsResour ce . Fal se

Name : MDC_MT_nodi fi ed_again

Type : Ml tipl eContainers

Id . vp-hana2. gdl . engl ab. net app. coml hana\ MDC\ A12
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Host

User Nane
Passphr ase
Del et ed

Aut h

| s one

Cl oneLevel
Host s

St or ageNane
Resour ceG oupNanes
Pol i cyNanes
Key

Nsnmbj ect | D

vp- hana2. gdl . engl ab. net app. com

Fal se

SMCor eCont ract s. SmAut h
Fal se

0

Example 5: Edit the database name and HDB User Store Key for single tenant
resource type.

Set - SnResour ce - Host Nanme ' vp-hana2. gdl . engl ab. net app. coni
NDC a PeeTyps PBBont

Dat abaseNane ST _nodi fi ed - ResourceType

(R

This sets the database name and HDB User Store Key fo
dat abase nanme is required to” edi

exa
Snap

Vol uneNape' = I tun_vol ' ;" St or age

Ml ti a né
stenm =' 10. 232. 206. 5' L)
t Dat aba

KEY nodi fied - Tenant Type ' Singl eTenant’ - Tenan

€,

he tenant
ner Server v4.2 or earl

rer.

—_=

cndl et Set- SmResource at command pipeline position 1

Successful |y updated the resource

Pl ugi nNane
uid
Par ent Ui d

SmAppFi | es

SmAppFi | eSt or ageGr oups :

Pl ugi nPar anms
Mount Pat hs
pl ugi nConfi guration

hana
TDB

{}

n
o

nCode ' HANA' -

i
(?t or ageFoot Pri nt

enant
urce,

resource type.
ichis a%ged

SMCor eCont r act s. SnKeyVal ueCol | ecti on

SMCor eCont r act s. SnSCSAPHANAResour cePar anet er s

Al2' -userstorekeys
TDB'

n
n

this
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Last BackupDat e
Last BackupsSt at us

| sProtected . Fal se

| sW ndowsResour ce . Fal se

Nane : MDC_ST _nodified

Type : Miltipl eCont ai ners

Id . vp-hana2. gdl . engl ab. net app. com hana\ TDB
Host . vp-hana2. gdl . engl ab. net app. com
User Nane

Passphrase :

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h

I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

Nsnbj ect | D 0

Example 6: Edit an Oracle Application Volume Resource storage footprint

%at - S"RESOE'{:CG EHost Nane ' R8092776CF4V1. HNK2. coml - Pl ugi nCode ' SCO - Resour ceNane appVol -
or ageFoot Prin
®(®{9V0I umreNane" ="vol _test 1"; " St orageSyst enf ="10. 232. 206. 165"}, ® " Vol uneNane" ="vol _t est 2"; " LunNane

This exanple nodifies storage footprint of an Oracle Application Vol unme Resource

Set - SnResour ce
Are you sure you want to nodify the resource : 'appVol' ?

"y y [Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default is

Successful |y updated the resource

Ui d . appVol
SmAppFi | eSt orageGroups : {, , }
| sProtected . Fal se

465



Last BackupDat e
Last BackupsSt at us

Nane . appVol

Type : Application Vol une

Id : R8092776CF4V1. HNK2. com appVol
Host : R8092776CF4V1. HNK2. com
User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key 0

NsnmCbj ect | D 0

Si zeOF Smbj ect

Example 7: Edit hostname and resource name of an Oracle Application Volume
Resource

Set - SnResg_ufr ce -Host Nane ' 5809
i

( 278EAQ3V1. HNK2. comi - Pl ugi nCode ' SCO - Resour ceNane
appVol Mo i ed -Resourceld R8092776

776CF4V1. HNK2. com appVol

This exanpl e nodi fies hostname and resource name of an Oracle Application Vol ume Resource

Set - SnResour ce
Are you sure you want to nodify the resource : 'appVol' ?

[Y] Yes [A] Yes to All [N No [L] No to All [S] Suspend [?] Help (default

"Y'): Y
Successful |y updated the resource

ud : appVol Modi fi ed
SmAppFi | eSt or ageGroups : {}
| sProtected . Fal se

Last BackupDat e

is
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Last BackupSt at us :
Narme : appVol Modi fi ed

Type : Application Vol une

Id : R809278EA03V1. HNK2. com appVol Mo
Host : RB09278EA03V1. HNK2. com
User Nane

Passphr ase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
| sC one . Fal se

Cl oneLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes :

Key 0

Nsnmbj ect | D

Si zeOF Snbj ect

Example 8: Undo soft deletion of an Oracle Application Volume resource

Set - SmResour ce - Host Nane ' RB09278EA03V1. HNK2. comi - Pl ugi nCode ' SCO - Resour ceNane appVol 1 -
UndoDel eti on

Adds the del eted Oracle Application Volune resource and is available for protection.
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Set-SmResourceCredentialName

Set the credential for the SQL instance registered with the SnapCenter Server.

Syntax

Set - SmResour ceCr edent i al Name - Resour ceAut hs <Hasht abl e[] > [ <CommonPar anet er s>]

Detailed Description

Set the credential for the SQL instance registered with the SnapCenter Server based on the
credential information provided.

Parameters
Name Description Required? Pipeline Input Default
Value
ResourceAuths true true
(ByPropertyName)
Examples

Example : Setting the credential for the SQL instance by RunAs ID.

Set - SnResour ceCr ede aI Nane Re source h
®{“Credent Id‘=‘ M Nanes" =" R7082 0 4BV1\ SQL2019";}

Thi s exanpl e syntax sets the credential for the SQ instance registered with the SnapCenter
Server based on the RunAs | D provided.

AppObj ect Aut h

SMCor eCont r act s. Snmbj ect SMCor eCont ract s. SmAut h
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Set-SmResourceGroup

Modifies a resource group.

Syntax

Set - SmResour ceG oup |
Pl ugi nCode] <Pl ugi hCo
RenmbveCust omSnapShot |

- Ar
d[e>

Detailed Description

ResourceG ou

chi vedLocat ors_ <Hasht abl e[}>] [-
[-Enabl eEmai I'] [-Email Pretference <SnEmail No
BackupServers <SmBackupServer

Name] <Strin
i ficatjonPre
>] [ <ConmmonPar anet er s>|

P

?Zr [eﬁce>] [-

Modifies a resource group. You can modify policies, schedules, verification schedules, and resources
associated with the resource group.

Parameters
Name Description Required? Pipeline Input Default
Value
JArchivedLocators Specifies in a hashtable the secondary storage false true
system details for each unique primary storage (ByPropertyName)
system resource in the resource group. For example: -
IArchivedLocators ®{Primary="my_vs1:my_vol_iscsi";
Secondary="my_vs1:my_vol_iscsi SECONDARY"}
ResourceGroupName Specifies the name of the resource group that you want |true true
to modify. (ByPropertyName)
PluginCode Specifies the plug-in code of the host for which you are  |true true
modifying a backup resource group. Valid values are (ByPropertyName)
[SCSQL, SCW, and SCO.
EnableEmail Specifies whether to enable or disable email. false false
EmailPreference Specifies when you will receive e-mail notifications. false false
Possible values: Always, Never, OnError,
(OnErrorOrWarning.
RemoveCustomSnapShot false true
(ByPropertyName)
BackupArchiveLogsAfterRecent This option is only valid for SCO plugin code. Specifies |[false true
MissingOne that you want to backup archive log files, which are (ByPropertyName)
created after the most recent missing archive log files
and ignore the files created prior to it. If this option is not
specified, then all archive log files except the missing
larchive log files are be backed up.
ExcludeArchiveLogPathsFrom This option is only valid for SCO plugin code. Specifies [false true
Backup the archive log destinations to be excluded from backup. (ByPropertyName)
IArchive log files present in the specified destinations
will be excluded during log backup. Multiple entries can
be specified using comma separated list. For example:
-ExcludeArchiveLogPathsFromBackup ‘/arch/logs/on/
local/disk1, /arch/logs/on/local/disk2'.
BackupServers false true
(ByPropertyName)
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the following parameters: "VerificationType" which

Name Description Required? Pipeline Input Default
Value
Resources Specifies the list of resources to be associated with true true
the resource group. You must provide the resource (ByPropertyName)
information in a hashtable, and it must contain the
resource name and type, and the host on which it is
located. For example, ®{"Host"="localhost";"Type"="SQL
Database";"Names"="Instance\Database"} For instance-
level backup ®{"Host"="localhost";"Type"="SQL
Instance";"Names"="Instance"} For availability
group backup ®{"Host"="localhost";"Type"="SQL
IAvailability Group";"Names"="AG1"} Valid Type
values are: SQL Database, SQL Instance, SQL
JAvailability Group. You can include comma-separated
values for Names. For Oracle Database, the
format is ®{"Host"="host.example.com";"Oracle
Database"="db1,db2,.."}. For Oracle Application Volume,
the format is ®{"Host"="host.example.com";"Application
'olume"="appVol1,appVol2,.."}.
Description Specifies an optional description for the new resource  [false true
group. (ByPropertyName)
Tag Enables you to apply a unique tag to help identify the false true
resource group. (ByPropertyName)
Policies Specifies the list of policies associated with the resource |[false true
group. Multiple policies can be added as a comma- (ByPropertyName)
separated list.
[SchedulerCredentialName false true
(ByPropertyName)
[Schedulerlnstance Specifies the SQL Server Instance where the schedule isfalse true
created and managed. This is mandatory if the policy has| (ByPropertyName)
SQL scheduler enabled.
erificationServers Specifies the list of verification servers to be associated |[false true
with the resource group. Multiple verification servers can (ByPropertyName)
be added as a comma-separated list. This parameter
is only required when you want to verify backups for
[SnapCenter Plug-in for Microsoft SQL Server resource
[groups.
[CustomSnapshotFormat Specifies that you want to use a custom Snapshot false true
copy naming format. By default, a timestamp is (ByPropertyName)
appended to the Snapshot copy name. Valid values for
[CustomSnapshotFormat are : $ResourceGroup, $Policy,
$HostName, $ScheduleType, $CustomText
CustomText Specifies the custom text in the custom Snapshot copy |[false true
naming format. (ByPropertyName)
DeleteBackupForDetachPolicies  |Deletes backups for the detached policies. false true
(ByPropertyName)
Schedules Specifies the schedule parameters to be used in the false true
resource group. Schedule parameters can include (ByPropertyName)
the policy name, schedule type, schedule start and
lend times. You can specify multiple schedules in
a comma-separated list, for example: -Schedules
®{"PolicyName"="BackupPolicy";"Schedule Type"="OneTime"},
®{"PolicyName"="BackupPolicy";"Schedule Type"="Hourly";"StartTime"=['
05/27/2016 6:13 PM";"EndTime"="05/27/2016 6:30
PM™}
SchedulerType Specifies the scheduler type. Possible values are false true
\Windows, SQL, None. (ByPropertyName)
erificationSchedules Specifies the verification schedules you want to add false true
to the resource. The verification schedule includes (ByPropertyName)
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Name

Description

Required?

Pipeline Input

Default
Value

defines if and when verification is performed. The
following values are available: VERIFY_SCHEDULED
ERIFY_AFTER_BACKUP NONE "ScheduleType"
represents the schedule type for the verification.
"BackupScheduleType" represents the schedule type for
the backup -VerificationServers "WIN-DVGQDI73QR6"
needs to be provided in the above command if we
are creating verification enabled resource group for
IE?SQL plugin. Example: -VerificationSchedules
"BackupScheduleType"="Hourly";"DeferredBackupCou
Jul-16 6:42:12 PM";"EndTime"="25-Jul-16 6:42:12 PM"}

ht"="1";"Verific

htionType"="VERIFY |

SCHEDULED

;" VerifyO

(ConsistencyGroupSnapshot false true
(ByPropertyName)
(ConsistencyGroupWaflSync false true
(ByPropertyName)
ConsistencyGroupTimeOut false true
(ByPropertyName)
[SnapShotCreateCommand false true
(ByPropertyName)
UseFileSystemConsistent false true
[Snapshot (ByPropertyName)
UseSnapcenterWithoutFileSystem false true
Consistency (ByPropertyName)
PreAppQuiesceCmd false true
(ByPropertyName)
PostAppQuiesceCmd false true
(ByPropertyName)
IAppQuiesceCmd false true
(ByPropertyName)
JAppUnQuiesceCmd false true
(ByPropertyName)
PreAppUnQuiesceCmd false true
(ByPropertyName)
PostAppUnQuiesceCmd false true
(ByPropertyName)
PreExitCmd false true
(ByPropertyName)
PreSnapshotCmd false true
(ByPropertyName)
PostSnapshotCmd false true
(ByPropertyName)
|ApplgnoreError false true
(ByPropertyName)
UseExternalSnapShot false true
(ByPropertyName)
ExternalSnapshotRegex false true
(ByPropertyName)
[ConfigParams false true
(ByPropertyName)
Examples

Example 1: Modifying a custom Snapshot copy format

Set - SnResour ceGroup - Resour ceG oupNane Payr ol | Dat aset

- Cust omSnapShot Fomat

' $Cust onirext
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$Dat aset $Pol i cy$Host Nane' - Cust onText Net App

Thi s exanpl e syntax nodifies a custom Snapshot copy format.

Example 2: Modifying a HANA custom Snapshot copy format

Set - SnResour ceGroup - Resour ceG oupNane "RGL" - Pl ugi nCode HANA
- Resources ® "Host"="hanahost01.testl| ab. netapp. conl'; " U d"="MDC\ R71"}
- Cust onSnapShot Fomat ' $Cust onfText $Dat aset $Pol i cy$Host Nane' - Cust oniText Net App

Thi s exanpl e syntax nodifies a HANA cust om Snapshot copy fornat.

Example 3: Deleting associated backups when detaching a policy from a resource
group

Set - SmResour ceG oup - Resour ceG oupNane "RGL" - Pl ugi nCode SCSQ_ - Resour ces

"Host " =" W N- DV S Dat abase"; " Nanes" =" W N-
DVGQDI 73@?\“ NST_SQL12\ DBlZgg c(ﬂ%cy poPy ful Q_
- Del et eBackupFor Det achPol i cies 1

Thls exanpl e syntax nodifie

if a. resource group to del ete the backups associated with the
policy en detaching the |

s
polic

Example 4: Modifying an Oracle Plug-in resource group

Set - SmResour ceG ou 9 - Resour ceGr oupNane ' m xedRG - Resources
®( @ " Host " =" R8092 8EAO3V1 HNK2 cont. "Cracle

Dat abase ="DB11, DB1 v} = R809277GCF4V1 HNK2. cont'; e cation o
Vol une" = appVoI , appVol 3 }) -pI ugi ncode 'SCO -Policies app ol Pol i cyModi fi ed'

This exanpl e syntax nodifies the policy and resources of an Oracle Plug-in resource group.
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Set-SmResourceName

Enables you to set the system name for the specified HANA resource.

Syntax
Set - Set SmResour ceNane [ - Host Nane] <Secure g EOPI ugi nOodel <SecureString> [-Resourcel d]
<SecureString> [-ResourceNane] <SecureS | >"[ <CommonPar anet er s>]

Detailed Description

Enables you to set the resource name for the specified HANA resource. This cmdlet is applicable to
auto discovered SAP-HANA resources only.

Parameters
Name Description Required? Pipeline Input Default
Value
HostName Specifies the name or IP of the cluster or standalone true false
host you want to add.
PluginCode Specifies the plug-in code of the host. Valid value is true false
HANA.
Resourceld Unique ID of a HANA resource true false
ResourceName Specifies the new resource name. true false
Examples
Example 1: Set the Resource Name of HANA resource
Set - Set SmResour ceNane - Host Name " host 01213. snapcenter. | ocal " - Pl ugi nCode hana - Resourceld
"host 01213, snapcent er . | ocal \ hana\ MDC\ R70" " - Resour ceName " NewResotir ceNane"

Thi s exanpl e syntax sets the resource nane to the specified val ue.
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Set-SmRole

Creates a new role.

Syntax
Set - SmRol e - Nanme <String> [-Description <Strin%3] [-Perm ssions <String>] [-AssignedUsers
<String>] [-AssignedG oups <String>] [-SharedObjects] [-Del eteSharedjects]

[ <ConmDdnPar anet er s>]

Detailed Description

Creates a new role name. Enables you to assign groups and users to the role, and to assign
SnapCenter resource permissions.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the role you want to modify. true true
(ByPropertyName)
Description Describes the role you want to modify. false true
(ByPropertyName)
Permissions Specifies the permissions for the new role: Example: false true
host:read,create,delete,update;dataset:create,update,dashboard,allow |(ByPropertyName)
Use the format [<SnapCenter Resource
Name>:<permission1 name>,<permission2 name>,...];
[<SnapCenter Resource Name>...] Permission settings
for multiple SnapCenter resource names must be
separated by ";" The SnapCenter resource name is
DataSet, Policy, Backup, Host, StorageConnection,
Clone, Provision, DashBoard, Restore, Reports,
Discovery, Plugin_Installation or Migration. The
permission name is create, read, update, delete or allow.
IAssignedUsers Specifies users to be assigned to the new role: Example: [false true
[domain1\user1,domain2\user2 (ByPropertyName)
[AssignedGroups Specifies groups to be assigned to the new role: false true
Example: domain1\group1,domain2\group2 (ByPropertyName)
SharedObjects false true
(ByPropertyName)
DeleteSharedObjects false true
(ByPropertyName)
Examples

Example 1: Creating a new role and assigning permissions, users, and groups

set-snrol e -Name Payrol | AppAdni n -Description "Manage pay ol | backup operations" -Pernissions
"DashBoard: al | ow, Dat aSet ; cr eate, read, updat e, del ete™ - gnedUsers 'sddev\ adm ni strator” -
Assi gnedG oups m/a\Adm ni strators"”
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Thi s exanpl e syntax creates a new rol e and assigns the specified perm ssions,

groups to the'role.

Description :

Manage payrol |l backup operations
Nanme : Payrol | AppAdni n
Type
Id
Host
User Name
Passphrase
Del et ed . Fal se
Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se
CloneLevel : O

users,

and
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Set-SmSchedule

Creates a schedule using information you provide and also cleans up secondary backups according
to that schedule.

Syntax
Set - SnSchedul e - Schedul el nfornmati on <Hasht abl e> - TaskNane <String> [ <CommonPar anet er s>]

Detailed Description

Creates a schedule using information you provide and also cleans up secondary backups according
to that schedule.

Parameters
Name Description Required? Pipeline Input Default
Value
[Schedulelnformation Specifies mandatory schedule information in a true true
hashtable. (ByPropertyName)
TaskName Specifies the mandatory task name. true true
(ByPropertyName)
Examples

Example 1: Setting a schedule to remove secondary backups

Set - SnSchedul e - Schedul el nf ormati on ®& Schedul eType"="Hour | y"; " Start Ti me"="10: 10
AM' " "EndTi me"="11: 00 AM'; "Repeat Task_Every_Houf "="00: 15"} - TaskNane
SnapCent er _RenpbveSecondar yBackup

Thi s exanpl e syntax creates an hourly schedule with the task nane
SnapCent er _RenmoveSecondar yBackup that repeats every 15 m nutes.

TaskNane : SnapCent er _RenoveSecondar yBackup
Host s {}
Start Ti me : 5/14/2017 10:10: 00 AM

Daysof t heMont h
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Mont hsof TheYear

Daysl nt er val

DaysCOf TheWeek

Al | owDef aul ts

Repl aceJobl f Exi st
User Nane

Passwor d

Schedul er Type

Repeat Task_Every_Hour
I nterval Duration
EndTi me

Local Schedul er
AppType

Aut hvbde

Schedul er SQLI nst ance
Mont hl yFr equency
Hour

M nut e

NodeNane

Schedul el D

Repeat Task_Every_M ns :

Fal se
Fal se

Hourly

5/ 14/ 2017 11:00: 00 AM
Fal se
Fal se

SMCor eCont r act s. SnObj ect

15
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Set-SmServerConfig

Updates the High Availability cluster configuration on the SnapCenter Server and all the plug-in
hosts.

Syntax
Set - SnServer Config -Credential <PSCredential > - Updat eSMSbaseUr| <Sw t chParanet er> [ - Host Nanes
[<String>]] [-OverwiteSmsU | [<String>]] [<CommonParaneters>]

Detailed Description

Updates High Availability cluster configuration on the plug-in hosts. If no hostnames are specified, it
will be updated to all the registered hosts.

Parameters

Name Description Required? Pipeline Input Default

Value
Credential Provides domain user credentials for the user to update |true true
High Availability cluster configuration. (ByPropertyName)

UpdateSMSbaseUrl Update SnapCenter Server URL. true false
HostNames (Comma separated host names. false false
(OverwriteSmsUrl (Overwrites the SMSBaseURL. false false
Examples

Example 1: Updating High Availability cluster configuration on the SnapCenter
Server

Set - SnServer Confi g -Credential sddev\adm ni strator -UpdateSMsbaseUrl

Thi s exanpl e pd tes t he Hi gh Availability cluster configuration on all the plug-in hosts and
on the SnapCente Se rve

Narme . Configuring for SnapCenter Server URL
I d :21
StartTine : 9/3/2019 5:25:10 AM
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EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

Fal se
Fal se
Fal se
True
Fal se

Runni ng

None
{}

38

NONE
NONE

{}

Example 2: Updating High Availability cluster configuration on the specific hosts

Set - SnServer Confi g - Updat eSMSbaseUr| -Host Nanes 10. 225. 13. 94, 10. 225. 13. 96

Thi s exanpl e updates the H gh Availability cluster configuration on the specified hosts

Id
StartTi me
EndTi ne

| sCancel | abl e
| sRestartabl e

Configuring

for SnapCenter Server URL
21
9/ 3/2019 5:25:10 AM

Fal se
Fal se
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| sConpl et ed
I sVisible
| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Fal se
True
Fal se

Runni ng

None
{1

38

NONE
NONE

{}
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Set-SMSMTPServer

Specifies the SMTP server to use for sending data protection job reports to yourself or to others.

Syntax

Enai | Fro <String> [-Email To] <String> [[-

Set - SnSMTPSer ver [’E SMTPSer ver Narrel <String>
[[-Emai | Subject] <String>] ?<CommnParan‘e ers>]

r
I'sSendEmai I ] ]

Detailed Description

Specifies the SMTP server to use for sending data protection job reports to yourself or to others. The
settings are applied globally for any SnapCenter job for which you configure email notification.

Parameters
Name Description Required? Pipeline Input Default
Value
[SMTPServerName Specifies the name of the SMTP server. true true
(ByPropertyName)
EmailFrom Specifies the sender's email address. This parameter is [true true
required when you configure an SMTP server. (ByPropertyName)
EmailTo Specifies the recipient's email address. This parameter is|true true
required when you configure an SMTP server. (ByPropertyName)
IsSendEmail \When specified, sends email to the SMTP server false false
specified. This parameter is optional.
EmailSubject Specifies the subject of the email. This parameter is false false
optional.
Examples
Example 1

Set - SWSMIPSer ver smPs%endengl ab. netanucom Erml

| From zhi mao@net app. com - Emai | To
zhi mao@net app. com Enai | - Enai bject Hello
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Set-SmStorageConnection

Modifies your existing storage system connections.

Syntax

Set - SnSt or ageConnect i on [-Storage] <String> g-Port] <Ulnt16>] [[-Protocol]

<Connect Pr ot ocol >L [ksTl n’eoutl <l nt 32>] ?[- edential ] <PSCredential>] [[-Preferredl|P]
<String>] [[—D| sabl eAsupOnFai lure]] [[-D sabl eSysLog [-Type <Stora%]e$/st,emTy{Je> L—

Net AppAccount Nane <String>] [-Credential Nane <String> [D-Ne AppAccount|d’ <bigin fz )>] [-
Credential I'd <bi gint 8%0) >] "[-ResourceGroup <Stri ng>? -Platformiype <String>] [-IsSecondary]
[ - Redi scover SVM' [ <ConthronPar anet er s>]

Detailed Description

Modifies your existing storage system connections. You must create your storage system connection
in advance of performing any provisioning or data protection jobs.

Parameters
Name Description Required? Pipeline Input Default
Value
Storage true true
(ByPropertyName)
Port Specifies the port for the storage system connection. false true
80 is the default port and is used if you omit the Port (ByPropertyName)
parameter.
Protocol Specifies the communication protocol you want to use to [false true
connect to the storage system. Valid values are: HTTP (ByPropertyName)
and HTTPS.
Timeout Specifies the storage system timeout in seconds. false true
(ByPropertyName)
Credential Specifies your storage system credentials. You must false true
have created valid storage system credentials in (ByPropertyName)
advance.
PreferredIP Specifies the preferred IP address for the storage system|false true
management or data LIF IP address. (ByPropertyName)
DisableAsupOnFailure false true
(ByPropertyName)
DisableSysLog false true
(ByPropertyName)
Type Specifies the type of storage. false true
(ByPropertyName)
NetAppAccountName Specifies the Azure NetApp Account name. false true
(ByPropertyName)
NetAppAccountld Specifies the Azure NetApp Account ID. false true
(ByPropertyName)
CredentialName Specifies the Azure NetApp Credential name. false true
(ByPropertyName)
Credentialld Specifies the Azure credential ID. false true
(ByPropertyName)

482



Name Description Required? Pipeline Input Default
Value
ResourceGroup [Specifies the resource group. false true
(ByPropertyName)
PlatformType This optional parameter specifies the SVM platform type [false true
for licensing purposes. Possible values are Hardware (ByPropertyName)
and Software. Hardware indicates that you are using a
FAS or All Flash FAS plaform. Software indicates that
you are using ONTAP Cloud or ONTAP Select. If you
specify Type as ONTAP SVM as the storage connection
type, and you do not specify PlatformType, the default
value is set to Hardware.
IsSecondary false true
(ByPropertyName)
RediscoverSVM false true
(ByPropertyName)
Examples
Example 1: Modifying a storage system connection
Set - SnSt or ageConnecti on -SVM 172.17.168.13 -Port 80 -Protocol Hitp -Ti meout 70
Thi s exanpl e syntax nodifies an existing storage system connection.
cndl et Set - St or ageConnecti on at command pi peline position 1
Supply values for the foll ow ng paraneters:
(Type !'? for Help.)
Credenti al :
Set Storage connection successful
Example 2: Modifying a Azure NetApp Account
Set - St o rageConnectl on -Type Azur eNetAPpAccount - Net Account | d 1 - Net AppAccount Nane
"azureNet appAccount 1_nodi fied" -Credenti al Name "Azur e edl_nodified" -ResourceG oup
"azure_rgl nodified"
Thi s exanpl e nodi fies an existing Azure Net App Account.
Example 3: Modifying a Azure NetApp Account
Set - Snt or ageConnect i on -T¥pe Azur eNet AppAccount - Net AppAccount|d 1 NetAp A count Nane
"azur eNet appAccount1l_nodified" -Credentialld 2 -ResourceG oup "azure_rgl_nodified"
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This exanpl e nodi fies an existing Azure Net App Account.
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Stop-SmdJob

Stops a job that is in progress.

Syntax

St op- SmJob [-Jobld <Int32>] [<CommonParanet er s>]

Detailed Description

Stops a job that is in progress.

Parameters
Name Description Required? Pipeline Input Default
Value
Jobld The ID associated with the job you want to stop. false false
Examples

Example 1: Stopping a job

St op- Smlob -Jobld 1002

Thi s exanpl e syntax stops a job for the job ID specified.
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Uncatalog-SmBackupWithOracleRMAN

Uncatalog Oracle backup(s).

Syntax

Uncat al og- SmBackupW t hOr acl eRVAN [- Pl ugi n_Oode] <Pl ugi nCode> [[- Backupl ds] <String>] [[-
BackupNames] <String>] [-AppOojectld <String>] [<CommonPar anet er s>]

Detailed Description

Uncatalogs the Oracle Database backup(s) in SnapCenter with Oracle Recovery Manager (RMAN).

Parameters
Name Description Required? Pipeline Input Default
Value
PluginCode Specifies the plug-in code of the resource to be true false
cataloged.
Backuplds Specifies the id of backup that need to be uncataloged. |[false false

Multiple backup ids can be specified in a comma
separated list.

BackupNames Specifies the name of the backup that need to be false false
uncataloged. Multiple backup names can be specified in
a comma separated list.

IAppObjectld Specifies the ID of the application object. false true
(ByPropertyName)

Examples

Example 1: Uncataloging a SCO backup using backupld

Uncat al og- SmBackupW t hOr acl eRVAN - Pl ugi nCode SCO - Backupld 7

Thi s exanpl e syntax uncatal ogs a SCO backup usi ng backupl d.

Nane : Uncat al ogi ng Backup(s)

scspr1894465002_gdl _engl ab_net app_com TSPI TRDB_scspr 1894465002_08- 06- 2020_01. 13. 03. 7681_1
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Id

StartTi me
EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

48
8/7/2020 2:11: 00 AM

Fal se
Fal se
Fal se
True
Fal se
0

Queued

None

{}

29

0

SCO

SnapCenter Plug-in for Oracl e Database
0

{}

Example 2: Uncataloging a SCO backup using backupname

Uncat al og- SnmBac

kupW t hOr acl eRMAN - Pl ugi nCode SCO - Bac
scspr1894465002_gdl _engl ab_net

kuBNane
app_com TSPl TRDB_scspr 1894465002_08- 06- 2020_04. 13. 23. 4083_1

Thi s exanpl e syntax uncatal ogs a SCO backup usi ng backupnane

Name

Uncat al ogi ng Backup(s)

scspr1894465002_gdl _engl ab_net app_com TSPI TRDB_scspr 1894465002_08- 06- 2020_04. 13. 23. 4083_1

Id
StartTi nme

46
8/ 7/ 2020 2:05:40 AM
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EndTi ne

I sCancel | abl e
| sRestart abl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Omner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
Ooj ectl d

Pl ugi nCode
Pl ugi nNane
Host 1 d

Rol el d

Jobl ds

Fal se
Fal se
Fal se
True
Fal se

Queued

None
{}

29
0
SCO

SnapCenter Plug-in for Oracl e Database
0

{}

Example 3: Uncataloging a SCO backup for the desired database

Uncat a
vml34_0

nBacku

-2020_ ES

C

RNAN PIu i nCode SCO - BackupName r gal axy

564_

1
jectld 'gal axy-vml34. gdP englab netapp com DB14'

Thi s exanpl e syntax uncatal ogs a SCO backup for the desired database

Uncat al ogi ng Backup(s)

Id

StartTi me
EndTi ne

| sCancel | abl e

rgl_gal axy-vni34_08-08- 2020 _15. 11. 16. 3564_1
50
8/7/2020 2:10:40 AM

Fal se
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| sRestartabl e
| sConpl et ed

I sVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Owner

Error
Priority
Tasks

Par ent Jobl D
Event | d
JobTypel d
Api sJobKey
Objectld

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Fal se
Fal se
True
Fal se

Queued

None
{1

29
0
SCO

SnapCenter Plug-in for O acle Database
0

{}
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Uninstall-SmHostPackage

Uninstalls all host plug-in components from one or more hosts.

Syntax

Uni nst al | - SnHost Package [-Host Nanes] <String> [[-ApplicationCode] <Pl ugi nCode>] [-Force]
[ <CommonPar anet er s>]

Detailed Description

Uninstalls all host plug-in components from one or more hosts. Because this cmdlet removes all host
package components, you must confirm this operation before the uninstall proceeds with either Yes
or No. The default is Yes.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Name of one or more hosts from which you want to true true
uninstall all host package components. Host names must (ByPropertyName)
be entered using the format -HostNames ®("hostname")
lwhen uninstalling from a single host, or -HostNames
®("hostname1", "hostname2") when uninstalling from
multiple hosts. You can specify the hostname using
either the host FQDN or IP address.
JApplicationCode Specifies the application code being uninstalled from the [false true
host. The valid values are SCW, SCSQL, SCO, and SCV. (ByPropertyName)
For custom plug-ins, enter the name of the custom plug-
in. You must specify -ApplicationCode when using Oracle
Real Application Clusters (RAC) to ensure that all nodes
in the cluster are upgraded. If -ApplicationCode is not
specified, the host package is uninstalled from only one
RAC node.
Force false true
(ByPropertyName)
DoNotIncludeClusterNodes Specifies that host plug-in packages are not uninstalled |[false true
on cluster nodes. (ByPropertyName)
Examples

Example 1: Uninstalling all host package components from a host

Uni nst al | - SmHost Package - Host Nanes @®("host 2012r 2. myconpany. coni')

Thi s exanpl e syntax renoves all host package conponents fromthe specified host.
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Example 2: Uninstalling all host packages from multiple hosts

Uni nst al | - SmHost Package - Host Names @&("sql - 1. myconpany. cont', "sql - 2. myconpany. coni')
This exanple syntax uninstalls all host packages fromthe specified hosts

Example 3: Uninstalling all host packages from an Oracle RAC

Uni nst al | - SmHost Package - Host Nanes host . exanpl e. com - Appl i cati onCode SCO

Thi s exanpl e sy

€ ntax uninstalled all host packa?es fromthe specified host and uses the SCO
application code to ensure that packages on a

RAC nodes are uninstall ed.
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Update-SmBackup

Updates the raw device mapping (RDM) information of a backup.

Syntax
Updat e- SnBackup [-_Backu I%]d <| nt 64>] [ ackug <String>] [-AccessPath] <String> [-
Dat aSt or eNanme]  <Stri ng> nFi | eNang] tring mmnPa net ers>]

Detailed Description

Updates the raw device mapping (RDM) information of a backup.

Parameters
Name Description Required? Pipeline Input Default
Value
Backupld Specifies the ID of the backup to update. false false
BackupName Specifies the name of the backup to update. false false
IAccessPath Specifies the RDM file system's drive letter or mount true false
point.
DataStoreName Specifies the datastore of the RDM file at the time of the [true false
backup.
RdmFileName Specifies the RDM file path at the time of the backup. true false
Examples

Example 1: Update RDM information to backup

Updat e- SnBackup - Backupld 20 -AccessPath R\ -DataStoreNane "csndev- SM5QL- ds02"
-RdnFi | eNanme " [ csndev- SMSQL- ds02] csndev- SMSQL- vnD2\ csndev- SMSQL- vnD2_1. vndk"

Resul t : SMCor eContracts. SMResul t
Tot al Count 0
Di spl ayCount : O
Cont ext
Job : SMCor eCont ract s. Smlob
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Update-SmHostPackage

Updates existing host plug-ins package for one or more specified hosts to the currently available
plug-ins package version.

Syntax

dat e- SmHost Package_ [ - Host Names] <String> [[- Ski pPreinstall Checks]] [[-Force]]
<CommonPar anet er §>]

Detailed Description

Updates existing host plug-ins package for one or more specified hosts to the currently available
plug-ins package version.

Parameters
Name Description Required? Pipeline Input Default
Value
HostNames Name of one or more hosts for which you want to update |true true
the host package. Specifies the hosts on which you (ByPropertyName)
lwant to update the host package. You can specify one
host, or multiple, comma-separated host names. Host
names must be entered using the format -HostNames
[®("hostname") when installing to a single host, or
-HostNames ®("hostname1", "hostname2") when
installing to multiple hosts. You can specify the hostname
using either the host FQDN or IP address.
SkipPreinstallChecks Specifies that installation prechecks will not be triggered. [false true
(ByPropertyName)
Force Internal switch. false true
(ByPropertyName)
Examples

Example 1: Updating the host plug-ins package on a host

Updat e- SmHost Package - Host Nanmes ®("host 2012r 2. myconpany. coni')

Thi s exanpl e syntax updates an existing host plug-ins package on a host to the currently
avai | abl e version.

Example 2: Updating the host plugin package on multiple hosts

Updat e- SnHost Package - Host Nanes ®("sql - 1. nyconpany. cont, "sql -2. nyconpany. coni)
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Thi s _exanpl e syntax updates existing host plug-in packages on nmultiple hosts to the currently
avai | abl e version.
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Update-SmServerCluster

Updates the High Availability cluster configuration on the SnapCenter Server

Syntax
Updat e- SnServer O uster -Credential <PSCredential> [-CusterNane [<String>]] -CusterlP
<String> [ <ConmonPar anet er s>]

Detailed Description

Updates the High Availability cluster configuration on the SnapCenter Server. This can be used to
update the cluster name or cluster IP Address.

Parameters

Name Description Required? Pipeline Input Default

Value
Credential Provides domain user credentials for the user to update |true true
High Availability cluster configuration. (ByPropertyName)

ClusterName F5 cluster name. false false
ClusterlP F5 Cluster IP Address. true false
Examples

Example 1: Updates High Availability cluster configuration on the SnapCenter Server

dat e- SnSer v ste

erCluster -Credential sddev\adm nistrator -C usterNanme Sab_Pool _Update -
usterl P 10.225. 231. 160

Thi s exanpl e updates the H gh Availability cluster configuration on the SnapCenter Server.

Name : Modify High Availability for SnapCenter Server Configuration
I d . 59
StartTine : 10/ 7/ 2019 3:31:55 AM
EndTi ne
I sCancel | abl e . Fal se
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| sRestartabl e
| sConpl et ed
IsVisible

| sSchedul ed

Per cent ageConpl et ed

Descri ption
St at us
Onner

Error
Priority
Tasks

Par ent Jobl D
Event I d
JobTypel d
Api sJobKey
bj ect 1 d

Pl ugi nCode
Pl ugi nNane
Host I d

Rol el d

Jobl ds

Moni tor the pr
' Get - SmlobSunmar yReport -J

ogre
8

S
I'd

S

[o]
59

Fal se
Fal se
True
Fal se

Runni ng

None

{Update HA Paraneters in SC Repository}
0

0

38

NONE
NONE

{}

f job 59 in the Job Munitor page or by running the cndl et:
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Upload-SmPluginPackage

Uploads a custom plug-in package to SnapCenter.

Syntax

Upl oad- SnPl ugi nPackage [-Ful | Path] <String> [ <ConmpnPar anet er s>]

Detailed Description

A custom-developed plug-in is zipped along with plug-in description file. This zip file is uploaded to
SnapCenter and is later pushed to specified host.

Parameters
Name Description Required? Pipeline Input Default
Value
FullPath Specifies the path to the custom plug-in zip file. true false
Examples

Example 1: Uploading a plugin from SnapCenter Server

Open- SnConnecti on -Credential nbsdsm adm ni strat or

. PS C:\ User s\ admi ni strat or. NBSDSM> Upl oad- SnPl ugi nPackage - Absol utePath c:
\ Mongol. zi p

Upl oadi ng Cust om naned Mongo, version 1.0 from SnapCenter Server Host.

Successful |y upl oaded the plug-in package.

Cust onPl ugi nName : Mongo

Cust onPl ugi nVer si on 1.0

Cust onPl ugi nType : Mongo

Cslnfo : SMCor eContracts. SnOper ati ngSyst eml nfo
Resour ces . {SMCor eCont r act s. Sn5CCust onResour eceType}
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Requi reFi | eSystenPl ugi n : Fal se
Upl oadedFi | eNane : Mongo_1.0.zip

Example 2: Uploading a plugin from a nonSnapCenter Server Windows host
UpI oad- SnP| ugl nPackage - Absol utePath c:\custonpl ugi n\ MongoDB_1. zi p - User Credenti al nbsdsm

\adm nistrato

Thi s exanpl e syntax upl oads a custom plug-in naned MongoDB, version 1.0 from a non-SnapCenter
Server Wndows Host.

Successful |y upl oaded the plug-in package.

Cust onPl ugi nNane . MbongoDB

Cust onPl ugi nVer si on 1.0

Cust onPl ugi nType : Perl

Cslnfo . SMCor eContract s. SnOper at i ngSyst em nf o
Resour ces . { SMCor eCont ract s. SnSCCust omResour eceType}
Requi reFi | eSystenPl ugin : Fal se

Upl oadedFi | eNane : DB2_1.0.zip

498



Add-Sdigrouplnitiator

Adds one or more FCP and/or iSCSI initiators to an existing igroup on your storage system.

Syntax

Bp

Detailed Description

-Nane] <String> [-lnitiators] <Strin >
ron < tringL] [-Hos? <Etring>] [<C}3mmnParg¥r]et

e¥_5>]

St orageSysten] <String> [[-

Adds one or more FCP and/or iSCSI initiators to an existing igroup on your storage system. You
should not mix FCP and iSCSI initiators on a specified Windows node. You can mix FCP and iSCSI
initiators in a clustered scenario on a Windows node.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the igroup to which you wantto  [true true
add an array of FCP or iSCSI initiators. (ByPropertyName)
Initiators Provides a comma-separated list of the FCP or iSCSI true true
initiators you want to add to your igroup. (ByPropertyName)
StorageSystem Specifies the storage system on which your igroup is true true
defined. (ByPropertyName)
Validate false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Adding an FCP initiator to an igroup

PS C \> Add- Sdl
St orageSystem 172. 1

Thi s exanpl e syntax adds an FCP initiator to the specified igroup.

Example 2: Adding an iSCSI initiator to an igroup

9I TIGtSI :ilgor -Nane | G oupFCPDenp -Initiators "20:00:00: Oe: 13: 75: 90: 02"

PS C.\> Add- Sdl grouplnitiator -Nane | rou[JJjDSn‘n]@j- '12%” ators iqn.1991-05. com m crosoft: nmva-s24-

rx200. sddev. nyconpany. com - St or ageSystem

13
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Thi s exanpl e syntax adds an i SCSI initiator to the specified igroup.

Example 3: Adding an array of initiators to your igroup

PS C.\> Add- Sdl grouplnitiator -Nane | %roupDemJ -lnitiators iqn.1991-05.com m crosoft: nva-
s24-rx200. sddev._nycaonpany. com i gn. 1991- 05. com mi crosof t : mva- rx200- s4. sddev. myconpany. com -
St orageSystem 1727 17. 1687 13

Thi s exanpl e syntax adds an array of initiators to the specified igroup.
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Add-SdLunMap

Maps your LUN to an igroup.

Syntax

Add- SdLunMa| St or ageSyst e <String> LunPat h] <String> [-1grou <String> Sessi on
<String>] FLlost <S r%g>]"1<00mmngaran*eters>] o> [-19 Pl o> [-

Detailed Description

Maps your LUN to an igroup. You can use this on the storage system level, for Data ONTAP storage
systems. If you are performing provisioning operations, use New-SdStorage.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system on which the igroup to true true
lwhich you want to map your LUN is located. (ByPropertyName)
LunPath Specifies the LUN on your storage system. true true
(ByPropertyName)
Igroup Specifies the igroup to which you want to map your true true
LUN. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. For |[false true
internal use only. (ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Maping a LUN to an igroup on an ONTAP storage system

Add- SdLunMap - St orageSystem svml - LunPath /vol/vol 1/1unl -1group ?nyTest| group"

This exanpl e syntax maps the LUN called lunl to the igroup"nyTestlgroup"

on svmil.
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Add-SdPortSetPort

Adds a port to an existing portset.

Syntax

Add- SdPor t Set Por t I
Session <String>] [-Host <String

- Por t Set Nanre] >]<SEri ng> [-Port]

<CormmonPar anet er s>]

Detailed Description

Adds a port to an existing portset.

<String> [-StorageSysten] <String> [-

Parameters
Name Description Required? Pipeline Input Default
Value
PortSetName Specifies the name of the portset to which you wantto  [true true
add a new port. (ByPropertyName)
Port Specifies the name of the port you want to add to your  [true true
portset. (ByPropertyName)
StorageSystem Specifies the storage system on which your portset true true
resides. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. For |[false true
internal use only. (ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Connect-SdlscsiTarget

Establishes a session with your specified iSCSI target.

Syntax

Connect - Sdl scsi Tal
PUse

<St
[ <Co manPara ters

r [-T
- arget Port IPo n‘oe
r
r

ar get NodeAddr ess < ring> [-Tar
r] <Ulnt 16>] [ ni tiatorPortal dresssl <Strin
[[- CHAPPassword] <String>] [-Session <String>] F

Detailed Description

Establishes a session with your specified iSCSI target.

et Port al Addr essLO<St ring>
<String>]

Parameters
Name Description Required? Pipeline Input Default
Value
TargetNodeAddress Specifies the target node address. true true
(ByPropertyName)
TargetPortalAddress Specifies the target portal address. true true
(ByPropertyName)
TargetPortalPortNumber Specifies the target portal port number. false true
(ByPropertyName)
InitiatorPortalAddress Specifies the initiator portal address. false true
(ByPropertyName)
[CHAPUserName [Specifies your CHAP user name. false true
(ByPropertyName)
(CHAPPassword Specifies your CHAP password. false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. For |[false true
internal use only. (ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
SnapCenter Plug-in for Microsoft Windows service you (ByPropertyName)
lwant to perform the operation runs. The default is your
local machine.
Input Type

System.String System.Nullable™ 1[[System.UInt16, mscorlib, Version=4.0.0.0, Culture=neutral,

PublicKeyToken=b77a5c561934e089]]

Return Values

SnapDrive.Nsf.Interfaces.iSCSIManagement.iSCSISession
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Examples

Example 1: Connecting to an iSCSI target

C:\ > Connect - Sdl scsi Tar get - t NodeAd
9n.1992-0 conwnetaPB sn. 5405343 1f31lel
2.17.175 0 er 3260

e dr
d 94
84 -Targe rtal Port Nunmb

PS ress
h 55123478563412: vs. 5 - Target Port al Addr ess

Thi s exanpl e syntax connects you to an i SCSI target.
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Connect-SdStorage

Connects a Windows disk to a LUN.

Syntax

Connect - SdSt or age (/ Pat h <Str|ng >] -LunPath_<String> -StorageSystem <String> { SharedD| sk]
[-d usteredSh are ol un‘el3 -lgroup <String>] [- I nitiatorinfo < st|n|t|ato I'n

Port Set <String> - Aut oPi ckPort Set ] L—Au op ckMbunt Poj nt] [-ResourceG oup <Str L
RawDevi ceMa\pgl n -Datastore <String>] [-FileSystenLabel <String>] [-Session <Str| ng 1 [-
Host <String>] ([3< rmDnParan*eters>]

Detailed Description

Connects a dedicated disk, shared disk, or a clustered shared volume based on a LUN.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the drive letter or mount point: D:, D:\ false true
(ByPropertyName)
LunPath Specifies your LUN path using this format: /vol/volx/lunx [true true
(ByPropertyName)
StorageSystem Specifies the target virtual storage machine that you are [true true
going to use for provisioning. (ByPropertyName)
[SharedDisk |-nd|cates whether you need to provision your Windows [false true
disk as a shared disk. (ByPropertyName)
ClusteredSharedVolume Indicates whether you will provision your Windows disk [false true
as a Clustered Shared Volume. (ByPropertyName)
Igroup Specifies the igroup you want to use for mapping the false true
LUN. If not specified, SnapCenter Plug-in for Microsoft (ByPropertyName)
Windows automatically manages the igroup for mapping
the LUN.
Initiatorinfo Specifies the initiators you want to add to your Igroup.  [false true
(ByPropertyName)
PortSet Specifies the portset you want to use for binding your false true
igroup. If your igroup is already bound to a different (ByPropertyName)
portset, specifying this parameter unbinds your igroup
and then binds it to the portset specified here.
IAutoPickPortSet Indicates whether you want SnapCenter Plug-in for false true
Microsoft Windows to handle the portset binding (ByPropertyName)
automatically.
IAutopickMountPoint Specifies whether SnapCenter Plug-in for Windows false true
automatically picks the drive letter/volume mount point (ByPropertyName)
for the connected disk.
ResourceGroup Specifies the Cluster Resource Group you want to use  [false true
for a shared disk. (ByPropertyName)
RawDeviceMapping Specifies whether the disk is provisioned as RAW device [false true
Mapping. (ByPropertyName)
Datastore Specifies whether the datastore is to be used for RDM. |[false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
FileSystemLabel Specifies the label you want to attach to your new false true
\Windows volume. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies your target host. false true
(ByPropertyName)
Examples

Example 1: Connecting to a dedicated Windows disk

PS C.\> connect-sdstorage -StorageSystem 172.17.165.31 -path V: -LunPath /vol/santest/b09

In this exanple syntax, you connect to a dedicated disk.

Example 2: Connecting to a shared Windows disk

PS C:\ > connect - sdst or age -StorageSystem 172.17.165.31 -path V: -LunPath /vol/santest/b09 -
Shar edDi sk - ResourceG oup pro

In this exanple syntax, you connect to a shared di sk.

Example 3: Connecting to a Clustered Shared Volume

PS C

s t\ ect - sdstorage -StorageSystem 172.17.165.31 -LunPath /vol/santest/b09 -
uste

conn
edShar edVol u

In this exanple syntax, you connect to a Clustered Shared Vol une.
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Debug-SdHost

Troubleshoots your system setup.

Syntax

Debug- SdHost [-Session <String>] [-Host <String>] [<ConmonParaneters>]

Debug- SdHost [[- Rul eCat egory] <Category>] [-Session <String>] [-Host <String>]

[ <CommonPar anet er s>]

Detailed Description

Troubleshoots your system setup. You can use this cmdlet to identify problems with the following
rules: a) Validate storage connection settings. b) Export-policy rule. ¢) SMB share "continuously-

available" property. d) SMB share ACL setup. When you are troubleshooting a clustered Data

ONTAP environment, run Debug-SdHost on each node of the Windows cluster.

Parameters
Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
RuleCategory Indicates that you want to troubleshoot the specified false true
category only. (ByPropertyName)
Input Type

String, SnapDrive.Nsf.Interfaces.Category

Return Values

SnapDrive.Nsf.Interfaces.SDDebugSystem

Examples

Example 1: Debugging your host

PS C:\ > Debug- SdHost
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I'n this exanple syntax, you have checked your host for the various system setug probl ens and
found errors with the export-policy rule; the SMB share ACL setup rule, and the SMB share
"continuously-avail abl e" property rule.

Rul e . Storage connections.

Description : The storage connection rule verifies that the storage connection settings on
your host systemare valid and active.

Cat egory . General

Sour ce : NEXTGEN- BOX59

Severity : Info

Probl em : NA

| mpact : NA

Resolution : NA

Message : Success. Al your storage connection settings are valid and active.
Rul e . Export-Policy Rule

Description : The export-policy rule verifies that the client trying to access the data
objects is doing so using the SMB protocol .

Cat egory . SMB

Sour ce : NEXTGEN- BOX59

Severity : Info

Probl em : NA

I mpact : NA

Resolution : NA

Message . Success. The SMB protocol is set in the export-policy rule of all the virtual

storage servers.

Rul e : SMB share ACL setup.

Description : This rule verifies that the share ACL has host permissions, and if your host is
a part of a cluster it verifies that the share has cluster

permi ssi ons.

Cat egory : Hyper_V

Sour ce : NEXTGEN- BOX59

Severity . Error

Probl em : Your shares do not have access control set for the host or the cluster.

| npact : You cannot access these shares from your host.

Resolution : Add the host or the cluster to your share's ACL.

Message : Error. The follow ng shares do not have host or clusters set in the ACLs: \
\ Cl FS_SERW adm n$, \\ CI FS_SERW i pc$.
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Rul e : SMB share "continuously-avail abl e" property.

Description_; This rule verifies that your SMB share contains the continuously-avail abl e
property. The continuously-avail able property is nandatory for

installating a VM

Cat egory : Hyper_V

Sour ce © NEXTGEN- BOX59

Severity . Error

Probl em . Sone of the shares do not contain the continuously-avail able property.

| npact : You cannot install a VMon the share.

Resolution : Set the share property to continuously-avail abl e.

Message : Error. The following shares do not have continuously-avail abl e property set:

\\CIFS_SERW adni n$, \\ Cl FS_SERW sal es_dbshare, \\ Cl FS_SERW ACL, \\ Cl FS_SERW gt r ee,
\\ Cl FS_SERW i pc$.
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Delete-SALUNS

Syntax
Del et e- SALUNS [ -LunPath] <String[]> [-RestApi URL] <String> [-Session <String>] [-Host
<String>] [<CommonPar aneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
LunPath true true (ByValue,
ByPropertyName)
RestApiURL true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Disconnect-SdiscsiTarget

Terminates your session with the iSCSI target.

Syntax

Di sconnect - SdI scsi Target [-Sessionldentifi e'I;] <String>_ [-Target NodeAddress] <String> |-
Session <String>] [-HOst <String>] [<ConmonParaneters>]

Detailed Description

Terminates your session with the iSCSI target.

Parameters
Name Description Required? Pipeline Input Default
Value
[Sessionldentifier Specifies the session identifier. true true
(ByPropertyName)
TargetNodeAddress Specifies the target node address. true true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
SnapCenter Plug-in for Microsoft Windows service you (ByPropertyName)
lwant to perform the operation runs. The default is your
local machine.
Input Type
System.String
Return Values
System.Object
Examples
Example 1: Disconnecting from your iSCSI target session
PS C.\> DisConnect-Sdl scsi Target -Sessionldentifier fffffa800762f020-4000013700000001 -
Tar get NodeAddr ess i gn. 1992- 08" com net app: sn. 54053432d1f 311e19455123478563412: vs. 5

Thi s exanpl e syntax di sconnects you fromyour i SCSI target session.
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Disconnect-SdStorage

Disconnects your storage system from your Windows disk or SMB share.

Syntax

Di sconnect - SdSt orage -Path <String> [-1gnoreVol uneMbunt Poi nt] [-Session <String>] [-Host
<String>] [<CommonParaneters>]

Detailed Description

Disconnects your Windows disk or SMB share from your storage system.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies your LUN path or mount point using the format: [true true
D:, D:\Mount (ByPropertyName)
IgnoreVolumeMountPoint false true
(ByPropertyName)
Session Specifies the Session ID from Open-SmConnection false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Disconnecting a storage system from a Windows drive

PS C:\> Di sconnect - SDSt or age ?Path K:
Thi s exanpl e syntax di sconnect the specified drive froma storage system

Example 2: Disconnectinga storage system from a Windows mount point

PS C.\> Di sconnect - SDSt orage ?Path K:\ Mount

Thi s exanpl e syntax di sconnect the specified Munt Point froma storage system
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Dismount-SdClone

Enables dismounting a cloned storage resource.

Syntax

Di snount - SdCl one_[ - onePath] <String
[-Host <String>] [ <ConmonPar anet er s>

Detailed Description

£]> [ - ResourceType <ResourceType>] [-Session <String>]

Enables dismounting a cloned storage resource. This can be a single clone or a comma-separated
list of clones of the same resource type. Related cmdlets: Mount-SdClone, Get-SmClone, Remove-

SmClone, New-SmClone

Parameters
Name Description Required? Pipeline Input Default
Value
ClonePath Specifies the path to the clone that you want to dismount.[true true (ByValue,
This can be a single clone or a comma-separated list of ByPropertyName)
clones of the same resource type.
ResourceType Specifies the type of the resource in the false true
ClonePath parameter. The possible options (ByPropertyName)
are: "SDStorageVolume", "SDStorageLunPath",
"SDStorageDir".
Session false true
(ByPropertyName)
Host Specifies the FQDN or IP address of the host on which [false true
you want to execute the operation. (ByPropertyName)
Examples

Example 1: Dismount a clone from a given cloned path

PS C:\> Di snmount - SdC one -d onePath Prinmary_SVM/vol /Vol 11201210041488133 - Resour ceType

SDSt or ageVol une

Thi s exanpl e syntax specifies the cloned volume path and the resource type, and dismounts the
cl one.
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Vserver : Prinmary_SVvM
Ful | Pat h : Primary_SVM/vol/ Vol 11201210041488133
Juncti onPat h

Juncti onPar ent Nare :

Si zeTot al : 70931603456
Si zeUsed : 62187937792
SnapM rror Sour ce

SnapM rr or Dest

SnapVaul t Pri mary

SnapVaul t Secondary

FI exd oneEnabl ed

| sFl exd one

Vol umeSecurityStyle

Aggr egat eNane © Aggré

Aggr egat eUui d : b3525del- 9aal- 46d2- 9259- eeaef 94d34b0
FI exC oneLevel

| sLeaf

Vol uneSt at e . online

Aggr egat eAvai | abl eSpace :

Export Pol i cy : default

Vol urmreUui d . fdlbbld5-528a- 11ec- a2a8- 00a0986d2568
Omi ngVser ver Nanme : Prinmary_SVvM

Vol uneType

| sProtected . Fal se

St or ageVnKey

Vol uneKey

Vol urrel nst anceUui d
Si ze

| sRoot Vol une

| sSel ect abl e

St or ageKey

Pr ot ecti onSt at us
Conpl i anceSt at us
St at usMessage
SVMS| oKey

Vol unmeS| oKey
SpaceCuar ant ee

Physi cal Used : 7004160
| sFl exG oup :
Resour ceType . SDSt or ageVol une
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Resour ceNane : Primary_SVM /vol / Vol 11201210041488133
Ranges :

Nane : Vol 11201210041488133
Type

Id

Host

User Nane

Passphrase

Del et ed . Fal se

Aut h : SMCor eContracts. SmAut h
I sCl one . Fal se

Cl onelLevel 0

Host s

St or ageNane

Resour ceG oupNanes

Pol i cyNanes

Key 0

NsnCbj ect | D 0

Si zeOF Smbj ect

Example 2: Dismount a set of clones from the given list of cloned paths

SdC one -ClonePath Primary_SVM/vol/Vol 11201212311309514, Pri mary_SVM /vol /
5 -ResourceType SDSt or ageVol une - Ver bose

Thi s exanpl e syntax specifies the |ist of cloned vol une Bat hs and their resource type, and
di smounts the’ clones. The output 1s shortened for readability.

Vserver : Primary_SvM
Ful | Pat h : Primary_SVM /vol / Vol 11201212311309514
Vserver : Primary_SVM
Ful | Pat h : Primary_SVM /vol/ Vol 11201212315354515

VERBCOSE: (peration successful .
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Dismount-SdSnapshot

Facilitates dismounting the list of SMB shares that are mounted from the specified Snapshot copy
as a different set of shares. Facilitates dismounting the list of LUNs mounted from the specified
Snapshot copies as a different set of LUNSs.

Syntax
Di smount - SdSnapshot - Pat h <Ooj ect [ Del et eParent Ol ones]] [[-IgnoreVol umeMount Point]] [-
Session <String>] st < tring>] nmronPar anet er s>]

Detailed Description

Facilitates dismounting the list of SMB shares that are mounted from the specified Snapshot copy
as a different set of shares. Facilitates dismounting the list of LUNs mounted from the specified
Snapshot copies as a different set of LUNs. You can use this cmdlet during backup verification
operations. First, you can use Mount-SdSnapshot to mount database and log shares or LUNs
from the Snapshot copy. Next, you perform verification operations. After the backup verification

is completed, use this cmdlet to dismount the shares/LUNs. If multiple paths contain one or more
invalid paths specified in the cmdlet, the command fails for all the paths in the input. Related
cmdlets: Mount-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies a comma-separated list of SMB shares, disks, [true true (ByValue,
lor LUN mount points you want to dismount. You cannot ByPropertyName)
mix a logical disk or mount point with SMB shares in the
same input path.
DeleteParentClones false true
(ByPropertyName)
IgnoreVolumeMountPoint false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. For SMB shares, the default (ByPropertyName)
is your local machine. For LUNs, you must provide this
parameter.
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Input Type

Object][], String, SwitchParameter A volume, logical disk, or comma-separated list of shares to
dismount.

Return Values

N/A

Examples

Example 1: Dismounting multiple shares that were mounted from a Snapshot copy
Fi | eserver )

8762a1800290", "\\ SQLFi | eserver

25bb9636a486"

Tgihgrgéarrpl e syntax specifies how to di smount your Snapshot copies nmounted on the specified

Example 2: Dismounting a Snapshot of a LUN

PS C:\ > Di snount - SdSnapshot -Path |: -Host Host 1. DMN. COM

Tgi s exanpl e syntax specifies how to di smobunt your Snapshot copy nounted on the specified
rive.

Example 3: Dismounting multiple mount points

PS C.\> Di smount - SdSnapshot -Path "C:\scmmpt\ npdi sk0005\", " C:\ scrmpt \ npdi sk0O006\" - Host
1. DWN. COM

S
Host

Thi s exanpl e syntax specifies how to di smount your Snapshot copies nmounted on the specified
nmount points.
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Get-SdAluaPaths

Lists all available ALUA-enabled disks and their state.
Syntax
Get - SdAl uaPat hs [-Paths <String[]>] [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Lists all available ALUA-enabled disks and their state.

Parameters
Name Description Required? Pipeline Input Default
Value
Paths Specifies the drive letter or mount point of the file false true
system. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name of the host. false true
(ByPropertyName)
Examples

Example 1: Listing all ALUA enabled disks

PS C.\> Get - SdAl uaPat hs

This exanple syntax lists information about all ALUA enabl ed di sks.
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Get-SdDataStores

Syntax

Get - SdDat aStores [[-Shared]] [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
Shared false false
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-SdFCPInitiator

Lists FCP initiators.
Syntax
Get-SAFCPInitiator [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Lists FCP initiators.

Parameters
Name Description Required? Pipeline Input Default
Value
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
SnapCenter Plug-in for Microsoft Windows service you (ByPropertyName)
lwant to perform the operation runs. The default is your
local machine.
Input Type

System.String

Return Values

SnapDrive.Nsf.Interfaces.FCPManagement.FCFibrePortHBAAttribute
Examples

Example 1: Listing all FCP initiators

PS C.\> Get-SdFCPI ni ti at or

Thi s exanpl e syntax displays all your FCP initiators.
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Get-Sdigroup

Gets information about available igroups.

Syntax

Get-Sdlgroup [[-
St or age ystem<t

Mhb>: 5e08l bl <671 Rb) 2t Fele S5t MRy

Detailed Description

Gets information about available igroups.

LunPat h] <String>
[EommnPar]an'eters> ]

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the igroups about which you want |[false true
to retrieve information. (ByPropertyName)
Initiators Specifies any initiators included in the igroup. false true
(ByPropertyName)
LunPath Specifies the LUN on your storage system. false true
(ByPropertyName)
StorageSystem Specifies the storage system on which the igroup true true
resides. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Retrieving igroup information

PS C:\> Get-Sdlgroup -StorageSystem 172.17.168. 13

This exmapl e syntax retrieves the igroup information for the specified storage system
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Get-SdlgroupWithUuid

Syntax
Get - Sdl roupWthUui d - <Strin > -lnitiators] <Strin > LunPat h] _<Stri ng>
- g uai d ESt ring>] tor ageSyst em ggl r! mF:]L [ - Sessi on ]<St ri ng>?[{-]-lo[s[ <String>] o]
<Oommn Par anet er s>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
Name false true
(ByPropertyName)
Initiators false true
(ByPropertyName)
LunPath false true
(ByPropertyName)
LunUuid false true
(ByPropertyName)
StorageSystem true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-Sdinfo

Gets information about the SnapCenter Plug-in for Microsoft Windows instance that you are running.

Syntax

Get-Sdlnfo [-Session <String>] [-Host <String>] [<CommonParaneters>]
Get-Sdinfo [[-Details]] [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

You can use this cmdlet to retrieve the version number of the SnapCenter Plug-in for Microsoft
Windows instance you are currently running. You can use the Details parameter to get additional
information about Snapshot, discovery, virtualization, configuration, storage resolution, SMB shadow
copy, SnapRemote, administration, and provisioning services, along with the interface name.

Parameters
Name Description Required? Pipeline Input Default
Value
Session Specifies the session ID from Open-SmConnection.. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Details Gets additional information about Snapshot copy, false true
discovery, virtualization, configuration, storage resolution, (ByPropertyName)
[SMB shadow copy, SnapRemote, administration, and
provisioning services, along with the interface name.
Input Type

String, SwitchParameter
Return Values
String

Examples

Example 1: Getting the details about the SnapCenter Plug-in for Microsoft Windows
instance

PS C\> Get-Sdinfo -Details
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ailed informati on about the version and services of the SnapCenter
ows I nstance you are running.

Get-Sdinfo -Details
Version: 7.0.0.5779

Snapshot Service

I nterfaceNane: SDSnapshot_v1_1

Version: 7.0.0.5779

URLForInterface: net.tcp://|ocal host: 808/ SnapDri ve/ Shapshot
URLFor WSDL:

Di scovery Service

I nterfaceNane: SDDi scovery_vi10

Version: 7.0.0.5779

URLFor I nterface: net.tcp://|ocal host: 808/ SnapDri ve/ Di scovery
URLFor WSDL:

Virtualization Service

I nterfaceNane: SnapDrive.Nsf.Interfaces.Virtualization.!|Virtual Machi neManagenent
Version: 7.0.0.5779

URLForInterface: net.tcp://|ocal host: 808/ SnapDrive/Virtualization

URLFor WSDL:

Configuration Service

I nterfaceNane: SnapDrive. Nsf.|nterfaces. SDConfi guraiton

Version: 7.0.0.5779

URLForInterface: net.tcp://Iocal host: 808/ SnapDri ve/ Confi guration
URLFor WSDL:

St or ageResol uti on Service

I nterfaceNane: SnapDrive. Nsf.|nterfaces. SDSt or ageResol ution

Version: 7.0.0.5779

URLForInterface: net.tcp://Iocal host: 808/ SnapDri ve/ St or ageResol uti on
URLFor WSDL:

Pl ug-
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Cl FS ShadowCopy Service
I nterfaceNane: SnapDrive. Nsf.|nterfaces. SDCl FSShadowCopyManagenent
Version: 7.0.0.5779

URLFor I nterface: net.tcp://1ocal host: 808/ SnapDri ve/ Cl FSShadowCopyManagenent

URLFor WBDL.:

SnapRenote Service

I nterfaceNane: SDSnapRenpote_v1_3

Version: 7.0.0.5779

URLFor I nterface: net.tcp://1ocal host: 808/ SnapDri ve/ Shapshot Renot e
URLFor W5DL:

Admi ni stration Service

I nterfaceNanme: SDAdm n_v10

Version: 7.0.0.5779

URLFor I nterface: net.tcp://Iocal host: 808/ SnapDri ve/ SDAdm nNext
URLFor W5DL:

I nterfaceNane: SDAdni n

Version: 7.0.0.5779

URLFor I nterface: net.tcp://Iocal host: 808/ SnapDri ve/ SDAdm nl nfo
URLFor WSDL:

Provi si oni ng Service

I nterfaceName: SnapDrive. Nsf.|nterfaces. SDProvi si oni ngManagenent

Version: 7.0.0.5779

URLForInterface: net.tcp://Iocal host: 808/ SnapDri ve/ Provi si oni ngManagenent
URLFor WSDL:
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Get-Sdlscsilnitiator

Enumerates information about iSCSI sessions and initiators.
Syntax
Get-Sdlscsilnitiator [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Enumerates information about iSCSI sessions and initiators.

Parameters
Name Description Required? Pipeline Input Default
Value
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
[SnapDrive service you want to perform the operation (ByPropertyName)
runs. The default is your local machine.
Input Type

System.String SnapDrive.Nsf.Interfaces.iSCSIManagement.iSCSlInitiatorSession
Examples

Example 1: Listing all iSCSI sessions and initiators

PS C.\> Get-Sdlscsilnitiator

In this exanple syntax, you list all iSCSI sessions and associated initiators.
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Get-SdiscsiTarget

Enumerates iSCSI targets on a storage system.

Syntax

Get - Sdl scsi Target [-StorageSystenmNanme] <String> [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

Enumerates iSCSI targets on a storage system.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystemName Specifies the name of the storage system for which you [true true
lwant to list iSCSI targets. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
SanpCenter Plug-in for Microsoft Windows service you (ByPropertyName)
lwant to perform the operation runs. The default is your
local machine.
Input Type

System.String

Return Values

SnapDrive.Nsf.Interfaces.iSCSIManagement.iSCSITarget
Examples

Example 1: Listing all iSCSI targets on a storage system

PS C:\> Get-Sdl scsi Target -StorageSystenNanme vsO

In this sanple syntax, you get infornation about i SCSI targets on a specified storage system

Example 2: Listing all iSCSI targets on a storage system
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PS C:\> Get-Sdl scsi Target -StorageSystem 172.17.11.122

In this sanple syntax, you get infornation about i SCSI targets on a specified storage system
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Get-SdLun

Gets information about the LUNs created on your storage system.

Syntax

Get - SdLun_[ - St or ageSyste <String> -LunPat h] <String> -Session <String> - Host
<String>][[<Com%n%rang1ers>] o> [l ] o] ol

Get - SdLun - Seri al Nunber <String> [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Gets information about the LUNs created on your storage system.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the name of the storage system on which your [true true
LUN is located. (ByPropertyName)
LunPath Specifies the path of the LUN on your storage system. [false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
SerialNumber true true
(ByPropertyName)
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Get-SdLunMap

Gets information about all the mapped LUNs and the igroups to which they are mapped.

Syntax

Get - SdLunMap [- StorageSysten] <String> [[-LunPath] <String>] [-Session <String>] [-Host
<String>] [<CommonPar anet ers>]

Detailed Description

Gets information about all the mapped LUNs and the igroups to which they are mapped.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system on which the igroup, to true true
lwhich you mapped your LUNS, is located. (ByPropertyName)
LunPath Specifies the path of the LUN on your storage system. |[false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Get-SdLunMapWithUuid

Syntax

Get - SdLunMapW t hUui d [ - St or <String> LunPat h] <String>] [[-LunUuid] <String>] [-
Session <String>] < ConmonPar ers>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem true true
(ByPropertyName)
LunPath false true
(ByPropertyName)
LunUuid false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-SdLunWithUuid

Syntax

Get - SdLunW t hUui d [ - St or age sy
Session <String>] [-Host <St
Get - SdLunW t hUui d - Seri al Nurbe
<String>] [<CormDnParan‘et

Detailed Description

o4
er
ers>]

erq <String> [[-LunPath
ng>

[ <ComrmbnPar anet er s>

<String>] [-LunUuid <String>] [-

<String> [-LunUuid <String>] [-Session <String>] [-Host

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem true true
(ByPropertyName)
LunPath false true
(ByPropertyName)
LunUuid false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
SerialNumber true true
(ByPropertyName)
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Get-SdNfsExport

Syntax
Get - SANf sExport [-DataPaths] <String[]> [-ExportPath] <String> [-Session <String>] [-Host
<String>] [<ConmonParanet ers>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
DataPaths true true (ByValue,
ByPropertyName)
ExportPath true true (ByValue,
ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-SdPlugln
Syntax

Get - SdPl ugln [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-SdPluginResource

Syntax

Get - SdPI ugl nResource -Files <String[]> [-ConputerNanme <String>] [-Session <String>] [-Host

<String>] [<CommonParaneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
Files true true
(ByPropertyName)
(ComputerName false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Get-SdPortSet

Gets information about available portsets.

Syntax

Get - SdPor t Set - Port Set Nane] . <String> - St or ageSyst e <String> - Get LunMappi ngs -
Sessi on <Strin£:]L] [ - Host <St]ring>] [g rrEmnPara%etsxe/rs>]"1 o> [l ppingsl] [

Detailed Description

Gets information about available portsets.

Parameters
Name Description Required? Pipeline Input Default
Value

PortSetName Specifies the name of the portset about which you want [false true

to get information. (ByPropertyName)
StorageSystem Specifies the name of the storage system on which your [true true

portset resides. (ByPropertyName)
GetLunMappings Indicates that you want to get information about the false true

number of LUN mappings. (ByPropertyName)
Session false true

(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true

you execute the operation. The default is your local (ByPropertyName)

machine.
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Get-SdSMBShadowCopyEmsMessage

Gets SMB shadow copy EMS messages from the event log, so that you can find backup failure

details.

Syntax

Cet - SdSMBShado

Host <String>]

Detailed Description

EnsMessage - Path <Cbject> -SearchPattern <String> [-Session <String>] [-
mmonPar afnet er s>]

Gets shadow copy EMS messages that contain specified SMB shadow copy ID search criteria from
the virtual storage server, so that you can view the SMB shadow copy failure details.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the SMB share path for shadow copy EMS true true (ByValue,
messages. Enter one path only. If you enter more than ByPropertyName)
one path value, the search is performed only on the first
path. You cannot mix a logical disk or mount point with
[SMB shares in the same input path.
[SearchPattern Specifies a regular expression search criteria, so that true true
you can search for EMS messages pertaining to a (ByPropertyName)
specific backup failure event.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

Object, String Object is an instance of SDCifsShare or a string with path of the host side object.

Return Values

SnapDrive.Nsf.Interfaces.ShadowCopyEmsInfo SnapDrive.Nsf.Interfaces.ShadowCopyEmsinfo
contains full information about the shadow copy EMS message.

Examples
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Example 1: Getting shadow copy EMS messages for a specified ID

PS C:\> Get- SdSMBShadowCopyEnsMessage -Path \\10.53.41. 218\root - SearchPattern *9831ed56-
ee2e- 11el- 994b*

Gets shadow copy EMS nessages that contains specified SMB shadow copy I D search criteria from
the virtual storage server for the SMB shadow copy.

Gets shadow copy EMS nessages that contains specified SMB shadow copy I D search criteria from
the virtual storage server for the SMB shadow copy.

Example 2: Getting all SMB shadow copy EMS message on a virtual storage server

PS C.\ > Get - SdSMBShadowCopyEnsMessage -Path \\172.17. 165. 40\root -SearchPattern *

CGets all shadow cop%/ EMS nessages fromthe virtual storage server for the SMB shadow copy.
The nmessage you retrieve | ookS simlar

to exanple 1.
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Get-SdSnapMirror

Gets the SnapMirror relationship status for storage system volumes you specify.

Syntax
%gfsggtn?f)rh(‘g 50E<E‘[3- ||’3 % ]<String>] [[-Volune] <String[]>] [-Session <String>] [-

Detailed Description

Gets the SnapMirror relationship status for storage system volumes you specify. If you do not
specify any volumes, you retrieve SnapMirror relationships for all registered virtual storage
servers. This cmdlet is supported in clustered Data ONTAP 8.2 and later. Related cmdlets: Invoke-
SdSnapMirrorUpdate

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the primary storage system name or IP false true
address containing the volumes for which you want to (ByPropertyName)
retrieve the SnapMirror relationship status.
Volume Indicates a comma-separated list of storage system false true
volumes for which you want to retrieve the SnapMirror (ByPropertyName)
relationship status.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

String, String[], SwitchParameter storage system volumes

Return Values

SnapDrive.Nsf.Interfaces.SnapMirrorRelationshipStatus SnapMirror relationship status
Examples

Example 1: Getting SnapMirror information for a storage system volume

PS C:\> Get-SdSnapMrror -StorageSystem 172.17.162.61 -Vol une test_vol 1 -Verbose
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| Ithls exanpl eI syntax, you retrieve SnapMrror relationship status information for the
u

n
vol une test_vo

Get - SdSnapM rror -StorageSystem 172.17.162.61 -Vol une test_vol 1 -Verbose

SnapM rrorRel ati onshi pType : data_protection

SnapM rror Pol i cyNane . DPDefaul t

SnapM rrorRel ati onshi p . vserver : test_voll ==> vserver : test_vol 2
SnapM rrorState : snapmirrored

SnapM rror St at us cldle

Lag 0

LagSpeci fi ed . Fal se

BaseSnapshot Nane apmi 9a000021-

fb71-11el-8315- 123478563412 2147484917 2013-07- 19124400

Message . Success.

Example 2: Getting SnapVault information for a storage system volume

PS C:\> Get-SdSnapM rror -StorageSystem 172.17.162.61 -Vol une snapvaul t _source -Verbose

I'n this exanple synt ax, you retrieve SnapVault relationship status information for the vol unme
shapvaul t _sourc

PS C:\ User s\ admi ni strator. NEXTGEN> Cet-SdSnapM rror -StorageSystem 172.17.162.61 - Vol une
shapvaul t _source -Verbose

SnapM rrorRel ati onshi pType : vault

SnapM rror Pol i cyNane : XDPDef aul t
SnapM rrorRel ati onshi p : vserver : snapvault_source ==> vserver : snapvault _dest
SnapM rrorState : snapmirrored
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SnapM rror St at us
Lag

LagSpeci fi ed
BaseSnapshot Nane
Message

Idle

0

Fal se
DATA
Success.
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Get-SdSnapMirrorPolicyRule

Gets the rules for managing Snapshot retention on the SnapVault secondary storage system.

Syntax

Get - SdSnapM rror Pol i cyRu
<String> [ Destinati o
Session <String>]

n
[ - Hos

Rule [- urceStora?esysterr] <Strin
St orageSysten] <String> |
t <String>] [<CommonPar aret ers>]

Detailed Description

Gets the rules for managing Snapshot retention on the SnapVault secondary storage system.

- Sour ceSt or age
Desti natfi onSt or ageSyst enVo

Related cmdlets: Set-SdSnapMirrorPolicyRule, Remove-SdSnapMirrorPolicyRule

st enVol une]
une] <String> [-

Parameters
Name Description Required? Pipeline Input Default
Value
[SourceStorageSystem Specifies the primary storage system name containing [true true (ByValue,
the source volumes of the SnapMirror relationship for ByPropertyName)
lwhich you want to retrieve the SnapMirror policy rules. IP
addresses are not supported.
[SourceStorageSystemVolume Specifies the source volume of the SnapMirror true true
relationship for which you want to retrieve the SnapMirror (ByPropertyName)

policy rules.

DestinationStorageSystem

Specifies the secondary storage system name containing

true

true (ByValue,

the destination volumes of the SnapMirror relationship for ByPropertyName)
which you want to retrieve the SnapMirror policy rules. IP
addresses are not supported.
DestinationStorageSystemVolume |Specifies the destination volume of the SnapMirror true true
relationship for which you want to retrieve the SnapMirror (ByPropertyName)
policy rules.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

String, SwitchParameter

Return Values

SnapDrive.Nsf.Interfaces.RetentionPolicyRule
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Examples

Example 1: Getting SnapMirror policy rule information from the policy for a
SnapMirror relationship

PS C\> Get- SdSnaPM rrorPoIlcy I - Sour ceSt rag System vs1l - SourceSt or ageSyst enVol une
src_vol -DestinationStorageSyst vs2 -DestinationSto rageSyste ol une dest”vol 01 -verbose

Get the SnapMrror policy rules fromthe policy on the specified relationship

SnaplLabel : daily
Nunmber OF SnapsToKeep ;10
Preser veSnaps

PreserveSnapsSpecified : Fal se

War nThr eshol d 0

SnapM rror Pol i cy : snapvaul t _policy
SnapLabel : weekly

Nunber O SnapsToKeep : 3

Pr eser veSnaps

PreserveSnapsSpecified : Fal se

War nThr eshol d 2

SnapM rrorPolicy : snapvaul t _policy
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SnapLabel : nmothly

Nunmber OF SnapsToKeep 4

Pr eser veSnaps

PreserveSnapsSpeci fied : Fal se

War nThr eshol d 3

SnapM rrorPolicy : snapvaul t _policy

The getting SnapMrror policy rules operation is successful.
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Get-SdSnapshot

Lists the Snapshot copies for a specified set of volumes, logical disks, or SMB shares.

Syntax

[-VersionUuid] <String>]

Get - SdSnapshot [-Path] <Object[]> [-Snapshot{ <Strij 1 [ I
s] [- <String>] [-Host <String>]

i
- Get Al | Snapshots] |- Get Secondar yShapshot Ssi
<ConmonPar anet er s>

Se
Get - SdSnapshot [-Storages ste <Stri n?> [ - Vol ugl\lan‘e

{ { ] <Strin >[E-Snapsh_ot] <String>] [[-
VersionUul d] <String>] [-Get Al'l Shapshot's] [-CGet SecondarySnapshots] [-Session <String> - Host
<String>] { <CommonPar afhet er s>]
Detailed Description
Lists the Snapshot copies for a specified set of volumes, logical disks, or SMB shares. You can
also use this cmdlet to get information about a specific Snapshot copy. Related cmdlets: New-
SdSnapshot Remove-SdSnapshot, Rename-SdSnapshot and Restore-SdSnapshot
Parameters
Name Description Required? Pipeline Input Default
Value

Path Specifies a volumes, logical disks, or a comma- true true (ByValue,

separated list of SMB shares. You cannot mix a logical ByPropertyName)

disk or mount point with SMB shares in the same input

path.
[Snapshot Names the Snapshot copy about which you want false true

information. If you do not use this parameter, all the (ByPropertyName)

[Snapshot copies for the specified list of SMB shares,

\Windows volume, or Windows logical disk is returned.
\VersionUuid Indicates the version of the Snapshot copy about which [false true

you want information. (ByPropertyName)
GetAllSnapshots Indicates that you want to get information about both false false

primary and secondary Snapshot copies. The default

behavior is to enumerate only the primary Snapshot

copies.
GetSecondarySnapshots Indicates that you want to retrieve information about false false

secondary Snapshot copies only.
Session Specifies the session ID from Open-SmConnection. false true

(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true

you execute the operation. The default is your local (ByPropertyName)

machine.
StorageSystem Specifies the name of the storage system on which the [true true (ByValue,

[Snapshot copies are located. ByPropertyName)
VolumeName Specifies the name of the volume you are querying. true true (ByValue,

ByPropertyName)
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Input Type

Object][], String, SwitchParameter Comma-separated list of SMB shares. The following types are
allowed in the array: string; "SnapDrive.Nsf.Interfaces.SDCIFSShare"; "SDStorageResource"

Return Values

SnapDrive.Nsf.Interfaces.SDSnapshot The Snapshot objects for the specified list of SMB shares.
Examples

Example 1: Getting Snapshot copies for the specified list of SMB shares

PS C/\> Get-SdSnapshot -path "\\Ci fsServer\sql share", "\\G fsServer\sqgl share2"

This exanpl e syntax gets a list of Snapshot copies for the list of SMB shares you provide.

PS C. \ Users\adm ni strator. NEXTGEN> Get - SdSnapshot -Path "\\Cl FS_SERW snapvaul t _source", "\
\Cl FS_SERWtest _vol 1" -Verbose

VERBOSE: Val i dating input paths.

AccessTi ne : 1373664154
AccessTi neDT : 7/12/ 2013 9:22:34 PM
Busy . Fal se

Cont ai nsLunCl ones
Cunul at i vePer cent ageOf Tot al Bl ocks : 0
Currul at i vePer cent ageOf UsedBl ocks : 1

Cunul at i veTot al Bl ocks : 1052076

Cunul ati veTot al kb . 1077325824

Dependency

| s7MbdeSnapshot . Fal se

Per cent ageOf Tot al Bl ocks 0

Per cent ageOf UsedBl ocks 0

Snapshot | nst ancelUui d : eb674595-5901- 453e- 9e83- 93322e1f 6547
Snapshot Omner sLi st {}

Tot al Bl ocks : 296

Tot al Kb : 303104
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Snapshot Nane
AccessPoi nt

St or ageSyst emNane
St or ageVol unmeNane
Ver si onUui d

AccessTi ne
AccessTi meDT

Busy
Cont ai nsLunCl ones

Currul at i vePer cent ageOf Tot al Bl ocks :

Currul at i vePer cent ageO™f UsedBl ocks
Cunul ati veTot al Bl ocks
Curul at i veTot al kb
Dependency

| s7MbdeSnapshot

Per cent ageOf Tot al Bl ocks
Per cent ageO™ UsedBl ocks
Snapshot | nst anceUui d
Snapshot Oaner sLi st

Tot al Bl ocks

Tot al Kb

Snapshot Nane
AccessPoi nt

St or ageSyst enmNane

St or ageVol uneNane

Ver si onUui d

AccessTi ne
AccessTi meDT

Busy
Cont ai nsLund ones

Currul at i vePer cent ageOf Tot al Bl ocks

Cunul at i vePer cent ageOf UsedBl ocks
Currul at i veTot al Bl ocks

Cunul ati veTot al kb

Dependency

| s7ModeSnapshot

Per cent ageOf Tot al Bl ocks

Per cent ageCf UsedBl ocks
Snapshot | nst anceUui d

Kl

\\ Cl FS_SERW snapvaul t _source
vserverl

snapvaul t _source

eb674595- 5901- 453e- 9e83- 93322e1f 6547

1373664320
7/ 12/ 2013 9: 25: 20 PM
Fal se

0

1

1051780
1077022720

Fal se

0

0

12e542f e-f 771- 41ed- 8f f e- f 4a922337c 3f
{1

116200

118988800

Koo

\\ Cl FS_SERW snapvaul t _source
vserverl

snapvaul t _source

12e542f e-f 771- 41ed- 8f f e- f 42922337¢ 3f

1373678045
7/ 13/ 2013 1:14:05 AM
Fal se

0

1

935580
958033920

Fal se

0

1

f ca29895- f 5¢cf - 4737- aldf - e3915f f 3e551
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Snapshot Omner sLi st
Tot al Bl ocks

Tot al Kb

Snapshot Nane
AccessPoi nt

St or ageSyst emNane
St or ageVol unmeNane
Ver si onUui d

AccessTi ne
AccessTi meDT

Busy
Cont ai nsLunCl ones

Cunul at i vePer cent ageO Tot al Bl ocks :

Currul at i vePer cent ageOf UsedBl ocks
Cunul ati veTot al Bl ocks
Cunul ati veTot al kb
Dependency

| s7ModeSnapshot

Per cent ageOf Tot al Bl ocks
Per cent ageOf UsedBl ocks
Snapshot | nst anceUui d
Snapshot Omner sLi st

Tot al Bl ocks

Tot al Kb

Snapshot Nane
AccessPoi nt

St or ageSyst emNane

St or ageVol unmeNane

Ver si onUui d

AccessTi ne
AccessTi meDT

Busy
Cont ai nsLunCl ones

Currul at i vePer cent ageOf Tot al Bl ocks

Currul at i vePer cent ageOf UsedBl ocks
Curul ati veTot al Bl ocks
Cunul ati veTot al kb

{}
935580

958033920

J

\\ Cl FS_SERW snapvaul t _source
vserverl

snapvaul t _source

f ca29895- f 5¢f - 4737- aldf - e3915f f 3e551

1374096530
7/ 17/ 2013 9:28:50 PM
Fal se

0

0

9196
9416704

Fal se

0

0

22e13abf - 89bf - 442e- 9a0a- 832dc1d0a534
{}

4180

4280320

new_SP1

\WCl FS_SERv\test _vol 1

vserverl

test_vol 1

22e13abf - 89bf - 442e- 9a0a- 832dc1d0a534

1374263040
7/ 19/ 2013 7:44:00 PM
Fal se

0

0

5016
5136384
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Dependency

| s7ModeSnapshot

Per cent ageOf Tot al Bl ocks
Per cent ageCOf UsedBl ocks
Snapshot | nst anceUui d
Snapshot Omner sLi st

Tot al Bl ocks

Tot al Kb

Snapshot Namre

fb71-11el-8315-123478563412_2147484

AccessPoi nt
St or ageSyst emNane
St or ageVol uneNane
Ver si onUui d

AccessTi ne
AccessTi meDT

Busy

Cont ai nsLund ones

Currul at i vePer cent ageO Tot al Bl ocks :

Cunul at i vePer cent ageOf UsedBl ocks
Curul at i veTot al Bl ocks
Cunul ati veTot al kb
Dependency

| s7ModeSnapshot

Per cent ageOf Tot al Bl ocks
Per cent ageCf UsedBl ocks
Snapshot | nst anceUui d
Snapshot Omner sLi st

Tot al Bl ocks

Tot al Kb

Snapshot Nane

AccessPoi nt

St or ageSyst emNane

St or ageVol uneNane

Ver si onUui d

S
917.

snapmi rror

Fal se

0

0

49b7b1cf - 9f a2- 4737- b3b8- df 294bb570ea
{}

4168

4268032

napm rror. 9a000021-
013-07-19_124400

\\Cl FS_SERWtest _vol 1

vserverl

test_vol 1

49b7blcf - 9f a2- 4737- b3b8- df 294bb570ea

1374517978
7/ 22/ 2013 6:32:58 PM
Fal se

0

0

848
868352

Fal se

0

0

318d16e2- df 58- 495c- 87ee- cd6ald054447
{1

848

868352

| ocal

\WCIFS_SERWtest _vol 1

vserverl

test_vol 1

318d16e2- df 58- 495c- 87ee- cd6ald054447

Example 2: Getting information for the Snapshot copy "test"

PS C:\> Get- SdSnapshot

-path "\\SQ.C fsServer\sqgl share" -snapshot

"test"
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This exanpl e syntax gets information for Snapshot copy "test" on the SMB share \
\ SQLG fsServer\sql share.

Example 3: Getting the latest Snapshot backup of the specified SMB share

PS C:\> Get-SdSnapshot -path "\\SQLC fsServer\sqgl share"| sort-object AccessTi neDT -ascendi ng
| select-object -last 1

{I‘hiis ﬁxarrpl e syntax gets the |latest Snapshot backup of the SMB share \\SQ.C fsServer
sql share.

Example 4: Getting secondary Snapshot copies for the specified list of SMB shares

PS C. \> Get-SdSnapshot -path "\\SQ.C fsServer\sqgl share", "\\SQ.C fsServer\sql share2" -
Get Secondar ySnapshot s

Thi s _e]garrpl e syntax gets a list of secondary Snapshot copies for |list of SMB shares that you
speci fy.

Example 5: Getting information for specific Snapshot version for specified SMB
share

PS C/\> Get-SdSnapshot -path "\\SQLG fsServer\sqgl share"
- Snapshot Ver si onUui d "d9bda43e- 1e00- 4f a9- 9c7e- 72d8dc5calb"

Thi s exanpl e synt ax ets the information for Snapshot coe& version
"d9bdad3e- 1e00- 4f a9- Yc7e- 72d8dc5calOb” on the SMB share \\SQLC fsServer\sql share.

Example 6: Getting Snapshot copies for a specified LUN

PS C/\> Get-SdSnapshot -path D

This exanpl e syntax gets the | atest Snapshot copies fromthe specified disk.
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Get-SdStorage

Gets storage system information for Windows disks or SMB shares.

Syntax

Get - SdSt or age_[ - St or age stem<Str|n > - Comput e r Nane <Strin Excl udeSt or ageFoot pri nt
[ - Excl udeSﬁ/BLE)[- Excl 8d§% g ]orl {o] Fp UnnmanagedD s s] [ Cl onelLevel ] ? SessPon ]
<String>] [-Host <Stri ng>] [<CommnPara ters>]

Get - SdSt or age | - th <Ohj ect nmput er Nape < t Excl udeSt or ageFoot pri nt

Excl udeSMB] g[ I ude SAI\d L‘];etl,hrmnagedu sks] [-d eve[] - Sessi on <gt ri ngg] ]—Io[
<String>] [<Oo mmonPa rarTeters

Detailed Description

Gets storage system information for Windows disks or SMB shares. You must enable the CSV
feature in Windows Server 2008 R2 SP1 if you want to use that feature.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system name or IP address from [false true
lwhich you want to get active storage, such as SMB (ByPropertyName)
shares. When you use this parameter with ExcludeSMB,
this parameter is ignored.
(ComputerName Indicates the name of the host from which you want all  [false true
the LUNSs to be returned. (ByPropertyName)
ExcludeStorageFootprint Restricts the storage system path results to the host false true
resource attributes only, and excludes the storage (ByPropertyName)
footprint. This parameter is ignored when you specify it
with Path.
ExcludeSMB Indicates that you do not want to view information about [false true
ISMB shares. (ByPropertyName)
ExcludeSAN Indicates that you do not want to view information about [false true
LUNSs. (ByPropertyName)
GetMirrorinfo Indicates that you want to view volume relationship and [false true
state information for the volumes on the source storage (ByPropertyName)
resources to which you have provided a path.
GetUnmanagedDisks Indicates that you want to view information about false true
available unmanaged disks. If a disk is mapped to a (ByPropertyName)
LUN on an unregistered storage system, it displays
as an unmanaged disk, whether it is or not. If you set
the parameter ExcludeSAN, GetUnmanagedDisks is
ignored.
CloneLevel If the storage system information is for a clone, specifies [false true
the clone level. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default

Value
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Path Specifies a list of Windows volumes or SMB share. You |[false true
cannot mix Windows volumes with SMB shares in the (ByPropertyName)

same input path.

Input Type

Object]], String[], String, SwitchParameter System.Object is an instance of SDCifsShare,
SDWindowsDisk, SDWindowsDrivelLetter, or a string with the path of the host-side object.

Return Values

SnapDrive.Nsf.Interfaces.SDStorageFootprint SnapDrive.Interfaces.SDStorageFootprint contains
full information about backing storage on the storage system, including the storage system name,
volume, and the path inside the volume.

Examples

Example 1: Getting the storage system for a SMB share

PS C:\> Get-SdStorage -Path "\\SQLCi f sServer\ Sal esDBShar e"

This exanpl e syntax gets the storage systempath for the SMB share \\SQLG fsServer
\ Sal esDBgPlar e. y g g y P &

Example 2: Getting storage system paths for multiple SMB shares

PS C.\> Get-SdStorage -Path "\\SQLCi f sServer\ Sal esDBShar e", "\\ SQLGi f sSer ver 2\ Mar ket DBShar e"

Thi s exanpl e syntax gets. t
¥ \\g i f

st orage system ﬁath for the SMB Shares \\SQLC fsServer
\ Sal esDBShar e and QL

he
sSer ver 2V Mar ket DBShar e.

Example 3: Getting detailed information about host and storage system resources

PS C \> Get-SdStorage -Path \\SQLCl FSServer\ Sal esDBShare | % $_. Host Resour ce,
$_. St orageSyst enResour ce}

Thi s exanpl e syntax gets extended informati on about the host resource and the storage system
resource.

Example 4: Getting all the SMB shares on the specified storage systems

PS C/\> Cet-SdStorage -StorageSystem "10.225.13.110","172.17. 175. 75" - Excl udeSAN
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T xarfglse%ynt ax gets all the SMB shares on storage systenms 10.225.13.110 and

his e
172. 17.

Example 5: Getting all Windows disks and SMB shares from registered storage
systems

PS C:\> Get-SdSt orage

Thi stexarrpl e syntax gets all the Wndows disks and SMB shares fromall registered storage
syst ens.

Example 6: Getting the Windows disks and SMB shares with the host resources
details only on the specified storage system

PS C\> Get-SdStorage -StorageSystem 10.225. 13. 110 - Excl udeSt or ageFoot pri nt

Thi s exanpl e syntax gets information about the host resources for Wndows disks and SMB

shares on storage system 10, 225.13.110. You can_use this paraneter to help )éour appl i cation

achi eve better performance iIf you need information about ndows di sks and SMB shares but

not their storage footprint.
Example 7: Getting the all the LUNs but not SMB shares
PS C/\> Get-SdStorage -ExcludeSvB
This exanpl e syntax retrieves information about all the LUNs on the |ocal host.

Example 8: Getting volume mirror information

PS C/\> (Get-SdStorage -StorageSystem 172, 17.165.31 -
Get M rrorlnfo). StorageSyst enResour ce. Vol une

This exanpl e syntax uses the -GetMrrorlnfo paraneter to get volume state and rel ati onship
information fromthe source storage system resource.
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Get-SdStorageConnectionSetting

Gets the storage system connection, transport, and credential settings from the configuration
repository.

Syntax

Get - SASt or ageConnectjonSetting [[-Nane] <String[]>] [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Get - SASt or ageConnectj onSetting -DefaultSetting [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

This cmdlet reads the storage system, transport, and credential settings from the configuration
repository to make a connection to the storage system. These settings include the storage server
name (virtual storage server name or IP,) port, transport type, user login, and password. If you do not
include parameters, this cmdlet reads all the storage connection settings from the repository. Related
cmdlets: Set-SdStorageConnectionSetting and Remove-SdStorageConnectionSetting

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name or IP address of the storage system |[false true
(storage controller or virtual storage server) for which you (ByPropertyName)
lwant to retrieve connection settings.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
DefaultSetting Indicates that you want to view the default storage true false
system connection settings. When you do not specify
explicit storage system connection values, you use the
default settings.
Input Type

String, String[], SwitchParameter

Return Values

SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting,
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase Settings for a storage system
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connection retrieved from the configuration repository. Processed default settings return
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase while processed named connection
settings return SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting,.

Examples
Example 1: Getting a named connection setting

PS C:\> Get-SdStorageConnectionSetting -StorageSystem ' vnftorageServer'

This exanpl e syntax gets the storage system connection settings for the specified storage
system "vntt or ageServer".

St orage System Nane/| P . vntt orageSer ver
User : vsadmin

Por t . 80

Pr ot ocol o Htp

Example 2: Getting all connection settings

PS C:/\> Get-SdStorageConnectionSetting

This exanple syntax retrieves all the storage connection settings.

St orage System Nane/| P . vnStorageServer
User :vsadmin

Por t : 80

Pr ot ocol © Hetp

St orage System Nane/| P . vnBtor ageServer 2
User : vsadmi n2

Por t 1 443
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Pr ot ocol : Https

Example 3: Getting the default connection setting

PS C:\> Get-SdSt orageConnectionSetting -DefaultSetting

This exanpl e syntax retrieves the default connection settings.

User : vsadnmin
Por t . 80
Pr ot ocol o Htp
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Get-SdVM

Lists Hyper-V VMs and their attributes.

Syntax
Get - SAVM [ - NoSt - CGet er VSna shot Nanme] <Str > - Conput er Nane] <Strin >
[-Sessio% <St Host gtl’l ng> rrEN[JnPara%*eter patl=1 P ] al]>]

Detailed Description

Lists Hyper-V VMs and their attributes. Related cmdlets: Get-SdStorage

Parameters
Name Description Required? Pipeline Input Default
Value
NoStorage Specifies that you do not want to get the Data ONTAP  [false false
storage footprint of a share or mount.
GetHyperVSnapshot Specifies that you want to get the Snapshot VHDs, the |[false false
GUIDs associated with them, and the parent VHD.
Name Specifies the name or GUID of the VM you want to get. [false true
(ByPropertyName)
ComputerName Indicates the name of the Hyper-V server on which you [false true
lwant the VMs to be returned. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

String[], String, SwitchParameter Name or GUIDs of the VMs you want to return. Name of the Hyper-
V servers where all its VMs are returned.

Return Values

SnapDrive.Nsf.Interfaces.Virtualization.VirtualMachine
SnapDrive.Nsf.Interfaces.Virtualization.VirtualMachine contains the attributes of a VM.

Examples

Example 1: Listing all HyperV VMs
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PS C:\> Get-SdvM

This exanple syntax lists all Hyper-V VMs and their attributes.

r Nane Nane Quid
1D

-a8-7 vl 94734822- f 2a2- 4ddb- 9794- 8139bclef bOb
\ shar el\ v\ vni. vhd}

b- a8- 8 v d68f 7d2a- 31cd- 437d- a435- e8757e730a01
2\ shar el\ vnR2\ vnR. vhd}

State Cl ust ered
Runni ng fal se
O f true

Example 2: Listing all HyperV VMs on a specific HyperV server

PS C:\> Get-SdVM - Conput er Nane "cl ab- a8-8"

This exanples syntax lists all Hyper-V virtual machines on Hyper-V server cl ab-a8-8.

r Nane Nane Quid
1D

b- a8- 8 vnR d68f 7d2a- 31cd- 437d- a435- e8757e730a01
2\ shar el\ vnR2\ vnR. vhd}

b- a8- 8 vng d68f 7d2a- 31cd- 437d- a435- e8757e730a02
2\ shar e2\ vnB\ vnB. vhd}

Example 3: Getting the attributes for a VM

PS C:\> Get-SdVM -Nane vnil |fl

This exanpl e syntax gets the attributes of VM vmil.

State Cl ust ered
Of true
O f fal se

{\
{\
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Oaner

Qui d

State

St or ageType
SnapShot Attri but es

ConfigurationAttributes :

Hi ghl yAvai | abl e
HAAt tri butes

St or ageFoot Prints
vol /vol 2/}

Vi rtual Di sks
Type
Name

cl ab-a8-7

94734822-f 2a2- 4ddb- 9794- 8139bclef bOb

Runni ng

NAS

SnapDrive. Nsf.Interfaces. Virtualization. SnapShot Attri butes

SnapDrive. Nsf.Interfaces. Virtualization. VMConfigurationAttributes

Fal se

SnapDrive. Nsf.Interfaces. Virtualization. H ghAvail abilityAttributes

{Host Resource : \\vsl cifs\vol 2_share StorageSystenResource :

{\\vsi1\sharel\ v\ vmil. vhd}

SDHyper v
v

Example 4: Showing the virtual disks on a VM

PS C:\> (Get-SdWM sqgl test-vm 01). Virtual Di sks

This exanple syntax lists the virtual disks associated with VM sqgltest-vm O0Ll.

Nanme
Type
Virtual Di sk Location

Virtual Di sk Full Path
vm 01. vhdx

St or ageSyst enResour ce

St or ageSyst emResour ce Type :

Host Resour ce
Host Resource Type
Boot Di sk

sql test-vm 01. vhdx

SDHyper v

\\10. 53. 14. 233\r 2

\\10. 53. 14. 233\r2\sql test-vm 01\ Virtual Hard Di sks\sql test-

sql test - vsi ml- bsd. si m Conpany. com /vol /vol 2/
SDSt or ageDi r

\\10. 53. 14. 233\r 2

SDSMBShar e

True

Example 5: Showing all virtual disks and Snapshot copies on a VM

PS C:\> (Get-SdVm - Get Hyper VSnapshot vm cl us_snb4). Virtual Di sks

vsl:/
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This exanple s ntax lists all

associ ated wth Vi

Nanme
Type
Virtual Di sk Location

Virtual Di sk Ful | Path
\'vm cl us_snb4. vhdx

St or ageSyst enmResour ce

St or ageSyst emResour ce Type :

Host Resour ce
Host Resource Type
Boot Di sk

Nane
Type
Virtual Di sk Location
Vi rtual Di sk, Ful | Pat h

\\
\'vm cl us_snb4_OF10EBD9- OlFS 4546- 9A99- 49CF2EEAAT755. avhdx

St or ageSyst enmResour ce

St or ageSyst emResour ce Type :

Host Resour ce
Host Resource Type
Boot Di sk

M vm cl us_snb4.

the virtual disks including the Hyper-V Snapshot copies

vm cl us_snb4. vhdx
SDHyper v
\\172.17.175. 82\ vol 3_share

\\172.17.175. 82\ vol 3_share\vm cl us_snb4\ Virtual Hard Di sks

vs2:/vol /vol 3/

SDSt or ageDi r

\\172.17.175. 82\ vol 3_share
SDSMBShar e

True

vm cl us_snb4_OF10EBD9- 01F5- 4546- 9A99- 49CF2EEAA755. avhdx
SDHyper v
\\172.17.175. 82\ vol 3_share

172.17.175. 82\vol 3 share\vm cl us_snb4\ Virtual Hard Di sks

vs2:/vol /vol 3/

SDSt or ageDi r

\\172.17.175. 82\ vol 3_share
SDSMBShar e

True

560



Get-SdVolumeCloneSplit

Gets information about your clone volume splitting operation status.

Syntax

Get - SdVol umeCl oneSplit -Jobld <String[]> -StorageSystem <String> [-Session <String>] [-Host
<String>] [<CommonParaneters>]

Get - SdVol unmeCl oneSpljt -Path <Object[]> [-Session <String>] [-Host <String>]

[ <CommonPar anet er s>]

Detailed Description

Gets information about your clone volume splitting operation status.

Parameters
Name Description Required? Pipeline Input Default
Value
Jobld true true
(ByPropertyName)
StorageSystem true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Path Specifies the clone splitting operation about which you  |true true
lwant to retrieve status information. (ByPropertyName)
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Get-SdVolumeCloneSplitEstimate

Estimates the amount of space you available, before you begin a clone splitting operation.

Syntax

Get - SdVol unmeCl oneSpl jtEsti mate -Path <Object[]> [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

Estimates the amount of space you available, before you begin a clone splitting operation.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the path to the volume about which you want  [true true
to retrieve a space estimate, before you begin a clone (ByPropertyName)
splitting operation.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Get-SdVsphereSetting
Syntax

Get - SdVsphereSetting [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Invoke-SdEmsAutosupportLog

Facilitates logging Event Management System (EMS) AutoSupport messages.

Syntax
| nvoke- SdEpsAut osupgort ? - Pat h] <Opj ect > [E- Even t 1d] <Int32> [-Event Sour ce{ <Stri n% [-
pVer5| on] <String [ egory] <String> ve nt Descripti on] <String> |- evel] <Ul nt32>
Gener at eAut osupport] [-Session <String> Host <String>]" [ <CommonPar anet er s>]
I nvoke- SdEms Aut osuppor t Log [-Stor ageS st eni <Str| ng> [-Eventld] <Int32> E Event Sour ce]
<String> [ AppVer si on{ tri ng Cal egor%/] <St ring> [-Event scrl Elol on] <Strin
[ LogLevel] <Ul nt 32> Gener a eAut osuppor ssion <String>] st <Stri ng>jJ

<CormmonPar anet er s>]

Detailed Description

Facilitates logging Event Management System (EMS) AutoSupport messages. You can use

this cmdlet to determine the underlying administration server, and to send messages to that
server, for your specified SMB share or logical disk. Your application can use this cmdlet

to log events with different severity levels in EMS and to send corresponding AutoSupport
messages about backup, restore, and similar operations, errors, or failures. Related cmdlets: Get-
SdSMBShadowCopyEmsMessage

Parameters
Name Description Required? Pipeline Input Default
Value

Path Specifies the ID for the SMB share, logical disk to which [true true (ByValue,

you send the EMS AutoSupport message. You cannot ByPropertyName)

mix a logical disk or mount point with SMB shares in the

same input path.
Eventld Provides the event ID. This is a user-defined event ID, |true true

lwith a range from 0 to 2432-2. (ByPropertyName)
EventSource Indicates the application invoking the cmdlet. true true

(ByPropertyName)

[AppVersion Provides the version of the application invoking the true true

cmdlet. (ByPropertyName)
Category Specifies an application-defined event category. true true

(ByPropertyName)

EventDescription Describes the event you want to log. The event true true

description is an application-defined message. (ByPropertyName)
LogLevel Indicates the EMS message severity. Accepted values  [true true

are: O for "emergency"; 1 for "alert"; 2 for "critical"; 3 for (ByPropertyName)

"error"; 4 for "warning"; 5 for "notice"; 6 for "info"; 7 for

"debug"
GenerateAutosupport Specifies that you want to generate an AutoSupport false true

message. (ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true

you execute the operation. The default is your local (ByPropertyName)

machine.
StorageSystem Names the storage system for resources to which you  |true true

send the EMS AutoSupport message. (ByPropertyName)
Input Type

Object, Int32, String, UInt32, SwitchParameter SMB shares or logical disk to which the specific event
is sent.

Return Values
N/A
Examples

Example 1: Logging a test EMS AutoSupport message

PS C:.\> | nvoke- SdEnsAut osu&plort Log -Path \\172.17. 165, 40\root _-Eventld 111 - Event Source
" SDW Version "1.0" -Category "test" -EventDescription "This is testing nessage from

Next GenSDW " -LogLevel 6
In this exarrE/IBe syntax, you send a test EMS | og nmessage to the virtual storage server to
whi ch the SMB share bel ongs. The cluster server display the foll ow ng nmessage:

Ti me Node Severity Event

8/ 14/ 2012 11;47:54 nvaqga-3270-1-01 | NFORVATI ONAL app. | og.info: SNAPMGR-06: SDW7.0: (111)
test: This is testing nessage from SnapDrive.

Example 2: Logging and generating a test EMS AutoSupport message

PS C:\> | nvoke- SHEnsAut osupportLog -Path \\172.17. 165, 40\root _-Eventld 111 - Event Source
"SDW_ - AppVersion "1.0" -Category "test" -EventDescription "This Is testing nmessage from
SnapDrive." -LoglLevel 6 -GenerateAutosupport

I'n this exanpl e syntax, %/ou | og a test nessage in EMS and send an AutoSupport nessage to the
virtual storage Server to which the SMB share bel ongs.

565



Example 3: Logging a test EMS AutoSupport message in a clustered environment

PS C:\> | nvoke- SOEnsAut osupportLog -Path E; -Eventld 111 - Event Source " SDW —ApEVersi on "1.0"
-Category "test" -EventDescription "This is testing message from SnapDrive." -LoglLevel 6

In this exarrE/IBe syntax, you send a test EMS | og nmessage to the virtual storage server to
whi ch the SMB share bel ongs.

The cluster server displays the foll ow ng nessage:

8/ 14/ 2012 11;47:54 nvaga-3270-1-01 | NFORMATI ONAL app. | og.info: SNAPMGR-06: SDW 7.0: (111)
test: This Is testing nessage from SnapDrive.

Example 4: Logging a test EMS AutoSupport message using a storage system

PS C:.\> | nvoke- SdEnmsAut osu%gort Log - StorageSystem 172, 17, 165. 39 -Eventld 111 - Event Source
" SDW_ - AppVer si on “ll. 0‘(‘3 -Category "test" -EventDescription "This is testing nessage from

SnapDrive." -LoglLeve

In this exanple syntax, you send a test EMS | og nessage to the virtual storage server used as
the storage system

The cluster server displays the foll ow ng message:

Ti me Node Severity Event

---------------------------------------------------------------------- 15/ 2012

/
est: This

566



Invoke-SdHostVolumeSpaceReclaim

Initiates space reclamation on your host volume.

Syntax

| nvoke- SdHost Vol uneSpaceRecl ai m [ - Path] _<String> [-Session <String>] [-Host <String>] [-

UnmapSi ze <String>] [<ComonPar anet er s>]

| nvoke- SdHost Vol urreSFaceRecI aim|[-Vdsld] <Guid> [-Session <String>] [-Host <String>] [-

UnmapSi ze <String>] [<ComonPar aneters>

Detailed Description

Initiates space reclamation on your host volume.

Parameters
Name Description Required? Pipeline Input Default
Value
Path The mount point (i.e. G:\) or path to any file on the true true (ByValue,
volume to process. ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
UnmapSize Specifies the size of the blocks you want to reclaim. The [false false
size should be greater than 0 and less than 2147483648
bytes.
dsld Specifies your virtual disk service ID. true true (ByValue,
ByPropertyName)
Examples

Example 1: Reclaiming space

PS C:\> | nvoke- SdHost Vol uneSpaceRecl ai m - Path E:

Thi s exanpl e syntax reclainms space no | onger being used by the host operating system
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Invoke-SdSnapMirrorUpdate

Facilitates updates to mirror and vault relationships, in the context of Windows disks, SMB shares, or
clustered Data ONTAP storage system volumes.

Syntax

| nvoke- SdSnapM rr or Updat e Path <OOj ect> [-MaxTransferRate <lInt64>] [-Snapshot <String>] [-
Session <String>] [-Host < rlng <Conmon ararreters>]

I nvoke- SdSnapM r ror Updat e [ - Sour ceSt or age st e <String> [-SourceVol umeNane] <String>
[-DestinationStora eS%st erTNarre <Stri n stl nat i onSt or ageVol umeNane] * <St ri ng>]
- MaxTransf erRat e < t 64>] Snapshot < r| ng>] -Session <String>] [-Host™ <String>]

<ConmonPar anet er s

Detailed Description

Facilitates updates to mirror and vault relationships, in the context of Windows disks, SMB shares,
or clustered Data ONTAP storage system volumes. For the specified resources, you can determine
the underlying storage layout and issue SnapMirror updates on the corresponding storage volumes,
provided that the SnapMirror relationship is already created and initialized. SnapMirror updates and
returns are executed immediately. When you are updating a SnapMirror relationship, you can specify
a share, storage system volume, or Windows disk. When you are updating a SnapVault relationship,
you can specify a share or storage system volume. Related cmdlets: Restore-SdSnapshot and New-
SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
Path Provides a volume, logical disk, SMB share for which youjtrue true (ByValue,
lwant SnapMirror updates. You cannot mix a logical disk ByPropertyName)
or mount point with SMB shares in the same input path.
\When you are updating a SnapMirror relationship, you
can specify a share, storage system volume, or Windows
disk. When you are updating a SnapVault relationship,
you can specify a share or storage system volume.
MaxTransferRate Specifies the maximum transfer rate, in bytes per false true
second. (ByPropertyName)
[Snapshot Specifies the Snapshot copy you want to transfer. This  [false true
cmdlet is processed only for vault relationships; in the (ByPropertyName)
case of SnapMirror relationships, this parameter is
ignored if specified.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true localmachine
you execute the operation. The default is your local (ByPropertyName)
machine.
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Name Description Required? Pipeline Input Default

conjunction with DestinationStorageVolumeName. If

you do not specify this parameter, all storage system
volumes associated with your source storage system and
volume are updated.

Value
[SourceStorageSystem Specifies the storage system from which you want to true true
update your SnapMirror relationships. (ByPropertyName)
[SourceVolumeName Specifies the volume from which you want to update your|true true
[SnapMirror relationships. (ByPropertyName)
DestinationStorageSystemName  |Specifies the storage system on which you want to false true
update your SnapMirror relationships. Must be used in (ByPropertyName)

DestinationStorageVolumeName  |Specifies the volume on which you want to update your |[false true

[SnapMirror relationships. Must be used in conjunction (ByPropertyName)
with DestinationStorageSystemName. If you do not
specify this parameter, all storage system volumes
associated with your source storage system and volume
are updated.

Input Type

Object, String, Int64, SwitchParameter Input allows for a volume, logical disk, or a comma-
separated list SMB shares for which you want to invoke SnapMirror updates. The resources
can be specified as a list of strings or objects. The following types are allowed: string;
SnapDrive.Nsf.Interfaces.SDCIFSShare; SDStorageResource

Return Values

SnapDrive.Nfs.Interfaces.SDSnapMirrorRelationship SnapDrive.Interfaces.SDSnapMirrorinfo returns

SnapMirror relationship information.
Examples

Example 1: Updating SnapMirror for a single share
PS C.\> I nvoke-SdSnapM rrorUpdate -path "\\fil eserver\sqgl share"

In this exanpl e syntax, you determ ne the underlying storage footprint for \\fileserver
\'sgl share, and initiate a SnapMrror update on the underlying vol une, provided that the
SnapMrror relationship is created and initialized.

PS C:\ Users\adm ni strator. NEXTGEN> | nvoke- SdSnapM rror Update -Path \\Cl FS_SERV
\'snapvaul t _source - Verbose

VERBCOSE: Validating input paths.
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VERBOSE: SMB Share : \\Cl FS_SERW snapvaul t _source
VERBOSE: Updating SnapMrror.

SnapM rrorRel ati onshi pType :
SnapM rror Pol i cyNane

SnapM rrorRel ati onshi p : vserver : snapvault_source ==> vserver : snapvault _dest
SnapM rrorState : snapmirrored

SnapM rror St at us : Transfering

Lag 0

LagSpeci fi ed . Fal se

BaseSnapshot Nane : local

Message

VERBCSE: (peration successful.

Example 2: Updating your vault for a single share

PS C:\> I nvoke- SdSnapM rrorUpdate -path "\\fil eserver\sqgl share" -snapshot "weeklybackup"

e syntax, you determ ne the under|ying storage foo
nitiate a ol

print for \\fileserver
SnapVaul t update on the underlying v

t
une.

S C:\ Users\adm ni strator. NEXTGEN> | nhvoke- SdSnapM rror Update -Path \\Cl FS_SERV
\snapvault source -Snapshot |ocal -Verbose

VERBCSE: Val i dating input paths.
VERBOSE: SMB Share : \\Cl FS_SERW snapvaul t _source
VERBOSE: Updating SnapMrror.

SnapM rrorRel ati onshi pType :
SnapM rror Pol i cyNane

SnapM rrorRel ati onshi p : vserverl : snapvaul t _source ==> vserverl : snapvaul t _dest
SnapM rrorState : snapmirrored

SnapM rror St at us : Transfering

Lag 0

LagSpeci fi ed . Fal se
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BaseSnapshot Nane . DATA
Message

VERBOSE: Operation successful.

Example 3: Updating SnapMirror for a disk

PS C:\> | nvoke- SdSnapM rror Update -Path E:

In this exanple syntax, you determ ne the underlying storage footprint for disk drive E ,
and initiate a ShapMrror update on the underlying volune, provided that the SnapMrror
relationship is created and initialized.

Example 4: Updating all SnapMirror destination storage system volumes

PS C:\> | nvoke- SdSnapM rror Updat e - Sour ceSt or ageSyst em sdw_j enki ns_vserver - Sour ceVol uneNane
VOLUMEO1 - Ver bose

In this exanple syntax, you update all destination storage system vol unes associated with the
source storage system and vol une.

VERBOSE: Updating Snapmirror..

SnapM rrorRel ati onshi pType :
SnapM rror Pol i cyNane

SnapM rrorRel ati onshi p : sdw_j enkins_vserver : VOLUMEO1l ==> sdw_j enki ns_vserver
vserver 01

SnapM rror State : snapmirrored

SnapM rror St at us : Transfering

Lag 0

LagSpeci fi ed . Fal se

BaseSnapshot Nane : snagm’ rror.e0f 012
a3b0- 123478563412 2147485514, 2013-07-17_143103

Message

51-4d32-11dc-

SnapM rrorRel ati onshi pType :

SnapM rror Pol i cyNane :

Sn?fM rrorRel ationship : sdw_j enki ns_vserver : VOLUVEOl ==> sdw_j enki ns_vserver
VOLUMEO1_Sec
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SnapM rrorState : snapmirrored

SnapM rror St at us : Transfering
Lag 0

LagSpeci fi ed . Fal se
BaseSnapshot Nane : TEST_TEST
Message

VERBCSE: (peration Successful.

Example 5: Updating specified SnapMirror destination storage system volumes

PS C:\> | nvoke- SdSnapM rror Updat e - Sour ceSt or ageSyst em sdw_j enki ns_vserver - Sour ceVol uneNane
VOLUMEQ1 - Desti nati onStorageSystemNane sdw_j enki hs_vserver -DestinationStorageVol uneNane
VOLUMEOL1_Sec - Verbose

X, you update specific destination storage system vol unmes associ at ed
age” system and vol une.

N

VERBOSE: Updating Snapmirror. .

SnapM rrorRel ati onshi pType :
SnapM rror Pol i cyNane

S{]/?fMMrErOT gglcati onshi p . sdw_j enki ns_vserver : VOLUMEO1l ==> sdw_j enki ns_vserver
SnapM rror State : snapmirrored

SnapM rror St at us : Transfering

Lag 00

LagSpeci fi ed . Fal se

BaseSnapshot Nane : TEST_TEST

Message

VERBOSE: Operation Successful.
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Map-SdLUNS

Syntax

Map- SdL
[-lgrou
<String

A
st 91 ngST 480

]

Detailed Description

e <lgr oupCBTyp
mronPar aret er s>|

> -Inltlators <Strin
- Rest Api URL] <

rou Pr ot ocol

<l gr oupPr ot ocol Enunp]
ssion <Stri ng>fJ - Host

Parameters
Name Description Required? Pipeline Input Default
Value
LunPath true true (ByValue,
ByPropertyName)
Initiators true true
(ByPropertyName)
IgroupProtocol false true
(ByPropertyName)
IgroupOsType false true
(ByPropertyName)
RestApiURL true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Mount-SdClone

Enables cloning and mounting a source storage from the specified Snapshot copy.

Syntax

Nbunt Sdd on
- Host <St

ne Sotj

rin
<IS%]roupProE (<)(c:§ ]E nune
mmonP

ring>]

Pat h]
OUP <Strin
[-1gr

et er

t Snapshot] <Stri n
iators <Str|n

<String[]> {-t
n
<l gr oup(ISTypeEnum>

guP(b?‘ype

Detailed Description

b

Resour ceT pe <ResourceType>]
1 gr oupPro
eckinitiat or SeSSI on] [-Session

Enables cloning and mounting a source storage from the specified Snapshot copy. For a LUN, the
cloned volume name is automatically appended with a unique identifier, while the LUN name remains
the same. For example: If the original volume is PrimarySVM:/vol/SCE_VOL, the cloned volume
name is PrimarySVM:/vol/SCE_VOL1201210041488133. Related cmdlets: Dismount-SdClone, Get-
SmClone, Remove-SmClone, New-SmClone

Parameters
Name Description Required? Pipeline Input Default
Value
SourcePath Specifies a path that you want to clone and mount from  |true true (ByValue,
the Snapshot copy. For example, the path of a volume. ByPropertyName)
[Snapshot Specifies the Snapshot copy that you want to use for true true
cloning and mounting. (ByPropertyName)
ResourceType Specifies the type of the resource in the false true
[SourcePath parameter. The possible options (ByPropertyName)
are: "SDStorageVolume", "SDStorageLunPath",
"SDStorageDir".
Host Specifies the FQDN or IP address of the host on which [false true
you want to execute the operation. (ByPropertyName)
Igroup false true
(ByPropertyName)
Initiators false true
(ByPropertyName)
IgroupProtocol false true
(ByPropertyName)
IgroupOsType false true
(ByPropertyName)
(ChecklnitiatorSession false true
(ByPropertyName)
Session false true
(ByPropertyName)
Examples
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Example 1: Clone a Volume from a given snapshot

PS_C:.\ > Mount-SdC one -SourcePath Primary _SVM /vol /VA 1 L
r 70105ec0a5vl_hnk2_com L__ Val i dPat h_Dat a_R70105EC0A5V1_0

yntax specifies the storage volune path and clones the Snapshot copy onto newly

B

Primary SV /vol/VA 1l LM Port |ssue Test Primary_SVM/vol/
Vol 1_LM Port _Issue_TeSt 05252108202632 -

es
22
Example 2: Clone a volume from a given Snapshot copy with the ResourceType and
host name specified

PS C.\> Munt-SdC one - Sou egi]:}t Primary_SVM /vol /Vol 1 - Snapshot

rc h i
VHogt 1 Policyl 12-01-2021_02.31.22.3854 ~-ResourceType SDStor ageVol une -Host Host 1. DMN. COM -
er bose

sgecifi es the storage vol ume path and cl ones the Snapshot copy to a newy
the ResourceType and host nane.

VERBOSE: Operation successful.
Sour ce d one

Primary_SVM /vol /Vol 1 Primary_SVM/vol / Vol 11201210243583210
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Mount-SdSnapshot

Facilitates mounting the list of SMB shares from the specified Snapshot copy as a different set of
shares. Facilitates mounting one LUN at a time from the specified Snapshot copy as a different LUN.
Mounting secondary LUN is not supported, Check Example 9

Syntax

Mount - SdSnapshot [ - Path <Oo% ect[]> [-Sna shot] <String> [-StorageS%ste . <String>] [[-

Vol uneNane] <Stri n%]>] [1- PretixFor Vol umed one] <Stri ng>] - Mount Pat b < JDgctL > -

Shar edDi sk] [-C usteredSharedVol une] [- Aut opi ckMount Point] [-Val i dat eCl oneDept - Sessi on
<String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

Facilitates mounting the list of SMB shares from the specified Snapshot copy as a different

set of shares. Facilitates mounting one LUN at a time from the specified Snapshot copy as

a different LUN. You can use this cmdlet to perform backup verification. Mount the database

and log shares/LUN from the Snapshot copy and perform the verification operations. For

SMB shares, the mounted share names are automatically appended with a unique identifier.

For a LUN, the cloned volume name is automatically appended with a unique identifier,

while the LUN name remains the same. For example: If the original share is \SQLFileServer
\DBShare, the mounted share name is \SQLFileServer\DBShare-GUID. (\\SQLFileServer
\DBShare-73111E50-E7C2-49B7-8A63-7279512CB09B) If the original LUN is PrimarySVM:/vol/
SCE_VOL/lun1, the mounted LUN name is PrimarySVM:/vol/SCE_VOLGUID/lun1. (PrimarySVM:/
vol/SCE_VOLSIiClone2b77c074_1d9b_4929 9fac_d361bf342794/lun1) The ACLs on the mounted
share are the same as the original share. To mount the shares or a LUN from a secondary Snapshot
copy, you must specify the storage system and volume. Ensure that the aggregate of the volume
that is the source of the FlexClone operation is assigned to the virtual storage server aggregates
list. For the 'Path' parameter below, if file system path of the LUN is specified, it can be mounted on
the same host as the source LUN. If the complete storage path of the LUN is specified, it can be
mounted on the same host or on a different host. To mount the LUN on a different host, an igroup
and an iSCSI session should to be present for the host that is accessing the SVM, where the source
LUN is present. Related cmdlets: Get-SdSnapshot, Remove-SdSnapshot, Rename-SdSnapshot,
New-SdSnapshot, Dismount-SdSnapshot

Parameters
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Name Description Required? Pipeline Input Default
Value
Path Specifies a comma-separated list of shares you want to [true true
mount from the Snapshot copy. Only one LUN can be (ByPropertyName)
mounted at a time. For a LUN, this parameter specifies
one value which is the file system path of the LUN in the
host machine or the complete storage path of the LUN
in the SVM. You cannot mix a logical disk or mount point
Iwith SMB shares in the same input path.
[Snapshot Indicates the Snapshot copy that you want to use for true true
mounting the SMB shares/LUN. For SMB shares, you (ByPropertyName)
must use a Snapshot copy that is valid for all the shares
in your list.
StorageSystem Indicates the name of the storage system in which the  [false true
[Snapshot copy you want to mount is located. (ByPropertyName)
'olumeName Indicates the name of the storage system volume in false true
which the Snapshot copy you want to mount is located. (ByPropertyName)
PrefixForVolumeClone You can use this optional parameter to set a short name |[false true
for the share on which the Snapshot copy is mounted. (ByPropertyName)
For LUNSs, use this parameter to prefix the cloned volume;
name. Use this parameter when you are working on a
system with name length restrictions.
MountPath Indicates the drive letter or mountpoint that you wantto [false true
assign to the disk mounted from the Snapshot copy. For (ByPropertyName)
a LUN mount operation, this parameter takes only one
destination value.
[SharedDisk false true
(ByPropertyName)
ClusteredSharedVolume false true
(ByPropertyName)
IAutopickMountPoint Specifies that the mountpoint is assigned automatically. [false true
(ByPropertyName)
/alidateCloneDepth false false
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. For SMB shares, the default (ByPropertyName)

is your local machine. For a LUN, this parameter must be
provided with the hostname.

Input Type

Object][], String, SwitchParameter Comma-separated list of shares to mount from the Snapshot copy.

Return Values

SnapDrive.Nfs.Interfaces.SnapConnectResult Result of the SnapConnect operation.

Examples

Example 1: Mounting shares from a specified backup

PS C.\ > Mount - SdSnapshot

"weekl y_backup

-Path "\\SQLFi | eserver\ DBShare", "\\ SQLFi | eserver\ LogShare" -snapshot
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Thi s exanpl e syntax nmounts your shares from "weekl y_backup".

Ori gi nal Resour ce Mount edResour ce

\\ SQLFi | eserver\ DBShar e \\ SQLFi | eserver\ DBShar e- A470FF3A- 5107- 4B6A- BOCL1- FB3D8744F14C
\\ SQLFi | eserver\ LogShare \\ SQLFi | eserver\ DBShar e- E6980DF6- 3E64- 45BD- 965A- 7TF7A9B02156A

Example 2: Mounting shares from piped Snapshot copies that start with "weekly"” in
the name.

PS C.\> Get-SdSn

\ apshot \\ SQLFi | eserver\ DBShar e - Snapshot weekly* | Mount-SdSnapshot "\
\ SQLFi | eserver\dbs "o le "

S
hare", "\\'SQLFi | eserver\| ogshare

Thi s exanpl e syntax nounts sPecifi ed shares from Snapshot copies that start with "weekly."
The shares you want to nount nust be on the same vol une.

Ori gi nal Resour ce Mount edResour ce

\\ SQLFi | eserver\ DBShar e \\ SQLFi | eserver\ DBShar e- A470FF3A- 5107- 4B6A- BOCL1- FB3D8744F14C
\\ SQLFi | eserver\ LogShare \\ SQLFi | eserver \ DBShar eE6980DF6- 3E64- 45BD- 965A- 7F7A9B02156A

Example 3: Mounting shares from the specified secondary Snapshot copy

PS C.\> Munt - SdSnapshot -Path "\\SQLFi | eserver\DBShare", "\\ SQLFi | eserver\LogShare" -snapshot
"weekl y_snap" -storagesystemmrror_vserver -volume dbmrrorvol ume

Thi s exanpl e mounts the specified shares fromthe specified secondary Snapshot copy.
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Ori gi nal Resour ce Mount edResour ce

\\ SQLFi | eserver\ DBShar e \\ DRSQLFi | eSer ver\ DBShar e- A470FF3A- 5107- 4B6A- BOC1- FB3D8744F14C
\\ SQLFi | eserver\ LogShare \\ DRSQLFi | eSer ver\ DBShar e- E6980DF6- 3E64- 45BD- 965A- 7F7A9B02156A

Example 4: Mounting shares using a prefix

ES C Mount - SdSnapshot - Pat

\ > th \\172.17. 165. 40\ capi tal _vol _share - Snapshot New est -
r ef | xFor Vol uned one capi t al Shar

\
e

Thi s exanpl e syntax creates a short name for the share on which you nount the Snapshot copy.

Resour ce Connect edResour ce

\\172.17. 165. 40\ capi tal _vol _share \\ JENKI NS- Cl FS\ capi t al Shar e030713155542929

Example 5: Mounting a LUN from a specified Snapshot with file system path.

PS C \> Mount - SdSnapshot -Path L: - Snapshot
Host 1_DWVN_COM SLDB Hostl 06-10- 2020 0 51 43. 9645 -MuntPath |: -Host Host1. DMN. COM

Thi s exanpl e syntax nounts the Snhapshot co specified for the LUNin L: onto |I: on the host
Fost T DAL GoM P Py SP

Resour ce Connect edResour ce

Example 6: Mounting a LUN from a specified Snapshot with AutoMount option

PS C.\> Mount - SdSnapshot -Path L: Snag shot . .
Host 1_DWMN_COM SLDB3_Host 1_06- 10- 2020_02. 51. 43. 9645 - Aut opi ckMbunt Poi nt - Host Host 1. DMN. COM
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Thi s exanpl syntax nounts the Snapsho
location "C\scmpt\ npdi s k 002\" on t

oT
n<<
0

ﬂgmfled for the LUNin L: onto the autonount
st 1. DMN. COM

Resour ce Connect edResour ce

L:\ C:\ scrmpt \ npdi sk0002\

Example 7: Mounting a LUN to a different host with LUN storage path

PS C.\> Munt - SdSnapshot -Path Prinmar y M vol / SCE VOL/ | unl - Snapshot
Host 1_DWMN_COM SLDB3_Host 1_06- 10- 2020 .51.43. 9645 -MuntPath |: -Host Host2. DMN. COM

Thi s exanpl e syntax specifies the stora eDﬁlﬁth of the LUN nounted on Host1 and mounts the
Snapshot copy onto |I: on the host Host COM The cndl et I's executed on Host2. DVN. COM

Resour ce Connect edResource

Example 8: Mounting a LUN with LUN storage path using Primary SVM

PS_C.\> Mount-SdSnapshot -Path Prinary SVM /v oI/V | ume_Vau
R70105ECOA5V1 SO 2019 SQL_DB1_R70105ECDA5V1 03— 15-2021"22.
Cl one_0129202T_2330 ?Aut opi ckWbunt Poi nt - Verbose

ume_Vault Lunl - Snapshot
.2993 1 - Pref

Thi s exanpl e syntax specifie
Snapshot copy onto randomd
i's executed on Host 1.

s the s E? age path of the Primary LUN nounted and nmounts the
rive

i | on the sane host usihg Primary Storage . The cndl et

VERBOSE: Validating input paths.

I xFor Vol umed one
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VERBOSE: LUN: Primary_SVM /vol / Vol ume_Vaul t/ Vol ume_Vaul t _Lunl

VERBOSE: The Snags hot .
" R70105ECOAS5V1 9_2019_5(3_ DB1_R70105ECOA5V1_03-15-2021_22.37.23.2993_1' of Primary_SVM/
vol / Vol une_Vaul T/ Vol une_Vaul't _Lunl wi |l be nount ed.

VERBOSE: Drive letter if available or a nount point will be auto-picked
VERBOSE: Mounting the specified resources fromthe Snapshot copy.

VERBCSE: (peration successful .
Resour ce Connect edResour ce

Primary_SVM /vol / Vol ume_Vaul t/ Vol ume_Vaul t _Lunl C:.\ scrmpt \ npdi sk0006\

Example 9: Mounting a LUN with LUN storage path using Secondary Storage fails

nt - SdSnapshot -Path Secondary_SVM /vol / Vol unme_Secondary_Vaul t/
dary Vault_Lunl -Snapshot .

DAGZOlG_Backug kdcbchexchl 01-29-2021_23. 30. 20. 2845 - Pref i xFor Vol umed one
02172330 ?Aut opi ckMountPoi nt

Thi s exanpl e syntax specifie
Snapshot copy w th randomd
i's executed on Host 1.

age path of the LUN mounted and trying to nount the

s. the stor I
rive letter on the any host using Secondary Storage . The cndl et

v

Mount - SdSnapshot : Failed to nmount the Sna;)shot copy. Fail ed to nount the resource;
Secondar VM / vol / Vol une Secondar% Vaul t / Vol une condar g_VauI t _Lunl from snapshot:
BCHEXchDAG2016_Backup_kdcbchexchl 0T-29-2021_23. 30. 20. 2845

The source LUN' s i Group does not exist.
Possi bl e Resol ution: Make sure that Host to storage connectivity is avail able.
At line:1 char:1

+ Mount - SdSnapshot - Path Secondary_SVM /vol / Vol ume_Secondary_Vaul t/
Vol ume_Secondary_Vaul t _Lunl ...

+

+ Cat egorylnfo . InvalidResult: .
(SnapDrive. i en. .. Munt SdSnapshot : Mount SdSnapshot) [ Mount - SdSnapshot], Exception

+ FullyQualifiedErrorld : 102, SnapDrive. d i ent. PSMbdul e. Mount SdSnapshot

581



New-SdBackup

Syntax
New- SdBackug [-Snapshot] <String> [[_— Consi st encyG ou s] <NewSdBackup+Consi st encyG oupl nf 0>]
[[-LUNs] <String>] [[-NasDrs] <Siri nggl [[-Di sabl eFal | backToVol uneSnaphot]] [*-Rest Api URL
<String>] [-SesSion <String>] [-Host <String>] [<ComnmonPar aneters>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
[Snapshot true true (ByValue,
ByPropertyName)
(ConsistencyGroups false true
(ByPropertyName)
LUNs false true
(ByPropertyName)
NasDirs false true
(ByPropertyName)
DisableFallbackToVolumeSnaphot false true
(ByPropertyName)
RestApiURL false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)

582



New-Sdigroup

Creates a new igroup.

Syntax
Ne Sd roup[-NarTe]_<String>[-ProtocoI] <Strin <String>] [[- PortSet£<Str| g>]
lators] <String[]>] -StorageSystem <Stri |on <S ng> t <String>]
mmnPar anet er s>]
Detailed Description
Creates a new igroup.
Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name for your new igroup. true true
(ByPropertyName)
Protocol Specifies the protocol you want to use with your new true true
igroup. (ByPropertyName)
Type Specifies the type of igroup you want to create. false true
(ByPropertyName)
PortSet Specifies the portset to which you want to add your false true
igroup. (ByPropertyName)
Initiators Specifies any initiators you want to and to your igroup.  [false true
(ByPropertyName)
StorageSystem Specifies the storage system on which you want your true true
igroup to reside. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples
Example 1: Creating a new igroup
PS C:\> New Sdl group - Nape | G Deno a Sytem172 17.168.13 -Initjators
i gn. 1991- 05. com m crosoft: mva- S24-r ddev. myconpany. com - Prot ocol m xe

Thi s exanpl e syntax creates a new ni xed protocol

igroup on the specified storage system

583



New-SdLun

Creates a LUN on your storage system.

Syntax

New- SdLun
[-Session <

- St or age e <String> [-L
[ Strin8> ri%g>£ [

Host <St

Detailed Description

Creates a LUN on your storage system.

<String> L-Si ze] <String> [[-Type] <String>]
ters>]

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system on which you want to true true
create a new LUN. (ByPropertyName)
LunPath Specifies the path of the LUN on your storage system. [true true
If you are working in an ONTAP environment, specify (ByPropertyName)
the path to your LUN. If you are working in a Flashray,
specify the LUN name.
Size Specifies the size of your new LUN. Valid size true true
specifications are MB, GB, or TB. (ByPropertyName)
Type false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)

machine.
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New-SdPortSet

Creates a new portset.

Syntax

New- SdPor t Set

Session <String>]

[-PortSetNarrel <String> |
[-Host <String>] ([3<Co

Detailed Description

Creates a new portset.

[-PortSetT
monPar ane

]<St ring>] -StorageSystem <String> |-

Parameters
Name Description Required? Pipeline Input Default
Value
PortSetName Specifies the name of the portset you want to create. true true
(ByPropertyName)
PortSetType Specifies the protocol you want to use for your new false true
portset. Valid options are iSCSI, Fibre Channel (FCP), or (ByPropertyName)
mixed.
StorageSystem Specifies the storage system on which you want your true true
new portset to reside. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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New-SdSMBShare

Provisions SMB shares using templates that encapsulate best practices for provisioning shares for
different types of applications.

Syntax

New SdSMBShare [[-Nane] <Stri n%t>] [[-Path] <Stri ng;] [[-Cl FSServer] <String>] [—TerrEI at eNane
<String>] [-ShareProperties <String[] >] -S}/m I nkProperties <String[]>] Lé-Fl | eUmask <| nt 32>
-DirUmask <Int32>] [-Comment <String> -AftributeCacheTt] <Int325] [-UserOrGroup <String>
-Permssion <String>] [-Session <String>] [-Host <String>] [<ComronhParaneters>]

New SdSMBShar e [[_—Nan‘e] <Stri ng>] [[-Path] <String> [-Sto_raEeSystenj <String>] |-

Tenpl at eName <Strin >b [-ShareProperties <Stri n%][?> -Sym i nkProperties <Stri ng{ >£ L—

Fi | eUmask <l nt32>1 -DirUmask <|nt32>] E-O_orrman <Siring>] E-Attrl but eCacheTt| <Int32>]
-UserOGroup <String>] [-Permssion <3tring>] [-Session <3tring>] [-Host <String>]

<ComonPar anet er s>]

Detailed Description

Provisions SMB shares using templates that encapsulate best practices for provisioning shares for
different types of applications. Get the provisioning templates from the "templates" folder in your
install directory. This cmdlet is supported in clustered Data ONTAP 8.2 and later. Related cmdlets:
New-SdVolume

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the SMB share you want to false true
provision. The SMB share name must be a UTF-8 string. (ByPropertyName)
You cannot use following characters: control characters
from 0x00 to 0x1F, both inclusive, 0x22 (double quotes)
and the special characters \/[J:|<>+=;,?
Path Designates the file system path that is shared through [false true
your SMB share. (ByPropertyName)
CIFSServer Specifies the SMB server you want to use for false true
provisioning the share. (ByPropertyName)
[TemplateName Specifies the provisioning template name. You should  [false true
also include the path to the template, if the template (ByPropertyName)

resides in a folder other than the Templates folder.

[ShareProperties Provides a list of properties for your SMB share. Possible[false true

values: "oplocks", "browsable", "showsnapshot", (ByPropertyName)

"changenotify”, "homedirectory", "attributecache",
"continuously-available"

SymlinkProperties Indicates whether you want the symlinks under this false true

shared directory to be hidden, accessible, or read-only (ByPropertyName)
(option "read-only" along with option "enable".) Possible
values are: "enable”, "hide", "read_only"
FileUmask You can use the value of this field to control the file mode[false true
creation mask for the SMB share in gtrees with UNIX or (ByPropertyName)
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Name

Description

Required?

Pipeline Input

Default
Value

mixed security styles. The file mode create mask restricts
the initial permissions setting of a newly created file.

The input value is a numeric mode comprised of one

to three octal digits (0-7), derived by adding up the bits
with values 4, 2, and 1. The first digit selects permissions
for the user who owns the file: read (4), write (2), and
execute (1). The second selects permissions for other
users in the file's group, with the same values. The third
is for other users not in the file's group, with the same
values.

DirUmask

You can use the value of this field to control the file
mode creation mask for the SMB share in gtrees with
UNIX or mixed security styles. The mask restricts the
initial permissions setting of a newly created directory.
The input value is a numeric mode comprising of one

to three octal digits (0-7), derived by adding up the bits
with values 4, 2, and 1. The first digit selects permissions
for the user who owns the file: read (4), write (2), and
execute (1); the second selects permissions for other
users in the file's group, with the same values; and the
third for other users not in the file's group, with the same
values.

false

true
(ByPropertyName)

(Comment

This optional parameter describes a new SMB share.
Your description is visible to SMB clients when they are
browsing the virtual storage server's SMB shares.

false

true
(ByPropertyName)

AttributeCacheTtl

Specifies the lifetime of an entry in the file attribute
cache, in seconds. You can use this value if you have set
the "attributecache" property set for the share. Setting
the "attributecache" property improves the performance
of certain metadata operations in common workloads.
The default is 10 seconds. The value of this field must
be in the range of 1 to 86400. Raising this value may
improve performance, but it increases the likelihood that
you serve stale metadata.

false

true
(ByPropertyName)

UserOrGroup

Specifies the user or group name for which you list the
permissions.

false

true
(ByPropertyName)

Permission

Indicates access rights that a user or group has on
the defined SMB share. Possible values: "no_access",
"read", "change", "full_control".

false

true
(ByPropertyName)

Session

Specifies the session ID from Open-SmConnection.

false

true
(ByPropertyName)

Host

Specifies the name or IP address of the host on which
you execute the operation. The default is your local
machine.

false

true
(ByPropertyName)

StorageSystem

Indicates the virtual storage server you want to use for
provisioning the SMB share. The virtual storage server
should already have a SMB server configured. You do
not need to use this parameter if the SMB server is

false

qualified.

true
(ByPropertyName)

Input Type

String, String([], Int32, SwitchParameter
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Return Values

SnapDrive.Nsf.Interfaces.SDCIFSShare SnapDrive.Nsf.Interfaces.SDCIFSShare returns the
SMBshare that was provisioned.

Examples
Example 1: Provisioning SMB shares

PS C \> New SdSMBShar e -Path /\Sha en

t renane - Nane Hy()erVShare - Cl.FSSer ver Hyf\)AerVFi | eServer -
Tenpl at eNane " C:\ Program Fi | es\ Net App\ SnapCent er

SnapCenter Plug-in for crosoft W ndows"

Thi s exanpl e syntax provisions a SMB share using the specified tenplate.
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New-SdSnapshot

Creates Snapshot copies of specified Windows disks or SMB shares.

Syntax

New- SdSnapshot

[ - CrashConsi st ent]

- Sessi on

St

Detailed Description

<oj ect[]> - Snapshot] <String> - Nod eanUpOnErr or
] | [<£tr|[¥1g>] F-Hosl < rin8>] [<CormDnPgPan‘eters

L][-UpdateM rror]

Creates Snapshot copies of specified Windows disks or SMB shares. Related cmdlets: Get-
SdSnapshot, Remove-SdSnapshot and Rename-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
Path Provides the volume, logical disk, or a comma-separated |true true (ByValue,
list of SMB shares of which you want to make Snapshot ByPropertyName)
copies. You cannot mix a logical disk or mount point with
ISMB shares in the same input path.
Snapshot Designates the name of the new Snapshot copy. You false true IA GUID
cannot use special characters in a Snapshot copy name. (ByPropertyName) |appended
If you do not specify a Snapshot copy name, a GUID with
appended with timestamp is generated and used as the timestamp
[Snapshot copy name. will be
generated
and used for
the Snapshot
copy name
NoCleanUpOnError Indicates whether you want to delete Snapshot copies  [false true
if there is an error in backing up one of the specified (ByPropertyName)
resources, that results in an incomplete Snapshot
backup.
UpdateMirror Initiates a mirror or vault update after your Snapshot false false
operation completes.
(CrashConsistent false false
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

Object][], String, SwitchParameter Volume, logical disk, or a comma-separated list of SMB shares
of which you want to take a Snapshot copy. The SMB shares can be specified as list of strings or
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list of objects. The following types are allowed: string; SnapDrive.Nsf.Interfaces.SDCIFSShare;
SDStorageResource

Return Values

SnapDrive.Nsf.Interfaces.SDSnapshot The object corresponding to the new Snapshot copy that was
created.

Examples

Example 1: Backing up the specified SMB shares

PS CI \> New SdSnapshot -Path "\\fileserver\sqlshare","\\fileserver\sql share2" -Snapshot
sqgl _snap

Thi s exanpl e syntax backs up the SMB shares by creating Snapshot copies of the correspondi ng
vol umes usi ng” Snapshot nane sql _snap.

Example 2: Backing up the specified disk

PS C.\> New SdSnapshot -Path E: -Snapshot "sql _snap"

Thi s exanpl e syntax backs up the disk drive by creating Snapshot copies of the correspondi ng
vol unes usi ng” Snapshot nane sql _snap.
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New-SdStorage

Provisions a Windows volume or disk on a LUN.

Syntax
New- SdSt orage [-Path <String>] -Size <Str|n>-LunPath <String> - StorageSystem<String>
[- Fi | eSystenmLabel <Strin >? { Shar edDi S||§] f ust er edShar edVol une] ?gr oup <String> ?
-Initiator]nfo <Hostl ni |ator|nfoE]e or T Set <Str|ng>L[ Aut opi ckMount Poi nt] |-
PartitionStyle <PartitionStyle> sourceGoup <String>] [-Thin] [-A]ocationUnitSize
<String> Y RawDevi ceMappi hg] { tastore <String>] [-gesy on <String>] [-Host <String>]
[ <ConmDdnPar anet er s>]
Detailed Description
Provisions dedicated disks, shared disks and clustered shared volumes on a LUN.
Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the drive letter or mount point: D:, D:\Mount false true
(ByPropertyName)
Size Specifies size of the new Windows disk you are true true
provisioning. Supported units: G, T, K, M (ByPropertyName)
LunPath Specifies your LUN path in the following format: /vol/volx/ [true true
lunx (ByPropertyName)
StorageSystem Specifies the target virtual storage machine you want to [true true
use for provisioning. (ByPropertyName)
FileSystemLabel Specifies the label you want to attach to your new false true
\Windows volume. (ByPropertyName)
[SharedDisk Indicates whether you need to provision your Windows [false true
disk as a shared disk. (ByPropertyName)
ClusteredSharedVolume Indicates whether you will provision your Windows disk [false true
as a Clustered Shared Volume. (ByPropertyName)
Igroup Specifies the igroup you want to use for mapping the false true
LUN. If not specified, SnapCenter Plug-in for Mcrsoft (ByPropertyName)
Windows automatically manages the igroup for mapping
the LUN.
Initiatorinfo Specifies the initiators you want to add to your Igroup.  [false true
(ByPropertyName)
PortSet Specifies the portset you want to use for binding your false true
Igroup. If yourlgroup is already bound to a different (ByPropertyName)
portset, specifying this parameter unbinds your Igroup
and then binds it to the portset specified here.
IAutopickMountPoint Specifies that the mount point for the new LUN is false true
assigned automatically. (ByPropertyName)
PartitionStyle Indicates whether you want to use GPT or MBR partition [false true
style. (ByPropertyName)
ResourceGroup Specifies a Cluster Resource Group for your shared false true
\Windows disk. (ByPropertyName)
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Name Description Required? Pipeline Input Default

Value
Thin Indicates whether you want the LUN to be thin false false
provisioned.
[AllocationUnitSize Specifies the custom NTFS allocation unit size. Possible [false true
values are: 4 KB, 8 KB, 16 KB, 24 KB, 32 KB, and (ByPropertyName)

64 KB. The minimum allocation size is 4 KB, and the
maximum is 64 KB. The default value is 4 KB.

RawDeviceMapping Indicates whether the LUN is raw device mapping for false true
VMWare. (ByPropertyName)
Datastore Specifies the Name of the datastore. false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies your target host. false true
(ByPropertyName)
Examples

Example 1: Provisioning a dedicated Windows disk

PS C:\> new sdst orage —Sto ag sy ste 172.17.165.31 -path V: -LunPath /
vol [santest/b09 -size 1G -Initiator f Host =" R505143C1AAV HNK2. COM';
I'nitiators="iqgn.1991-05. com m ros ft r505143claavl. hnk2. coni'}

Thi s exanpl e syntax creates a new dedi cated W ndows di sk.

Example 2: Provisioning a shared Windows disk

PS C:\> new- sdstorage -Storag System  172.17.165.31 -path V: -LunPath /vol/santest/b09 -size
1G - SharedDi sk -1group Wndows2012_i group

I'n this exanple syntax, you provision a shared disk in "Avail abl e storage" resource group.

Example 3: Provisioning a shared Windows disk in an alternate resource group

SC\ W-dO
s_

TcC P reues m 172.17.165.31 -path V. -LunPath /vol/santest/b09 -size

te
od -lgroup Sql AG. i group
In this exanple syntax, you provision a shared disk in prod resource group.

Example 4: Provisioning a new Cluster shared volume

PS C.\> new sdstorage -StorageSystem 172.17.165.31 -LunPath /vol/santest/b09 -size 1G -
Cl uster edSha edVol uire -1group ndows2012_i gr oup

In this exanple syntax, you provision a clustered shared vol une.
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Example 5: Provisioning a RDM disk with other options:(Datastore, FileSystemLabel,

filesystemlablename)

PS new- sdstora%e —stora st em aut of 7f 8_vsvr
C227030162240 VDML ol /Lunl -size 3G -i
Dat ast or e 0227030162'240 IVNFS DS -Fil eSysteniL

I'n this exanple syntax,

Tot al Si zel nGB
UsedSpacel nGB

Nanme

Fi |l eSystem dentifier
Fi | eSyst enType
Mount edFr onmSnapshot
Tot al Si ze

UsedSpace

Bl ockSi ze

C ustered

Expandabl e

Onner Node

Mount Opti ons

Mount Pat hs

parents

Message
ClusterAttributes
Boot Fi | eSyst em

Boot Fi | eSyst enSpeci fied :

bl sPat hOnCSV
bl sPat hOnCSVSpeci fi ed
CSVRepar sePoi nt Pat h

you provision a RDM di sk.

3.00287246704102 GB
3.00287246704102 GB
K:\

aut of 7f 8_vsvr1:/vol / C227030162240_1_MDM__Log_Vol / Lunl

ntfs

Fal se
3224309760
3224309760
4096

Fal se

True

Fal se

{K:\}

Fal se
Fal se
Fal se
True

Example 6: Provisioning a RDM disk

New- SdSt or age - LunPath /v

Sab_FC _ESX™-Path M

ol / Vol _VMI80_FC/ L2 -Size 1GB - StorageSystem 10.225.21.111 -1group
RawDew ceMappi ng

QJLQH

p%P”g -
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I'n this exanple syntax,

Tot al Si zel nGB
UsedSpacel nGB

you provi sion a RDM di sk.

1. 00351095199585 GB
1.00351095199585 GB

Nanme o M\

Fil eSystem dentifier sce_svm 1:/vol / Vol _VMLBO_FC/ L2
Fi | eSyst enType ©ontfs

Mount edFr onmSnapshot . Fal se

Tot al Si ze 1077511680
UsedSpace : 1077511680
Bl ockSi ze : 4096

C ustered . Fal se
Expandabl e : True

Onner Node . Fal se
Mount Opti ons :

Mount Pat hs D {M\}
parents

Message

ClusterAttributes :

Boot Fi | eSyst em . Fal se

Boot Fi | eSyst enfSpeci fied : Fal se

bl sPat hOnCSV . Fal se

bl sPat hOnCSVSpeci fi ed . True

CSVRepar sePoi nt Pat h

Example 7: Provisioning a RDM/Windows disk with Initiatorinformation

$initiatorlist = New Object Collections.Generic.List[string]
$initiatorlist.Add("10:00: 00: 90: f a: a6: 32: 63")
$host Nane = "Bay8-21264"

initiatorlnfo = New Obj ect SMCoreContracts. Hostlnitiatorinfo -
initratorlist

SdStorae-LunPath/voI/Abhl FCOE VA 1/L5 -Size 1GB -
St or ageSystem vs_21264 -Igroup 1g_21264 U\ -Initiatorinfo $i n|t|ator|nfo

Argunent Li st $host Nane,

In this exanple syntax, you provision a RDM di sk.
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Tot al Si zel NGB
UsedSpacel nGB

Nanme

Fil eSystem dentifier
Fi | eSyst enilype
Mount edFr onfSnapshot
Tot al Si ze

UsedSpace

Bl ockSi ze

Clustered

Expandabl e

Omner Node

Mount Opt i ons

Mount Pat hs

parents

Message
ClusterAttributes
Boot Fi | eSyst em

Boot Fi | eSyst enfSpeci fied :

bl sPat hOnCsV
bl sPat hOnCSVSpeci fi ed
CSVRepar sePoi nt Pat h

1. 00351095199585 GB
1. 00351095199585 GB
U\

vs_21264:/vol / Abhi _FCOE_Vd 1/ L5
ntfs

Fal se

1077511680
1077511680

4096

Fal se

True

Fal se

{u\}

Fal se
Fal se
Fal se
True
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New-SdVolume

Provisions volumes using templates that encapsulate best practices for provisioning volumes for
different types of applications.

Syntax
New SdVol ume -Nane] <String> - Aggregate] <String> -Size] <String> -Juncti onPat h
<Stri ng>krl [[gt or afg]esyst en _g<gtHng%? [-gTen%)! at eNamge_ ]< Li ng>] ] [- Oorrma%t] <g[ ring> [-. ]
Antivirus ccessPolicy <String>] [-ExportPolicy <String>] [-F exCacheCachePol i c%/ <String>]
- Fl exCacheFi I | Poli cy” <String>] L— FI exCacheOri gi nVol upe_<Stri ng> -Goupld <Int32>
-1 ndexDirect or'\éF_or nat [<Boo ean>] | L-Junctl onActive [<Boo| ean>L -MaxDirectorySi ze .
<Deci nal >]5 [ - NvFai | Enabl ed [< ol ean b]n [-SecurityStyle <String - Snapshot Pol i cy <String>]
V[—State <String>] [-T {Je <Stri ng>L - Uni xPer m ssi ons” <Stri ,ng>L [-Userld <Int32> -
I rtual St orageServer Root [<Bool ean>]] [-QosPoli CKGoup <String>] [-Snapshot C oneDependency
[ <Bool ean> ? [ - Enabl eSnapdi ff [<Bool ean>]] [-SchedSnapNane <String>] -E{)aceGuarant ee
<string> - ShapReserve <Int32>] [-Fractional Reserve <Int 32>L [— Sﬁace TryFirst
<String> - SpaceNear | yFul | Thr eshol dPer cent <Int32>] [-SpaceFul | Threshol dPer cent
<Int325] [-Files <Int32>] [-FilesysSizeFi xed] [-ExtentEnabled <Stri _ng>]5 j& ReadReal | oc
<Stri n%?] - Ext er nal Cache <Stri n%]>] [ -VmAli gnSector <I nt,32>] [-VmALi gnSuffix <String>]
[ - Aut 0Si zeMbde <String>] [-MaxAutosize <String>] [-Aut osi zel ncrenment <String>] [-
Aut osi zel ncrenent Percent " <[ nt 32>] [-M nAutosize <Stri n%>1 EéAut osl zeGr owThr eshol dPer cent
<l nt ,32>L [ - Aut osi zeShri nkThr eshol dPer cent <I nt 32>gt [ - Aut oDel et eEnabl ed] [ - Conmm t nent
<String>] [-DeferDelete <String>] [-Deleteorder <Stri ng>1 [-DeferDel etePrefix <String>] |-
Tar get FreeSpace_<I nt32>lD [-Trigger_ <String>] [-DestroyList <String>] [-Session <String> -
Host <String>] [<CommonPar anet er s>]

Detailed Description

Provisions volumes using templates that encapsulate best practices for provisioning volumes for
different types of applications. Gets the provisioning templates from the "templates" folder in your
install directory. This cmdlet is supported in clustered Data ONTAP 8.2 and later. Related cmdlets:
Remove-SdVolume

Parameters
Name Description Required? Pipeline Input Default
Value
Name Indicates the name of the new volume. false true
(ByPropertyName)
|Aggregate Specifies the name of the containing aggregate. false true
(ByPropertyName)
Size Designates the size of the new volume. false true
(ByPropertyName)
JunctionPath Specifies the junction path at which this volume is to be [false true
mounted. (ByPropertyName)
StorageSystem Specifies the storage virtual machine for provisioning the [false true
storage volume. (ByPropertyName)
[TemplateName Indicates the name of the provisioning template. You false true
should qualify path to the template if the template resides (ByPropertyName)
in a folder other than SnapDrive Templates folder.
Comment Provides a description for the volume being created. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value

JAntivirusOnAccessPolicy Specifies the name of the Anti-Virus On-Access policy. |[false true

The default policy name is 'default'. (ByPropertyName)
ExportPolicy Specifies the name of the export policy to be used by false true

NFS/SMB protocols. The default policy name is 'default'. (ByPropertyName)
FlexCacheCachePolicy Specifies the name of the FlexCache cache policy. The |[false true

default policy name is 'default'. (ByPropertyName)
FlexCacheFillPolicy Specifies the name of the FlexCache prefill policy. The [false true

default policy name is 'default' (ByPropertyName)
FlexCacheOriginVolume Specifies the name of the origin volume that contains the [false true

authoritative data. (ByPropertyName)
Groupld Specifies the UNIX group ID for the volume. The default [false true

value is O ('root'). (ByPropertyName)
IndexDirectoryFormat Indicates whether you want to enable the index directory [false true

format. If true, index directory format is enabled. The (ByPropertyName)

default is false.
JunctionActive Indicates whether the mounted volume is accessible. false true

The default is true. (ByPropertyName)
MaxDirectorySize Specifies the maximum size in bytes, to which any false true

directory in this volume can grow. (ByPropertyName)
NvFailEnabled Indicates whether you want the controller to identify false true

and attempt to correct NVRAM failure errors. If true, (ByPropertyName)

the controller performs additional work at startup and

takeover times, if it finds that there has been any

potential data loss in this volume due to an NVRAM

failure.
SecurityStyle Designates a volume security style. Possible values are: [false true

mixed, ntfs, unix. (ByPropertyName)
[SnapshotPolicy Specifies the Snapshot copy policy. Default policy is false true

'default'. (ByPropertyName)
State Indicates the desired state of the volume after it is false true

created. Possible values are: online|restricted|offline| (ByPropertyName)

force-online|force-offline|mixed
Type Specifies the volume type. Possible values are: rw, Is,  [false true

dp, dc. (ByPropertyName)
UnixPermissions Indicates the UNIX permission bits in an octal string false true

format. (ByPropertyName)
Userld Specifies the UNIX user ID for the volume. The default |[false true

value is O (‘root’). (ByPropertyName)

irtualStorageServerRoot Indicates whether you want this value to be the false true

namespace root volume. If true, this volume is the (ByPropertyName)

namespace root volume of the virtual storage server

lwhich owns this volume. The default value is false.
(QosPolicyGroup Optionally specifies which QoS policy group to apply false true

to the volume. This policy group defines measurable (ByPropertyName)

service level objectives (SLOs) that apply to the storage

objects with which the policy group is associated. If

you do not assign a policy group to a volume, the

system monitors and controls the traffic to the volume.

To remove this volume from a policy group, enter

the reserved keyword 'none'. This parameter is not

supported on Infinite Volumes.
[SnapshotCloneDependency {on|off}] - Snapshot Cloning Dependency Specifies false true

lwhether the LUN clone dependancy on Snapshot (ByPropertyName)

copies is enabled. If set to on, LUN clone dependency

lon Snapshot copies is enabled. This parameter is not
supported on Infinite Volumes.
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Name

Description

Required?

Pipeline Input

Default
Value

EnableSnapdiff

{true|false}] - Create Namespace Mirrors For Snapdiff
Use

false

true
(ByPropertyName)

[SchedSnapName

{create_time]|ordinal}] - Naming Scheme for Automatic
Snapshots Specifies the naming convention for
lautomatic Snapshot copies. If set to create-time,
lautomatic Snapshot copies are named using the
format <schedule_name>.yyyy-mm-dd_hhmm.
Example: hourly.2010-04-01_0831. If set to ordinal,
lautomatic Snapshot copies are named using the
format <schedule_name>.<n>. Example: hourly.3 This
parameter is not supported on Infinite Volumes.

false

true
(ByPropertyName)

[SpaceGuarantee

Specifies the type of volume guarantee the new volume
uses. Possible values: none, file, volume. This option
controls whether the volume is guaranteed some amount
of space in the aggregate. The default is volume, and
file and none can be set by the administrator. Volume
guaranteed means that the entire size of the volume

is preallocated. The file value means that space is
preallocated for all the space-reserved files and LUNs
within the volume. Storage is not preallocated for

files and LUNSs that are not space-reserved. Writes to
these can fail if the underlying aggregate has no space
available to store the written data. This value can be set
if fractional reserve is 100. The none value means that
no space is preallocated, even if the volume contains
space-reserved files or LUNSs. If the aggregate is full,
space is not available even for space-reserved files and
LUNSs within the volume. Setting this parameter to file
or none enables you to provision more storage than is
physically present in the aggregate (thin provisioning).
\When you use thin provisioning for a volume, it can run
out of space even if it has not yet consumed its nominal
size and you should carefully monitor space utilization
to avoid unexpected errors due to the volume running
out of space. For flexible root volumes, to ensure that
system files, log files, and cores can be saved, the
space-guarantee must be volume. This ensures technical
support for the storage system, if a problem occurs.
Disk space is preallocated when the volume is brought
online and, if not used, returned to the aggregate when
the volume is brought offline. It is possible to bring a
volume online even when the aggregate has insufficient
free space to preallocate to the volume. In this case,

no space is preallocated, just as if the none option had
been selected. In this situation, the vol options and vol
status command display the actual value of the space-
Iguarantee option, but indicate that it is disabled.

false

true
(ByPropertyName)

SnapReserve

Optionally specifies the amount of space reserved on
the volume for Snapshot copies. The default setting is 5
percent.

false

true
(ByPropertyName)

FractionalReserve

This option changes the amount of space reserved for
overwrites of reserved objects (LUNS, files) in a volume.
This parameter is not supported on Infinite Volumes.
The option is set to 100 by default with guarantee set to
volume or file. A setting of 100 means that 100 percent
of the required reserved space is actually reserved, so
the objects are fully protected for overwrites. The value
is set to 0 by default with guarantee set to none. The
value can be either 0 or 100 when guarantee is set to

false

true
(ByPropertyName)
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volume or none. If guarantee is set to file, 100 is the only
allowed value. Using a value of 0 indicates that no space
Iwill be reserved for overwrites. This returns the extra
space to the available space for the volume, decreasing
the total amount of space used. However, this does
leave the protected objects in the volume vulnerable

to out of space errors. If the percentage is set to 0%,

the administrator must monitor the space usage on the
volume and take corrective action.

SpaceMgmtTryFirst

{volume_grow|snap_delete}] - Primary Space
Management Strategy A flexible volume can be
configured to automatically reclaim space in case

the volume is about to run out of space, by either
increasing the size of the volume using autogrow or
deleting Snapshot copies in the volume using Snapshot
autodelete. If this option is set to volume_grow the
system will try to first increase the size of volume before
deleting Snapshot copies to reclaim space. If the option
is set to snap_delete the system first automatically
deletes Snapshot copies and in case of failure to reclaim
space tries to grow the volume. This parameter is not
supported on Infinite Volumes.

false

true
(ByPropertyName)

[SpaceNearlyFullThresholdPercent

Optionally specifies the percentage at which the volume
is considered nearly full, and above which an EMS
lwarning is generated. The default value is 95%. Setting
this threshold to O disables the volume nearly full space
alerts. This parameter is not supported on Infinite
Volumes.

false

true
(ByPropertyName)

SpaceFullThresholdPercent

Optionally specifies the percentage at which the volume
is considered full, and above which a critical EMS error
is generated. The default value is 98%. Setting this
threshold to 0 disables the volume full space alerts. This
parameter is not supported on Infinite Volumes.

false

true
(ByPropertyName)

Files

Optionally specifies the total number of files permitted
on the volume. The default setting is 629. This value can
be raised but cannot be lowered; the new value must be
larger than the current value.

false

true
(ByPropertyName)

FilesysSizeFixed

This option causes the file system to remain the same
size and not grow or shrink when a SnapMirrored
volume relationship is broken, or when a volume add

is performed on it. It is automatically set to true when a
lvolume becomes a SnapMirrored volume. It stays set to
true after the SnapMirror break command is issued for
the volume. This allows a volume to be SnapMirrored
back to the source without needing to add disks to the
source volume. If the volume is a traditional volume and
the size is larger than the file system size, setting this
option to false forces the file system to grow to the size
of the volume. If the volume is a flexible volume and the
volume size is larger than the file system size, setting
this option to false forces the volume size to equal the file|
system size. The default setting is false.

false

true
(ByPropertyName)

ExtentEnabled

Setting this option to on or space-optimized enables
extents in the volume. This causes application writes to
be written in the volume as a write of a larger group of
related data blocks called an extent. Using extents may
help workloads that perform many small random writes
followed by large sequential reads. However, using
lextents may increase the amount of disk operations

false

true
(ByPropertyName)
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performed on the controller, so this option should only be
used where this trade-off is desired. If the option is set
to space-optimized then the reallocation update will not
duplicate blocks from Snapshot copies into the active file
system, and will result in conservative space utilization.
Using space-optimized may be useful when the volume
has Snapshot copies or is a SnapMirror source, when

it can reduce the storage used in the volume and the
lamount of data that SnapMirror must move on the

next update. The space-optimized value can result in
degraded read performance of Snapshot copies. The
default value is off; extents are not used.

ReadRealloc

Setting this option to on or space-optimized enables read
reallocation in the volume. This results in the optimization
of file layout by writing some blocks to a new location

on disk. The layout is updated only after the blocks

have been read because of a user read operation, and
only when updating their layout will provide better read
performance in the future. Using read reallocation may
help workloads that perform a mixture of random writes
and large sequential reads. If the option is set to space-
optimized then the reallocation update will not duplicate
blocks from Snapshot copies into the active file system,
land will result in conservative space utilization. Using
space-optimized may be useful when the volume has
[Snapshot copies or is a SnapMirror source, when it can
reduce the storage used in the volume and the amount
of data that SnapMirror must move on the next update.
The space-optimized value can result in degraded read
performance of Snapshot copies. The default value is
off.

false

true
(ByPropertyName)

ExternalCache

Optionally specifies which WAFL external cache policy to
apply to the volume. This parameter is not supported on
Infinite Volumes. A WAFL external cache policy defines
how the data blocks are cached for this volume. If an
external cache policy is not assigned to this volume, the
system uses the external cache policy that is assigned
to the containing virtual storage server. If an external
cache policy is not assigned to the containing virtual
storage server, the system uses the default cluster-wide
policy. The available WAFL external cache policies are: o
Uncached - Caches nothing. o Metadata_Only - Caches
indirect blocks and system metafiles. o Normal_Data -
(Caches indirect blocks, system metafiles, and randomly
read user data. o Random_Write_Data - Caches normal
data blocks and any blocks read as a result of random
writes. 0 Readahead_Data - Caches normal data blocks
and any sequentially read user data blocks. o Most_Data
- Caches normal data blocks and any blocks read as a
result of random writes or sequential reads. o Lopri_Data
- Caches everything. o Default - Current cluster-wide
default, which is Normal_Data.

false

true
(ByPropertyName)

mAlignSector

false

true
(ByPropertyName)

mAlignSuffix

false

true
(ByPropertyName)

JAutoSizeMode

{off|grow|grow_shrink}] - Autosize Mode Specifies the

autosize mode for the volume. The allowed values
lare grow, grow_shrink, and off. If this parameter is not

false

true
(ByPropertyName)
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specified, the existing autosize mode remains in effect.
This parameter is not supported in Infinite Volumes.
The various autosize modes are explained below: o off
- The volume will not grow or shrink in size in response
to the amount of used space. o grow - The volume will
automatically grow when used space in the volume is
above the grow threshold. o grow_shrink - The volume
will grow or shrink in size in response to the amount of
used space.

MaxAutosize

[Specifies the maximum size to which a flexible volume
can grow. The default is 120% of the volume size at
creation for a flexible volume, and the greater of the
origin volume's size and the current value of max-
autosize for a FlexCache volume if a size is not specified
upon creation. This parameter is not supported in Infinite
Volumes.

false

true
(ByPropertyName)

JAutosizelncrement

The size of the volume is increased by the increment
size specified by autosize-increment each time the
volume is autogrown. A volume does not automatically
grow if the current size of the volume is greater than or
lequal to the maximum size specified by the max-auto-
size. The default is 5% of the volume size at the time
autosize was enabled for the volume. This parameter is
not supported in Infinite Volumes.

false

true
(ByPropertyName)

IAutosizelncrementPercent

The increment percent specified with autosize-increment-|
percent is converted to a fixed increment size in bytes
based on the volume size when volautosize -increment-
percent is issued. The size of the volume is increased
by the computed increment size each time the volume
is autogrown. A volume will not automatically grow if
the current size of the volume is greater than or equal
to the maximum size specified with the max-autosize
parameter. The default is 5% of volume size at the time
autosize was enabled for the volume. This parameter is
not supported in Infinite Volumes.

false

true
(ByPropertyName)

MinAutosize

{<integer>[KB|MB|GB|TB|PB]}] - Minimum Autosize
Specifies the minimum automatic size to which the
volume shrinks. The default value is the volume size

at the time when the grow_shrink autosize mode was
lenabled for the volume. If the volume was created with
the grow_shrink autosize mode enabled, then the default
minimum size will be equal to the initial volume size. This
parameter is not supported in Infinite Volumes.

false

true
(ByPropertyName)

[AutosizeGrowThresholdPercent

Specifies the used space threshold for the automatic
growth of the volume. When the volume used space
becomes greater than this threshold, the volume will be
grown unless it has reached the maximum autosize. This
parameter is not supported in Infinite Volumes.

false

true
(ByPropertyName)

IAutosizeShrinkThresholdPercent

Specifies the used space threshold for the automatic
shrink of the volume. When the volume used space
becomes less than this threshold, the volume will be
shrunk unless it has reached the minimum autosize. This
parameter is not supported in Infinite Volumes.

false

true
(ByPropertyName)

JAutoDeleteEnabled

Specifies whether automatic deletion of Snapshot copies
is enabled or disabled. If set to true, automatic deletion
of Snapshot copies is enabled. If set to false automatic
deletion of Snapshot copies is disabled.

false

true
(ByPropertyName)

[Commitment

Specifies which Snapshot copies can be automatically

deleted to reclaim back space. When set to try, the

false

true

(ByPropertyName)
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[Snapshot copies which are not locked by any application
are deleted. When set to disrupt, the Snapshot copies
lwhich are not locked by Data Backing Functionalities
(Volume Clones, LUN Clones, File Clones) are deleted.
In disrupt mode, Snapshot locked by Data Protection
Utilities like SnapMirror or Volume Move can be deleted.
If such a locked Snapshot copy is deleted during the data
transfer, the transfer is aborted. When set to destroy,
[Snapshot copies locked by even the Data Backing
Functionalities are deleted.

DeferDelete

{scheduled|user_created|prefix|none}] - Defer Delete
Specifies which kind of Snapshot copies are deleted in
the end. When set to scheduled, scheduled Snapshot
copies are deleted in the end. When set to user_created,
user Snapshot copies are deleted in the end. When set
to prefix, Snapshot copies matching a certain prefix are
deleted in the end. When set to none no defer deletion
order is honored.

false

true
(ByPropertyName)

Deleteorder

{newest_first|oldest_first}] - Delete Order. Specifies
lwhether if the oldest Snapshot copy or the newest
[Snapshot copy is deleted first.

false

true
(ByPropertyName)

DeferDeletePrefix

Specifies the prefix string for the -defer-delete prefix
parameter.

false

true
(ByPropertyName)

TargetFreeSpace

Specifies when you want automatic deletion of Snapshot
copies to stop. Depending on the -trigger Snapshot
copies are deleted till you reach the target free space
percentage.

false

true
(ByPropertyName)

Trigger

{volume|snap_reserve|space_reserve}] - Trigger
Specifies the condition which starts the automatic
deletion of Snapshot copies. Setting this option to
volume triggers automatic deletion of Snapshot copies
lwhen the volume reaches threshold capacity and the
volume's space reserved for Snapshot copies has
been exceeded. Setting the option to snap_reserve

triggers automatic deletion of Snapshot copies when the
space reserved for Snapshot copies reaches threshold

|capacity. Setting the option to space_reserve triggers

automatic deletion of Snapshot copies when reserved
space in the volume reaches threshold capacity and the
volume's space reserved for Snapshot copies has been
exceeded.

false

true
(ByPropertyName)

DestroyList

Specifies a comma-separated list of data backing
functions which are affected if automatic deletion of
the Snapshot copy backing that service is triggered.
Possible values for this option are: vol_clone, lun_clone,
file_clone, sfsr, cifs_share, or none. With the exception
of none, all options can be combined as a comma-
separated list. If you specify vol_clone, the cloned
volume backed by the Snapshot copy is deleted. If you
specify lun_clone, and the LUN is in the process of
being cloned when autodelete is triggered, the cloning
operation is aborted. Any access to this LUN results

in an error being reported to the client. If you specify
file_clone, and the file cloning operation is in progress
[when autodelete is triggered, the cloning operation is
aborted. Any access to this file results in an error being
reported to the client. If you specify sfsr, and the file
restore is in progress when autodelete is triggered,

the restore operation is aborted. If the Snapshot copy

false

true
(ByPropertyName)
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is locked either by a lun_clone or file_clone or both,

the -destroy-list must be set to lun_clonefile_clone.

If the Snapshot copy is locked either by a lun_clone

or sfsr operation or both, -destroy-list must be set to
lun_clone, file_clone. The options file_clone and sfsr
are equivalent to each other. If you set -destroy-list to
lun_clone, file_clone and the Snapshot copy is backing
a file clone or sfsr operation, both the operations are
aborted. This is also the case when you set -destroy-list
to lun_clone, sfsr.

Session

false

true
(ByPropertyName)

Host

Specifies the name or IP address of the host on which
you execute the operation. The default is your local
machine.

false

true
(ByPropertyName)

Input Type

String, Int32, Boolean, Decimal, SwitchParameter

Return Values

SnapDrive.Nsf.Interfaces.SDStorageVVolume SnapDrive.Nsf.Interfaces.SDStorageVolume returns the
volume that was provisioned.

Examples

Example 1: Provisioning a storage system volume using a template

PS C:\> New SdVol une - Nanme sql dbvol ume - Aggregat e sql dbaggregate -JunctionPath /sql dbvol une

- Tenpl at eName C:\ Pro
St orageSystem sql vir

ram Fi | es\ SnapDri ve\ Tenpl at es\ Hyper VWHDxPr ovTenpl at e. xnl

ual st or ageserver

Thi s exanpl e provi sions a storage system vol ume using the specified tenplate.

Nanme
Vserver
Ful | Pat h

Juncti onPat h

Juncti onPar ent Nane :

Si zeTot al

sql dbvol urme
sqgl vi rtual st or ageserver

sql vi rtual st orageserver:/vol /sqgl dbvol unme

/ sql dbvol unme

-Size 128GB -
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Si zeUsed

SnapM rr or Sour ce

SnapM rr or Dest
SnapVaul t Pri mary
SnapVaul t Secondary

FI exCl oneEnabl ed

| sFl exd one

Style :ontfs

Resour ceType : SDSt or ageVol une
Resour ceNane . sqlvirtual storageserver:/vol/sql dbvol une
Ranges
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Remove-SdBackup

Syntax

Renpye- SdBackup
Session <String>

Detailed Description

03

Resour ceNane] <String> [[-RestApi URL] <String>] [-
monPar anet er s>]

Parameters
Name Description Required? Pipeline Input Default
Value
[Snapshot true true (ByValue,
ByPropertyName)
ResourceName true true
(ByPropertyName)
RestApiURL false true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Remove-Sdigroup
Removes an igroup from your storage system.

Syntax

oup [-Nanme] <String> -StorageSystem <String> [-Session <String>] [-Host <String>]
<CommonPar anet er s>]

Detailed Description

Removes an igroup from your storage system.

Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the igroup you want to remove true true
from your storage system. (ByPropertyName)
StorageSystem Specifies the storage system from which you want to true true
remove the igroup. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Removing an igroup

PS C.\> Renove-Sdl group -Nane | G Denp - StorageSystem 172.17.168. 13

Thi s exanpl e syntax renoves the a specific igroup fromthe specified storage system

606



Remove-SdLun

Removes a LUN from your storage system.

Syntax

Renpve- SdLun E)

<String>] [<

St or ageSyst e
monPar airet er s>

Detailed Description

Removes a LUN from your storage system.

]<String> [-LunPath] <String> [-Session <String>] [-Host

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system on which your LUN is true true
located. (ByPropertyName)
LunPath Specifies the path of the LUN on your storage system. [true true
If you are working in an ONTAP environment, specify (ByPropertyName)
the path to your LUN. If you are working in a Flashray,
specify the LUN name.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)

machine.
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Remove-SdLunMap

Unmaps your LUN from your igroup.

Syntax

Renpve- SdLunMap [ - St
[ <

or ageSyst e <String> [-LunPath] <String> [-1grou <String> [-Session
Spve; SdfupMap t.ggy ul g1 ] 9> [-1group] 9> [

String [ <CommonPar anet er s>]

Detailed Description

Unmaps your LUN from your igroup.

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the storage system on which the igroup, to true true
lwhich your LUN is mapped, resides. (ByPropertyName)
LunPath Specifies the path of the LUN on your storage system. [true true
If you are working in an ONTAP environment, specify (ByPropertyName)
the path to your LUN. If you are working in a Flashray,
specify the LUN name.
Igroup Specifies the igroup from which you want to unmap your [true true
LUN. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Remove-SdPortSet

Deletes a portset.

Syntax

Renpve- SdPort Set [ - Port Set Name] <String> - ForceDestro
. [ thamel 9> [ vl

<String>] [-Host

<String

monPar anet er s>]

Detailed Description

Deletes a portset.

- StorageSystem <String> [-Session

Parameters
Name Description Required? Pipeline Input Default
Value
PortSetName Specifies the name of the portset you want to delete. true true
(ByPropertyName)
ForceDestroy Specifies that you want to forcibly delete a portset. false true
(ByPropertyName)
StorageSystem Specifies the name of the storage system on which the  [true true
portset you want delete resides. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.

609



Remove-SdPortSetPort

Deletes a specified port from your portset.

Syntax

Renpye- SdPor t Set Por t [-Po t Set rre] <String> [-Port] <String> [-StorageSysten] <String> [-
Session <String>] [-Host <String [ <CommonPar anet er s>]

Detailed Description

Deletes a specified port from your portset.

Parameters
Name Description Required? Pipeline Input Default
Value
PortSetName Specifies the name of the portset from which you want to [true true
delete a port. (ByPropertyName)
Port Specifies the port you want to delete from your portset.  [true true
(ByPropertyName)
StorageSystem Specifies the storage system on which your portset true true
resides. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Remove-SdSMBShare

Removes one or more SMB shares from your storage system.

Syntax

Renpve- SdASMBShare [-Path] <Object[]> [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

Removes one or more SMB shares from your storage system. This cmdlet is supported in clustered

Data ONTAP 8.2 and later.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies a comma-separated list of SMB shares. true true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

Object [], String, SwitchParameter Comma-separated list of SMB shares.

Return Values

N/A
Examples

Example 1: Removing an SMB share

PS C.\> Renpve- SdSMBShar e -Pat h \\ JENKI NS- Cl FS\ RenoveShar e03 - Ver bose

Thi s exanpl e syntax renoves SMB share "RenpveShare03" from your storage system

Example 2: Removing multiple SMB shares
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\F}S bC: \ > Renove- SdSMBShare -Path \\ JENKI NS- Cl FS\ RenoveShar e01,\\ 172. 17. 165. 40\ RenoveShar e02 -
er bose

Thi s exanpl e syntax renoves SMB share "RenoveShare01," and "RenpveShare02" fromthe your
storage system
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Remove-SdSnapMirrorPolicyRule

Removes the rules from the SnapMirror policy associated with the SnapVault relationship.

Syntax

Renpve- SdSnapM rror Pol i c Rul e g Sour ceSt or ageSysten] <String> [-SourceStor aPesystenMoI une]
<String >L stinati onS oraeystenj <String> [-DestinationSt ora eS st enVo 1 <String> |-
SnapM rtor abel] <String[]> Session <String>] [-Host <String mmnParane ers>]

Detailed Description

Removes the rules from the SnapMirror policy associated with the SnapVault relationship. Related
cmdlets: Set-SdSnapMirrorPolicyRule, Get-SdSnapMirrorPolicyRule

Parameters
Name Description Required? Pipeline Input Default
Value
[SourceStorageSystem Specifies the primary storage system name containing [true true (ByValue,
the source volumes of the SnapMirror relationship for ByPropertyName)
lwhich you want to remove the SnapMirror policy rules. IP
addresses are not supported.
[SourceStorageSystemVolume Specifies the source volume of the SnapMirror true true
relationship for which you want to remove the SnapMirror (ByPropertyName)
policy rules.
DestinationStorageSystem Specifies the secondary storage system name containing|true true (ByValue,
the destination volumes of the SnapMirror relationship for ByPropertyName)
which you want to remove the SnapMirror policy rules. IP
addresses are not supported.
DestinationStorageSystemVolume |Specifies the destination volume of the SnapMirror true true
relationship for which you want to remove the SnapMirror (ByPropertyName)
policy rules.
[SnapMirrorLabel Specifies the SnapMirror policy rule which you wantto  [true true
remove. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

String, String[], SwitchParameter

613



Return Values
SnapDrive.Nsf.Interfaces.RetentionPolicyRule
Examples

Example 1: Removing SnapMirror policy rule information from the policy for a
SnapMirror relationship

PS C:\> Renove- SdSnapM rror Pol i cyRul e —SourceStoratqesl stem vsQ1 - Sour ceSt or ageSyst enVol une
src_vol 01 -DestinationSto ra eSXstem vs02 - Desti pati onStorageSyst enVol une deSt_vol 01 -
SnapM rrorLabel nyWekly, ny -verbose -Confirm $fal se

Renmpbves the SnapMrror policy rules (myWekly, nyMnthly) fromthe policy on the specified
rel ationship.
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Remove-SdSnapshot

Removes Snapshot copies created on Windows disks, SMB shares, or storage system volumes.

Syntax

Renpve- SdSnapshot Pat h ect[]> Snapshot] <Strin > Session <String> Host
<String>] [< Co %Paran‘]etersL (1> 1 P ] 91> [~ o>l [-

Detailed Description

Removes Snapshot copies created on Windows disks, SMB shares, or storage system volumes.
Related cmdlets: New-SdSnapshot, Rename-SdSnapshot, and Restore-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the SMB shares, volume, or logical disk for the [true true
[Snapshot copies you want to delete. You cannot mix a (ByPropertyName)
logical disk or mount point with SMB shares in the same
input path.
Snapshot Specifies the list of Snapshot copies you want to delete. [true true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

Object]], String, String[], SwitchParameter You can specify the input type as a list of the resources
belonging to the Snapshot copy you want to delete. The resources must be SMB shares, volumes,
or logical disks. You can specify resources as a list of strings or objects. The following types are
allowed: string; SnapDrive.Nsf.Interfaces.SDCIFSShare; SDStorageResource

Return Values

SnapDrive.Nsf.Interfaces.SDSnapshot The object corresponding to the Snapshot copies you want to
delete.

Examples
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Example 1: Removing a Snapshot copy on a SMB share

PS C.\> Renove- SdSnapshot -Path "\\172.17.12.101\share" -Snhapshot "snapshot_1"

exan}z)l e synt ax renoves the Snapshot copy snapshot_1 created on SMB share \
17.12.101\share.

Example 2: Removing specified Snapshot copies on multiple SMB shares

PS C:\ > Renpve- SdSnapshot -Path "\\172.17.12. 101\ sharel", "\\172.17. 12. 101\ share2" - Snapshot
"snapshot _1", "snapshot _2"

This exanpl e renpves Snapshot _copi es snapshot_1 and shapshot _2 created on SMB shares \
\172.17.12. 101\ sharel and \\172.17.12. 101\ share

Example 3: Removing a new Snapshot copy on a SMB share

PS C:\> New SdSnapshot -Path "\\172.17.12.101\share" | Renobve- SdSnapshot

Thi s exanpl e renoves the new Snapshot copy on SMB share \\172.17.12.101\share.

Example 4: Removing a Snapshot copy on a disk

PS C:\> Renove- SdSnapshot -Path D: -Snapshot "snapshot_1"

Thi s exanpl e syntax renoves the Snapshot copy snapshot_1 created on the disk drive D:.
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Remove-SdStorage

Deletes a LUN and everything associated with it.

Syntax

Renpve- SAdSt or age [ - Pat h]
<String>] [<CommonParaneters>

<String> [[-1gnoreVol umeMunt Point]] [-Session <String>] [-Host

Detailed Description

Deletes a LUN and everything associated with it.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies you LUN share path using this format: :D true true
(ByPropertyName)
IgnoreVolumeMountPoint false true
(ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples

Example 1: Deleting a LUN

PS C.\> Renove- SdStorage -Path V:

Thi s exanpl e syntax deletes the specified LUN.

617



Remove-SdStorageConnectionSetting

Removes the storage connection, transport, and credential settings from the configuration repository
for one or more storage system or virtual storage server.

Syntax

Renove- SdSt or ageConnecti onSetting [- Storagea/sten]> <String[]> [-HostOnly] [-PassThru] [-
LegacyCont ext] [ - Session <String>] Host “<Siri ng>] [<OomanPararretersi/

Renove- SdSt or ageConnecti onSetting -All [-HostOnly] [-PassThru] [-LegacyContext] [-Session
<String>] [-Host <String>] [<CommonParaneters>]

Renove- SdStorageOonnectlon tting -DefaultSetting [-HostOnly] [-PassThru] [-LegacyContext] [-
Session <String>] [-Host <String>] [<OomanPararreters>]

Detailed Description

Removes the storage connection, transport and credential settings from the configuration
repository for one or more storage system or virtual storage server. Related cmdlets: Set-
SdStorageConnectionSetting and Get-SdStorageConnectionSetting

Parameters
Name Description Required? Pipeline Input Default
Value

StorageSystem Specifies the name or IP address of the storage system [true true
(storage controller or virtual storage server) for which you (ByPropertyName)
lwant to retrieve connection settings.

HostOnly Specifies that you want to remove the storage system  |[false true
credentials only on the cluster node you specify. The (ByPropertyName)
default behavior is that HostOnly is not specified, and
your storage credential settings are removed from all the
nodes in a cluster.

PassThru Indicates the output setting objects that you removed false true false
from the configuration. These objects are written to the (ByPropertyName)
pipeline for further processing.

LegacyContext For internal use only. false false

Session false true

(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.

Al Indicates that you want to remove all connection settings,|true true
including the default settings, from the configuration (ByPropertyName)
repository.

DefaultSetting Indicates that you want to remove the default storage true false
system connection settings.
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Input Type
String, String[], SwitchParameter
Return Values

SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting,
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase Settings for a storage system
connection removed from the configuration repository. Processed default settings return
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase while processed named connection
settings return SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting.

Examples

Example 1: Removing named connection settings

PS C:\> Renpve- SdSt or ageSyst enfSetti ng - St or ageSyst em vnft or ageSer ver, sql Server -PassThru

Thi s exanpl e syntax renoves the specified vnStorageServer and sql Server storage system
connection settings.

Example 2: Removing all connection settings

PS C:\> Renpve- SdSt or ageConnectionSetting -A | -PassThru

Thi tst exanpl e syntax renoves all the connection settings, including the default connection
settings.

Example 3: Removing default storage connection settings

PS C:\> Renopve- SdSt or ageConnecti onSetting -DefaultSetting -PassThru

|
ettings to attenpt a connection to any systemthat is not explicitly configured.

Example 4: Removing pipeline storage connection settings

PS C.\> $settings = Cet-SdStorageConnectionSetting
$settings | Renove- SdSt orageConnectionSetting -PassThru -confirm $fal se

Thi s exanpl e s%/nt ax re ve he exi sting storage connection settings, In this case,
they are "vnS ora?eSe ! "shar ePoi nt Server"”. Then the exanple PI |oes t hose nanes as
the’ connection seftin enoved. Because the confirmvalue is false, there is no
confirmation pronpt a sThru swtch neans it outputs the objects renoved.

e syntax renoves the default storage system connection settings. You can use the
n
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Remove-SdVolume

Removes a volume from your storage system.

Syntax

Renove- SdVol une [- Vol unme] <String> [-StorageSyste <String> [-Session <String> - Host
<String>] [<CorTEmnParan‘]eters>] o [ gesy n o [ ol

Detailed Description

Removes a volume from your storage system. When you remove a volume using this cmdlet,
Remove-SdVolume dismounts your volume, brings it offline, and deletes it. You can remove one
volume at a time, only. You cannot remove volumes that are in a SnapMirror relationship. When
you remove volumes, any active LUNs or shares on the volume are also removed. This cmdlet is
supported in clustered Data ONTAP 8.2 and later. Related cmdlets: New-SdVolume

Parameters
Name Description Required? Pipeline Input Default
Value
Volume Specifies the name of the volume you want to delete. true true (ByValue,
ByPropertyName)
StorageSystem Specifies the name of the storage system from which true true (ByValue,
you want to delete the volume. You can use the ByPropertyName)
administration interface or the storage system name.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Input Type

String, SwitchParameter

Return Values

N/A
Examples

Example 1: Removing a volume
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PS C:\> Renove- SdVol une - Vol ume Test Renpval 01 - St orageSystem 172. 17. 165. 39 - Ver bose

Thi s exanpl e syntax renoves vol unme Test Renoval 01 from storage system 172.17. 165. 39.

VERBCSE: vol une ' Test Renoval 01' will be renoved

Renove- SdVol une

vol ume ' Test Renpval 01' will be renopved Do you want to continue?

[Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is "Y"): y
VERBOSE: Renovi ng vol une: Test Renpval 01

VERBOSE: Operation Successful.
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Remove-SdVsphereSetting
Syntax

Renove- SdVsphereSetting [-Session <String>] [-Host <String>] [<ConmonParaneters>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Rename-Sdigroup

Renames your specified igroup.

Syntax
Renane- Sd| gr oup <Stri n%g [- NewNarTel <String> -StorageSystem <String> [-Session
<String>] [ -Hos ng>] [ <CommonPar anet er s>]
Detailed Description
Renames your specified igroup.
Parameters
Name Description Required? Pipeline Input Default
Value
Name Specifies the name of the igroup you want to rename. true true
(ByPropertyName)
NewName Specifies the new name of the igroup you are renaming. [true true
(ByPropertyName)
StorageSystem Specifies the storage system on which the igroup you true true
lwant to rename is located. (ByPropertyName)
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Examples
Example 1: Renaming an igroup
PS C:\> Renane- Sdl group -Nane | G Denp - NewNane | G Denp_Renaned - StorageSystem 172.17.168.13

Thi s exanpl es syntax renames an existing igroup.
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Rename-SdSnapshot

Renames Snapshot copies created on a Windows disk or SMB share.

Syntax

Renane- SdSnapshot [-Path] <Object[]> [-SnaPshot] <String> [-NewNane] <String> [-Sessio
<String>] [-Host <String>] [<ConmbnParaneters>

Renane- SdSnapshot [-Storagesysterr] <String> [-Vol umeNane] <String> [-Snapshot] <String
NewNane] <String> [-Session <String>] [-Host <String>] [<CommonParaneters>]

Detailed Description

n

> [-

Renames Snapshot backups created on a Windows disk or SMB share. Related cmdlets: New-

SdSnapshot and Remove-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value

Path Specifies a list of SMB shares or Windows volumes. You [true true

cannot mix a logical disk or mount point with SMB shares (ByPropertyName)

in the same input path.
Snapshot Specifies the name of the Snapshot copy you want to true true

rename. (ByPropertyName)
NewName Indicates the new name of the Snapshot copy. true true

(ByPropertyName)
Session false true
(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true

you execute the operation. The default is your local (ByPropertyName)

machine.
StorageSystem Specifies the name of storage system name for the true true

[Snapshot copy you are renaming. (ByPropertyName)
VolumeName Specifies the storage system volume name for the true true

[Snapshot copy. (ByPropertyName)
Input Type

Object(], String, SwitchParameter SMB share or Windows disk for which a Snapshot copy is to be

renamed.

Return Values

SnapDrive.Nsf.Interfaces.Snapshot SDSnapshot object which is a result of rename operation.
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Examples

Example 1: Rename a single Snapshot copy

PI\S/yﬁe\ > Renane- SdSnapshot -Path \\ SQ.Cl FSServer\ Sal esDBShar e - Snapshot M/Snap - NewNane
wSnap

Thi s exanpl e renames a Snapshot copy from MySnap to MyNewSnap.

Snapshot Nane AccessPoi nt St or ageSyst emNane Vol une

My NewSnap \\ SQLCI FSSer ver\ Sal esDBShare MySt or ageSyst eml vol 1

Example 2: Rename a Snapshot copy on two SMB shares

PS C.\> Renane- SdSnapshot -Path \\ SQLCI FSSer ver 1\ Sal esDBShar e, \\ SQLCI FSSer ver 2\ Mar ket DBShar e
- Snapshot MySnap - NewNane MyNewSnap

Thi s exanpl e renames a Snapshot copy | ocated two SMB shares.

Snapshot Nane AccessPoi nt St or ageSyst enmNane Vol urre
MyNewSnap \\ SQLCI FSSer ver 1\ Sal esDBShare MySt or ageSyst enl vol 1
My NewSnap \\ SQLCI FSSer ver 2\ Mar ket DBShar e MySt or ageSyst en? vol 2

Example 3: Rename a Snapshot copy on a specified storage system and volume

PS C:\> Renane- SdSnapshot - StorageSystem M/StorageSystenl -Vol umeNane vol 1 - Snapshot Snap -
NewNare My Newenap p gesy M gesy p M p

Thlg exaerI e renanmes a Snapshot copy from MySnap to MyNewSnap on a specified storage system
and vol une.
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Snapshot Nane AccessPoi nt St or ageSyst emNane Vol une

My NewSnap My St or ageSyst enl vol 1

Example 4: Renames a single Snapshot copy on a disk

PS C:\ > Renane- SdSnapshot -Path F: -Snapshot MySnap - NewNane MyNewSnap

Thi s exanpl e renames a Snapshot copy on the disk drive :F from M/Snap to MyNewSnhap.
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Repair-SdAluaPaths

Repairs disks with no active/optimized ALUA paths.

Syntax

Repai r - SAAl uaPat hs
[ <CommonPar anet er s

Detailed Description

Repairs disks with no active/optimized ALUA paths.

L]-Paths <String[]>] [-Session <String>] [-Host <String>]

Parameters
Name Description Required? Pipeline Input Default
Value
Paths Specifies the drive letter or mount point of the file system [false true
to fix a path. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name of the host. false true
(ByPropertyName)
Examples

Example 1: Repairing disks with no optimized ALUA paths

PS C:\> Repair- SdAl uaPat hs

Thi s exanpl e syntax repairs disks with no optim zed ALUA pat hs.
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Restore-SdPluginResource

Syntax
Res t re- SdPI ugl nResource - Snapl nfo <Snap| nf o> - Mappi ngl nf o <Mappi ngl nfo> [-Context <String>]
[-Session <String>] [-Host <String>] [<ComonParaneters>]
Detailed Description
Parameters
Name Description Required? Pipeline Input Default
Value
Snaplinfo true true
(ByPropertyName)
Mappinginfo true true
(ByPropertyName)
Context false false
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Restore-SdSnapshot

Restores files and directories from a primary or secondary Snapshot copy, on Windows disks or SMB

shares.

Syntax

Rest or e- SdSnapshot
me] <
[<CommnParan‘eters >]

Pat h] <Qbj ect [
r|ng>] [-Force

Re]s to ssion <Stri

Detailed Description

Snfi pshot] <Str|ng;gLE Stora?eS\éts

- Hos

ring>]

ten] <St ring>]

Restores files and directories from a primary or secondary Snapshot copy, on Windows disks or
SMB shares. When you are restoring from a Snapshot copy on a share, you can restore everything
from that Snapshot copy. When you are restoring from a Snapshot copy in a SAN environment, you
can restore disks only. When you are restoring from the secondary Snapshot copy, you must have a
CIFS server on the secondary server. When you are restoring multiple files or directories under the
same SMB share from your SnapVault secondary, you cannot specify the CIFS server name in the
path by referring to IP/Name/Fully qualified domain name (FQDN.) You must speciy the CIFS server
name using only IP or Name or FQDN. Related cmdlets: New-SdSnapshot and Get-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the location of the files, directories, and disks [true true
for the Snapshot copies you want to restore. You cannot (ByPropertyName)
mix a logical disk or mount point with SMB shares in the
same input path.
Snapshot Specifies the Snapshot copy name you want to restored. [true true
(ByPropertyName)
StorageSystem Name of the storage system in which the Snapshot copy |[false true
specified for the restore operation is located. (ByPropertyName)
'olumeName Name of the storage system volume in which the false true
[Snapshot copy specified for the restore operation is (ByPropertyName)
located.
ForceRestore Indicates whether the Snapshot copy should be forcibly [false true
restored. If you want to overwrite existing versions of the (ByPropertyName)
files or directories you are restoring, this parameter is
required.
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)

machine.

629



Input Type

Object][], String, SwitchParameter The the Snapshot copy resource. The resource should be files
or directories on an SMB share, volume, or logical disk. The following types are allowed: string;
SnapDrive.Nsf.Interfaces.SDCIFSShare; SDStorageResource;

Return Values

SnapDrive.Nsf.Interfaces.SDSnapshot

Examples

Example 1: Restoring a Snapshot copy on a SMB share from a Snapshot copy

PS C:\> Restore-SdSnapshot -Path "\\172.17.12.101\share\files.txt" -Snapshot "snapshot_1"

This exanple restores the file named file.txt on SMB share "\\172.17.12.101\share" from
speci fi ed Snapshot copy "snapshot_1".

Example 2: Restoring a file under a subfolder of a SMB share from a Snapshot copy

PS C/\> Restore-SdSnapshot -Path "\\172.17.12. 101\share\dir1\filel.txt" -Snapshot snapshot_1

This exanple restores the file on "\\172.17.12.101\share\dir1\filel.txt" from Snapshot copy
shapshot _1.

Example 3: Restoring a directory with its contents under a SMB share from a
Snapshot copy

PS C.\> Restore-SdSnapshot -Path "\\172.17.12.101\share\fol der1\*" -Snapshot "snapshot_1"

This exanple restores the directory named "folderl" and its contents fromthe specified
Snapshot copy "snapshot_1".

Example 4: Restoring multiple files and directories under a SMB share from a

Snapshot copy
P 7.12. 101\ share
\ \ *" - Snapshot

t" under the root of the SMB share, a naned

This exanple restores a file named " ¢ |
ry naned "dir2" and "dir3" and their contents,

f
"filel txt" under directory "dirl",
fromthe Snapshot copy naned "snapsh

o X
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Example 5: Restoring a file on a SMB share from a Snapshot copy on the SnapVault
secondary

PS C:\> Restore-SdSnapshot - Pat

h "\\172.17.12. 101\ share\dir
"snapshot _1" -StorageSystem 172.17.165.29 - Vol |

ilel.txt" -Snapshot
Vol uneNane vau

1\ f
t dest _vol

This exanple restores a file naned "filel.txt" under directory "dirl" fromthe Snapshot copy
named "snapshot_1" on the SnapVault secondary storage system

Example 6: Restoring a Snapshot copy on a disk from a Snapshot copy

PS C.\> Restore-SdSnapshot -Path E: -Snhapshot "snapshot_1"

Thi s exanpl e restores the Snapshot named file.txt on disk drive E: from specified Snapshot
copy "snapshot_1."
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Set-SdAluaStateMonitor

Sets the interval for monitoring ALUA path optimization.

Syntax

Set - SdAl uaSt at eMoni tor -Ti ner | nterval
[ <CommonPar anet er s>]

Detailed Description

Sets the interval for monitoring ALUA path optimization.

<UInt32> [-Session <String>] [-Host <String>]

Parameters
Name Description Required? Pipeline Input Default
Value
Timerinterval Sets the time interval, in minutes, for the ALUA state true true
monitor thread. Depending on the interval set, the (ByPropertyName)
system performs an optimization check for ALUA paths
and repairs the paths as needed.
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
Examples

Example 1: Setting ALUA state monitor with timer interval

PS C.\> Set-SdAl uaStateMnitor -Tinmerlnterval 10

This exanpl e syntax sets the ALUA state nonitor with the specified tiner interval.
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Set-SdSettings
Syntax

Set - SdSetti ngs [[-Enabl eUnsupport edCommands]] [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
EnableUnsupportedCommands false false
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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Set-SdSnapMirrorPolicyRule

Sets the rules for managing Snapshot retention on the SnapVault secondary storage system.

Syntax

Set - SdSnapM rror Pol i cyRul e [- Sour ceSt or agesyst en] <Strin [ Sour ceSt or ageSyst enVol une]
<String> [-DestinationStor acF;zeSyste rin Destlnal on ra eSystenVol une] <String> [-
SnapM rtor abeIL <String> etention] <Int32> [ Preserve] ] rnThreshol d] <Int32>] [ -
Session <String>] [-Host <String>] [<CommonParanhet er s>]

Detailed Description

Sets the rules for managing Snapshot retention on the SnapVault secondary storage system. You
can create new rules for customizing your virtual storage server level SnapMirror policy. Each
SnapMirror policy can have up to 10 rules managing Snapshot copy retention. The default policy
rules are daily or weekly Snapshot copy retention, or you can define your own retention rule. You
cannot modify cluster-level SnapMirror or SnapVault policies with virtual storage server credentials.
Related cmdlets: Remove-SdSnapMirrorPolicyRule, Get-SdSnapMirrorPolicyRule

Parameters
Name Description Required? Pipeline Input Default
Value
[SourceStorageSystem Specifies the primary storage system name containing [true true (ByValue,
the source volumes of the SnapMirror relationship for ByPropertyName)
lwhich you want to create or modify the SnapMirror policy
rules. IP addresses are not supported.
[SourceStorageSystemVolume Specifies the source volume of the SnapMirror true true
relationship for which you want to create or modify the (ByPropertyName)
[SnapMirror policy rules.
DestinationStorageSystem Specifies the secondary storage system name containing|true true (ByValue,
the destination volumes of the SnapMirror relationship for ByPropertyName)
lwhich you want to create or modify the SnapMirror policy
rules. IP addresses are not supported.
DestinationStorageSystemVolume |Specifies the destination volume of the SnapMirror true true
relationship for which you want to create or modify the (ByPropertyName)
[SnapMirror policy rules.
[SnapMirrorLabel Specifies the SnapMirror policy rule which you wantto  |true true
create or modify. (ByPropertyName)
Retention Specifies the Snapshot copy retention count. true true
(ByPropertyName)
Preserve Specifies whether Snapshot copy preserve is enabled, |[false true
lwhich determines the behavior when the Snapshot (ByPropertyName)
copy retention count is reached on the SnapMirror Vault
destination.
\WarnThreshold Specifies the warning threshold count. false true
(ByPropertyName)
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Name Description Required? Pipeline Input Default
Value
Session false true
(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true

you execute the operation. The default is your local (ByPropertyName)

machine.
Input Type

String, Int32, SwitchParameter

Return Values
SnapDrive.Nsf.Interfaces.RetentionPolicyRule
Examples

Example 1: Setting SnapMirror policy rule information on the policy for a SnapMirror
relationship

PS C:\> Set-SdSnapM rrorPolicyRul e —SourceStorage stem vsO1 - Sour ceSt or ageSyst enVol une
src_vol 01 -Desti hati onStor a?e stem vs02 -DestinationSt orageSysterTVoI unme dest_vol 01 -
SnapM rr or Label rryWeekIy -Retention “Preserve -WarnThreshol d 3 -verbose - Confi rm $f al se

|fy the SnapMrror policy rule "nmyWekly" on the policy of the specified

PS C.\ Users\adm ni st

rat or . NEXTGEN> Set - SdSnapM rror Pol i cyRul e —SourceStoragesystem vserverl -
Sour ceSt or ageSyst enVo

at i

esh

me snapvaul t _source - Desti nationSt or ageSyst

t
u
olng or a%eS\ést emvol ume snapvaul t _dest -SnapM rrorLabel test -Retention 8
0

a
mvol

emyvserverl -Destjn
- Preserve V\ar nThr

Set - SdSnapM rror Pol i cyRul e

Set SnapMrror policy rule on vserverl : snapvaul t_source ==> vserverl : snapvaul t _dest.
Do you want to continue?

[Y] Yes [A] Yes to AIl [Nl No [L] No to AIl [S] Suspend [?] Help (default is "Y"):
VERBCSE: Setting SnapMrror policy rules.

The setting SnapMrror policy rules operation is successful.

VERBOSE: Operation successful.
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Set-SdSnapshot

Enables backup administrators to more easily attach labels to Snapshot copies and then select the
secondary retention bucket by specifying the appropriate label.

Syntax

Set - SdSnapshot [—Sn%PshotL <String> [-Pat hl <oject[]> [-SnapM rrorLabel] <String> [-Session
<String> [-Host <String>] [<ConmmonParane ers>1

Set - SdSnapshot E—Snap,shot] <String> [-StorageSyste <Stri

> [-Vol umeNanme] <String[]> [-
SnapM rror Label >?

n
<String> [-Session <String> [-Host <Stri n8>] [ <CommonPar anet er s

Detailed Description

Enables backup administrators to more easily attach labels to Snapshot copies and then select the
secondary retention bucket by specifying the appropriate label. You can manage the secondary
Snapshot copy retention using SnapMirror policies. A SnapMirror policy defines secondary retention
buckets using various rules. A policy can have a maximum of 10 rules. These rules define how
many Snapshot copies must be retained for a given Snapshot label and the behavior when the
threshold is reached. You can also use rules to define what happens when you reach your Snapshot
copy threshold. Based on your rule definitions, either the older Snapshot copies are deleted or

your updates fail. You can use this cmdlet to set the Snapshot copy label based on the secondary
retention requirements. You can use this cmdlet in clustered Data ONTAP 8.2 and later. Relate
cmdlets: Restore-SdSnapshot, Remove-SdSnapshot, Rename-SdSnapshot, New-SdSnapshot

Parameters
Name Description Required? Pipeline Input Default
Value
[Snapshot Indicates the name name of the Snapshot copy to which [true true
you want the label to be attached. The Snapshot copy (ByPropertyName)
must exist in all the specified volumes.
Path Specifies a volumes, logical disks, or a comma- true true
separated list of SMB shares. You cannot mix a logical (ByPropertyName)
disk or mount point with SMB shares in the same input
path.
[SnapMirrorLabel Specifies the label you want to attach to the Snapshot  |true true
copy. If you specify an empty string, existing labels are (ByPropertyName)
removed.
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Name Description Required? Pipeline Input Default

Value
StorageSystem Indicates the name of the storage system in which the  |true true
[Snapshot copy resides. (ByPropertyName)
VolumeName Specifies a comma-separated list of the volumes in true true
lwhich the specified Snapshot copy resides. (ByPropertyName)
Input Type

String[], String

Return Values

SnapDrive.Nsf.Interfaces.SDSnapshot Snapshots for which the label is set

Examples

Example 1: Attaching a label to the specified Snapshot copy

PS C.\> Get-SdSnapshot -stor a%esystem rodvserver -volune vol db, vol |l og -snapshot
sal esdb_backup | Set-Sdsnapshot”-|abel monthly

In this exanple syntax, you attach labels to the specified Snapshot copies.

Example 2: Making a Snapshot copy and attaching a label to it

PS C.\> New SdSnapshot \\ SQLFi | eserver\ DBShare, \\ SQLFi | eserver\ LogShare - Snapshot sal esbackup
-UpdateM rror | set-Sdsnapshot -Label weekly

In this exanple, you make a Snapshot copy of the specified shares, attach a weekly retention
| abel , and update the mrror relationship.

Example 3: Getting secondary backups and changing their retention label

PS C\> Get- SdSnaﬁshot \\ SQLFi | eserver\ DBShare, \\ SQLFi | eserver\LogShare -
Get Secondar ySnapshots | set-Sdsnapshot -1abel nonthly

In this exanple, you get secondary backups and change their retention |abels.
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Set-SdStorageConnectionSetting

Sets up the storage system transport protocols and credential settings.

Syntax

Set - SdSt or ageConnectionSettin [ St or a%esyst en] <String> [-HostOnl 1 [ - Protocol
<Connect Protocol >] [-Port <U edential <PSCredential > [-Stora S st enfBT pe
<string> Pr eferredl P <Stri ng>] -Timeout <Int32>] [-Force] [-LegacyContext] [- SSI on
<String> Host <String>] [<ConhonParaneters>]

Set - SdSt or ageOonnectl onSetting [-Stora e&/st eg] String> -UseDefault Settin - Host OnI

geSyst e Type <String> E-Pre erredl P <Stri gé) T| nmeout <lI nt32> -Force] [-
LegacyCont ext] [-SeSsion <String> -Host <String>] [< nPar anet er s>

Set - SdSt or a eOonnect ionSetting -SyncC usterNodes [:{ Host I [-Protocol <Connect Prot | >]
Port <Uint1l EOSt or ageSyst enfBType <String>] [- erred <St ri ng>l3 -Tineout _<In 2>
Force] [- Legacy nt ext? [=Session” <String>] "[-Host <Stri ar anet er s>]

ng>]
Set - SASt or ageConnch onSetting -DefaultSettin E st Onl yl rot ocol_ <Connect Prot ocol >]
[ Port <Ul'nt 16>] -Credenti al “<PSCr edentl al > F t or ag StenOSType <String>] [-Preferredl P
r| ng >l>ar ég:l‘?{'rgout <I'nt32>] [-Force] [-LegacyContext ] [-Session <String>] [-Host <String>]

—
—
'

Detailed Description

Sets up the storage system transport protocols and credential settings. so that you can make
connections to a storage system or a virtual storage server later. These settings include the storage
system name, port, transport type, user login, password, and timeout. If the settings already exist

in the configuration repository for a specified storage system, those settings are replaced. When
you are running this parameter in a clustered Data ONTAP environment, you only need to configure
your storage connection settings once, rather than on each node of the cluster. If you want to set
storage credentials only on a specific host, use the -HostOnly parameter. Related cmdlets: Get-
SdStorageConnectionSetting and Remove-SdStorageConnectionSetting

Parameters
Name Description Required? Pipeline Input Default
Value
StorageSystem Specifies the name or IP address of the storage system [true true
(storage controller or virtual storage server) for which you (ByPropertyName)
lwant to set connection settings.
HostOnly Specifies that you want to set the storage system false true
credentials only on the cluster node you specify. The (ByPropertyName)
default behavior is that HostOnly is not specified, and
your storage credential settings are pushed to all the
nodes in a cluster.
Protocol Specifies the protocol type you want to use. By default, |[false true DefaultWithFglback
connections are attempted with a secure HTTPS (ByPropertyName)
connection to the storage controller, but it falls back to
HTTP if necessary. Specify HTTPS, or HTTP to only
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-DefaultSetting -Protocol <HTTPS> -Port <443> -
Credential <name>

Name Description Required? Pipeline Input Default
Value
use those protocols without any fallback to another
protocol. Possible values are: HTTP, HTTPS, RPC. RPC
is supported in 7-mode Data ONTAP version 8.0 and 8.1
storage systems only.

Port Specifies the port on which you want to connect to the  [false true 80/443
storage controller. If you do not set this value, the default (ByPropertyName)
is 80 for HTTP and 443 for HTTPS. This parameter only
applies to HTTP and HTTPS protocols.

Credential Designates the username and password you want to true true
used to authenticate your connection to the storage (ByPropertyName)
system. Credentials are not required for the RPC
protocol. You may specify credentials, but they will not be
saved.

StorageSystemOSType Indicates the storage system OS type. The available false true
types are DataONTAP and Flashray. If no OS type is (ByPropertyName)
specified, SnapCenter Plug-in for Microsoft Windows
attempts first to connect to a Data ONTAP storage
system. If that attempt fails, it then attempts to connect
to a FlashRay storage controller. This parameter is
optional.

PreferredIP false true

(ByPropertyName)

Timeout false true

(ByPropertyName)

Force Indicates that you want to override existing storage false true
system connection settings. If -Force is not specified and (ByPropertyName)
storage system connection settings already exist, you will
be prompted to indicate whether you want to overwrite
existing settings.

LegacyContext For internal use only. false false

Session false true

(ByPropertyName)

Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.

UseDefaultSetting Indicates that you want to use the default storage true true
system connection settings for setting up a new (ByPropertyName)
storage system connection. To set up storage storage
system connection using the default settings, enter:

Set-StorageConnectionSetting -UseDefaultSetting -
StorageSystem

[SyncClusterNodes true false

DefaultSetting Sets the default credentials, protocol and port. To specify [true true
default values, run: Set-SdStorageConnectionSetting (ByPropertyName)

Input Type

String, SwitchParameter, SnapDrive.Nsf.Interfaces.ConnectProtocol, UInt16, PSCredential, Int32 All
storage connection settings to save.
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Return Values

SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting,
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase Returns settings for a storage
system connection saved to the configuration repository. Processed default settings return
SnapDrive.Nsf.Interfaces.SDStorageConnectionSettingBase while processed named connection
settings return SnapDrive.Nsf.Interfaces.SDStorageConnectionSetting, types.

Examples

Example 1: Setting up named storage system connection settings

S C:\> Set-SdSt orageConnecti onSetting -StorageSystem ' Virtual StorageServerl' -Protocol https
-Credential vsadmn -Port 443

Thi s exanpl e saves the specified storage system connection settings into the configuration
repository. These settings are |ater Used to connect to the Virtual _Stora%eSe_rverl vi rtual
,storgg,e server storage system You are pronpted for the password using the given |ogin of
vsadm n'.

Storage System Nane/|P : Virtual StorageServerl

User : vsadmin
Por t 1 443
Pr ot ocol : Htps

Example 2: Saving default connection settings using PowerShell script code

PS C.\> $password = Convert To- SecureString "p®sword" -AsPl ai nText -Force

$vserver_cred = New Obj ect - TypeNanme System Managenent. Aut omation. PSCredential -ArgunentLi st
"vsadm n", $password

Set - SdSt or ageConnectionSetting -DefaultSetting -Credential $vserver_cred -protocol http

Thi s _exanPI e saves the default setti Hgs
e

€ or later connections to a storage system |t uses a
previously configured credential, | rt.

f | r
HTTP protocol, and the default po

640



User : vsadnmin
Por t . 80
Pr ot ocol . Htp

Example 3: Modifying existing settings for a new port and protocol

PS C:\> $setting = Get-SdStorageConnectionSetting -StorageSystem ' vnttorageServer'

$setting. Port = 443
$setting. Protocol = "Https"
$setting | Set-SdStorageConnectionSetting

This exanpl e reads the existing settings for "vnftorageServer" and then saves the storage
system connection settings back to the configuration"™with a new port.

Storage System Nane/|P : 10.53.41.214
Narme : vnStorageServer
Por t 1 443

Pr ot ocol : Htps

Example 4: Modifying existing connection settings based on default settings

PS C:\> $settingDef = Get-SdStorageConnectionSetting -DefaultSetting

$settingDef.port = 443
$settingDef | Set-SdStorageConnectionSetting -StorageSystem "exchangeSt or ageServer"

This exanple retrieves the original default settings an
saves the storage system connection settings back™to t
settings used t0 connect to the "exchangeStorageServer

d chan?_es the port to 443. Then, it
he configuration repository as the new
storageé system
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Storage System Nane/| P : exchangeSt or ageServer

User : vsadm n
Por t 1 443
Pr ot ocol : Https

Example 5: Setting default storage system connection settings using DefaultSetting

PS C:\> Set-SdSt orageConnectionSetting -DefaultSetting -Protocol http -Credential vsadmn

In this exanple syntax, you use the -DefaultSetting paraneter to set your protocol to HTTP,
and your user nanhe to "vsadm n".

User ; vsadmin
Por t . 80
Pr ot ocol  Htp

Example 6: Using the default settings to establish a storage system connection

PS C:\> Set-SdSt orageConnectionSetting -UseDefaul t Setting -StorageSystem 172. 17. 165. 33

In exanpl e syntax, you use the -UseDefaultSetting paranmeter to apply the default credentials,
protocol, and port to your storage system

St orage System Nane/| P : 172.17.165. 33

User : vsadmin

Por t : 80

Pr ot ocol o Htp
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Set-SdStorageSize

Expands or shrinks the size of a Windows disk.

Syntax

Set - SdSt or ageSi ze -Path <String> -Size <String> [-Session <String>] [-Host <String>]
[ <CommonPar anet er s>]

Detailed Description

Expands or shrinks the size of a Windows disk.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the drive letter or mount point of the file system [true true
you want to resize. (ByPropertyName)
Size Specifies the size to which you want to expand or shrink [true false
your Windows disk.
Session Specifies the session ID from Open-SmConnection. false true
(ByPropertyName)
Host Specifies the name of the computer or host on which the [false true
[SnapDrive service you want to perform the operation (ByPropertyName)
runs. The default is your local machine.
Input Type

System.String

Return Values

SnapDrive.Nsf.Interfaces.SDFileSystem
Examples

Example 1: Resizing a CSV

PS C:\> Set-SdStorageSi ze -path C:\C usterStorage\ Vol unel\ -Size 1.1G - Verbose

Thi s exanpl e syntax resizes a CSV.

Example 2: Resizing a disk without a mount point
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PS C\> Set-SdStorageSize -Path D:\ Mount -Size 10G - Shrink -Verbose

This exanpl e syntax resizes a drive wi thout a nmount point.

Example 3: Resize a drive

PS C\> Set-SdStorageSize -Path M\ -Size 10G - Ver bose

Thi s exanpl e syntax resizes a drive.
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Set-SdVsphereSetting

Sets your vSphere user credentials, if vSphere is enabled.

Syntax

Set-S_stghereSetti ng [
<String>] [-Host <Str

-Vsphe
i ng>]

reQr EsxHost ]
[ <CommonPar anet er s>

Detailed Description

Sets your vSphere user credentials, if vSphere is enabled.

<String> [-Credential] <PSCredential > [-Session

Parameters
Name Description Required? Pipeline Input Default
Value
sphereOrEsxHost Specifies your vSphere or ESX host, on which you want [true true (ByValue,
to set your vSphere credentials. ByPropertyName)
Credential Specifies the user name and password you want to use [true true
to access vSphere. (ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)

machine.
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Start-SdVolumeCloneSplit

Starts your clone volume splitting operation.

Syntax

SEart-SdVoI uneC oneSplit -Path <Object[]> [-Session <String>] [-Host <String>]

<CommonPar anet er s>

Detailed Description

Starts your clone volume splitting operation.

Parameters
Name Description Required? Pipeline Input Default
Value
Path Specifies the path to the clone volume you want to split. [true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
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Stop-SdVolumeCloneSplit

Stops your clone volume splitting operation.

Syntax

-SdVol uneC oneSplit [
Hos <String>] [<ConmmonPa

P SdVol umed oneSpl i t
ring>] [<CommonPara

Detailed Description

[-Jobl d] <Str|ng[]>]
anet ers>

P
[[ Jobl d] <Str|ng[]>]
neters>

Stops your clone volume splitting operation.

-StorageSystem <String> [-Session <String>] [-

-Path <Onject[]> [-Session <String>] [-Host

Parameters
Name Description Required? Pipeline Input Default
Value
Jobld false true
(ByPropertyName)
StorageSystem true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host Specifies the name or IP address of the host on which  [false true
you execute the operation. The default is your local (ByPropertyName)
machine.
Path Specifies the path to the clone volume you want to stop  |true true
splitting. (ByPropertyName)
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UnMap-SdLUNS
Syntax

Uniap- SALUNS [ - LunPat h] <Stri n%] > [-Initiators] <String> [-RestApi URL] <String> [-Session
<String>] [-Host <String>] [<CommonParaneters>

Detailed Description

Parameters
Name Description Required? Pipeline Input Default
Value
LunPath true true (ByValue,
ByPropertyName)
Initiators true true
(ByPropertyName)
RestApiURL true true
(ByPropertyName)
Session false true
(ByPropertyName)
Host false true
(ByPropertyName)
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