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Changes to this document: February 2016
This section contains information about the changes made to this guide for the 6.2 version of VASA
Provider for clustered Data ONTAP. Previously, this guide was released with the 6.0 version of
VASA Provider.
The guide documents the tasks you can perform with VASA Provider. If new information or
corrections that affect this guide become available during the VASA Provider release, this guide is
updated with the new information, and this section lists what has changed and when it was changed.
Whenever this guide is updated, a note is added to the Virtual Storage Console 6.2 Release Notes,
which contains information about both VSC and VASA Provider. It is a good practice to check the
online release notes on a regular basis to determine whether there is new information about using
VASA Provider or changes to this guide.
The most current versions of the Release Notes and this guide are located on NetApp Support.
February 2016 update
This document was created to support the 6.2 release of VASA Provider for clustered Data ONTAP.
Some of the new features provided by VASA Provider 6.2 include the following:
•

Support for multiple vCenter Server environments
You can now register VASA Provider with multiple vCenter Servers. As a result, you will see the
vCenter Servers that VASA Provider is registered with in several dialog boxes.
Registering the VASA Provider for clustered Data ONTAP with VSC for VMware vSphere on
page 22
The section “Multiple vCenter Server environments” in VASA Provider supported configurations
on page 15

•

A disaster recovery feature
This feature enables you to recover your VVOLs environment if either the vCenter Server or
VASA Provider goes down. In addition, VASA Provider now includes a safety feature that
prevents you from migrating VASA Provider onto a VVOL datastore it owns.
VASA Provider and disaster recovery on page 27

•

Support for MetroCluster configurations
MetroCluster configurations and VASA Provider on page 28

•

Support for All Flash FAS (AFF) configurations

Regular configurations and All Flash FAS configurations on page 28
•

A new SAN Protocol Endpoint alarm
Alarms seen with VVOL datastores on page 42
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VASA Provider for clustered Data ONTAP overview
VASA Provider for clustered Data ONTAP uses VMware VASA (vSphere APIs for Storage
Awareness) to improve storage management between Virtual Storage Console for VMware vSphere
and the vCenter Server. You can also use it to manage features such as storage capability profiles,
alarms, and VMware virtual volumes (VVOLs).
You must have VASA Provider if you want to use VVOLs. VVOLs provide a software-defined
solution for the granular management of virtual machines. You can create a VVOL without having to
have a detailed knowledge of the storage components that make up a VVOL.
In addition to enabling you to create and manage VVOLs, VASA Provider also performs the
following tasks:
•

Translates VASA APIs to storage APIs and manages them.

•

Allows you to set up storage capability profiles that the vCenter Server can use.
These profiles work with storage on both standard volumes and VVOLs.

•

Manages multiple storage systems running clustered Data ONTAP.

•

Checks for compliance between the datastores and the storage capability profiles.

•

Allows you to set alarms for volume thresholds and aggregate thresholds.

VASA Provider and the vCenter Server
VASA Provider sends information about storage used by VMware vSphere to the vCenter Server.
Sharing this information enables you to make more informed decisions about provisioning virtual
machines. It also allows the vCenter Server to warn you when certain storage conditions might affect
your VMware environment.
VASA Provider communicates with the vCenter Server using VASA APIs and with clustered Data
ONTAP using NetApp APIs called ZAPIs.

VASA Provider and the VSC GUI
VASA Provider is deployed as an OVA virtual appliance and is managed by the VMware vSphere
Web Client version of VSC. Because VASA Provider is integrated with VSC, you must use the
VASA Provider section in the VSC GUI to perform certain VASA Provider tasks, including the
following:
•

Registering VASA Provider server with a single vCenter Server
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•

Setting alarm thresholds

•

Creating storage capability profiles, both by manually setting them up and by using VASA
Provider's auto-generate feature

•

Mapping storage to storage capability profiles

•

Checking for datastore compliance with its mapped storage capability profile

VASA Provider interfaces for VVOLs and maintenance tasks
In addition to having a section in the VSC GUI, VASA Provider also has menu options in the
VMware vSphere Web Client Actions menu and a maintenance menu that you access from the
console of the virtual appliance.
•

To create and maintain VVOLs, you must use the VASA Provider for clustered Data ONTAP
menu option in the VMware vSphere Web Client Actions menu.

•

To adjust settings for VASA Provider and perform maintenance tasks, you must use the VASA
Provider maintenance menus.
The Main Menu provides several options for configuring VASA Provider and performing
diagnostic operations.
If you need to create a support bundle, you should use the Vendor Provider Control Panel screen
located https://vm_ip:9083. The Vendor Provider Control Panel creates a more complete bundle
than the maintenance menu creates.

How VASA Provider works with VSC for VMware vSphere
Virtual Storage Console for VMware vSphere is the management console for VASA Provider for
clustered Data ONTAP. You must have it installed before installing and registering VASA Provider.
You can then use VASA Provider tools as you work with VSC-managed storage.
For example, when you execute the VSC Provisioning wizard to set up storage, you can specify
storage capability profiles, which is a VASA Provider feature. The storage capability profile defines
the Service Level Objectives (SLOs) for the data you are provisioning. When you specify a storage
capability profile, the Provisioning wizard filters its display to show the datastores that match the
storage requirements of the virtual machines that you are creating.
You can use VASA Provider with VSC to perform the following tasks:
•

Create storage capability profiles that specify sets of attributes for datastores.

•

Map storage capability profiles to datastores that you manage in VSC.

•

Perform periodic checks to ensure that each datastore remains in compliance with its profile.

•

Set alarms to alert you when volumes and aggregates reach the capacity limits that you specify.

VSC includes a VASA Provider section in its GUI that allows you to perform these tasks.
VASA Provider also enables VSC users to work with VMware virtual volumes (VVOLs). VSC users
can have both traditional datastores and VVOLs in their environments.
Note: You cannot use VSC to back up VVOL datastores.
Related concepts

Storage capability profiles on page 32
Setting and monitoring alarms on page 40
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Related tasks

Registering VASA Provider for clustered Data ONTAP with VSC for VMware vSphere on page
22

VVOLs and VASA Provider
VASA Provider for clustered Data ONTAP provides the tools you need to create and manage
VMware virtual volumes (VVOLs). VVOLS are software-defined storage that simplify storage
management. A VVOL tells the vCenter Server what the storage can do; however, it does not create
objects that make up the storage.
When you use VVOLs, you can manage your storage at the virtual machine level instead of the
datastore level. Doing this gives you more control of the virtual machine granular operations. In
addition, when you create a virtual machine in a VVOLs environment, you have more flexibility than
when you create a traditional virtual machine.
VVOLs and traditional virtual machines
With traditional virtual machines, a datastore is either a LUN (VMFS) or a volume (NFS). It is
protocol-aware and can be associated with only one storage capability profile. If you use a VM
Storage Policy when you provision a virtual machine, the vCenter Server selects compatible
datastores based on the one storage capability profile that is associated with each datastore.
In a VVOL environment, the datastore is decoupled from the underlying storage and treated as a
virtual storage system. As a result, all the storage capability profiles that can be used on a virtual disk
are displayed. Each storage capability profile is associated with one or more FlexVols (or flexible
volumes). The storage capability profile describes the attributes of the storage provided by the
FlexVol, Storage Virtual Machine (SVM, formerly known as Vserver), or storage cluster. Then, you
can create a VM Storage Policy for a VVOL datastore by selecting one of the following:
•

Multiple individual storage capabilities

•

One or more storage capability profiles

•

Both individual storage capabilities and storage capability profiles

The selected VMware storage policy is pushed down to the storage array when you provision a
VVOL datastore. Doing this creates the virtual disk as a storage object on an appropriate FlexVol
with all the capabilities specified in the policy.
You must have VASA Provider running to use VVOLs. VASA Provider creates the swap VVOL
when the virtual machine is powered on. If VASA Provider is not running, the VVOL cannot power
on its virtual machines.
Note: You should not run VASA Provider on a VVOL datastore. Any management operation,
including powering on a virtual machine that is on a VVOL, requires that VASA Provider be
running. In addition, you would lose access to all VVOLs because VASA Provider would not be
able to boot.

VVOLs benefits
Some of the benefits of VVOLs include:
•

Minimizing LUN and path consumption on the host.

•

Minimizing NFS mount usage.

•

Minimizing LIF count and IP address consumption because you no longer need to follow the best
practice of one LIF per datastore.

•

Automatically optimizing I/O paths for all protocols.
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•

No maximum size or extents requirements for VMFS datastores.

•

No concerns about VMFS datastore space management because the VVOLs can grow, but do not
shrink.

•

Providing hardware accelerated snapshots and clones.

•

Co-existing with traditional datastores. The LUN ID used by a VVOL Protocol Endpoints (PE) is
in the 300 and higher range. A traditional datastore uses a LUN ID in the 0-255 range.

The VM Storage Policies consist of sets of capabilities provided by storage. When you have policies
set up, the VMware administrators can use them and do not need the detailed knowledge of the
storage environment that a storage administrator must have. The policies control the placement of the
virtual machines and virtual disks. You can apply a policy to a virtual machine or a virtual disk, and
that object displays the correct storage. If the vCenter Server performs a compliance check and
determines that the storage is no longer in compliance with the policy, it notifies you.
Storage capability profiles that you create with VASA Provider can be included in a VMware policy
or can be set up separately. A storage administrator can set up a profile, and the VMware
administrator can then map it into a VM Storage Policy or assign it to datastores.
Components that make up a VVOL
A VVOL is a storage object that contains parts of a virtual machine, such as virtual disks,
configuration files, swap files, data files, and memory files. If you are using a block protocol then all
the VVOLs must be LUNs. If you are using NFS, then some of the VVOLs are files with essentially
the same content and format as equivalent LUN VVOLs and some VVOLs are directories.
A VVOL storage container must have at least one FlexVol. A storage container or VVOL datastore
can have multiple FlexVols that have different storage capability profiles assigned to them or are on
different aggregates with different disk types. All the FlexVols within a storage container or VVOL
datastore must be on the same SVM and use the same protocols. Because FlexVols have LUN count
restrictions that limit the virtual machines, having multiple FlexVols can increase performance.
Note: While a storage container does not support multiple protocols, it can reside on an SVM that

supports multiple protocols.
Protocol Endpoints
VVOLs are accessed using Protocol Endpoints (PEs), which are essentially small LUNs. VASA
Provider creates the PE when you create a VVOL datastore in a SAN environment. Then, when you
access the VVOL, VASA Provider binds it to the PE on the same SVM and node.
Using PEs means that VVOL LUNs, unlike traditional LUNs, are not mapped. As a result, they do
not contribute to the SCSI device limits on ESX hosts, but they do apply to the Data ONTAP FlexVol
limits.
In an NFS environment, using PEs to access the VVOLs means that you do not need an NFS mount
for each volume because they are not on exported and mounted volumes.
If you are using a block protocol, the PE is a very small LUN (approximately 4 MB) that is created in
each volume. It is mapped to LUN IDs that start at 300. You must have a LIF on the SVM on the
node, or VASA Provider does not create the PE.
The following graphic shows the relationship between the different components that make up a
VVOL in a block environment. In the graphic, each VVOL has a PE that provides the access point to
the VVOL.
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If you are using an NFS protocol, the PE is the mount of the root volume of the SVM. You can have
one PE per NFS LIF on the SVM. The PE determines the direct path used to bind each VVOL.
You can migrate traditional datastores to VVOLs using Storage vMotion.
Related concepts

Working with VVOLs on page 44
Related references

Supported configurations for VASA Provider on page 15

The VVOLs environment
The VMware virtual volumes (VVOLs) environment requires that you have VASA Provider for
clustered Data ONTAP, a vCenter with hosts running ESXi, and storage systems running clustered
Data ONTAP.
The following graphic provides a high-level view of how these pieces work together:
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The vCenter Server and the ESXi hosts perform management operations on VVOL datastores by
invoking methods against VASA Provider. This communication is handled outside of the data path,
so it is referred to as “out of band management.” VASA Provider communicates with Data ONTAP to
perform storage operations.
Note: To perform certain tasks, such as creating storage capability profiles and setting alarms, you
must also have Virtual Storage Console for VMware vSphere installed. The VSC GUI provides a
VASA Provider section that contains these tools and templates.

Example of how VASA Provider enables policy-based management
VASA Provider for clustered Data ONTAP works with the storage layer and the vCenter Server to
enable policy-based management.
The following example shows how these pieces interact.
Note: In this example, “Storage Admin” refers to the administrator who manages the storage
portion of your environment and “VM Admin” refers to the person who manages the VMware
portion of the environment. In some companies, one administrator manages both roles.

Storage Layer
1. The Storage Admin defines a set of standard storage service levels, such as storage capability
profiles, that include one or more storage capabilities.
For example, VASA Provider provides Gold, Silver and Bronze storage capability profiles by
default. You can also use VASA Provider’s auto-generate feature to create a storage capability
profile based on the current datastore or create a new storage capability profile to either match
existing FlexVols or create new FlexVols.
2. The Storage Admin associates each datastore with a storage capability profile.
3. VASA Provider advertises the datastores and their associated storage capability profiles to the
vCenter Server.
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vCenter Server
1. The VM Admin defines a set of standard VM Storage Policies (that is, business policies based on
workload or application requirements) by selecting one of the available storage capability profiles
for each VM Storage Profile.
2. The vCenter Server presents all datastores that match the VM Storage Profile, and the VM Admin
selects one of them to be used when provisioning the virtual machine.
Storage Layer
1. VASA Provider checks a datastore to ensure that it is in compliance with its associated storage
capability profile.
2. When an out-of-compliance condition is detected, VASA Provider sends an alert to the vCenter
Server so that the VM Admin can take appropriate action.
For NFS and VMFS datastores, the entire datastore would be either compliant or noncompliant.
When you are using VVOLs, which support granular VM Storage Policies, individual virtual
machines are either compliant or noncompliant.

Storage capability profiles and VASA Provider
VASA Provider for clustered Data ONTAP enables you to create storage capability profiles. You can
then match the set of capabilities in the profile to a datastore. Having storage capability profiles
simplifies provisioning storage and ensures consistency across the storage.
Each storage capability profile defines Service Level Objectives (SLOs) and associates these SLOs
with storage features, such as disk type, high availability, disaster recovery, performance options,
deduplication, and space efficiency. You can assign the profile to any datastore whose attributes
match the profile. As a result, storage capability profiles enable you to define and maintain
consistency in your storage SLOs.
You can also specify a storage capability profile when you use Virtual Storage Console for VMware
vSphere to provision virtual machines. The provisioning wizard filters information based on that
profile so you can easily select datastores that match the storage requirements for the virtual
machines.
In addition, you can manually map a profile to any datastore that has resources matching the profile.
VASA Provider continuously monitors these datastores for compliance with the associated profiles. If
the attributes associated with a datastore change and cause it to fall out of compliance, VASA
Provider displays an alarm.
You set up and manage storage capability profiles from the VASA Provider for clustered Data
ONTAP section of the VSC GUI. There are several methods for creating a storage capability profile:
•

Create a new profile from scratch.

•

Clone an existing profile and edit it to meet your SLO needs.

•

Run the Auto-generate feature to create a new profile based on an existing datastore.

By default, VASA Provider provides three standard storage capability templates to address the
different needs of companies. You can use these templates to create the appropriate profiles for your
storage environment. The following table provides information about the default templates:
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Template

Storage SLO

Gold-Template

The Gold template targets the needs of business critical storage. It has the
following features:

Silver-Template

Bronze-Template

•

Very high performance

•

Performance isolation

•

Disaster recovery isolation

•

Long retention of the storage

The Silver template targets the needs of departmental storage. It has the
following features:
•

High performance

•

Performance isolation

•

Disaster recovery on a group

•

Short retention of the storage

The Bronze template supports other applications. It has the following
features:
•

High capacity

•

No disaster recovery

•

No retention

To view the settings for these templates, go to the VASA Provider section in the VSC GUI. You
select the template on the Storage Capability Profile page. You can view the template on the
Summary page.
Related tasks

Creating and editing storage capability profiles on page 32
Mapping storage to storage capability profiles on page 35
Auto-generating storage capability profiles on page 36
Checking for datastore compliance with the mapped storage capability profile on page 38

Alarm options available with VASA Provider
VASA Provider for clustered Data ONTAP provides several options for monitoring aggregate and
volumne capacities, datastore compliance with storage capability profiles, and VVOL datastores.
You manually set some alarms. Others are enabled automatically.
Storage capacity alarms
You can use VASA Provider to manually set threshold limits for volumes and aggregates to alert you
to when they are near or at full capacity.
These limits do not apply when you are using space reservations because space reservations enable
volumes to expand. VASA Provider displays alarms only when a volume is at the specified threshold
limit and cannot expand its capacity.
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Threshold alarms take precedence over alarms triggered by noncompliance between datastores and
profiles. If there is a yellow or red threshold alarm, VASA Provider does not report any
noncompliance issues for any associated datastores.
VASA Provider checks the aggregate and volume values every 15 minutes. You can manually check
these values by selecting the Check Compliance button on the Storage Mapping page of the VASA
Provider portion of the VSC GUI.
Note: You must use the VASA Provider for clustered Data ONTAP section of the Virtual Storage
Console for VMware vSphere GUI to set the threshold alarms.

Storage compliance alarms
VASA Provider continuously checks whether a datastore is compliant with its storage capability
profile. This checking is automatic; you do not need to set it up.
A datastore can fall out of compliance as it evolves and you move volumes, expand clusters, or
perform other work with a datacenter that affects the capabilities associated with the storage
capability profile. VASA Provider displays a yellow alarm when it discovers a datastore that is no
longer compliant with its associated profile. If you fix the issue, the vSphere Web Client might
continue to display the alarm as yellow until you manually reset it.
Note: VASA Provider only displays compliance alarms if the threshold status is green for both
volumes and aggregates. You must manually clear compliance alarms. If two alarms are triggered
at the same time, you must manually clear both alarms.

VVOL datastore alarms
vCenter Server and VASA Provider automatically monitor VVOL datastores to ensure that the
VVOLs datastores have sufficient space and that the VVOL datastore components are performing
correctly. You do not need to set these alarms.
VASA Provider checks the VVOL datastores each time it performs a cluster rediscovery operation. If
it discovers a problem, it displays a red or yellow alarm. These alarms can indicate obvious problems,
such as a FlexVol in a VVOL datastore going offline, or more subtle problems, such as a path to the
storage suddenly becoming non-optimal because a network LIF went down.
If a problem is resolved, VASA Provider automatically resets the alarm color to green. You do not
need to manually clear the alarm.
Related tasks

Setting alarm thresholds in VASA Provider for clustered Data ONTAP on page 40
Checking for datastore compliance with the mapped storage capability profile on page 38
Related references

Alarm conditions seen with VVOL datastores on page 42
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VASA Provider for clustered Data ONTAP
installation and registration
When you install VASA Provider for clustered Data ONTAP, you must deploy it on an ESXi host and
then register it with Virtual Storage Console for VMware vSphere. VSC is the management console
for VASA Provider and also provides a VASA Provider GUI for certain tasks.
After you register VASA Provider with VSC, you must log out of the VMware vSphere Web Client
and then log back in. You cannot see the VASA Provider GUI that VSC provides until you log back
in.
When you have VASA Provider installed and registered, you can perform tasks that pertain to
VVOLs, storage capability profiles, alarms, and general VASA Provider maintenance. You must use
the correct VASA Provider user interface for the task:
•

To work with VVOLS, you must select the VASA Provider for clustered Data ONTAP option in
the VMware vSphere Web Client Actions menu, not the VSC GUI.

•

To register VASA Provider, manage storage capability profiles, map them to datastores, and set
threshold alarms, you must select the VASA Provider for clustered Data ONTAP section of the
VSC GUI.

•

To adjust settings for VASA Provider and perform maintenance tasks, you must use the VASA
Provider maintenance menus, which are accessible from the console of the virtual appliance.
The Main Menu provides several options for configuring VASA Provider and performing
diagnostic operations.
If you need to create a support bundle, you should use the Vendor Provider Control Panel screen
located at https://vm_ip:9083. You can use the maintenance menu to create a support bundle, but
the Vendor Provider Control Panel enables you to create a more complete bundle.

Supported configurations for VASA Provider
VASA Provider for clustered Data ONTAP requires Virtual Storage Console for VMware vSphere
and is supported on specific releases of ESX and ESXi, vSphere, and Data ONTAP software. See the
Interoperability Matrix, which is online at mysupport.netapp.com/matrix, for details about all VASA
Provider requirements and configurations.
Note: The following requirements were true at the time this version of VASA Provider was
released. You should check the Interoperability Matrix and the release notes to see if any changes
have been made. VASA Provider information is included in the Virtual Storage Console for
VMware vSphere Release Notes.

Disk requirements
Before you install VASA Provider, you must make sure you have sufficient disk space:
•

2.1 GB for thin provisioned installations

•

54.0 GB for thick provisioned installations

vSphere server configuration
VASA Provider requires that you have vCenter Server 5.5 or higher.
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Host configuration
The required host configuration includes the following:
•

Hosts: ESX or ESXi 4.0 or higher

•

Vendor provider: VASA Provider 6.0 for clustered Data ONTAP

•

Virtual Hardware Version: 7

•

Recommended memory: 8 GB RAM

•

Recommended CPUs: 4

VASA Provider and VSC configuration
VASA Provider for clustered Data ONTAP is designed to work with VSC as long as you install the
compatible versions of each product. For example, VASA Provider 6.2 does not work with VSC 6.1
or 6.0; it only works with VSC 6.2.
Multiple vCenter Server environments
VASA Provider supports environments where a single VMware vSphere Web Client manages
multiple vCenter Servers. Unlike VSC, which requires a one-to-one pairing with each vCenter
Server, VASA Provider has a one-to-all relationship with the vCenter Servers. When you register
VASA Provider with VSC, the registration screen lists all the vCenter Servers in that environment.
VVOLs configuration
VVOLs are automatically enabled when you have VASA Provider for clustered Data ONTAP
registered to a vCenter Server 6.0 with ESXi 6.0. VASA Provider checks the vCenter Server version
during its registration. You can run vCenter Server 6.0 from a virtual machine, if you choose.
To use VVOLs, you must have the following:
•

Vendor provider: VASA Provider 6.0 or higher

•

vCenter Server: 6.0

•

Hosts: ESXi 6.0

•

Storage systems:
◦

(SAN) clustered Data ONTAP 8.2.2 and later

◦

(NFS) clustered Data ONTAP 8.2.3 and later

You must also have the following:
•

VMware policy-based management set up

•

Storage capability profiles set up

•

One LIF per fabric and one node for the Storage Virtual Machine (SVM, formerly known as
Vserver) that supports the VVOL datastores

The Interoperability Matrix contains details about supported VVOL configurations.
Configurations that VASA Provider does not support
VASA Provider does not support the following:
•

Having more than one VASA Provider registered with the same instance of VSC at one time

•

Qtree datastores
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•

VMFS datastores that span multiple LUNs

•

FlexVol volumes that are exposed by using multiple LIFs as multiple datastores

•

SnapVault backup software

•

Load sharing

•

IPv6

•

NFS 4.1

•

Multiple vendor providers managing the same Data ONTAP cluster

Installing VASA Provider for clustered Data ONTAP
You deploy the VASA Provider for clustered Data ONTAP virtual appliance on an ESXi host. After
the VASA Provider virtual appliance is installed, you must register it with Virtual Storage Console
for VMware vSphere.
Before you begin

•

You must have a DNS entry for VASA Provider.

VASA Provider does not support direct-connect Storage Virtual Machines (SVMs, formerly known
as Vservers) or qtree datastores.
Steps

1. Download the OVA file for NetApp VASA Provider for clustered Data ONTAP OVA from the
NetApp Support Site.

NetApp Downloads: Software
2. Save the OVA file to a local or network location that is accessible to your VMware vSphere Web
Client.
3. From the vSphere Web Client Home page, click VMs and Templates.

4. Right-click the datacenter where you want to deploy the VASA Provider software.
The Actions - Datacenter list appears.
5. Select the option Deploy OVF template.
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This opens a wizard that steps you through the process of installing the VASA Provider software.
Follow the instructions provided on each page of the wizard.

Some points to keep in mind include the following:
Page/Field

Explanation
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Select source

Specify either the URL to the VASA Provider
software or browse to location where you
downloaded the software.
You can install VASA Provider from a URL;
however, the installation is usually faster if
you download the software to your local
machine.
Note: If you download the software and the
download process changes the file
extension from .ova to .tar, you must
rename the file to change the extension
back to .ova.

Accept EULAs

Click Accept even though no EULA appears.
The EULA was displayed and had to be
accepted before you were able to download
the software from the VASA Provider for
Clustered Data ONTAP Download page.
This screen provides information about the
steps you must perform to complete the
installation after you set up the VASA
Provider virtual appliance. These steps
include the following:
•

Powering on the virtual appliances by
clicking the Console tab in the vCenter
client.
Note: You can check the option in the
wizard to do this automatically.

•

Watching the console output for final
instructions and your virtual appliance
URL.

Select name and folder

Provide both a name that allows you to easily
identify the virtual appliance and a location
for the virtual appliance.
The location can be either a folder or a
datacenter.

Select a resource

Specify where you will deploy VASA
Provider.
This can be either a cluster, host, vApp, or
resource pool.

Select storage

Specify both the virtual disk format and the
location where you want to store files for the
deployed template from the list of available
datastores.
You can use a VM Storage Policy if your
environment is configured for that.
The wizard displays a list of datastores that
the destination resource you selected in the
previous page can access.
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Setup networks

From the available networks shown, select the
ones that you want to use with the deployed
template.
The network you select must be accessible to
all the components you are working with,
including VSC.
Note: IPv6 is not supported.

Customize template

If you are using DHCP, leave these fields
blank.
Otherwise, you can specify properties to
customize the deployment information for
VASA Provider.
If you choose to provide custom settings, you
must supply values for all the fields on this
page. You cannot supply information for some
fields and leave the rest blank.
In addition, you must have created a DNS
entry for VASA Provider before you enter
information on this page.

Ready to complete

(Recommended) Select Power on after
deployment.
Review your settings. If you need to change
something, go back to that page in the wizard.

6. Monitor the status of the Deploy OVF Template operation in the Recent Tasks pane.

When the operation completes, verify the application status. The status will continue to say that it
is initializing the DB until you log in and log out. The status changes to vpserver is
running and waiting for vSphere registration.
7. After your deployment completes, open a virtual console to VASA Provider from the vCenter
Server.
If the new VASA Provider does not power on automatically, click its name in the Recent Tasks
pane. When it opens, use the Actions menu to power it on and then launch the console.
Note: When you are working within the console, your mouse disappears. To get it back, press
Ctrl-Alt.
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The application status is updated every 60 seconds; however, the display does not update unless
you press Enter.
8. If you do not have VMware Tools installed, click OK at the Install VMware Tools dialog box.

a. From the console, select VM > Guest > Install/Upgrade VMware Tools and press Enter.

b. The VMWare Tools wizard starts. Follow the prompts.
9. At the VM Settings option, select Remove tools disk and press Enter.
Pressing Enter causes VASA Provider to reboot.
10. Specify a password for the maint account (maintenance) user and the vpserver account.
Recommended: Use different passwords for the two accounts. You use the vpserver account
password to register VASA Provider with VSC.
VASA Provider then generates the certificates it requires and displays the login screen.
The Application Status should state the following:
vpserver is running and waiting for vSphere registration.
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After you finish

You must open VSC and register the VASA Provider server on the VSC Configuration page. You
must supply the IP address for VASA Provider and the vpserver password. Do not use the vCenter
Manage > Storage Provider page to register VASA Provider.

Registering VASA Provider for clustered Data ONTAP with
VSC for VMware vSphere
After you have installed VASA Provider for clustered Data ONTAP, you must register it with Virtual
Storage Console for VMware vSphere.
Before you begin

•

You must register VASA Provider with VSC in order to have access to all the VASA Provider
features.
Do not use the vCenter Manage > Storage Provider page to register VASA Provider.

•

You must have the IP address or FQDN for VASA Provider.

•

You must have the password for the vpserver account for VASA Provider.

About this task

Registering VASA Provider normally takes about 30 seconds. If you have an exceptionally large
environment, it can take longer.
Steps

1. From the Virtual Storage Console Home page, click Configuration > Register/Unregister
VASA Vendor Provider:

2. In the Register VASA Vendor Provider dialog box, enter the following information:
•

The IP address or the name of the host where you installed VASA Provider
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•

The password for the VASA Provider's vpserver account

3. Click Register All to register VASA Provider with VSC and all the vCenter Servers listed in the
dialog box.
Unlike VSC, VASA Provider has a 1:All relationship with vCenter Servers. You cannot tell it to
register with only one vCenter Server in a multiple vCenter Server environment.
After you click Register All, a message appears stating that the VASA Provider was successfully
registered .
4. Log out of the vSphere Web Client and log back in again.
Doing this enables you to view the VASA Provider interface within VSC. From this interface, you
can set up storage capability profiles, assign them to datastores, and set threshold alarms.
Note: If you upgrade VSC, you must first unregister VASA Provider.

Upgrading VASA Provider for clustered Data ONTAP
You can perform an in-place upgrade of your VASA Provider for clustered Data ONTAP installation.
Any new features provided by the upgrade appear after you register VASA Provider with Virtual
Storage Console for VMware vSphere. When you perform an upgrade, you must use the VASA
Provider ISO image instead of the OVA file.
Before you begin

It is a good practice to make a backup of your VASA Provider server before you upgrade your
system.
You should also verify your system setup against the requirements listed in the NetApp
Interoperability Matrix (IMT).
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About this task

You must use the ISO image that you downloaded. During the upgrade, the system verifies that the
ISO image matches the download file. If the image has been modified, the system halts the upgrade.
Steps

1. If the VASA Provider is registered with the vSphere server, unregister it.
From the Virtual Storage Console Home page, click Configuration > Register/Unregister
VASA Vendor Provider.

When the dialog box appears, you must enter the password for the VASA Provider vpserver
account.
Note: If VASA Provider is registered and you do not unregister it, you will get an error
message when you try to upgrade VASA Provider.

2. Download the ISO image for NetApp VASA Provider for clustered Data ONTAP from the
NetApp Support Site.

NetApp Downloads: Software
3. Save the ISO image to a local or network location that is accessible to your VMware vSphere
Web Client.
4. From a VASA Provider console window, mount the ISO image.

5. At the Main Menu, enter 1 for Upgrade.
Enter y when the system asks if you want to continue.
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The system recommends that you make a backup of the VASA Provider virtual appliance before
you continue.
6. If you have not backed up the virtual appliance, you should do so now.
If you have made a backup, then enter y when the system asks if you want to continue.
During the upgrade, the system performs the following tasks:
•

Checks to ensure there is enough disk space.

•

Displays the version number of the currently installed VASA Provider and the version number
for the upgraded VASA Provider.

•

Stops the vpserver.

When the upgrade finishes, the system verifies the upgrade, restarts the vpserver, and displays a
message stating that the upgrade was successful.
7. Press Enter at the prompt Press any key to continue.
The system returns you to the login prompt for the VASA Provider appliance.
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8. From a VASA Provider console window, unmount the ISO you used to upgrade VASA Provider.
9. Reregister VASA Provider with vSphere.
From the Virtual Storage Console for VMware vSphere Home page, click Configuration >
Register/Unregister VASA Vendor Provider.
You must enter the IP address or hostname where you installed the VASA Provider and the
password for the VASA Provider vpserver account.
VASA Provider does not display any changes included in the update until you register it with
vSphere.

Deleting VASA Provider for clustered Data ONTAP
You can delete the VASA Provider for clustered Data ONTAP from the vCenter Server if you no
longer need it. You should never delete VASA Provider if you are using VVOLs because you will
lose any existing VVOLS.
About this task

The vCenter Server gives you the choice of either deleting the VASA Provider from the disk or
removing it from the inventory. If you do not plan to use the VASA Provider, you should choose the
Delete from Disk option and remove it completely from the disk. If you choose the Remove from
Inventory option, the VASA Provider is removed from the VMware inventory, but it remains on the
disk.
Steps

1. Unregister VASA Provider from Virtual Storage Console for VMware vSphere.
From the vSphere Web Client's Home page, click Virtual Storage Console > Configuration >
Register/Unregister VASA Vendor Provider. Enter the vpserver password and select
Unregister.
2. Locate the VASA Provider virtual appliance in the vCenter GUI. From the vSphere Web Client
Home page, click vCenter Inventory Lists.

3. Select the VASA Provider and power it off.
4. From the Actions menu, select All vCenter Actions > Delete from Disk.
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VASA Provider for clustered Data ONTAP
configuration
You must register the IP address of VASA Provider for clustered Data ONTAP with Virtual Storage
Console for VMware vSphere before you can use its features. You can also set VASA Provider up to
work with Secure Shell (SSH) or check the VASA Provider log files.
If you have a problem with VASA Provider, you should check the log files. You can also export the
log files to a .zip file.

VASA Provider and disaster recovery
The VASA Provider for clustered Data ONTAP disaster recovery feature enables you to recover your
VVOLs environment if the vCenter Server or VASA Provider server goes down. The vCenter Server
and VASA Provider maintain information about the VVOL datastores.
The Release Notes for Virtual Storage Console for VMware vSphere and VASA Provider contain
information about how to use the VASA Provider disaster recovery feature. These instructions are in
the Knowledgebase article 1015727 “How to perform a VASA Provider Disaster Recovery.”

https://kb.netapp.com/support/index?page=content&id=1015727
To help prevent problems, it is a good practice to back up the vCenter Server and VASA Provider on
a regular basis. For information about backing up the vCenter Server, refer to your VMware
documentation.
If the vCenter Server or VASA Provider server goes down, you lose the information stored in the
VASA Provider database, which includes the following:
•

VVOLs information
In its database, VASA Provider maintains the information required to use VVOLs, including the
VVOLs type, the guest operating system type, and the relationship between VVOLs, such as
whether VVOL A is clone of VVOL B.

•

Storage capability profile information
All the storage capability profiles that you have created are stored in the database.

•

Mapping information about the backing storage container and the FlexVol volumes contained
within it
This includes information about the storage capability profiles associated with the containers.

The following are some examples of situations that might result in the loss of the VASA Provider
server:
•

You run VASA Provider on a VVOL datastore.
If this happens, you will not be able to boot VASA Provider.
Starting with version 6.2, VASA Provider includes a check that prevents you from migrating it
onto a VVOL datastore it owns.

•

The virtual machine administrator accidentally deletes the VASA Provider appliance.
This type of issue causes the virtual machine management operations to fail because the
administration is no longer able to manage the virtual machines.

•

Any issues that cause the Linux operating system on the VASA Provider to enter a
nonrecoverable state.
Boot-loader issues, problems with upgrade patches, or situations in which an administrator
deletes a critical file in a virtual machine can cause this type of problem.
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Role-based access control and VASA Provider
Both VASA Provider for clustered Data ONTAP and Virtual Storage Console for VMware vSphere
require that you use role-based access control (RBAC). RBAC enables administrators to specify
which vSphere objects and storage systems a user can access and work with. Like VSC, VASA
Provider supports both vCenter Server RBAC and Data ONTAP RBAC.
To simplify working with vCenter Server privileges and RBAC, you can use the standard roles
provided by VSC. You can view the privileges associated with these roles by clicking Roles from the
VMware vSphere Web Client Home page.
VASA Provider currently requires that all users be assigned the VSC administrator role.
Data ONTAP RBAC refers to the roles that contain the Data ONTAP privileges needed to enable
VASA Provider to perform storage operations. NetApp provides the RBAC User Creator for Data
ONTAP tool to simplify creating the RBAC roles. This tool is available from the NetApp ToolChest
on the NetApp Support Site (mysupport.netapp.com).

http://community.netapp.com/t5/Virtualization-and-Cloud-Articles-and-Resources/RBAC-UserCreator-for-Data-ONTAP/ta-p/86601
Detailed information about VSC and RBAC can be found in the Virtual Storage Console for VMware
vSphere Installation and Administration Guide.
Information about the privileges used for RBAC roles can be found in the Virtual Storage Console for
VMware vSphere RBAC Configuration for Experienced Users.

Regular configurations and All Flash FAS configurations
VASA Provider for clustered Data ONTAP supports both All Flash FAS (AFF) storage system
configurations and regular (traditional) storage system configurations. You can create a Storage
Virtual Machine (SVM) with a mix of AFF and non-AFF FlexVols.
AFF configurations require solid-state disks (SSD) and adhere to the clustered Data ONTAP
requirements. By default, in-line compression is enabled. Also, while deduplication is enabled, it is
set up so that it does not run. For information about AFF requirements, see the clustered Data
ONTAP documentation.

MetroCluster configurations and VASA Provider
VASA Provider for clustered Data ONTAP automatically supports environments that use
MetroCluster for clustered Data ONTAP. The version of Data ONTAP that you are running on the
storage system determines whether VASA Provider supports a 2-node or 4-node MetroCluster
configuration.
The switchover is transparent in VASA Provider environments. Unlike Virtual Storage Console for
VMware vSphere, VASA Provider does not append the -mc suffix to the names of the Storage Virtual
Machines (SVMs) on the secondary site during the switchover.
If you plan to use a MetroCluster configuration, it is a good practice to verify that VSC has
discovered the storage system controllers at both the primary and secondary sites.Normally, VSC
automatically discovers storage controllers.
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Maintaining VASA Provider for clustered Data ONTAP
You can perform maintenance tasks associated with VASA Provider for clustered Data ONTAP from
the command line interface. The menus that appear allow you to perform numerous tasks, such as
managing network and server issues, setting up SSH, generating the vpserver support bundle, and
running diagnostics.
Steps

1. If the VASA Provider is not currently powered on, go to its Summary page and select the power
on option.
2. Launch the console.
Note: When you are working within the console, your mouse disappears. To get it back, press
Ctrl-Alt.

3. Log in to the maintenance account (maint).
4. In the Main Menu, select the menu for the task that you want to perform.
Note: From the submenus, you can use the "b" for back and "x" for exit keys as you navigate

through them.
From the Main Menu, you can choose menus that allow you to perform the following tasks:
•

Upgrade the VASA Provider

•

Configure networks

•

Configure your system

•

Configure applications

•

Perform support and diagnostic operations

•

Generate of support bundles

Configuring VASA Provider to work with SSH
In some cases it can be helpful to have VASA Provider set up to use SSH.
Before you begin

When you configure SSH, you must log in as the maint user. This is because root access to VASA
Provider has been disabled. If you use another login, you cannot use SSH to access VASA Provider.
About this task

To configure SSH on VASA Provider, you must complete the following steps:
Steps

1. From the vCenter Server, open a console to VASA Provider.
2. Log in as the maint user.
3. Select Menu item 3 – System Configuration.
4. Select Menu item 6 – Enable SSH Access.
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5. At the prompt Would you like to enable SSH access, enter y.

Configuring VASA Provider to use SSH for remote diag
access
You can configure VASA Provider to enable SSH access for the diag user.
About this task

Using SSH to access the diag user has the following limitations:
•

You are allowed only one login per activation of SSH.

•

SSH access to the diag user is disabled when one of the following happens:
◦

The time expires. The login remains valid only until midnight the next day.

◦

You log in as a diag user again using SSH.

Complete the following steps to enable SSH access for the diag user.
Steps

1. From the vCenter Server, open a console to VASA Provider.
2. Log in as the maint user.
3. Select Menu item 4, Application Configuration.
To...

Select...

Check the status of the VASA
Provider service

Menu item 1

Start the VASA Provider
service

Menu item 2

Stop the VASA Provider
service

Menu item 3

Set the VASA Provider
password

Menu item 4

Regenerate the VASA
Provider certificates

Menu item 5

Check log files for troubleshooting information
There are several logs in the directory /opt/netapp/vpserver/logs that you can check if you
encounter a problem.
The following two logs are can be helpful in identifying problems:
•

cxf.log, which contains API traffic into and out of VASA Provider

•

vvolvp.log, which contains all log information about VASA Provider

In addition, the Statistics page contains the API calls that were made, the errors that were returned,
and several performance-related counters. This page is located at http://
<IP_address_or_hostname>:9080/stats
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Collecting the log files
You can collect log files for VASA Provider for clustered Data ONTAP and Virtual Storage Console
for VMware vSphere. This option is available in the VSC graphical user interface (GUI). Technical
support might ask you to collect the log files to help troubleshoot a problem.
About this task

If you need VASA Provider log files, you can generate a support bundle from the Vendor Provider
Control Panel screen located at https://vm_ip:9083. This page is part of the VASA Provider
maintenance menus, which are accessible from the virtual appliance's console.
You collect the VSC log files by using the Export VSC Logs feature in the VSC GUI. The following
steps tell you how to collect the VSC log files:
Steps

1. From the Virtual Storage Console home page, click Configuration > Export VSC Logs.
This operation can take several minutes.

2. When prompted, save the file to your local computer.
You can then send the .zip file to technical support.
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Storage capability profiles
VASA Provider for clustered Data ONTAP allows you to create storage capability profiles and map
them to your storage. This helps you maintain consistency across the storage. You can also use VASA
Provider to check for compliance between the storage and the storage capability profiles.

Creating and editing storage capability profiles
You have several options for using VASA Provider for clustered Data ONTAP to create new storage
capability profiles. You can create a new profile manually, you can auto-generate a profile based on a
datastore's capabilities, or you can clone an existing profile and modify it to meet your needs. After
you have a profile set up, you can go back and edit it as needed.
Before you begin

You must have registered your VASA Provider with Virtual Storage Console for VMware vSphere
before you perform these steps.
Steps

1. From the Virtual Storage Console Home page, click VASA Provider for clustered Data
ONTAP to go to the VASA Provider GUI.

2. Select Storage Capability Profiles.

3. Choose the operation you want to perform:
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To ...

Perform the following action ...

Create a new profile

Click the Create icon.

Edit an existing profile

Select the profile on the Objects page and choose either the Edit icon or
Edit from the Actions menu.

Clone an existing profile

Select the profile on the Objects page and choose either the Clone icon or
Clone from the Actions menu.

Note: To view the values associated with an existing profile, click the profile name in the
Storage Capabilities Profile page. VASA Provider then displays the Summary page for that
profile.

4. Complete the pages in the Create storage capability profile wizard to set up a profile or edit
these values to modify an existing profile.
Most of the fields in this wizard are self-explanatory. The majority of fields allow you to select a
value from a drop-down list. As you run the wizard, here are some points to keep in mind:
Consideration

Explanation

Identifying multiple profiles

You can use the Description field on page 1
(Name and Description) to describe the
purpose of the storage capability profile.
Having a good description is useful because it
is a good practice to set up different profiles
based on the applications being used.
For example, a business critical application
requires a profile containing resources that
support higher performance, good disaster
recovery, and long retention. Enabling these
features on datastores can be costly.
If the datastores are only needed for basic
applications, you might be able to reduce cost
by creating a more moderate profile.

34 | VASA Provider 6.2 for Clustered Data ONTAP User's Guide

Consideration

Explanation

Any value will do for a field

If you don't require a specific value for a
resource, you can select the Any value. VASA
Provider then ignores that field when it
searches for a matching profile.
Note: VASA Provider does not support

storage capability profiles that consist of
only fields with the Any value. You can
supply this value for multiple fields, but
you must also specify one or more specific
values for the profile.
VASA Provider uses the values you supply
when it creates a filter to locate available
datastores. It displays these datastores when
you view them in the Storage Mapping page
or use storage capability profiles to provision
storage.
For example, if on page 6 of the wizard
(Space Efficiency) you select Yes as the value
for Autogrow, VASA Provider only matches
the profile to a datastore if the volume has
Autogrow enabled and it matches the other
profile values. If you select No, then
Autogrow must be disabled for that profile to
be considered. However, if you select Any as
the value, VASA Provider ignores that feature
when it checks to see if the datastore matches
the profile.
Quality of service functionality

Selecting either IOPS or MBPS as the
measurement for the Throughput Limit field
on page 4 (Performance) enables you to use
quality of service functionality.
Keep in mind that IOPS is a precise
measurement. If you request 1400 IOPS, but
the datastore is provisioned with 1300 IOPS,
the datastore will not match that profile.

5. When you have the features you want selected, click OK.
After you finish

After you create a profile you can return to the VASA Provider for clustered Data ONTAP page
and select Storage Mapping to see which profiles match which datastores.
Related concepts

Storage capability profiles and VASA Provider on page 12
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Mapping storage to storage capability profiles
You can map the traditional datastores that are associated with VASA Provider for clustered Data
ONTAP to storage capability profiles. You can assign a profile to a datastore that does not have one
or change the current profile associated with a datastore.
Before you begin

•

You must have registered your VASA Provider with Virtual Storage Console for VMware
vSphere.

•

VSC must have already discovered your storage.

About this task

VASA Provider does not display any VVOL datastores on this page. All the datastores referred to in
this task are traditional datastores.
Steps

1. From the Virtual Storage Console Home page, click VASA Provider for clustered Data
ONTAP to go to the VASA Provider GUI.

2. Select Storage Mapping.

From this page, you can determine the following information:
•

The vCenter Server associated with the datastore

•

How many profiles match the datastore
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The Storage Mapping page displays only traditional datastores; it does not display any VVOL
datastores. In addition, it does not display any qtree datastores. VASA Provider does not
support qtree datastores.
•

Whether the datastore is currently associated with a profile
A datastore can match multiple profiles, but it can be associated with only one profile.

•

Whether the datastore is complaint with the profile associated with it

3. To map a profile to a datastore or change a datastore's existing profile, select the datastore.
To locate specific datastores or other information on this page, you can use the Search box to
enter a name or a partial string. VSC displays the search results separately. To return to the full
display, you must remove the text from the Search box and click Enter.
4. From the Actions menu, select Assign matching profile.

5. Select the profile you want map to the datastore from the list of matching profiles provided in the
Assign datastore to profile pop-up box.

You must refresh the screen to see the new assignment.

Auto-generating storage capability profiles
VASA Provider for clustered Data ONTAP enables you to auto-generate storage capability profiles
from existing datastores. When you select a datastore from the Storage Mapping page and click
Auto-generate, VASA Provider creates a profile that contains capabilities used by that datastore.
Before you begin

•

You must have registered your VASA Provider with Virtual Storage Console for VMware
vSphere before you perform these steps.
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•

VSC must have already discovered your storage.

About this task

Auto-generated profiles contain only information about the following capabilities:
•

High availability

•

Protocol

•

Disk Type

•

Flash Accelerated

•

Deduplication

•

Replication

After you create the profile, you can modify it to include more capabilities. The Create storage
capability profile wizard provides information on the capabilities you can include in a profile.
Steps

1. From the Virtual Storage Console Home page, click VASA Provider for clustered Data
ONTAP to go to the VASA Provider GUI.

2. Select Storage Mapping.

3. From the list on the Objects page, select a datastore.
4. From the Actions menu, select Auto-generate.
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5. When Auto-generate completes, refresh the screen to see information about the new profile.
The VASA Provider places the new profile in the Associated profile column. The name of the new
profile is based on the resources in the profile. For example, a profile named
"FCP_SATA_NoDedupe_NonReplicated_HA" has the following configuration:
•

FCP protocol

•

SATA disk

•

No deduplication

•

No replication

•

High Availability enabled

You can rename the profile, if you so choose.

Checking for datastore compliance with the mapped storage
capability profile
You can quickly check to see whether your datastores are still compliant with the storage capability
profiles mapped to them.
Before you begin

•

You must have registered your VASA Provider with Virtual Storage Console for VMware
vSphere before you perform these steps.

•

VSC must have already discovered your storage.

Steps

1. From the Virtual Storage Console Home page, click VASA Provider for clustered Data
ONTAP to go to the VASA Provider GUI.

Storage capability profiles | 39

2. Select Storage Mapping.

3. Look at the column Non-compliance Reason.
Note: You can also click the Compliance check icon; however, doing that tells VSC to perform
a rediscovery operation for all the storage, which can take a long time.

If a datastore is no longer compliant with its profile, this column lists the reason. For example, a
profile might require Flash Pool, but that setting has been changed on the underlying storage so
that Flash Pool is no longer used.

After you finish

When you discover a datastore that is not compliant with its profile, you can either modify the
settings on the volume backing the datastore to make it compliant, or you can assign the datastore a
new profile.
To modify the settings go to the VASA Provider Storage Capability Profile page.
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Setting and monitoring alarms
With VASA Provider for clustered Data ONTAP, you can set alarms to monitor storage capacity. You
can also use its automatic alarm features to monitor datastore compliance with assigned storage
capability profiles and the condition of VVOL datastores
The threshold alarms for aggregates and volumes are the only alarms that you can set. You specify
the alarm settings in the Settings page of the VASA Provider for clustered Data ONTAP section of
the Virtual Storage Console for VMware vSphere GUI.
VASA Provider automatically checks to ensure that a datastore is still compliant with its storage
capability profile.
VASA Provider also automatically checks VVOL datastores to ensure that they have sufficient space
and that the components associated with each datastore are performing correctly. There are many
conditions that can trigger an alarm for a VVOL datastore.

Setting alarm thresholds in VASA Provider for clustered
Data ONTAP
VASA Provider for clustered Data ONTAP enables you to set alarms to notify you when volume
thresholds and aggregate thresholds reach certain capacities.
Before you begin

You must have registered your VASA Provider with Virtual Storage Console for VMware vSphere.
About this task

Aggregate-level alarms affect all volumes in the aggregate. Volume-level alarms affect all LUNs in
the volume.
VASA Provider displays a yellow alarm when the volume or aggregate reaches the “Nearly full”
percent and a red alarm when it reaches the “Full” percent. The default values for the threshold
alarms are 80 percent for nearly full and 90 percent for full.
If you are using space reservations, VASA Provider does not display an alarm, even if an aggregate is
99-percent full. It displays alarms only when a volume is at that threshold limit and cannot expand its
capacity; space reservations enable volumes to expand.
Threshold alarms take precedence over alarms that notify you about noncompliance between
datastores and profiles. If there is a yellow or red threshold alarm, VASA Provider does not report
noncompliance issues for any associated datastores.
You cannot provision virtual machines on a traditional datastore that displays a red alarm. You can
provision them on a VVOL datastore.
Steps

1. From the Virtual Storage Console Home page, click VASA Provider for clustered Data
ONTAP to go to the VASA Provider section of the VSC GUI:
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2. Select Settings:

3. Specify the percent values for “Nearly full threshold (%)” and “Full threshold (%)” for both the
volume and the aggregate:

When setting the values, keep the following information in mind:
•

Clicking Reset returns the values to the previous values.
It does not return them to the default values of 80 percent for nearly full and 90 percent for
full.

•

There are two ways to set the values:
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•

◦

Use the up and down arrows next to the values to adjust them.

◦

Slide the arrows on the bar below the values to adjust them.

The lowest value you can set for the “Full threshold (%)” values for volumes and aggregates is
6 percent.

4. When you have the values you want, click Apply.
You must click Apply for both the volume alarm and the aggregate alarm.
5. Perform these steps for both the volume alarm thresholds and the aggregate alarm thresholds.

Alarm conditions seen with VVOL datastores
Both the vCenter Server and VASA Provider generate alarms that are specific to VVOL datastores.
The vCenter Server monitors information that VASA Provider reports about VVOL datastores and
automatically triggers an alarm if there is a space issue on the VVOL datastore.
VASA Provider checks the VVOL datastores each time it performs a cluster rediscovery operation. If
it discovers a problem, it displays a red or yellow alarm. These alarms can indicate obvious problems,
such as a FlexVol in a VVOL datastore going offline, or more subtle problems, such as a path to the
storage suddenly becoming non-optimal because a network LIF went down.
Unlike earlier versions of VASA Provider, you do not need to manually reset the alarm after you
resolve the problem. The alarm color changes back to green to indicate that everything is now
normal.
If a problem occurs, VASA Provider sends a message stating the cause of the alarm. If the alarm was
triggered by a FlexVol issue, it states which FlexVols are affected.
There are several conditions that can trigger an alarm for a VVOL datastore, including the following:
•

Fault and error conditions
VASA Provider generates a red alarm when something is not working as it should. This alarm can
occur when a FlexVol has one of the following problems:
◦

Runs out of free inodes

◦

Goes offline

◦

Is deleted

◦

Changes to an nvfailed state

This alarm is also triggered when problems occur with an underlying Data ONTAP entity, such as
a Storage Virtual Machine (SVM, formerly known as Vserver) or cluster.
•

Dedupe overcommitment
VASA Provider generates a yellow alarm when a FlexVol is overcommitted for deduplication.
You can determine whether the FlexVol is overcommitted by adding the combined deduplication
size that was saved and the FlexVol size that was used and dividing that sum by the total size of
the FlexVol; If the result is greater than 1, the FlexVol is overcommitted:
(Deduplication size saved + FlexVol size used) / Flexvol total size >
1.0

•

Max LUNs per FlexVol
For San VVOL datastores, VASA Provider generates a yellow alarm when the number of LUNs
in the FlexVol are greater than 80 percent of the limit allowed by Data ONTAP.
The default limit is 512 LUNs for each FlexVol.
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•

SAN PE/FlexVol
For SAN (or block) VVOL datastores, VASA Provider generates a red alarm if there are FlexVols
that do not have a usable Protocol Endpoint (PE) LUN.

•

SAN PE not in operational state
For SAN (or block) VVOL datastores, VASA Provider generates a red alarm if there are PE
LUNs that are not in an operational state on the EXSi host.

•

NFS PE/Node
For NFS VVOL datastores, VASA Provider generates a yellow alarm if it detects that some nodes
on the cluster do not have a NFS PE.
If VASA Provider detects that there are no NFS PEs, it generates a red alarm.
The alarm message that VASA Provider sends will list the node names of the cluster.

•

Container default profile not supported
VASA Provider generates a red alarm if the default profile for the storage container (also called
“backing storage”) is no longer supported.

•

Container overcommitment
VASA Provider generates a red alarm when the storage container is overcommitted. This occurs
when the container logical size (the size of all the VVOLs in the container) divided by the
container size (the size of all FlexVols in the container) is greater than the threshold. The default
value for the threshold is 10.
(Size of all the VVOLs in the container) / (Size of all FlexVols in teh
container) > threshold
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Working with VVOLs
You can use VASA Provider for clustered Data ONTAP to create and manage VMware virtual
volumes (VVOLs). You can provision a VVOL datastore, edit it, add and remove storage, mount it,
and delete it.
A VVOL datastore consists of one or more FlexVols within a storage container (also called “backing
storage”). A VVOL can contain multiple datastores.
While you can create a VVOL datastore that has multiple FlexVols, all the FlexVols within the
storage container must use the same protocol (NFS, iSCSI, or FCP) and the same Storage Virtual
Machine (SVM, formerly known as Vserver).
The Provision VVOL Datastore wizard provided by VASA Provider automatically sets up the VVOL
datastore. You do not need a detailed knowledge of the underlying storage. For example, you do not
need to identify a specific FlexVol to hold the storage. After you add FlexVols to the VVOL
datastore, the storage container manages the storage needs and prevents any situations where one
FlexVol is full while another has no storage.
Note: It is a good practice to include multiple FlexVols in a VVOL datastore. Because FlexVols
have LUN count restrictions that limit the number of virtual machines, having multiple FlexVols
can increase performance.

As part of the setup, the wizard prompts you to specify a storage capability profile for the VVOL
datastore you are creating. You can apply both VASA Provider storage capability profiles and
VMware VM Storage Policies to a VVOL datastore. The profiles specify the FlexVol attributes.
Using them enables you to do policy-based management within a datastore instead of just using
policy-based management as a datastore selector.
The wizard also prompts you to specify a default storage capability profile for any VVOL datastores
that are automatically created in that storage container. As needed, VASA Provider automatically
creates the following types of VVOL datastores:
•

Config
VMware vSphere uses this VVOL datastore to hold configuration information.
In SAN (block) implementations, this is a 4-GB LUN.
In an NFS implementation, this is a directory containing VM config files, such as the vmx file,
and pointers to other VVOLs.

•

Data
This VVOL datastore contains operating system information and user files.
In SAN implementations, this is a LUN that is the size of the virtual disk.
In an NFS implementation, this is a file that is the size of the virtual disk.

•

Swap
This VVOL datastore is created when the virtual machine is powered on and deleted when the
virtual machine is powered off.
In SAN implementations, this is a LUN that is the size of the virtual memory.
In an NFS implementation, this is a file that is the size of the virtual memory.

•

Memory
This VVOL datastore is created if memory snapshot is selected when running VM snapshot.
In SAN implementations, this is a LUN that is the size of the virtual memory.
In an NFS implementation, this is a file that is the size of the virtual memory.

Related tasks

Provisioning a VVOL datastore on page 45
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Editing a VVOL datastore on page 47
Adding storage to a VVOL datastore on page 48
Mounting a VVOL datastore on page 50
Migrating standard virtual machines to VVOLs on page 51
Removing storage from a VVOL datastore on page 52
Deleting a VVOL datastore on page 53
Related references

Alarm conditions seen with VVOL datastores on page 42

Provisioning a VVOL datastore
You use VASA Provider for clustered Data ONTAP to create VVOLs. Its Provision VVOL Datastore
wizard performs all the necessary storage-side setup, such as creating export policies and initiator
groups and mapping LUNs.
About this task

Do not use the vCenter New Datastore wizard to create VVOLs for NetApp storage. The vCenter
New Datastore wizard does not perform the storage-side setup that the VASA Provider Provision
VVOL Datastore wizard does.
Steps

1. From the vSphere Web Client Home page, click Hosts and Clusters.

2. In the navigation pane, expand the datacenter where you want to provision the datastore.
To make the datastore
available to...

Do this...

All hosts in a datacenter

Right-click the datacenter and select VASA Provider for clustered Data
ONTAP > Provision VVOL Datastore.

All hosts in a cluster

Right-click the datacenter and select VASA Provider for clustered Data
ONTAP > Provision VVOL Datastore.

A single host

Right-click the datacenter and select VASA Provider for clustered Data
ONTAP > Provision VVOL Datastore.

3. Complete the pages in the Provision VVOL Datastore Wizard to create the datastore.
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a. Name page
Specify a name and protocol for the new VVOL, datastore. It is also a good practice to enter a
description for the new datastore.
b. Storage Capability Profile page
Select the profiles that you want to be available to the VVOLs datastore when the storage is
provisioned. You can select multiple profiles.
Note: You create storage capability profiles from the VASA Provider GUI, which you

access from Virtual Storage Console for VMware vSphere GUI.
c. Storage System page
From the drop-down list, select the storage system and Storage Virtual Machine (SVM) where
the VVOL datastore will be created.
These lists display only storage systems and SVMs that match the storage capability profiles
you specified on the previous screen.
This page also includes a list of the storage systems that you cannot use and the errors
associated with them.
d. FlexVol Selection page
If you want to use existing FlexVol volumes, select the boxes next to the names of those
FlexVol volumes.
Note: You can either use existing FlexVol volumes or create new ones; you cannot do both.

e. Provision FlexVol page
If you want to create a new FlexVol volume, click the Add button and complete the
information for the new FlexVol volume. If the storage capability profile does not have the
auto grow feature enabled, that section of the dialog box is disabled. Remember that all
FlexVol volumes in a VVOL datastore must be from the same SVM.
After you create a new FlexVol volume, you can edit it by selecting the Modify button. You
can also delete it.
Recommendation: When you are working with SAN VVOL datastores, it is a good practice
to store no more than 30 virtual machines on one FlexVol volume and provision your VVOL
datastores accordingly. This is because Data ONTAP FlexVols support a limited number of
LUNs per FlexVol volume. A single virtual machine takes up multiple LUNs based on the
number of disks, number of Snapshot copies, and so on. NFS VVOL datastores do not have
this constraint.
f. Default Profile page
Specify the storage capability profile that is used for virtual machines that do not specify a
specific storage capability. This happens when the virtual machine is automatically
provisioned for datastores. These include configuration VVOLs that are used by vSphere to
hold configuration information, data VVOLs that contain operating system information and
user files, and swap VVOLs.
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g. Ready to Complete page
Review the information you have supplied for the VVOL datastore. If it is correct, select
Finish.
If the information is incorrect, return to the appropriate page and correct it.
4. Click Finish.
The wizard creates the VVOL datastore. It displays a success message when it finishes.

Editing a VVOL datastore
You can edit an existing VVOL datastore to change the default storage capability profile.
Steps

1. From the vSphere Web Client Home page, click Hosts and Clusters.

2. Right-click the datastore and select VASA Provider for clustered Data ONTAP > Edit VVOL
Datastore.
The Edit VVOL Datastore dialog box appears.
3. Make the necessary changes.
You can change the default storage capability profile for the VVOL datastore by selecting a new
profile from the drop-down list. You can also change the VVOL datastore name and description.
Note: You cannot change the vCenter Server where the VVOL datastore is located.
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4. When you have made your changes, click OK.
A message box asks whether you want to update the VVOL datastore.
5. Click OK to apply your changes.
A success message appears to inform that the VVOL datastore has been updated.

Adding storage to a VVOL datastore
You can increase the available storage by using the Add Storage wizard to add FlexVols to an
existing VVOL datastore.
About this task

When you add a FlexVol, you also have the option of changing the storage capability profile
associated with that FlexVol. You can either use the VASA Provider auto-generate feature to create a
new profile or assign one of the existing profiles to it.
Steps

1. On the vSphere Web Client Home page, click Hosts and Clusters.

2. Right-click the datastore and select VASA Provider for clustered Data ONTAP > Add Storage
to VVOL Datastore.
3. Complete the pages in the Add Storage wizard, which allow you to either add an existing
FlexVol to the VVOL datastore or create a new FlexVol to add to the database.
Reminder: All FlexVols in a VVOL datastore must be from the same Storage Virtual Machine
(SVM).
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a. Storage Type page
Select the FlexVols that you want to add to the VVOL datastore.
In the Storage Capability Profile column, use the drop-down list to either create a new profile
based on the FlexVol or select one of the existing profiles. The auto-generate feature, which is
first option in the drop-down list, creates a profile based the storage capabilities, such as disk
type, high availability, disaster recovery, performance features, and deduplication, that are
associated with that FlexVol.
b. Provision FlexVol page
Create new FlexVols by clicking the Add button and filling out the information in the dialog
box that appears. If the storage capability profile does not have the auto grow feature enabled,
that section of the dialog box will be disabled.
After you create a new FlexVol, you can edit it by selecting the Modify button. You can also
delete it.
c. Ready to complete page
Review the information you have supplied for the VVOL datastore. If it is correct, select
Finish.
If the information is not correct, return to the appropriate page and fix it.
4. Click Finish.
The wizard adds the storage you have specified to the VVOL datastore. It displays a success
message when it finishes.
Note: The wizard automatically handles any ESXi storage rescans or any other significant
operations that are required. Since a VVOL datastore is a logical entity controlled by the VASA
Provider, adding the FlexVol is the only thing you need to do to enlarge your storage container.
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Mounting a VVOL datastore
You can mount the VVOL datastore by using the Mount VVOL Datastore dialog box.
Steps

1. From the vSphere Web Client Home page, click Hosts and Clusters.

2. Right-click the datastore and select VASA Provider for clustered Data ONTAP > Mount
VVOL Datastore.

3. The VASA Provider Mount VVOL Datastore dialog box appears and provides a list of the hosts
in the same datacenter where you can mount the datastore.
The list does not include any hosts where the datastore has already been mounted, hosts running
ESX 5.x or lower, or hosts that do not support the datastore protocol. For example, if a host does
not support FC, you cannot mount an FC datastore.
Note: Even though the vSphere Web client provides a mount dialog box for the vCenter Server,
you should always use the VASA Provider dialog box for this operation. It sets up access to
storage running Data ONTAP.
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4. Select the host where you want to mount the datastore, and click OK.

Migrating standard virtual machines to VVOLs
You can migrate traditional datastores to VVOLs.
Before you begin

Important: You must make sure that VASA Provider is not running on one of the virtual machines
you plan to migrate. If you migrate a virtual machine that is running VASA Provider to a VVOLs
datastore, you will not be able to perform any management operations, including powering on virtual
machines that are on VVOLs datastores. In addition, you will lose access to all VVOLs because
VASA Provider will not be able to boot.
About this task

When you migrate from a standard datastore to a VVOLs datastore, the vCenter Server does not use
vStorage APIs for Array Integration (VAAI) offloads. VAAI offloads normally reduce the load on the
host.
Steps

1. Right-click the virtual machine and select Migrate.
2. Select Change storage only and click Next.
3. Select a VM Storage Policy and a datastore that matches the features of the datastore you are
migrating and click Next.
4. Review the settings and click Finish.
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Removing storage from a VVOL datastore
If a VVOL datastore has multiple FlexVols volumes, you can remove one or more of them from the
datastore without deleting the datastore. A VVOL datastore continues to exist as long as it has at least
one FlexVol volume.
Steps

1. From theVMware vSphere Web Client Home page, click Hosts and Clusters.

2. Right-click the datastore and select VASA Provider for clustered Data ONTAP > Remove
Storage from VVOL Datastore.
The Remove Storage from VVOL Datastore dialog box appears.
3. Select the FlexVol volumes that you want to remove from the VVOL datastore, and click
Remove.

A dialog box asks whether you want to remove the storage.
4. Click OK.
A success message tells you the storage has been successfully removed from the VVOL datastore.
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Note: If you select all the FlexVol volumes, an error message appears indicating the operation
will fail.

Deleting a VVOL datastore
You can use the Destroy VVOL Datastore option to delete VVOL datastores. If you choose this
option, the deleted VVOL datastore is removed from the system, and you will not be able to access it.
About this task
Note: Performing this operation does not delete the FlexVols on the storage.

You can only use this option if there are no virtual machines on the VVOL datastore. If you
attempt to delete a VVOL datastore that has virtual machines, you get an error message and no
changes are made to the VVOL datastore.
While this operation destroys the VVOL datastore (that is, the Backing Storage), it does not delete
the FlexVols used by the datastore from the system.

Steps

1. On the vSphere Web Client Home page, click Hosts and Clusters.

2. Right-click the datastore and select VASA Provider for clustered Data ONTAP > Destroy
VVOL Datastore.
3. In the Destroy VVOL Datastore dialog box, select the VVOL datastore that you want to delete,
and click OK.
A dialog box appears asking whether you want to delete the storage.
4. Click OK.
A success message appears to let you know the VVOL datastore has been successfully deleted
from your system.

Managing the VVOL datastore storage
You can view the storage container for a VVOL datastore and see how the storage is being used.
Steps

1. On the vSphere Web Client Home page, click Storage.
2. Expand the datastore and double-click the VVOL datastore.
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3. Click the Related Objects tab.
4. Click the Backing Storage tab.
Information about all the FlexVols in the VVOL datastore is displayed; you add or remove storage
on this page.
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How to send comments about documentation and
receive update notifications
You can help us to improve the quality of our documentation by sending us your feedback. You can
receive automatic notification when production-level (GA/FCS) documentation is initially released or
important changes are made to existing production-level documents.
If you have suggestions for improving this document, send us your comments by email to
doccomments@netapp.com. To help us direct your comments to the correct division, include in the
subject line the product name, version, and operating system.
If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.
You can also contact us in the following ways:
•

NetApp, Inc., 495 East Java Drive, Sunnyvale, CA 94089 U.S.

•

Telephone: +1 (408) 822-6000

•

Fax: +1 (408) 822-4501

•

Support telephone: +1 (888) 463-8277
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