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Deciding whether to use this guide
This document includes release notes for SANtricity Unified Manager 3.0, SANtricity Storage
Manager 11.50, and SANtricity OS 11.50 (includes SANtricity System Manager).
Where to find the Latest information about the product
You can find information about the latest version of the product, including new features and fixed
issues, and a link to the latest documentation at the NetApp E-Series Systems Documentation Center.
Note:

•

The optional iSCSI host interface cards in the E5700/EF570 controllers do not auto-negotiate
speeds. You must set the speed for each port to either 10 Gb or 25 Gb. All ports must be set to
the same speed.

•

If you have a StorageGRID Webscale Appliance, do not update the E2800 controller with
SANtricity OS version 11.50. In general, do not apply SANtricity OS upgrades to
StorageGRID appliances unless they are specifically stated to be compatible. Contact technical
support with any upgrade-related questions.

•

For E-Series storage systems attached to FlexArray (V-Series), confirm that the E-Series
software version is supported with FlexArray by consulting the NetApp Interoperability Matrix
Tool (IMT) (login required).

•

For E-Series storage systems attached to FlexArray, FPVR is required for FlexArray support.

•

With FlexArray, the ONTAP (RDAC) host type is no longer supported with E-Series
SANtricity OS 8.30 or later. If you are running SANtricity OS 8.20 or earlier, follow the
procedures documented in KB article 000028023 and KB article 000028024 to convert the host
type to ONTAP ALUA.
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What's new
New features in SANtricity OS 11.50
New feature

Description

NVMe over RoCE interface

An NVMe over RoCE host connection can now be ordered for
EF570 or E5700 E-Series controllers. System Manager includes
new functions for configuring the network connection to the host
(available from the Hardware page or from Settings > System),
and functions for viewing data about the NVMe over RoCE
connections to the storage array (available from Support > Support
Center or from Settings > System).

Manual drive selection for
volume groups

In addition to convenient automatic selection, a new option is
available for selecting individual drives when you create a volume
group. In general, automatic drive selection is recommended, but
the individual drive selection option is available for environments
with special drive location requirements.

Remote mirror setup

You can now configure a mirroring relationship between
combinations of E2800 series controllers and E5700 series
controllers from within System Manager. Previously this setup
required using the Enterprise Management Window (EMW) from
SANtricity Storage Manager; however, the EMW is still required if
an older version storage array is involved in the setup.

SANtricity Unified Manager

Unified Manager is a separately installed, browser-based
application that discovers and manages E2800 series controllers
and E5700 series controllers. While this new application is not a
new feature of System Manager, it does provide a new browserbased enterprise framework from which System Manager can be
launched for discovered storage arrays. The new Unified Manager
can be downloaded from the Support software downloads area.
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Restrictions

SANtricity OS 11.50 - System Manager
With SAML enabled, if both controllers are replaced, you may be unable to
login to System Manager
Severity: 2 functional
Operating system
All
Hardware/software/firmware
All
Problem or restriction
Security Assertion Markup Language (SAML) uses a time-based protocol and user sessions are valid
for a configured amount of time. If both controllers are replaced, the system clock on the replacement
controllers may be significantly different from the original controllers' system clocks, which may
cause the session to be rejected due to falling outside the session duration. If the session is rejected,
the user will not be authenticated and cannot access System Manager.
Workaround
Contact NetApp Technical Support
Reference number
201105338

With NVME over RoCE, VLAN configuration must be performed on the
Ethernet Switch
Severity: 2 functional
Operating system
All
Hardware/software/firmware
NVME over RoCE
Problem or restriction
With iSCSI, Ethernet VLAN and QoS settings can be configured on the storage array, but with
NVMe over RoCE, these settings must be configured on the Ethernet switch.
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Workaround
Configure VLAN settings on the Ethernet Switch
Reference number
201104176

Embedded Web Services activity occasionally terminated due to out of
memory condition
Severity: 2 functional
Operating system
All
Hardware/software/firmware
E2800/EF280, E5700/EF570
Problem or restriction
With embedded Web Services, occasionally, an out-of-memory (OOM) condition occurs and any
activity happening within Web Services is terminated. The Web Services process restarts
automatically as a recovery action but might not resume whatever operations were in progress.
Workaround
The Web Services process restarts automatically if killed due to the OOM condition, however, any
operations in progress need to be restarted.
Reference number
201102487

System manager error messages only partially translated
Severity: 3 minor
Operating system
All
Hardware/software/firmware
System Manager
Problem or restriction
When the application is displayed in Spanish or Japanese, error messages might be only partially
translated, resulting in some text being English.
Workaround
None.
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Reference number
201127899

System Manager does not accept extended character set in text fields
Severity: 3 minor
Operating system
All
Hardware/software/firmware
System Manager
Problem or restriction
Text fields for user-defined labels in System Manager allow only a limited set of English ASCII
characters. A name can consist of only letters, numbers, and the special characters underscore (_),
dash (-), and the hash sign (#).
Workaround
None.
Reference number
201127901

Unable to open browser from EMW window
Severity: 2 functional
Operating system
All
Hardware/software/firmware
E2800, E5700/EF570
Problem or restriction
Occasionally, if the default browser is Firefox or Chrome and an instance of the browser is not
already open, the browser fails to open when attempting to launch the browser from the SANtricity
Storage Manager Enterprise Management Window (EMW) to manage an E-Series system.
Workaround
If Chrome or Firefox is the default browser, ensure it is already open before attempting to manage an
E-Series system. Launch a browser instance from the EMW, or set a different browser as the default
browser.
Reference number
201100485
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SANtricity OS 11.50 - Controller Firmware
System unmanageable after downgrading SANtricity OS
Severity: 2 functional
Operating system
All
Hardware/software/firmware
E2800/EF280, E5700/EF570
Problem or restriction
A controller might be held offline if the array is downgraded from SANtricity OS 11.50 to 11.42.
There is no indication that the controller is offline, but you will be unable to manage the array.
Workaround
If the array remains unresponsive 30 minutes after the downgrade, power-cycle the system, and wait
for the LEDs on the back of the controllers to go dark before reapplying power.
Reference number
201120547

With NVME/RoCE, incorrect LEDs illuminated for connected ports on the
Infiniband (IB) host interface card (HIC)
Severity: 2 functional
Operating system
All
Hardware/software/firmware
E5700/EF570 with IB HIC operating in NVMe/RoCE mode
Problem or restriction
The IB HIC installed in E5700/EF570 operating in NVME/RoCE mode illuminates the incorrect
LED for the connected port. If port 1 is connected, the LED for port 2 is illuminated and vice versa.
Workaround
None.
Reference number
201116878
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In an NVMe over RoCE environment, Priority Flow Control or Global Pause
Control must be enabled on the Ethernet switch to eliminate the risk of data
loss
Severity: 2 functional
Operating system
All
Hardware/software/firmware
E5700/EF570 with NVMe/RoCE
Problem or restriction
Data blocks being written to volumes with Data Assurance enabled can be added to the list of
unreadable sectors in an NVMe over RoCE environment unless Priority Flow Control or Global
Pause Control is enabled in the Ethernet switch. If both Priority Flow Control and Global Pause
Control are disabled, volumes configured as follows are at risk:
•

Data Assurance is enabled, write caching is enabled, but write caching with mirroring is disabled.

•

Data Assurance is enabled, write caching is enabled, write caching with mirroring is enabled, but
cache mirror Data Assurance checking is disabled for the storage array.

•

Data Assurance is enabled, write caching is enabled, write caching with mirroring is enabled,
cache mirror Data Assurance checking is enabled for the storage array but caching mirror Data
Assurance checking is disabled for the volume.

Workaround
The preferred workaround is to enable either Priority Flow Control or Global Pause Control in the
Ethernet switch as per the instructions in the NVMe over RoCE Express Setup Guide. Enabling
either of these options eliminates the risk of data loss regardless of the volume configuration. If it is
not possible to enable one of the options in the switch, you can either ensure that volumes with Data
Assurance enabled and write caching enabled also have write caching with mirroring enabled and
cache mirror Data Assurance checking enabled, or you can disable either Data Assurance or write
caching on all volumes.
Search for “cache mirror data assurance check” in the E-Series Documentation Center for
information about using SMcli to check and set the storage array configuration for the cache mirror
Data Assurance check feature. You must also ensure that checking is enabled for each volume with
Data Assurance enabled by using the /storage-systems/{system-id}/volumes/{id} API to ensure that
cacheMirroringValidateProtectionInformation is set to true for each volume. Note that cache mirror
Data Assurance checking cannot be enabled for volumes created on storage arrays running releases
prior to SANtricity OS 11.42.
Reference number
201091171

SANtricity OS 11.50 - IOM Firmware
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With DE6600 expansion shelves, a power outage can cause failed volumes
Severity: 2 functional
Operating system
All
Hardware/software/firmware
DE6600 Expansion Shelves
Problem or restriction
In very rare circumstances, customers using DE6600 expansion shelves might experience failed
volumes after a total power outage. The issue might occur if I/O is running and power is restored to
expansion shelves at the same time as the controller shelf.
Workaround
Restore power to expansion shelves before restoring power to the controller shelf. Do not resume I/O
after a power outage until the array is optimal.
Reference number
201109243

SANtricity Storage Manager 11.50
After importing the Web Services CA signed certificates in EMW, some
processes continue to communicate through HTTPS but with self-signed
certificate
Severity: 2 functional
Operating system
All
Hardware/software/firmware
All
Problem or restriction
After importing the Web Services CA signed certificates in the SANtricity Storage Manager
Enterprise Management Window (EMW), the CA certificates are not being applied to all required
processes. Some processes continue to communicate through HTTPS but with self-signed certificate.
Workaround
None
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Reference number
201116039

SANtricity Storage Manager Script Editor causes CPU usage spikes on
management station/server.
Severity: 2 functional
Operating system
Windows
Hardware/software/firmware
SANtricity Storage Manager
Problem or restriction
When the SANtricity Storage Manager Script Editor is the prime focus on the screen, CPU usage
spikes may be seen on the management station or server running the software. The issue was seen
initially on a Windows 7 virtual machine with limited resources but is suspected to exist for other
versions of Windows.
Workaround
Close the script editor or change focus to another application. Use SMcli at the command line.
Reference number
201106695

SANtricity Unified Manager
Unified Manager error messages only partially translated
Severity: 3 minor
Operating system
All
Hardware/software/firmware
Unified Manager
Problem or restriction
When the application is displayed in Spanish or Japanese, error messages might be only partially
translated, resulting in some text being English.
Workaround
None.
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Reference number
201127900

Third-Party
The following section includes restrictions that apply to third-party components or software that
might be used in an E-Series storage environment.

With NVMe/RoCE, a Controller Reboot May Cause a Host Crash
Severity: 2 functional
Operating system
SUSE Linux Enterprise Server Service Pack 3 (SLES12 SP3) kernel 4.4.126-94.22-default
Hardware/software/firmware
E5700/EF570 controllers running NVMe/RoCE
Mellanox ConnectX-4 or ConnectX-5 HCAs
Problem or restriction
In rare circumstances, a controller reboot might lead to an error in the Mellanox HCA driver, causing
the host to crash.
Workaround
None.
Reference number
201100184

With NVMe, failover/failback scenarios may not function as expected
Severity: 2 functional
Operating system
SUSE Linux Enterprise Server Service Pack 3 (SLES12 SP3)
Hardware/software/firmware
E5700/EF570 controllers attached using NVMe over Fabrics
Problem or restriction
When managing a large number of paths to NVMe-attached storage volumes, the host can run out of
asynchronous I/O (aio) resources resulting in the multipath-tools path checker not being able to
function correctly. In this case, multipath tools lists the path as 'active faulty running' rather than
'active ready running', as shown by 'multipath -ll' command on the host, and the paths might not be
available for I/O as they should be.
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Workaround
To avoid this issue, run the following command on the Linux host to increase the amount of
asynchronous I/O resources, and then reboot the host:
echo "fs.aio-max-nr = 1048576" >/etc/sysctl.d/aio.conf>

Reference number
201082432
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Copyright information
Copyright © 2018 NetApp, Inc. All rights reserved. Printed in the U.S.
No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—without prior written permission of the copyright owner.
Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:
THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights of
NetApp.
The product described in this manual may be protected by one or more U.S. patents, foreign patents,
or pending applications.
Data contained herein pertains to a commercial item (as defined in FAR 2.101) and is proprietary to
NetApp, Inc. The U.S. Government has a non-exclusive, non-transferrable, non-sublicensable,
worldwide, limited irrevocable license to use the Data only in connection with and in support of the
U.S. Government contract under which the Data was delivered. Except as provided herein, the Data
may not be used, disclosed, reproduced, modified, performed, or displayed without the prior written
approval of NetApp, Inc. United States Government license rights for the Department of Defense are
limited to those rights identified in DFARS clause 252.227-7015(b).

16

Trademark information
NETAPP, the NETAPP logo, and the marks listed on the NetApp Trademarks page are trademarks of
NetApp, Inc. Other company and product names may be trademarks of their respective owners.

http://www.netapp.com/us/legal/netapptmlist.aspx
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How to send comments about documentation and
receive update notifications
You can help us to improve the quality of our documentation by sending us your feedback. You can
receive automatic notification when production-level (GA/FCS) documentation is initially released or
important changes are made to existing production-level documents.
If you have suggestions for improving this document, send us your comments by email.

doccomments@netapp.com
To help us direct your comments to the correct division, include in the subject line the product name,
version, and operating system.
If you want to be notified automatically when production-level documentation is released or
important changes are made to existing production-level documents, follow Twitter account
@NetAppDoc.
You can also contact us in the following ways:
•

NetApp, Inc., 1395 Crossman Ave., Sunnyvale, CA 94089 U.S.

•

Telephone: +1 (408) 822-6000

•

Fax: +1 (408) 822-4501

•

Support telephone: +1 (888) 463-8277

