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      Chapter 1. Introduction to Unified Manager

      
         You can deploy Unified Manager 6.1 only as a virtual appliance on a VMware host.  This is different than Unified Manager 5.x or earlier, which was installed on Windows or Linux servers.
         

         
         Unified Manager 6.1 is built on a new server infrastructure that delivers scalability, supportability, and enhanced monitoring and notification
            capabilities.  Clustered environments running Data ONTAP are visualized in the new graphical interface that provides at-a-glance
            status for capacity, availability, protection, and performance views of monitored systems.
         

         
         Unified Manager 6.1 supports monitoring of clustered Data ONTAP  8.1.3, 8.1.4, 8.2, and 8.2.1. Unified Manager 6.1 also supports the new and enhanced features in Data ONTAP 8.2 such as vaulting, nondisruptive operations, and Storage Virtual Machines (SVMs) with Infinite Volume.
         

         
         For the most current information,  see the Interoperability Matrix.
         

         
      

      
      
         
            More information

         

         
         
            
            	What a virtual appliance does

               A virtual appliance is a prebuilt software bundle containing an operating system and software applications that are integrated,
               managed, and updated as a package.  Virtual appliances simplify the installation process.  
            

            
            	What the maintenance user does

               Created during initial configuration, the maintenance user can create subsequent users and assign them roles. The maintenance
               user can also access the maintenance console and has the role of OnCommand administrator in the web UI.
            

            
            	What AutoSupport does

               With the help of the AutoSupport feature, Unified Manager sends information to technical support to help with troubleshooting.   AutoSupport messages are scanned for  potential problems
               and are available to technical support when they assist you in resolving issues.
            

            
         

         
         Related information

            
            Interoperability Matrix: support.netapp.com/matrix

            
         

         
      

   
      
      
      What a virtual appliance does

      
         A virtual appliance is a prebuilt software bundle containing an operating system and
            software applications that are integrated, managed, and updated as
            a package.
            Virtual appliances simplify the installation process.  
         

         
         Upon deployment, the virtual appliance creates a virtual machine containing Unified Manager, third-party applications, and all configuration information preinstalled on the virtual machine. 
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      What the maintenance user does

      
         Created during initial configuration, the maintenance user can create subsequent users and assign them roles. The maintenance
            user can also access the maintenance console and has the role of OnCommand administrator in the web UI.
         

         
         The maintenance user can perform the following functions using the maintenance console:
            
               	Configure network access

               
               	Upgrade to newer versions of Unified Manager

               
               	Shut down virtual appliances (only from VMware console)

               
               	Increase data disk or swap disk size

               
               	Change the time zone

               
               	Send on-demand  AutoSupport messages to technical support from the maintenance console

               
               	Send periodic AutoSupport messages to technical support from the web UI

               
               	Generate support bundles to send to technical support

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      What AutoSupport does

      
         With the help of the AutoSupport feature, Unified Manager sends information to technical support to help with troubleshooting.
            AutoSupport messages are scanned for  potential problems and are available to technical support when they assist you in resolving
            issues.
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Chapter 2. System requirements
      

      
         Before you deploy the Unified Manager virtual appliance, you must ensure that your storage system conforms to all supported
            platform requirements. Servers must meet
            specific software, hardware, CPU, and memory requirements. 
         

         
         You can install Unified Manager 6.1 and later only as a virtual appliance on an ESX server.  This is different than previous versions of Unified Manager, which were installed on Windows or Linux servers.  
         

         
         Unified Manager requires OnCommand Workflow Automation 2.2 or later to provision SVMs with Infinite Volume with storage classes, or to configure SnapMirror and SnapVault data protection relationships.
         

         
         Unified Manager requires OnCommand Performance Manager to enable display of performance issues in the Unified Manager web UI. 
         

         
         For the most current information,  see the Interoperability Matrix.
         

         
      

      
      
         
            More information

         

         
         
            
            	License requirements for Unified Manager

               You must have appropriate licenses to use VMware vSphere for Enterprise. No additional licenses are required for the Unified Manager server. 
            

            
            	Virtual infrastructure requirements

               Your virtual infrastructure must meet minimum requirements before you can begin deployment. 
            

            
            	Virtual appliance requirements

               You can deploy the virtual appliance on  a VMware  ESX server, which must meet minimum resource requirements. 
            

            
            	Software requirements

               Before you use Unified Manager, you must ensure that you meet the software requirements.
            

            
         

         
         Related information

            
            Interoperability Matrix: support.netapp.com/matrix

            
         

         
      

   
      
      
      License requirements for Unified Manager

      
         You must have appropriate licenses to use VMware vSphere for Enterprise. No additional licenses are required for the Unified Manager server. 
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Virtual infrastructure requirements

      
         Your virtual infrastructure must meet minimum requirements before
            you can begin deployment. 
         

         
          Memory-page swapping  negatively impacts performance of the virtual appliance and the management application.  Competing
            for CPU resources that are unavailable due to overall host utilization can degrade performance. Reserving the listed values
            for memory and CPU resources for the virtual appliance guarantees that the required minimum amount is always available to
            the virtual machine, and is required for running this virtual appliance. 
         

         
          The following table displays the minimum values required for memory and CPU resources in the default configuration. These
            values have been qualified  for the virtual appliance to meet minimum acceptable performance levels.   
            
            
               
                  
                     
                        	Default hardware configuration 
                        
                        	Requirement
                        
                     

                     
                  
                  
                  
                     
                        	Disk space needed for  thin provisioning
                        
                        	Minimum 5 GB
                        
                     

                     
                     
                        	Disk space needed for thick provisioning
                        
                        	152 GB
                        
                     

                     
                     
                        	Memory needed for the Unified Manager virtual appliance
                        
                        
                        	Minimum  12 GB
                        
                     

                     
                     
                        	Processors needed for the Unified Manager virtual appliance
                        
                        
                        	Four virtual CPUs
                        
                     

                     
                     
                        	Process cycles (CPU speed) needed  for the Unified Manager virtual appliance
                        
                        
                        	Minimum 9572 MHz
                        
                     

                     
                  
                  
               

               
            

            
         

         
          The following table displays the minimum values required for memory and CPU resources in the alternate configuration. These
            values have been qualified  for the virtual appliance to meet minimum acceptable performance levels.   After the virtual appliance
            is deployed, you can modify the memory, the number of CPUs, and the CPU speed to use an alternate configuration. For more
            information, see 
            Modifying the default configuration to the alternate configuration.
            
            
            
            
               
                  
                     
                        	Alternate hardware configuration
                        
                        	Requirement
                        
                     

                     
                  
                  
                  
                     
                        	Disk space needed for  thin provisioning
                        
                        	Minimum  5 GB
                        
                     

                     
                     
                        	Disk space needed for thick provisioning
                        
                        	152 GB
                        
                     

                     
                     
                        	Memory needed for the Unified Manager virtual appliance
                        
                        
                        	Minimum  8 GB
                        
                     

                     
                     
                        	Processors needed for the Unified Manager virtual appliance
                        
                        
                        	Two virtual CPUs
                        
                     

                     
                     
                        	Process cycles (CPU speed) needed  for the Unified Manager virtual appliance
                        
                        
                        	Minimum 4786 MHz
                        
                     

                     
                  
                  
               

               
            

            
         

         
         VMware High Availability for the Unified Manager virtual appliance is supported. 
         

         
           If deployment fails using your High Availability-enabled environment due to insufficient resources, you must modify the
            following default VMware settings:
            
               	Lower the VM Resources CPU & Memory settings.
                  
               

               
               	Lower the vSphere HA Admission Control Policy to use less than the default percentage of CPU and
                  memory.
                  
               

               
               	Modify the Cluster Features Virtual Machine Options by disabling the VM
                  Restart Priority and leaving the Host Isolation Response powered on. 
                  
               

               
            

            
            Note: Lowering VM reservations for CPU and memory is possible, but not below the minimum values listed in the table.
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Virtual appliance requirements

      
         You can deploy the virtual appliance on  a VMware  ESX server, which must meet minimum resource requirements. 

         
         The following versions of VMware ESXi are supported:
            
               	 ESXi 5.0

               
               	ESXi 5.0 (update 1)

               
               	ESXi 5.0 (update 2)

               
               	 ESXi 5.1

               
               	ESX 5.1 (update 1)

               
               	ESX 5.5

               
            

            
         

         
         The following versions of vSphere are supported:
            
               	VMware vCenter Server 5.0
                  
               

               
               	VMware vCenter Server 5.1
                  
               

               
               	VMware vCenter Server 5.5

               
            

            
         

         
         The VMware ESX server must use the same time as the NTP server so that the virtual appliance functions correctly. Synchronizing
            the VMware ESX server time with the NTP server time avoids a time failure.
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Software requirements

      
         Before you use Unified Manager, you must ensure that you meet the software requirements.
         

         
      

      
      
         
            More information

         

         
         
            
            	Supported versions of Data ONTAP

               Unified Manager 6.1 supports clustered Data ONTAP 8.1.3, 8.1.4, 8.2.0 and 8.2.1. To monitor protection relationships, you must use Data ONTAP
               8.2 or later. 
            

            
            	 Browser and platform requirements

               To use the Unified Manager GUI, you must use a supported browser and client platform.     
            

            
            	Protocol and port requirements

               Using a browser, API client, or SSH, the required ports must be accessible to the Unified Manager UI and APIs. The required ports and protocols enable communication between the Unified Manager server and the managed storage systems, servers, and other components.
            

            
         

         
         
         
            
         

         
      

   
      
      
      Supported versions of Data ONTAP

      
         Unified Manager 6.1 supports clustered Data ONTAP 8.1.3, 8.1.4, 8.2.0 and 8.2.1. To monitor protection relationships, you must use Data ONTAP
            8.2 or later. 
         

         
         
            Unified Manager 6.1 also supports the new and enhanced features in Data ONTAP 8.2 such as vaulting, nondisruptive operations, and Storage Virtual Machines (SVMs) with Infinite Volume.
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
       Browser and platform requirements

      
         To use the Unified Manager GUI, you must use a supported browser and client platform. 
            
            
            
            
         

         
         Unified Manager 6.1 supports the following browsers and client platforms; other browsers might work but have not been qualified:
         

         
         
            Supported browsers

            
               	Microsoft Internet Explorer, versions 8.0 (32-bit only), 9.0, and 10.0. Compatibility mode is not supported.

               
               	Google Chrome, versions 30 and 31

               
               	Mozilla Firefox, versions 24 and 25

               
            

            
         

         
         
            Supported client platforms

            
               	Windows Vista, Windows 7, and Windows 8

               
               	Red Hat Enterprise Linux version 6

               
               	SUSE Linux Enterprise Server version 11 SP2

               
               	Macintosh OS X 10.8

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Protocol and port requirements

      
         Using a browser, API client, or SSH, the required ports must be accessible to the Unified Manager UI and APIs. The required ports and protocols enable communication between the Unified Manager server and the managed storage systems, servers, and other components.
         

         
         
            Connections to the Unified Manager server
            

            You do not have to specify port numbers when connecting to the Unified Manager web UI, because  default 
               ports are always used. For example, you can enter https://<host> instead of  https://<host:443>. The default
               port numbers cannot be changed.
            

            
            The Unified Manager server uses specific protocols to access the following interfaces:
            

            
            
            
               				
                  	
                     		
                        	Interface
                        		
                        	Protocol
                        		
                        	Port
                        		
                        	Description
                        	
                     

                     
                  
                  
                  	
                     		
                        	Unified Manager web UI
                        
                        		
                        	HTTP
                        		
                        	80
                        		
                        	Used to access the Unified Manager web UI;  automatically redirects to the secure port 443
                        
                        	
                     

                     
                     
                        	Unified Manager web UI and programs using APIs
                        
                        
                        	HTTPS
                        
                        	443
                        
                        	Used to securely access the Unified Manager web UI or to make API calls; API calls can only be made using HTTPS
                        
                        
                     

                     
                     
                        	  Maintenance console
                        
                        	SSH/SFTP
                        
                        	22
                        
                        	Used to access the maintenance console and retrieve support bundles
                        
                     

                     
                     
                        	MySQL database
                        
                        	MySQL 
                        
                        	3306
                        
                        	Used to enable OnCommand Workflow Automation and OnCommand Report access to Unified Manager
                        
                     

                     
                  
                  
               

               
            

            
         

         
         
            Connections from the Unified Manager server
            

            You must configure your firewall to open ports that enable communication between the Unified Manager server
               and managed storage systems, servers, and other components. If a port is not open, communication fails.
            

            
            Depending on your 
               environment, you can choose to modify the ports and protocols used by the  Unified Manager server to connect to specific 
               destinations.
            

            
            The Unified Manager server connects using the following protocols and ports
               to the managed storage systems, servers, and other components:
            

            
            
            
               
                  
                     	
                        	Destination
                        	
                        	Protocol
                        	
                        	Port
                        	
                        	Description
                        
                     

                     
                  
                  
                  
                     	
                        	Storage system
                        	
                        	HTTPS
                        	
                        	443
                        	
                        	Used to monitor and manage storage systems
                        
                     

                     
                     	
                        	AutoSupport server
                        	
                        	HTTPS
                        	
                        	443
                        	
                        	Used to send AutoSupport information. Requires Internet access to perform this function.
                        
                     

                     
                     	
                        	Authentication server
                        	
                        	LDAP
                        	
                        	389
                        	
                        	Used to make authentication requests, and user and group lookup requests
                        
                     

                     
                     	
                        	Mail server
                        	
                        	SMTP
                        	
                        	25
                        	
                        	Used to send alert notification emails
                        
                        
                     

                     
                     	
                        	SNMP trap listener
                        	
                        	 SNMPv1 or SNMPv3
                        	
                        	162/UDP
                        	
                        	Used to send alert notification SNMP traps
                        
                        
                     

                     
                     	
                        	NTP server
                        	
                        	NTP
                        	
                        	123/UDP
                        	
                        	Used to  synchronize the time on the Unified Manager server with an external NTP time server
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Chapter 3. Installing Unified Manager

      
         The installation workflow describes the tasks that you must perform before you can use Unified Manager. Because Unified Manager runs as a virtual appliance on a VMware host, you actually deploy it rather than install it. After completing the deployment
            tasks, you can either add clusters immediately or perform additional configuration tasks and then add clusters.
         

         
      

      
      
         
            More information

         

         
         
            
            	Overview of the deployment sequence

               
            

            
            	Deploying Unified Manager

               This workflow shows you how to deploy Unified Manager, which includes downloading software, deploying the virtual appliance, creating a maintenance user name and password, and
               performing the initial setup in the web UI.
            

            
         

         
      

   
      
      
      Overview of the deployment sequence

      [image: ../images/GUID-C0079546-09F1-4BF9-A935-A5EC160B47DD-low.gif]

      
      
         
         
            
         

         
         Related tasks

            
            Deploying Unified Manager

            
         

         
      

   
      
      
      Deploying Unified Manager

      
         This workflow shows you how to deploy Unified Manager, which includes downloading software, deploying the virtual appliance, creating a maintenance user name and password, and
            performing the initial setup in the web UI.
         

         
         
            
               Before you begin

            

            You must have completed the system requirements for deployment. To ensure that your environment meets the minimum requirements,
               see System requirements.
            

            
            You must have  the following information:

            
            
               
                  	The login credentials for the NetApp Support Site

                  
                  	Credentials for accessing the VMware vCenter Server and vSphere Client

                  
                  	The IP address of the ESX server on which you are deploying the Unified Manager virtual appliance 
                  

                  
                  	Details about the data center, such as storage space in data store and memory requirements

                  
               

               
            

            
         

         
         
            
               About this task

            

            You can  deploy Unified Manager 6.1 only as a virtual appliance on a VMware host.  This is different than versions prior to Unified Manager 6.0, which were installed on Windows or Linux servers.
            

            
            You must access the maintenance console using the VMware console and not using SSH. For more information about the maintenance
               console, see the OnCommand Unified Manager Administration Guide.
            

            
         

         
         
            
               After you finish

            

            After finishing the deployment and initial setup, you can either add clusters, or you can configure additional network settings
               in the maintenance console and then access the web UI.
            

            
         

         
      

      
      
         
            Steps

         

         
         
            
            	Download 
                  				Unified Manager

               You must download 
               				Unified Manager before you can deploy the virtual appliance.
            

            
            	Deploy the 
                  				Unified Manager virtual appliance

               You must deploy the 
               				Unified Manager virtual appliance after downloading it. You must use VMware vSphere Client to deploy the virtual appliance on an ESX server.
            

            
            	Access the user interface

               After you have deployed the virtual appliance, you can access the web UI to set up Unified Manager so that you can begin monitoring your clustered Data ONTAP systems.
            

            
            	Perform the initial setup of the 
                  				Unified Manager web UI

               To use Unified Manager,  you must first configure the initial setup options, including the NTP server, the maintenance user email address, and the
               SMTP server host name and options. Enabling periodic AutoSupport is also highly recommended.
            

            
         

         
         
         
            
         

         
         Related concepts

            
            What the maintenance user does

            
            System requirements

            
         

         
      

   
      
      
      Downloading Unified Manager

      
         You must download Unified Manager from the NetApp Support Site.
         

         
         
            
               Before you begin

            

            You must have  login credentials for the NetApp Support Site.
            

            
         

         
         
            
               About this task

            
The OnCommandUnifiedManager-6.1.ova file contains the Unified Manager software configured in a virtual appliance.
         

         
         
            Steps

         

         
            	Download the OnCommandUnifiedManager-6.1.ova file from the NetApp Support Site.

            
            	Save the OnCommandUnifiedManager-6.1.ova file to a local or network directory that is accessible to your
                  vSphere Client.

            
            	Verify the checksum to ensure the software downloaded correctly.

            
         

         
      

      
      
         
         
            
            Next topic: Deploy the 
                  				Unified Manager virtual appliance

            
         

         
      

   
      
      
      Deploying the Unified Manager virtual appliance 
      

      
         You must deploy the Unified Manager virtual appliance after you download the OnCommandUnifiedManager-6.1.ova file from the NetApp Support Site. You must use VMware vSphere Client to deploy the virtual appliance on an
            ESX server. When you deploy the virtual appliance, a virtual machine is created.
         

         
         
            
               Before you begin

            

            You must have completed the system requirements for deployment. To ensure that your environment meets the minimum requirements,
               see System requirements. If changes are required to meet system requirements, you must implement the changes before deployment of the Unified Manager virtual appliance. 
            

            
            If you use DHCP, you must have ensured that the DHCP server is available, and that the DHCP and VM network adapter configurations
               are correct. DHCP is configured by default.
            

            
            If you use a static networking configuration, you must have ensured
               that the IP address is not duplicated in the same subnet and that the appropriate DNS server entries have  been configured.
            

            
            You must have the following information available before deploying the virtual appliance:
               
                  	Credentials for accessing the VMware vCenter server and vSphere Client

                  
                  	The IP address of the ESX server on which you are deploying the Unified Manager virtual appliance
                  

                  
                  	Details about the data center, such as availability of storage space

                  
                  	Static network configuration information (if not using DHCP): 
                     
                        	Host fully qualified domain name (FQDN)

                        
                        	Host IP address

                        
                        	Network mask

                        
                        	IP address of the default gateway

                        
                        	Primary and secondary DNS addresses

                        
                        	Search domains

                        
                     

                     
                  

                  
               

               
            

            
         

         
         
            
               About this task

            

            When the virtual appliance is deployed, a unique, self-signed certificate for HTTPS access is generated. When accessing the
               Unified Manager web UI, you might see a browser warning about untrusted certificates.
            

            
            VMware High Availability for the Unified Manager virtual appliance is supported.
            

            
             You can change the default configuration of the virtual appliance after it has been deployed. See Modifying the default configuration to the alternate configuration.
            

            
         

         
         
            Steps

         

         
            	In vSphere Client, click File > Deploy OVF Template.

            
            	Complete the Deploy OVF Template wizard to deploy the Unified Manager virtual appliance.  
               If your environment is DHCP-enabled, but you want to use a static network configuration, you can complete the Properties tab in the Deploy OVF Template and those settings are applied during deployment. While entering details for  a static network configuration, the IP address
                  used must be unique to the host on which it is deployed. You must not use an IP address that is already in use, and the IP
                  address must have a valid DNS entry. 
                  Note: The virtual appliance requires Reservation of Memory and CPU resources. For minimum requirements to run the Unified Manager virtual appliance, see the Virtual infrastructure requirements. 
                  

                  
               

            

            
            	After the Unified Manager virtual appliance is deployed to the ESX server, power on the VM by right-clicking the VM and selecting  Power On. 
               If the Power On operation fails due to insufficient resources, you must have sufficient resources in the ESX server where
                  the virtual appliance is deployed.
                  If you do not have sufficient resources, you can modify the resource settings for Memory and CPUs. The resources must be Reserved.
                  See Virtual infrastructure requirements.
               

            

            
            	Click the Console tab. 
               The initial boot process takes a few minutes to complete.
                  If a reset occurs during the first boot process, the virtual appliance must be redeployed.

                  
               

            

            
            	To configure your time zone, enter your geographic area and your city or region as prompted in the VM Console window. 
               All date information displayed uses the time zone configured for
                  Unified Manager, regardless of the time zone setting on
                  your managed devices. You should be aware of this when comparing
                  time stamps. If both your storage systems and the management server are
                  configured with the same time sync server, they refer to the same
                  instant in time, even if they appear differently.
                  For example, if you make a Snapshot copy using a device configured
                  using a different time zone than the management server, the time
                  reflected in the time stamp is the management server time.
               

            

            
            	If no DHCP services are available or if there is an error in the details for the static network configuration, select one
                  of the following options:
               
               
                  
                  
                     
                        	If you use...
                        
                        	Then Select...
                     

                  
                  
                  
                     
                        	DHCP
                        	
                        	Retry DHCPIf you plan to use DHCP, you should ensure that it is configured correctly.

                           
                           If you use a DHCP-enabled network, the fully qualified domain name and DNS server entries are given to the virtual appliance
                              automatically. If DHCP is not properly configured with DNS, the host name
                              "OnCommand" is automatically assigned and associated with the
                              security certificate.
                              If you have not set up a DHCP-enabled network,  you must manually enter the networking configuration information.
                           

                           
                        
                        
                     

                     
                     
                        	A static network configuration 
                        	
                        	
                           
                              	Enter the details for static network configuration.
                                 The configuration process takes a few minutes to complete.

                                 
                              

                              
                              	Confirm the values you entered and select Y.
                              

                              
                           

                           
                        
                        
                     

                     
                  
               

               
            

            
            	At the prompt, create and type a maintenance user name and click Enter.

            
            	At the prompt, create and type a password and click Enter. 
               The VM console displays the URL for the Unified Manager web UI.
               

            

            
         

         
         
            
               After you finish

            

            You can either access the web UI to perform the initial setup of  Unified Manager, or you can configure additional network settings in the maintenance console and then access the web UI.
            

            
         

         
      

      
      
         
            More information

         

         
         
            
            	The  monitoring capacities of the default and alternate configurations

               Before modifying your configuration, you should take into consideration how many storage objects you need to monitor.
            

            
            	Modifying the default configuration

               You can modify the default configuration based on the size of your environment and  your sizing requirements, enabling you
               to preserve your resources. However, you must use the default configuration upon initial deployment. 
            

            
         

         
         
         
            
            Previous topic: Download 
                  				Unified Manager

            
            Next topic: Access the user interface

            
         

         
      

   
      
      
      The  monitoring capacities of the default and alternate configurations

      
         Before modifying your configuration, you should take into consideration how many storage objects you need to monitor.

         
         Unified Manager can monitor up to 24 clusters in each deployment instance and can include as many or as few member nodes per cluster as necessary.
         

         
         The following table displays the total number of storage objects that each configuration can monitor:
            
            
               
                  
                     
                        	Configuration type
                        
                        	Approximate number of storage objects
                        
                     

                     
                  
                  
                  
                     
                        	Default configuration
                        
                        	230,000 - 940,000
                        
                     

                     
                     
                        	Alternate configuration
                        
                        	0 - 230,000
                        
                     

                     
                  
                  
               

               
            

            
         

         
         Storage objects can include the following:
            
               	Disk shelves

               
               	Cluster nodes

               
               	Storage Virtual Machines (SVMs)

               
               	Clusters

               
               	Aggregates

               
               	Disks

               
               	Qtrees

               
               	Network ports

               
               	LUNs

               
               	igroups

               
               	CIFS shares

               
               	Volumes

               
               	LIFs

               
               	Exports

               
               	SnapMirror relationships

               
               	SnapVault relationships

               
               	Quotas

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Modifying the default configuration

      
         You can modify the default configuration based on the size of your environment and  your sizing requirements, enabling you
            to preserve your resources. However, you must use the default configuration upon initial deployment. 
         

         
         
            
               Before you begin

            

            
               	You must have considered your sizing requirements. 

               
               	You must have credentials for accessing the VMware vCenter server and vSphere Client.

               
               	You must have shut down the virtual appliance.

               
               	You must know the supported values for the alternate configuration. 
                  See Virtual infrastructure requirements. You must not use values lower than those specified in the table for the alternate configuration.
                  

                  
               

               
            

            
         

         
         
            Steps

         

         
            	In the vSphere Client, select the VM on which the virtual appliance is located.

            
            	Right-click the virtual appliance, and then click Edit Settings.

            
            	Click the Hardware tab.

            
            	Click Memory, and then set memory size to 8 GB.

            
            	Click CPUs, and then set the number of virtual sockets to 2. 
               Do not change the value for number of cores per socket.

            

            
            	Click the Resources tab.

            
            	Click CPUs, and then set reservation to 4786 MHz.

            
            	Click Memory, and then verify that the Reservation is set to 8192 MB.

            
            	Click OK. 

            
            	Start the virtual machine.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Accessing the Unified Manager web UI
      

      
         After you have deployed the virtual appliance, you can access the web UI to set up Unified Manager so that you can begin monitoring your clustered Data ONTAP systems.
         

         
         
            
               Before you begin

            

            
               	The Unified Manager virtual appliance must be deployed.
               

               
               	If this is the first time you are accessing the web UI, you must log in as the maintenance user.

               
            

            
         

         
         
            Steps

         

         
            	Start the Unified Manager web UI from your browser by using the  displayed link. 
               The link is in the following format: https://IP_address or https://Fully Qualified Domain Name.
               

            

            
            	Log in to  the Unified Manager web UI using your maintenance user credentials.

            
         

         
      

      
      
         
         
            
            Previous topic: Deploy the 
                  				Unified Manager virtual appliance

            
            Next topic: Perform the initial setup of the 
                  				Unified Manager web UI

            
         

         
      

   
      
      
      Performing the initial setup of the Unified Manager web UI
      

      
         To use Unified Manager,  you must first configure the initial setup options, including the NTP server, the maintenance user email address, and the
            SMTP server host name and options. Enabling periodic AutoSupport is also highly recommended.
         

         
         
            
               Before you begin

            
You must have performed the following operations before performing the initial setup:
            
               	Deployed the Unified Manager virtual appliance
               

               
               	Accessed the web UI using the URL provided in the maintenance console after deployment

               
               	Entered the maintenance user name and password created during deployment

               
            

            
         

         
         
            
               About this task

            

            The Unified Manager Initial Setup dialog box appears only when you first access the web UI. If you want to change any options, you can use the Setup Options dialog box, which is accessible from the Administration menu.
            

            
         

         
         
            Steps

         

         
            	In the Unified Manager Initial Setup dialog box, choose Yes to enable AutoSupport capabilities and click Continue. 
               While enabling AutoSupport is recommended, it is not mandatory. If you do not enable AutoSupport when configuring the initial
                  setup, you can enable it later using the Setup Options dialog box.
               

            

            
            	Type the NTP server, maintenance user email address, the SMTP server host name, and any additional SMTP options, and click
                  Save. 
               The Get Started area appears.
               

            

            
            	Optional: To add clusters for monitoring, click Add Cluster. 
               Adding a cluster enables Unified Manager to monitor your cluster components, but alert notifications are not sent until they are configured.
               

            

            
         

         
         
            
               After you finish

            

            If you choose not to immediately add clusters, you can configure additional options, such as  alerts and thresholds, and then
               add clusters for monitoring. See Configuring Unified Manager.
            

            
         

         
      

      
      
         
         
            
            Previous topic: Access the user interface

            
         

         
      

   
      
      
      Chapter 4. Configuring Unified Manager

      
         After deploying the Unified Manager virtual appliance and completing the initial setup to access the web UI, you can add clusters immediately or  perform additional
            configuration tasks before adding clusters, such as changing the host name, adding alerts, and adding users. The configuration
            workflow describes the tasks you might want to perform after completing the installation.
         

         
      

      
      
         
            More information

         

         
         
            
            	Overview of the configuration sequence

               
            

            
            	Configuring your environment after deployment

               After you deploy the  Unified Manager virtual appliance, there are several configuration tasks that you might want to perform before you start monitoring your
               clusters, such as changing the host name, adding alerts, and adding users. 
            

            
         

         
      

   
      
      
      Overview of the configuration sequence

      [image: ../images/GUID-F3C3A687-A3E3-4802-A71A-01F03ED31CD8-low.gif]

      
      
         
         
            
         

         
         Related tasks

            
            Configuring your environment after deployment

            
         

         
      

   
      
      
      Configuring your environment after deployment

      
         After you deploy the  Unified Manager virtual appliance, there are several configuration tasks that you might want to perform before you start monitoring your
            clusters, such as changing the host name, adding alerts, and adding users. 
         

         
         
            
               Before you begin

            

            
               	You must have deployed the virtual appliance and completed the Unified Manager initial setup. 
               

               
               	You must be logged in as the OnCommand Administrator role to perform this task.

               
            

            
         

         
         
            
               About this task

            
After you complete the Unified Manager initial setup, you can add clusters. If you did not add clusters at that time, you must add them before you can start monitoring
            cluster objects. You can add clusters at any time. However, there are some configuration changes that you might want to make
            to Unified Manager prior to, or after, adding clusters.
         

         
         
            	Changing the Unified Manager host name 
                When you deployed  Unified Manager, an SSL certificate was generated for HTTPS access. A host name was associated with the certificate, allowing you to use
                  the host name to access the Unified Manager web UI. You might want to change this host name after deployment.
               

            

            
            	Configuring Unified Manager to send alert notifications 
               After the clusters have been added to Unified Manager, you can monitor them, but you cannot receive notifications about events in your cluster environment until you configure
                  several options, such as the email address from which notifications are sent, the users to receive the alerts, and so forth.
                  You might also want to modify the default threshold settings at which events are generated.
               

            

            
            	Adding clusters and viewing the discovery status  
               You must manually add clusters to Unified Manager before you can monitor them.
               

            

            
         

         
      

      
      
         
            More information

         

         
         
            
            	Changing the Unified Manager host name

               When the virtual appliance is first deployed, the network host is assigned a name. You can change the host name after deployment.
               If you change the host name, you should also regenerate the HTTPS certificate. 
            

            
            	Configuring Unified Manager to send alert notifications

               You can configure Unified Manager to send notifications that alert you about events in your environment. Before notifications can be sent,  you must configure
               several other Unified Manager options.
            

            
            	Adding clusters 

               You can add an existing cluster to Unified Manager to  monitor the cluster and obtain information such as its health, capacity, and configuration. You can also view the cluster
               discovery status from the Data Sources page.
            

            
            	Changing the local user password

               You can change your login password to prevent potential security risks. 
            

            
         

         
         
         
            
         

         
         Related concepts

            
            Installing Unified Manager

            
         

         
      

   
      
      
      Changing the Unified Manager host name
      

      
         When the virtual appliance is first deployed, the network host is assigned a name. You can change the host name after deployment.
            If you change the host name, you should also regenerate the HTTPS certificate. 
         

         
         
            
               Before you begin

            
You must be signed in to Unified Manager as the  maintenance user or have the OnCommand Administrator role assigned to you to perform these tasks.
         

         
         
            
               About this task

            

            You can use the host name (or the host IP address) to access the product web UI.   If  you configured a static IP address
               for your network during deployment, then you would have designated a name for the network host. If you configured the network
               using DHCP, the host name should be taken from the DNS. If DHCP or DNS is not properly configured, the host name "OnCommand" is automatically assigned and associated with the security certificate.
            

            
            Regardless of how the host name was assigned, if you change the host name and intend to use the new host name to access the
               Unified Manager web UI, you must generate a new security certificate. 
            

            
            If you access the web UI by using the server's IP address instead of the host name, you do not have to generate a new certificate
               if you change the host name. However, it is the best practice to update the certificate, so that the host name in the certificate
               matches the actual host name.
            

            
            If you change the host name in Unified Manager, you must manually update the host name in  Workflow Automation. The host name is not updated automatically.
            

            
            The new certificate does not take effect until the Unified Manager  virtual machine is restarted.
            

            
         

         
         
            Steps

         

         
            	 Edit the network settings 
               You can change the host name from the Configure Network Settings dialog box, accessed from
                  the Administration menu.
               

            

            
            	Generate an HTTPS security certificate 
               If you want to use the new host name to access the Unified Manager web UI, you must regenerate
                  the HTTPS certificate to associate it with the new host name.
               

            

            
            	View the HTTPS security certificate 
               You should verify that the correct information is displayed after generating a new security
                  certificate, then restart Unified Manager.
               

            

            
            	Restart the Unified Manager virtual machine 
               If you regenerate the HTTPS certificate, then you must restart the virtual machine.

            

            
         

         
      

      
      
         
            More information

         

         
         
            
            	Edit the network settings

               You might want to edit network settings if an IP address changes due to the migration of a virtual machine (VM) to a different
               ESX server in a different domain, when maintenance is performed on your network equipment,  if you switch from a DHCP to a
               static network configuration, or if you switch from a static network to a DHCP configuration.
            

            
            	Generating an HTTPS security certificate

               You might generate a new HTTPS security certificate for multiple reasons, including  if you want to sign with a different
               Certificate Authority or if the current security certificate has expired. The new certificate replaces the existing certificate.
            

            
            	Viewing the HTTPS security certificate

               You can compare the HTTPS certificate details to the retrieved certificate in your browser to ensure that your browser's encrypted
               connection to Unified Manager is not being intercepted. You can also view the certificate to verify the content of a regenerated certificate or  to view
               alternate URL names from which you can access  Unified Manager.
            

            
         

         
         
         
            
         

         
      

   
      
      
      Editing the network settings

      
         You might want to edit network settings if an IP address changes due to the migration of a virtual machine (VM) to a different
            ESX server in a different domain, when maintenance is performed on your network equipment,  if you switch from a DHCP to a
            static network configuration, or if you switch from a static network to a DHCP configuration.
         

         
         
            
               Before you begin

            

            
               	You might need one or more of the following: host name or FQDN, IP address, DHCP, network mask, gateway, primary and secondary
                  DNS addresses, and search domains. 
               

               
               	If you are changing your network settings from DHCP-enabled to
                  static network configuration, you should have done the following:
                  
                     	Ensured that the IP address and gateway are reachable

                     
                     	Ensured that the IP address does not contain a duplicate address

                     
                     	Verified that the primary and secondary DNS
                        addresses are ready and available to send and receive network
                        traffic
                     

                     
                  

                  
               

               
               	You must be logged in as the OnCommand Administrator role to perform this task.

               
            

            
         

         
         
            
               About this task

            

            When you switch to a DHCP configuration, the previous host name is
               replaced by the name specified by your DHCP server.
               
            

            
            The self-signed SSL certificate generated during deployment is associated with the  host name (or FQDN) and the IP address.
               If you change either of these values and want to use that new host name or IP address to connect to Unified Manager, then  you must generate a new certificate. The new certificate does not take effect until the Unified Manager virtual machine is restarted.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Configure Network Settings .

            
            	In the Configure Network Settings dialog box, modify the host and network settings, as required.  
               
                  Tip: You can enter multiple comma-separated values in the Secondary DNS Address and Search Domains fields.
                  

                  
               

            

            
            	Click Update.

            
         

         
         
            
               After you finish

            

            After you have modified the settings of your network configuration, you can use the updated configuration to access Unified Manager.
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Generating an HTTPS security certificate

      
         You might generate a new HTTPS security certificate for multiple reasons, including  if you want to sign with a different
            Certificate Authority or if the current security certificate has expired. The new certificate replaces the existing certificate.
         

         
         
            
               Before you begin

            
You must be logged in as the OnCommand Administrator role to perform this task.

         
         
            
               About this task

            

            Attention: If connections that enable performance monitoring are currently configured between the Unified Manager server and one or more Performance Manager servers, executing this task invalidates those connections and deactivates any further performance monitoring updates from
               Performance Manager servers to the Unified Manager web UI. You must reactivate those connections after completing this task.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options. 
                  		   

            
            	In the Setup Options dialog box, click Management Server > HTTPS.

            
            	Click Regenerate HTTPS Certificate. 
               
                  Important: You must restart the Unified Manager virtual machine before the new certificate  takes effect. You can use  the System Configuration option in the NetApp maintenance console.
                  

                  
               

            

            
         

         
         
            
               After you finish

            

            After generating a new certificate, you can verify the new certificate information by viewing the HTTPS certificate.

            
            If you need to reactivate performance monitoring updates from Performance Manager servers to the Unified Manager server, you must delete the connections that were invalidated by this task and reconfigure new connections.  
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Viewing the HTTPS security certificate

      
         You can compare the HTTPS certificate details to the retrieved certificate in your browser to ensure that your browser's encrypted
            connection to Unified Manager is not being intercepted. You can also view the certificate to verify the content of a regenerated certificate or  to view
            alternate URL names from which you can access  Unified Manager.
         

         
         
            
               Before you begin

            
You must be logged in as the OnCommand Administrator role to perform this task.

         
         
            Steps

         

         
            	Click Administration > Setup Options. 
                  		   

            
            	In the Setup Options dialog box, click Management Server > HTTPS.

            
            	Click View HTTPS Certificate. 
               The Subject DN field should display the same host name or fully qualified domain name (FQDN) that is displayed in the Configure Network Settings dialog box. The IP addresses should also be the same in the certificate and in  the network settings.
               
 
               To view more detailed information about the security certificate, you can view the connection certificate in your browser.

            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Restarting the Unified Manager virtual machine
      

      
         You can restart the virtual machine from the maintenance console. You might need to restart after generating a new security
            certificate or if there is a problem with the virtual machine.
         

         
         
            
               Before you begin

            
The virtual appliance must be powered on.
            You must be logged in to the NetApp maintenance console as the maintenance user.
            

            
         

         
         
            
               About this task

            
You can also restart the virtual machine from vSphere by using the Restart Guest option. See the VMware documentation for
            more information.
         

         
         
            Steps

         

         
            	Access the maintenance console.

            
            	Select System Configuration > Reboot Virtual Machine. 
               

            

            
            	Start the Unified Manager GUI from your browser and log in. 
               

            

            
         

         
      

      
   
      
      
      Configuring Unified Manager to send alert notifications
      

      
         You can configure Unified Manager to send notifications that alert you about events in your environment. Before notifications can be sent,  you must configure
            several other Unified Manager options.
         

         
         
            
               Before you begin

            
You must be logged in as the OnCommand Administrator role to perform this task.

         
         
            
               About this task

            

            After deploying the virtual appliance and completing  the initial Unified Manager configuration, you should consider configuring your environment to trigger alerts and generate notification emails or SNMP
               traps.
            

            
            You can complete the following tasks to properly configure your environment and to add alerts.

            
         

         
         
            Steps

         

         
            	Configure notification settings 
               If you want alert notifications sent when certain events occur in your environment, you must
                  supply an email address from which the alert notification can be sent. If your configuration uses
                  an SMTP server for email authentication, then you must provide the user name and password
                  for the server. If you want to use SNMP traps, you can select that option and provide the
                  necessary information.
               

            

            
            	Enable remote authentication 
               If you want remote LDAP or Active Directory users to access the Unified Manager instance and
                  receive alert notifications, then you must enable remote authentication.
               

            

            
            	Add authentication servers 
               If you enable remote authentication, then you must identify authentication servers.

            

            
            	Edit global threshold settings 
               You can modify the threshold settings for aggregates, volumes, and certain types of protection relationships. These settings
                  determine when an event should be generated, which can affect when an alert notification is sent.
               

            

            
            	Add users 
               You can add several different types of local or remote users and assign specific roles. When you
                  create an alert, you assign a user to receive the alert notifications.
               

            

            
            	Add alerts 
               After you have added the email address for sending notifications, added users to receive the
                  notifications, configured your network settings, and configured SMTP and SNMP options needed
                  for your environment, then you can assign alerts.
               

            

            
         

         
      

      
      
         
            More information

         

         
         
            
            	Configuring notification settings

               You can configure the settings for the Unified Manager server to send alert notifications when an event is generated or when it is assigned to a user. You can configure the corresponding
               mail server to be used and various notification mechanisms—for example, alert notifications can be sent as emails or SNMP
               traps.
            

            
            	Enabling remote authentication

               Using Open LDAP or Active Directory, you can enable remote authentication so that the management server can communicate with
               your authentication servers and so that users of the authentication servers can use Unified Manager to manage the storage objects and data.
            

            
            	Adding authentication servers

               You can add authentication servers and enable remote authentication on the  	 management server to enable remote users within
               the authentication server to access Unified Manager.
            

            
            	Editing global threshold settings

               You can configure global threshold conditions for capacity, growth, Snapshot reserve, quotas, and inodes to monitor your aggregate
               and volume size effectively. You can also edit the  settings for generating events for exceeding lag thresholds.
            

            
            	Adding a user

               You can create local users or database users by using the Manage Users page. You can also add remote users or groups belonging  to an authentication server. You can assign roles to these users and
               based on the privileges of the roles, users can effectively manage the storage objects and data using Unified Manager or view data in a database.
            

            
            	Adding an alert

               You can create alerts to notify you when a particular event is generated. You can create alerts for a single resource, group
               of resources, events of a particular severity type, and  specify the frequency with which you want to be notified.
            

            
         

         
         
         
            
         

         
      

   
      
      
      Configuring notification settings

      
         You can configure the settings for the Unified Manager server to send alert notifications when an event is generated or when it is assigned to a user. You can configure the corresponding
            mail server to be used and various notification mechanisms—for example, alert notifications can be sent as emails or SNMP
            traps.
         

         
         
            
               Before you begin

            
The following information must be available:
            
               	Email address from which the alert notification is sent

               
               	Host name, user name, password, and default port to configure the SMTP server

               
               	SNMP version, trap destination host, outbound trap port, and community to configure the SNMP trap

               
            

            
            You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the Setup Options dialog box, click General Settings > Notification.

            
            	In the Notification Setup Options dialog box, configure the appropriate settings. 
               You can specify the email address and SMTP server from which the alert notifications are sent, and enter  the SNMP trap settings.
 
               
                  Tip: If the host name of the SMTP server cannot be resolved, you can specify the IP address of the SMTP server instead of the
                     host name.
                  

                  
               

            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Enabling remote authentication

      
         Using Open LDAP or Active Directory, you can enable remote authentication so that the management server can communicate with
            your authentication servers and so that users of the authentication servers can use Unified Manager to manage the storage objects and data.
         

         
         
            
               Before you begin

            
You must be logged in as the OnCommand Administrator role to perform this task.

         
         
            
               About this task

            

            If remote authentication is disabled, remote users or groups can no longer access  Unified Manager.
            

            
            The only two supported remote authentication methods are Active
               Directory and Open LDAP.
               LDAPS is not supported.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the Setup Options dialog box, click Management Server > Authentication.

            
            	Select Enable Remote Authentication. 
               If you are using Active Directory Authentication Service, you can enter the Administrator Name using one of the following
                  formats:
                  
                     	domainname/username

                     
                     	username@domainname

                     
                     	Bind Distinguished Name (using appropriate LDAP notation)

                     
                  

                  
               

            

            
            	Optional: Add authentication servers and test the authentication.

            
            	Click Save and Close.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Adding authentication servers

      
         You can add authentication servers and enable remote authentication on the 
            	 management server to enable remote users within the authentication server to access Unified Manager.
         

         
         
            
               Before you begin

            
 		
            
               	The following information must be available:
                  
                     	Host name or IP address of the authentication server

                     
                     	Port number of the authentication server

                     
                  

                  
               

               
               	
                  You must have enabled remote authentication and configured your authentication service so that the management server can authenticate
                     remote users or groups in the authentication server.
                  

                  
               

               
               	You must be logged in as the OnCommand Administrator role to perform this task.

               
            

            
         

         
         
            
               About this task

            

            If the authentication server that you are adding is part of a high-availability pair (using the same database), you can also
               add the partner authentication server. This enables the management server to communicate with the partner when one of the
               authentication servers is unreachable.
            

            
         

         
         
            Steps

         

         
            	 		  Click Administration > Setup Options. 		
            

            
            	 		  In the 
                  			 Setup Options dialog box, click 
                  			 Management Server > Authentication. 
                  		   		
            

            
            	In the Servers area, click Add.

            
            	 		  In the 
                  			 Add Authentication Server dialog box, specify either the host name or IP address of the server, and the port details. 
                  		   		
            

            
            	 		  Click 
                  			 Add. 		
            

            
         

         
         
            
               Result

            
The authentication server that you added is displayed in the Servers area.
         

         
         
            
               After you finish

            

            Perform a test authentication to confirm that you are able to authenticate users in the authentication server that you added.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Editing global threshold settings

      
         You can configure global threshold conditions for capacity, growth, Snapshot reserve, quotas, and inodes to monitor your aggregate
            and volume size effectively. You can also edit the  settings for generating events for exceeding lag thresholds.
         

         
         
            
               About this task

            
Global threshold settings  apply to all objects with which they are associated, such as aggregates, volumes, and so forth.
            When thresholds are crossed, an event is generated and, if alerts are configured, an alert notification is sent. 
            
            
            
            
            
            
            
            Threshold defaults are set to recommended values, but you can modify them to generate events at intervals to meet your specific
            needs. When thresholds are changed, events are generated or obsoleted in the next monitoring cycle.
            Global threshold settings are accessible from the Setup Options dialog box. You can also modify threshold settings for individual
               objects, from the inventory page or the details page for that object.
            

            
         

         
         
            	Configuring global aggregate threshold values 
               You can edit the threshold settings for capacity, growth, and Snapshot copies for all aggregates to track any threshold breach.

            

            
            	Configuring global volume threshold values 
               You can edit the threshold settings for capacity, Snapshot copies, quotas, volume growth, overwrite reserve space, and inodes
                  for all volumes to track any threshold breach.
               

            

            
            	Editing unmanaged relationship lag thresholds 
               You can increase or decrease the  warning or error lag time percentage so that events are generated at intervals that are
                  more appropriate to your needs.
               

            

            
         

         
      

      
      
         
            More information

         

         
         
            
            	Configuring global aggregate threshold values

               You can configure  global threshold values for all aggregates to track any threshold breach.  Appropriate events are generated
               for threshold breaches and you can take preventive measures based on these events. You can configure the global values based
               on the best practice settings for thresholds that apply to all monitored aggregates.
            

            
            	Configuring global volume threshold values

               You can configure the global threshold values for all volumes to track any threshold breach. Appropriate events are generated
               for threshold breaches, and you can take preventive measures based on these events. You can configure the global values based
               on the best practice settings for thresholds that apply to all monitored volumes.
            

            
            	Editing unmanaged relationship lag threshold settings

               You can edit the default lag warning and error threshold settings for unmanaged protection relationships so that events are
               generated at intervals that are more appropriate to your needs.
            

            
         

         
         
         
            
         

         
      

   
      
      
      Configuring global aggregate threshold values

      
         You can configure  global threshold values for all aggregates to track any threshold breach.  Appropriate events are generated
            for threshold breaches and you can take preventive measures based on these events. You can configure the global values based
            on the best practice settings for thresholds that apply to all monitored aggregates.
         

         
         
            
               Before you begin

            

            You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

            
         

         
         
            
               About this task

            

            
               	Most of the threshold options have default values for better monitoring. However, you can change the values to suit the requirements
                  of your environment.
               

               
               	The threshold values are not applicable to the root aggregate of the node.

               
            

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the Setup Options dialog box, click Thresholds > Aggregates.

            
            	Configure the appropriate threshold values for capacity, growth, and Snapshot copies.

            
            	Click Save and Close.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Configuring global volume threshold values

      
         You can configure the global threshold values for all volumes to track any threshold breach. Appropriate events are generated
            for threshold breaches, and you can take preventive measures based on these events. You can configure the global values based
            on the best practice settings for thresholds that apply to all monitored volumes.
         

         
         
            
               Before you begin

            
You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

         
         
            
               About this task

            
Most of the threshold options have default values for better monitoring. However, you can change the values to suit the requirements
            of your environment.
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the Setup Options dialog box, click Thresholds > Volumes.

            
            	Configure the appropriate threshold values for capacity, Snapshot copies, quotas, volume growth, and inodes.

            
            	Click Save and Close.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Editing unmanaged relationship lag threshold settings

      
         You can edit the default lag warning and error threshold settings for unmanaged protection relationships so that events are
            generated at intervals that are more appropriate to your needs.
         

         
         
            
               Before you begin

            

            You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the  Setup Options dialog box, click Thresholds > Relationships.

            
            	In the Lag area of the Relationships Thresholds Setup Options dialog box, increase or decrease the  warning or error lag time percentage as needed.

            
            	Click Save and Close.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Adding a user

      
         You can create local users or database users by using the Manage Users page. You can also add remote users or groups belonging  to an authentication server. You can assign roles to these users and
            based on the privileges of the roles, users can effectively manage the storage objects and data using Unified Manager or view data in a database.
         

         
         
            
               Before you begin

            

            
               	To add a remote user or group, you must have enabled remote authentication and configured your authentication server.

               
               	You must be logged in as the OnCommand Administrator role to perform this task.

               
            

            
         

         
         
            
               About this task

            

             If you add a group from active directory, then
               all direct members and nested subgroups can authenticate to Unified Manager. If you add a group from OpenLDAP or Other
               authentication services, then only direct members of that group
               can authenticate to Unified Manager.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Manage Users.

            
            	In the Manage Users page, click Add.

            
            	In the Add User dialog box, select the type of user that you want to create and enter the required information. 
               When entering the required user information, you must specify an email address unique to that user. Specifying email addresses
                  shared by multiple users must be avoided.
               

            

            
            	Click Add.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Adding an alert

      
         You can create alerts to notify you when a particular event is generated. You can create alerts for a single resource, group
            of resources, events of a particular severity type, and  specify the frequency with which you want to be notified.
         

         
         
            
               Before you begin

            

            
               	You must have configured notification settings such as the email address, SMTP server, and SNMP trap host so that the Unified Manager server can use these settings to send notifications to users when an event is generated.
               

               
               	The following information must be available: resources and events for which you want to trigger the alert, and user names
                  or email addresses of users you want to notify.
               

               
               	You must be logged in as the OnCommand Administrator role to perform this task..
               

               
            

            
         

         
         
            
               About this task

            

            
               	You can create an alert based on resources or events or both.

               
            

            
         

         
         
            Steps

         

         
            	Click Administration > Manage Alerts.

            
            	In the Alerts page, click Add.

            
            	In the Add Alert dialog box, perform the following steps:
                  	Click Name and  enter a name  and description for the alert.

                  
                  	Click Resources and select the resources to be included or excluded from the alert. 
                     You can set a filter by specifying a text string in the Name contains field to select a group of resources. Based on the text string you specify, the list of available resources displays only
                        those resources that match the filter rule. 
                        Note: The text string that you specify is case-sensitive.
                           If a resource conforms to both the include and exclude rules that you have specified, the exclude rule takes precedence over
                              the include rule, and the alert is not generated for events related to the excluded resource.
                           

                           
                        

                        
                        Tip: To select more than one resource, press the Ctrl key while you make your selections.
                        

                        
                     

                  

                  
                  	Click Events and select the events based on the event name or event severity type for which you want to trigger an alert. 
                     
                        Tip: To select more than one event, press the Ctrl key while you make your selections.
                        

                        
                     

                  

                  
                  	Click Recipients and select the users that you want to notify when the alert is generated and the notification frequency. 
                     
                        Note: If you modify the email address that is specified for the user and reopen the alert for editing, the Name field appears blank because the modified email address is no longer mapped to the user that was previously selected. Also,
                           if you have modified the email address of the selected user from the Manage Users page, the modified email address is not updated for the selected user.
                        

                        
                     
 
                     You can also choose to notify users through SNMP traps.

                  

                  
               

               
            

            
            	Click Save.

            
         

         
         
            Example for adding an alert

            This example shows how to create an alert that meets the following requirements:

            
            
               	Alert name: Test

               
               	Resources: includes all volumes whose name contains "abc" and excludes all the volumes whose name contains "xyz"

               
               	Events: includes all critical events

               
               	Recipients:  includes "sample@domain.com" and the user has to be notified every 15 minutes
               

               
            

            
            Perform the following steps in the Add Alert dialog box:
            

            
            
               	Click Name and enter Test in the Alert Name field.
               

               
               	Click Resources and  in the Include tab, select Volumes from the drop-down list.
                  
                     	Enter abc in the Name contains field to display the volumes whose name contains abc.
                     

                     
                     	Select <<All Volumes whose name contains 'abc'>> from the Available Resources area and move it to the Selected Resources area.
                     

                     
                     	Click Exclude and enter xyz in the Name contains field and then click Add.
                     

                     
                  

                  
               

               
               	Click Events and select Critical from the Event Severity field.
               

               
               	Select All Critical Events from the Matching Events area and move it to the Selected Events area.
               

               
               	Click Recipients and enter sample@domain.com in the Alert these users field.
               

               
               	Select Remind every 15 minutes to set the frequency to notify the user every 15 minutes.
                  You can configure an alert to repeatedly send notification to the recipients for a specified time. You should determine the
                     time from which the event notification is active for the alert.
                  

                  
               

               
               	Click Save.
               

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Adding clusters 

      
         You can add an existing cluster to Unified Manager to  monitor the cluster and obtain information such as its health, capacity, and configuration. You can also view the cluster
            discovery status from the Data Sources page.
         

         
         
            
               Before you begin

            

            
               	The following information must be available: 
                  
                     	Host  name or cluster management IP address
                        The host name is the FQDN or  short name that  Unified Manager uses to connect to the cluster. This host name must resolve to the cluster-management IP address.
                        

                        
                        The cluster-management IP address must be the cluster-management LIF of the admin Storage Virtual Machine (SVM). If you use a node-management LIF, the operation fails.
                        

                        
                     

                     
                     	Data ONTAP administrator user name and password

                     
                     	Type of protocol (HTTP or HTTPS) that can be configured on the cluster and the port number of the cluster

                     
                  

                  
               

               
               	You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

               
            

            
         

         
         
            Steps

         

         
            	Click Storage > Clusters . 

            
            	 From the  Clusters page, click Add.

            
            	In the Add Cluster dialog box, specify the values, such as the host name or IP address of the cluster, user name, password, protocol for communication,
                  and port number. 
               
                  By default, the HTTPS protocol is selected.

                  
               

            

            
            	Click Add.

            
            	If HTTPS is selected, perform the following steps:
                  	In the Authorize Host dialog box, click View Certificate to view the certificate information of the cluster.

                  
                  	Click Yes. 
                     Unified Manager checks the certificate only when the cluster is initially added, but does not check it for each API call to Data ONTAP. 
                     
 
                     If the certificate has expired, you cannot add the cluster. You must renew the certificate and then add the cluster. 
                        For more information, see KB article 1014389 How to renew an SSL certificate in clustered Data ONTAP (login required).
                        

                        
                     

                  

                  
               

               
            

            
            	Optional: View the cluster discovery status by performing the following steps:
                  	Click the Data Sources link from the discovery status message displayed in the Clusters page.

                  
                  	Review the cluster discovery status from the Data Sources page.

                  
               

               
            

            
         

         
         
            
               Result

            
The cluster is added to the Unified Manager database after the default monitoring interval of approximately 15 minutes.
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Changing the local user password

      
         You can change your login password to prevent potential security risks. 

         
         
            
               Before you begin

            

            You must be logged in as a local user.

            
         

         
         
            
               About this task

            

            The passwords for the  maintenance user and  for the remote user cannot be changed from the web UI. To change the maintenance
               user password, use the  Unified Manager maintenance console. To change the remote user password, contact your password administrator.
            

            
         

         
         
            Steps

         

         
            	Log in to Unified Manager.

            
            	Click user_name > Change Password. 
               The Change Password option is not displayed if you are a remote user.
               

            

            
            	In the Change Password dialog box, enter the details as required.

            
            	Click Save.

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Chapter 5. Setting up a connection between Performance Manager and  Unified Manager

      
         This workflow shows you how to set up your connection between Performance Manager and Unified Manager. This enables you to monitor  the performance issues that are detected by the Performance Manager server through the Unified Manager web UI. 
         

         
         
            
               Before you begin

            

            You must have completed the installation of Unified Manager. For more information, see Installing Unified Manager.
            

            
            You must have completed the installation of Performance Manager. For more information, see the OnCommand Performance Manager Installation and Administration Guide.
            

            
            You must be logged in as the OnCommand Administrator role to perform this task.

            
         

         
         
            
               About this task

            

            You can configure connections between one Unified Manager server and multiple Performance Manager servers.
            

            
         

         
      

      
      
         
            Steps

         

         
         
            
            	Create a user with the event publisher role

               You must first create a user with the event publisher role to begin connecting the 
               		  Unified Manager server to an 
               		  OnCommand Performance Manager server. 
               		
            

            
            	Set up a connection between 
                  		  OnCommand Performance Manager and 
                  		  Unified Manager

               You can connect an 
               		  OnCommand Performance Manager server with the 
               		  Unified Manager server to display performance issues in the 
               		  Unified Manager web UI.
            

            
         

         
         Related information

            
            NetApp Support Site: support.netapp.com

            
         

         
      

   
      
      
      Creating a user with Event Publisher role privileges

      
         To support a  connection between a Performance Manager server and the Unified Manager server and  the display of Performance Manager performance information in the Unified Manager web UI, you must first create a local user and assign to it the Event Publisher role. 
         

         
         
            
               Before you begin

            

            You must be logged in to Unified Manager as the OnCommand Administrator to perform this task. 
            

            
         

         
         
            
               About this task

            
When you configure a connection between a Performance Manager server and the Unified Manager server, the local user assigned the Event Publisher role is specified as  the user under which performance incident notification
            is posted in the Unified Manager web UI. 
         

         
         
            Steps

         

         
            	Click Administration > Manage Users.

            
            	In the Manage Users page, click Add.

            
            	In the Add User dialog box, select Local User for type and Event Publisher for role and enter the other required information.

            
            	Click Add.

            
         

         
         
            
               Result

            
After you create  a local user with the Event Publisher role, you can configure a connection between one or more Performance Manager servers and the Unified Manager server.
         

         
      

      
      
         
         
            
            Next topic: Set up a connection between 
                  		  OnCommand Performance Manager and 
                  		  Unified Manager

            
         

         
      

   
      
      
      Configuring a connection between a Performance Manager server and the  Unified Manager server

      
         To enable display in the Unified Manager web UI of performance issues discovered by a Performance Manager server, you must configure a connection between that server and the Unified Manager server in the Performance Manager maintenance console.
         

         
         
            
               Before you begin

            

            
               	You must have created a local user with  Event Publisher role privileges for the Unified Manager server in the connection you want to create.
               

               
               	You must have  a  user ID authorized to log in to the maintenance console of the Performance Manager server for which you want to display performance data in the Unified Manager web UI.
               

               
               	You must be prepared to specify the following information about the Unified Manager server:
                  
                     	Unified Manager server name or IP address
                     

                     
                     	Unified Manager server default port 443
                     

                     
                     	Event Publisher user name (the name of the local Unified Manager server user assigned Event Publisher role privileges)
                     

                     
                     	Event Publisher password (the password of the local Unified Manager server user assigned Event Publisher role privileges)
                     

                     
                  

                  
               

               
            

            
         

         
         
            
               About this task

            
You can configure connections between one Unified Manager server and multiple Performance Manager servers.
            For each connection, complete the following actions:

            
         

         
         
            Steps

         

         
            	Log in as the maintenance user to the maintenance console of the Performance Manager server for which you want to create the  Unified Manager connection.  

            
            	In the maintenance console,  type the number of the  menu option labeled "Unified Manager Server Connection" and then type the number of the menu option
                  labeled "Add/Modify Unified Manager Server Connection."

            
            	When prompted, supply the requested  Unified Manager server  name or IP address and  Unified Manager server port information. 
               The maintenance console checks the validity of the specified Unified Manager server name or IP address and  Unified Manager server port, and, if necessary, prompts you to accept the Unified Manager server trust certificate to support the connection. The default Unified Manager server port 443 must be used.
               

            

            
            	When prompted, supply the requested Event Publisher user name and Event Publisher password and then confirm that  the settings
                  are correct.

            
         

         
         
            
               Result

            
After the connection is complete, all new performance incidents discovered by Performance Manager are reflected on the Unified Manager  Dashboard page and Events page.
         

         
      

      
      
         
         
            
            Previous topic: Create a user with the event publisher role

            
         

         
      

   
      
      
      Chapter 6. Pairing  OnCommand Workflow Automation with Unified Manager

      
         This workflow shows you how to set up your connection between Workflow Automation and Unified Manager to enable protection features like SnapMirror and SnapVault configuration workflows, as well as commands for managing SnapMirror
            relationships.
         

         
         
            
               Before you begin

            

            You must have completed the installation of Unified Manager For more information, see Installing Unified Manager.
            

            
            You must have completed the installation of OnCommand Workflow Automation. For more information, see the OnCommand Workflow Automation Installation and Setup Guide.
            

            
            You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

            
         

         
      

      
      
         
            Steps

         

         
         
            
            	Create a database user

               You can create a database user to begin pairing 
               		  Workflow Automation with 
               		  Unified Manager.
            

            
            	Set up 
                  		  Workflow Automation in 
                  		  Unified Manager

               You can pair 
               		  Workflow Automation with 
               		  Unified Manager to define workflows for your storage classes.
            

            
         

         
         Related information

            
            NetApp Support Site: support.netapp.com

            
         

         
      

   
      
      
      Creating a database user

      
         To support a connection between Workflow Automation and Unified Manager, you must first create a database user in the Unified Manager web UI.
         

         
         
            
               Before you begin

            
You must be logged in as the OnCommand Administrator role to perform this task.

         
         
            
               About this task

            

            Database users provide integration with Workflow Automation and access to database views. Database users do not have access to the Unified Manager web UI.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Manage Users.

            
            	In the Manage Users page, click Add.

            
            	In the Add User dialog box, select Database User in the Type drop-down menu.

            
            	Type a name and password for the database user.

            
            	Click Add.

            
         

         
      

      
      
         
         
            
            Next topic: Set up 
                  		  Workflow Automation in 
                  		  Unified Manager

            
         

         
      

   
      
      
      Pairing OnCommand Workflow Automation  with  Unified Manager

      
         You can  integrate Workflow Automation with  Unified Manager over a secure connection. This enables protection features such as SnapMirror and SnapVault configuration workflows, as well
            as commands for managing SnapMirror relationships.
         

         
         
            
               Before you begin

            
The following information must be available:
            
               
                  	Name of a database user in Unified Manager

                  
                  	Host address, port number 443, user name, and password for the OnCommand Workflow Automation setup
                  

                  
               

               
            

            
            You must be assigned either the OnCommand Administrator role or the Storage Administrator role to perform this task.

            
            You must be assigned either the Administrator role or the Architect role in Workflow Automation to perform this task.
            

            
         

         
         
            Steps

         

         
            	Click Administration > Setup Options.

            
            	In the Setup Options dialog box, click Add-ons > Workflow Automation.

            
            	In the Set Up OnCommand Workflow Automation dialog box, type the host name or IP address and the user name and password. 
               You must use Unified Manager server port 443. 
               

            

            
            	Click Save and Close.

            
            	If you use a self-signed certificate, click Yes to authorize the security certificate. 
               The Workflow Automation Options Changed dialog box displays.
               

            

            
            	Click Yes to reload the web UI and add the Workflow Automation features.

            
         

         
      

      
      
         
         
            
            Previous topic: Create a database user

            
         

         
      

   
      
      
      Chapter 7. Unified Manager 6.x upgrade overview
      

      
         Because Unified Manager 6.x is deployed only as a virtual instance, there is no upgrade path from Unified Manager 5.x; you just deploy Unified Manager 6.x. You can  upgrade from Unified Manager 6.0 to the later versions.
         

         
         You can install Unified Manager 5.x on physical servers and on virtual machines. In contrast, you deploy Unified Manager 6.x only as a virtual instance. Therefore, both Unified Manager 5.x and Unified Manager 6.x can monitor clustered Data ONTAP systems concurrently. 
         

         
         However, if Unified Manager 5.x and Unified Manager 6.x are both polling the same clusters, the increased overhead might result in slower response times.
         

         
         Note: Unified Manager 6.x does not automatically discover alerts that you configured for Unified Manager 5.x. Therefore, when you deploy Unified Manager 6.x, you must reconfigure all alerts. 
         

         
         For information about migrating Data ONTAP 7G and 7-Mode FlexVol volumes and  configuration to hardware that is running clustered
            Data ONTAP 8.2 or later, see the 7-Mode Transition Tool Data and Configuration Transition Guide.
         

         
      

      
      
         Related tasks

            
            Removing Unified Manager 6.1

            
            Deploying Unified Manager

            
         

         
      

   
      
      
      Chapter 8. Upgrading to Unified Manager 6.1
      

      
         This workflow shows you how to upgrade from Unified Manager 6.0 to Unified Manager 6.1. 
         

         
         
            
               Before you begin

            

            Using a VMware snapshot, you must have backed up the virtual machine on which the virtual appliance resides, to avoid data
               loss.
            

            
            You must be the maintenance user to perform this task.

            
            You must have the following information:
               
                  	Login credentials for the NetApp Support Site

                  
                  	Credentials for accessing the VMware vCenter server and vSphere Client

                  
               

               
            

            
         

         
         
            
               About this task

            

            During the upgrade process, Unified Manager is unavailable. You should complete any running operations before upgrading.
            

            
            Because Unified Manager 6.x is deployed only as a virtual instance, there is no upgrade path from OnCommand Unified Manager 5.x.
            

            
         

         
      

      
      
         
            Steps

         

         
         
            
            	Download the 
                  		  Unified Manager 6.1 ISO image

               Before upgrading to 
               		  Unified Manager 6.1, you must first download the software.
            

            
            	Upgrade to 
                  		  Unified Manager 6.1

               You can upgrade to 
               		  Unified Manager 6.1 from 6.0. 
               		
            

            
         

         
      

   
      
      
      Downloading the Unified Manager 6.1 ISO image
      

      
         Before upgrading to Unified Manager 6.1, you must download the Unified Manager 6.1 ISO image from the NetApp Support Site.
         

         
         
            
               Before you begin

            

            You must have  login credentials for the NetApp Support Site.
            

            
         

         
         
            
               About this task

            
The image file contains the software updates required for the upgrading to Unified Manager 6.1.
         

         
         
            Steps

         

         
            	Download the OnCommandUnifiedManager-6.1-virtual-update.iso file from the NetApp Support Site.

            
            	Save the  image file to a local or network directory that is accessible to your vSphere Client.

            
            	Verify the checksum to ensure the software downloaded correctly.

            
         

         
      

      
      
         
         
            
            Next topic: Upgrade to 
                  		  Unified Manager 6.1

            
         

         
         Related information

            
            NetApp Support Site: support.netapp.com

            
         

         
      

   
      
      
      Upgrading to OnCommand Unified Manager 6.1
      

      
         To upgrade from OnCommand Unified Manager 6.0 to OnCommand Unified Manager 6.1, you must first download the OnCommandUnifiedManager-6.1-virtual-update.iso file from the NetApp Support Site.
         

         
         
            
               Before you begin

            

            You must have backed up the virtual machine on which the virtual appliance resides, to avoid data loss.

            
            You must have the following information:
               
                  	Credentials for accessing the VMware vCenter Server and vSphere Client

                  
                  	Credentials as the maintenance user

                  
               

               
            

            
         

         
         
            
               About this task

            

            During the upgrade process, Unified Manager is unavailable. You should complete any running operations before upgrading.
            

            
            Because OnCommand Unified Manager 6.x is deployed only as a virtual instance, there is no upgrade path from OnCommand Unified Manager 5.x.
            

            
            If you have paired Workflow Automation and  Unified Manager, you need to manually update the host name in Workflow Automation.
            

            
         

         
         
            Steps

         

         
            	In the vSphere Client, select the VM on which the virtual appliance for OnCommand Unified Manager 6.0 is installed.

            
            	Click the CD/DVD Drive icon and select Connect to ISO image on local disk.

            
            	Select the OnCommandUnifiedManager-6.1-virtual-update.iso file and click Open.

            
            	Click the Console tab.

            
            	Log in to the maintenance console.

            
            	In the Main Menu, select Upgrade. 
               A message displays that  Unified Manager will be unavailable during the upgrade process and will resume after completion.
               

            

            
            	Type y to continue. 
               A warning appears that reminds you to back up the virtual machine on which the virtual appliance resides.

            

            
            	Type y to continue. 
               The upgrade process and the restart of Unified Manager services can take several minutes to complete.
               

            

            
            	Press any key to continue. 
               You are automatically logged out of the maintenance console.

            

            
            	(Optional) Log in to the maintenance console and verify the version number.

            
         

         
         
            
               Result

            
You can log in to the web UI to use the upgraded version of  Unified Manager. 
             After the upgrade, you must wait for the discovery process to finish before performing any task in the UI.

            
         

         
      

      
      
         
            More information

         

         
         
            
            	Cannot log in to the web UI after upgrading to OnCommand Unified Manager 6.1

               
            

            
         

         
         
         
            
            Previous topic: Download the 
                  		  Unified Manager 6.1 ISO image

            
         

         
      

   
      
      
      Cannot log in to the web UI after upgrading to OnCommand Unified Manager 6.1
      

      
         
            
               	Issue

               
               	
                  When you deploy Unified Manager 6.0 and then open a browser connection to the  Unified Manager server, cookies are created for this browser session. If you then upgrade from Unified Manager 6.0 to Unified Manager 6.1, during the upgrade the server services are restarted and this results in the client session timing out.
                  

                  
               

               
            

            
            
               	Cause

               
               	 You cannot log in to the UI because of a Java exception in  ocumserver-debug.log.
               

               
            

            
            
               	Corrective action

               
               	Perform the following steps:
                  
                     	Delete the browser cookies and browser cache for the  existing server connection created since the start of the browser session.

                     
                     	Log in  to the web UI of Unified Manager 6.1 server using the same credentials.
                     

                     
                  

                  
               

               
            

            
         

         
      

      
      
         
         
            
         

         
      

   
      
      
      Chapter 9. Removing Unified Manager 6.1
      

      
         You can uninstall Unified Manager 6.1 by destroying the virtual appliance on which the Unified Manager software runs. 
         

         
         
            
               Before you begin

            

            You must have downloaded and deployed the virtual appliance.

            
            You must have  credentials for accessing VMware vCenter Server and vSphere Client.

            
         

         
         
            Steps

         

         
            	In vSphere Client, click Home > Inventory > VMs and Templates.

            
            	Select the VM that you want to destroy.

            
            	Click the Summary tab.

            
            	If the VM is running, click Commands > Shut Down Guest.

            
            	Right-click the VM that you want to destroy and click Delete from Disk.
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